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As predicted, 2015 saw a continued rise in regulatory
pressures concerning Anti-Money Laundering (“AML”),
with a number of high profile fines and investigations.
Compliance with AML, Know Your Customer (“KYC”) and
sanctions requirements continues to be a key focus area

for management, and firms must ensure they are following
appropriate compliance procedures to meet the increasing
regulatory demands. Firms operating on a global scale must
also demonstrate a robust compliance framework, ensuring
that each territory has sufficient management oversight and
that AML requirements are being adhered to at both a local
and global level.

Given these challenges, we have further developed our
KYC Quick Reference Guide, an easy access tool providing
the key information firms need to understand and mitigate
their AML risks. Since its launch seven years ago, the Guide
has remained a popular resource and continues to be of
value to those seeking to understand AML requirements
globally. This year, we have continued to increase the level
of global coverage, with information on Bangladesh, the
Dominican Republic, Ecuador, Ethiopia, Honduras and
Latvia as new additions to the 2016 Guide, taking the

total countries covered to 92. We are keen to continue
expanding our reach, so please let us know if your country
is not currently part of our Guide and you would like to be
included next year.
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Understanding global KYC differences

Content of the Guide Click to return to main ma

Fundamental KYC requirements, regulators’ views on the
use of the risk based approach, dealing with Politically
Exposed Persons (“PEPs”) and guidance on prohibitions
relating to shell banks are all subjects covered within

the Guide.

The Guide also contains up to date information on
regulatory and other cultural issues which need to be
addressed when conducting business across multiple
jurisdictions. Useful links to Financial Action Task Force
(“FATF”) reports and country evaluations are also
included, in addition to questions on suspicious activity
reporting obligations, penalties for non-compliance,
AML audits and data privacy. Our Guide also provides an
insight into the relevant AML regulations affecting each
country and includes links, where relevant, detailing
further information.

From time to time, you may need expert advice

from AML specialists. We’ve included details of the
appropriate PwC Financial Crime professionals in the
countries featured. They would be happy to discuss any

AML issues you might have.
Europe
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Country by country comparison of high level Know Your Customer and Anti-Money Laundering information

Angola

Key contact: Ines Correia Neves Postal address: Presidente Business Center Last updated:
Email: ines.correia.neves@pt.pwc.com Largo 4 de Fevereiro n.°3, 1° andar- Sala 137 January 2016
Tel: +351 21 359 93 345 Luanda; Angola

Regulatory Environment

In what year did the relevant AML laws and regulations become effective?

Law no. 34/11 was issued on 12 Dec 2011 and Aviso N° 21/2012 and N° 22/2012 for financial institutions.

If the AML laws and/or regulations became effective in the last 2 years, what were the requirements of the previous AML regime?

N/A

Who is the regulator for AML controls for: (a) Banking; (b) Other financial Services; (c) Non financial sector (e.g. casinos, high value goods etc.). Please include link to the regulator(s) website

The regulators for AML controls are:
a) Banco Nacional de Angola (www.bna.ao); and
b) Direcgao Nacional de Investigagdo e Inspecgdo das Actividades Econémicas do Comando Geral da Policia Nacional (http://www.policiaeconomica.gv.ao/).

Is there any practical guidance provided to firms by public authorities regarding AML requirements, beyond the FATF recommendations and local legislation? Please include link to website, where available.

There is a guide issued by the banking regulator at (http://www.bna.ao/uploads/%7B336b248e-8785-4a72-ade1-2dc17a3f962e%7D.pdf).

Is there a requirement to retrospectively verify the identity of customers before the date the new AML regime was introduced?

Law no. 34/11 does not make any reference to requirements to retrospectively verify the identity of customers before the date the new AML regime was introduced. This may be clarified in regulation
expected to be issued in the near future.

Is a risk based approach approved by the local regulator(s)?

Law no. 34/11 provides that, in compliance with identification and due diligence requirements, financial institutions can adapt the nature and scope of verification and due diligence procedures, taking into
account the risk associated with the type of customer, the business relationship, the product, the type of transaction and the origin or the purpose of the funds.
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Q7 Has the country been the subject of a FATF (or FATF-style) Mutual Evaluation or IMF assessment exercise in the last three years? If yes, please find a link to a relevant report (if publicly available).

A7. The last FATF Mutual Evaluation conducted for Angola was published in October 2012 (http://www.esaamlg.org/userfilessANGOLA MUTUAL EVALUATION DETAIL REPORT.pdf). However, in October
2014, FATF published a Global AML/ CFT Compliance publication where Angola’s AML regime is briefly analysed: (http://www.fatf-gafi.org/countries/a-c/angola/documents/fatf-compliance-oct-2014.html).

The last IMF Country Report was published in May 2012. The report is the sixth country review under the stand-by agreement: (http://www.imf.org/external/pubs/cat/longres.aspx?sk=25888.0).

The IMF country page for Angola is (http://www.imf.org/external/country/ago/index.htm).

Customer Due Diligence

Are there minimum transaction thresholds, under which customer due diligence is not required?
If Yes, what are the various thresholds in place?

Yes. One-off transactions under USD15,000 (or equivalent in local currency). All cash operations equal or above USD 15,000 should be reported to national authorities.

What are the high level requirements for verification of customer identification information (individuals and legal entities)?

Individuals: should provide a valid document with: full name, signature, address, profession and work place (when applicable), birth date, nationality, funds provenience and tax identification number
(optional).

Corporates: should provide a valid document with their deeds of incorporation or valid licence (certification should be made through the card Cartdo de Identificagdo de Pessoa Colectiva or Certiddo do
Registo Comercial), the headquarters address, tax identification number, shareholder identification if more than 20% of the voting rights, and board of directors identification.

Where copies of identification documentation are provided, what are the requirements around independent verification or authentication?

The copies of documentation must be certified.

What are the high level requirements around beneficial ownership (identification and verification)?

Management Board and shareholder identification must occur if more than 20% of the voting rights are held. Identification and verification requirements for beneficial owners are the same as those for
individuals or companies listed above.

In what circumstances are reduced/simplified due diligence arrangements available?

a) where the customer is a State or a Public Sector Entity (at country, regional or local level); or
b)  where the customer is a Governmental Authority or Public Institute subject to transparent accounting practices and supervision.
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In what circumstances are enhanced customer due diligence measures required?

Entities shall apply enhanced due diligence measures in respect of customers and transactions which by their nature or characteristics can present a higher risk of money laundering or terrorist financing.
Those measures are always required when operations are carried out with non face-to-face customers; with Politically Exposed Persons (‘PEPs”); a resident outside the national territory; in the case of
correspondent banking transactions with credit institutions established in third countries; those designated by the competent supervisory authorities and Private Banking.

In what circumstances is additional due diligence required for Politically Exposed Persons (‘PEPs’)?

A PEP relationship requires additional due diligence. When establishing a relationship with a non-resident PEP, the entities should have appropriate risk based procedures to determine whether the customer
is a PEP; have approval from senior management before establishing business relationships with such customers; take adequate measures to establish the source of wealth and funds involved in the
business relationship or occasional transactions; and conduct enhanced ongoing monitoring of the business relationship.

What enhanced due diligence must be performed for correspondent banking relationships (cross-border banking and similar relationships)?

When establishing a relationship through correspondence with third country banks, this relationship must take into consideration the banks country and its AML risk, the analysis of the bank’s internal
procedures regarding the international laws of anti-money laundering, the guarantee of information accuracy and the bank’s reputation. In addition, the financial institution should guarantee that the due
diligence duty was observed.

Are relationships with shell banks specifically prohibited?

Yes.

In what circumstances is additional due diligence required for non face-to-face transactions and/or relationships?

Non face-to-face relationships (especially those that can favour anonymity) require additional due diligence. In such relationships, the institution should either ask for legal documentation as additional
documentation to verify/ certify the documentation provided by the customer. This may be provided by another financial institution or it can be requested that the first payment is made through an account
opened in the name of the customer with another financial institution.

Reporting

Q1 8 To whom are Suspicious Activity Reports (SARs) made? Please include a link to their website.

The SARs are made to Banco Nacional de Angola (www.bna.ao) and Direccdo Nacional de Investigacéo e Inspecgdo das Actividades Econdmicas do Comando Geral da Policia Nacional
. (http://www.policiaeconomica.gv.ao/).

A18
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What was the volume of SARs made to the authorities in the most recent year? Please state the GDP for the equivalent year.

Information on the volume of SARs is not publicly available.

Are there any obligations to report anything more than suspicious transactions e.g. unusual transactions, cash transactions above a certain threshold, international wire transfers, other transactions etc.?

Cash transactions equal or above USD15,000 (or the equivalent amount in local currency) should be reported to national authorities (article 13).

Are there any de-minimis thresholds below which transactions do not need to be reported?

No.

Are there any penalties for non compliance with reporting requirements e.g. tipping off?

Article 49 provides that breaches of regulations shall be punishable as follows:
a) Where the offence is committed within the scope of activity of a financial entity:
a. By afine from USD25,000 to USD2.5m, (or the equivalent amount in local currency) where the offender is a legal person; or
b. By afine from USD12,500 to USD1.25m, (or the equivalent amount in local currency) where the offender is a natural person.
b)  Where the offence is committed within the scope of activity of a non-financial entity, with the exception of lawyers and solicitors:
c. By afine from USD5,000 to USD500,000, (or the equivalent amount in local currency) where the offender is a legal person; or
d. By afine from USD2,500 to USD250,000, (or the equivalent amount in local currency) where the offender is a natural person.

Article 50 provides for the imposition of additional penalties.

Are there any requirements (legal or regulatory) to use automated Suspicious Transaction monitoring technology?

No.

Is there a requirement to obtain authority to proceed with a current/ongoing transaction that is identified as suspicious?

No.

Does the local legislation allow transactions to be monitored outside the jurisdiction?

No.
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AML Audits
Q26 Is there a legal requirement for a bank’s external auditor/other external organisation to report on the bank’s AML systems and controls?
A26. |

If an external report on the bank’s AML systems and controls is required:
a) how frequently must the report be provided?
b) to whom should the report be submitted?
c) isit part of the financial statement audit?

N/A

What are the requirements for the content of this external report on a bank’s AML systems and controls? Does it require:
a) sample testing of KYC files?
b) sample testing of SAR reports?
c) examination of risk assessments?

N/A

Data Privacy

Q29. Does the country have established data protection laws? If so:
a) does the definition of “personal data” cover material likely to be held for KYC purposes?
b)  how do the laws apply to corporate data?
c) does this country have a separate definition of “sensitive data”? How is it defined and what are the additional protections?

a) vyes;
b) n/a; and
c) yes.
Q30 Are there any prohibitions on the transfer of credit reports (for KYC and credit risk analysis purposes), criminal records (for KYC and crime prevention purposes) and medical data (for KYC and pension

benefits purposes)?

A30. No.
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Is there case law, other constitutional law or any other laws or regulations that may impact upon the transfer of information to this jurisdiction?

N/A

Does this jurisdiction have bank secrecy laws or other obligations of confidentiality (other than those that may have been accepted expressly under contract e.g. in account opening documentation)? If so,
what data is subject to regulation?

Yes.

At PwC United Kingdom, our purpose is to build trust in society and solve important problems. We’re a network of firms in 157 countries with more than 208,000 people who are committed to delivering quality in assurance, advisory and tax services. Find out more and tell us
what matters to you by visiting us at www.pwc.com/UK.
This publication has been prepared for general guidance on matters of interest only, and does not constitute professional advice. You should not act upon the information contained in this publication without obtaining specific professional advice. No representation
or warranty (express or implied) is given as to the accuracy or completeness of the information contained in this publication, and, to the extent permitted by law, PricewaterhouseCoopers LLP, its members, employees and agents do not accept or assume any liability,
responsibility or duty of care for any consequences of you or anyone else acting, or refraining to act, in reliance on the information contained in this publication or for any decision based on it.
© 2016 PricewaterhouseCoopers LLP. All rights reserved. In this document, “PwC” refers to the UK member firm, and may sometimes refer to the PwC network. Each member firm is a separate legal entity. Please see www.pwc.com/structure for further details.
160303-092639-LA-0S
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Cameroon

Key contacts: Postal address: P.O.Box 5689, Last updated:
Douty Fadiga / Geoffroy Kamga Douala, January 2016
Email: d.fadiga@cm.pwc.com / Cameroon

geoffroy.kamga@cm.pwc.com
Tel: +237 677 93 40 70/ +237 677 50 01 18

Requlatory Environment

In what year did the relevant AML laws and regulations become effective?

AML law and regulations became effective in 2005 and are only applicable for banks.

If the AML laws and/or regulations became effective in the last 2 years, what were the requirements of the previous AML regime?

N/A

Who is the regulator for AML controls for: (a) Banking; (b) Other financial Services; (c) Non financial sector (e.g. casinos, high value goods etc.). Please include link to the regulator(s) website

a) The Banking Commission (www.beac.int);
b) none; and
c) none.

Is there any practical guidance provided to firms by public authorities regarding AML requirements, beyond the FATF recommendations and local legislation? Please include link to website, where available.

No.

Is there a requirement to retrospectively verify the identity of customers before the date the new AML regime was introduced?

Yes, an update of the customer database is required.

Is a risk based approach approved by the local regulator(s)?

No. There is no risk based approach approved by the local regulator.
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Q7 Has the country been the subject of a FATF (or FATF-style) Mutual Evaluation or IMF assessment exercise in the last three years? If yes, please find a link to a relevant report (if publicly available).

A7 Yes, the country has been subjected to a FATF evaluation, but the report is not publicly available.

Customer Due Diligence

Are there minimum transaction thresholds, under which customer due diligence is not required?
If Yes, what are the various thresholds in place?

No, there are no minimum transaction thresholds under which customer due diligence is not required.

What are the high level requirements for verification of customer identification information (individuals and legal entities)?

The requirements are:
a) verification of the identity and address of the customer by reference to official identity papers;
b) for legal entities, the verification of legal documents and legal representatives is required;
c) public officials require heightened scrutiny; and
d) the bank must collect information to cover the following: anticipated account activity, source of wealth and sources of funds.

Where copies of identification documentation are provided, what are the requirements around independent verification or authentication?

None in practice. Copies of identification documentation are only made by the bank after a visual check. An independent verification is not required.

What are the high level requirements around beneficial ownership (identification and verification)?

The requirements are:
a) obtain information on the beneficial owner; and
b)  verification of the identification and the address of the professional intermediary.

In what circumstances are reduced/simplified due diligence arrangements available?

Customer due diligence arrangements are reduced for low value transactions.

In what circumstances are enhanced customer due diligence measures required?

Customer due diligence is enhanced for unusual or suspicious activities/transactions.
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Q1 4 In what circumstances is additional due diligence required for Politically Exposed Persons (‘PEPs’)?

A14 For a PEP, the bank’s senior management must give authorisation before an account opening. The transactions in their accounts require heightened scrutiny.

What enhanced due diligence must be performed for correspondent banking relationships (cross-border banking and similar relationships)?

Banks must acquire information on the compliance of their correspondent with AML regulation. The relationship must not be established if the correspondent is not compliant with AML regulation.

Q1 6. Are relationships with shell banks specifically prohibited?

A16. Yes.

In what circumstances is additional due diligence required for non face-to-face transactions and/or relationships?

For a non face-to-face relationship, a bank must consider the need to perform independent verification.

Reporting

Q1 8 To whom are Suspicious Activity Reports (SARs) made? Please include a link to their website.

A18 National Agency for Financial Investigation (“ANIF”): www.anif.cm

Q1 9 What was the volume of SARs made to the authorities in the most recent year? Please state the GDP for the equivalent year.
A19 Volume of SARs (The website of ANIF has not been updated since 2013):

2010 — 124 SARs

GDP (in current prices):
2010 —USD23,622m (Source: data.worldbank.org*)

This results in a ratio of 1 SAR for every USD190.5m of GDP.

* GDP at purchaser's prices is the sum of gross value added by all resident producers in the economy plus any product taxes and minus any subsidies not included in the value of the products. It is calculated without making deductions for depreciation of fabricated assets or for depletion and
degradation of natural resources. Data are in current U.S. dollars. Dollar figures for GDP are converted from domestic currencies using single year official exchange rates. For a few countries where the official exchange rate does not reflect the rate effectively applied to actual foreign exchange

transactions, an alternative conversion factor is used.
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Are there any obligations to report anything more than suspicious transactions e.g. unusual transactions, cash transactions above a certain threshold, international wire transfers, other transactions etc.?

A20 There is an obligation to report on transactions where the identity of the beneficiary or the originator is suspicious.

Are there any de-minimis thresholds below which transactions do not need to be reported?

No.

Are there any penalties for non compliance with reporting requirements e.g. tipping off?
No.

Are there any requirements (legal or regulatory) to use automated Suspicious Transaction monitoring technology?

No.

Is there a requirement to obtain authority to proceed with a current/ongoing transaction that is identified as suspicious?

A24. 3

Does the local legislation allow transactions to be monitored outside the jurisdiction?
Yes.

AML Audits

Is there a legal requirement for a bank’s external auditor/other external organisation to report on the bank’s AML systems and controls?

No.
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Q27 If an external report on the bank’s AML systems and controls is required:
a) how frequently must the report be provided?
b) to whom should the report be submitted?
c) isit part of the financial statement audit?

N/A

What are the requirements for the content of this external report on a bank’s AML systems and controls? Does it require:
a) sample testing of KYC files?
b) sample testing of SAR reports?
c) examination of risk assessments?

N/A

Data Privac

Does the country have established data protection laws? If so:
a) does the definition of “personal data” cover material likely to be held for KYC purposes?
b) how do the laws apply to corporate data?
c) does this country have a separate definition of “sensitive data”? How is it defined and what are the additional protections?

No.

Are there any prohibitions on the transfer of credit reports (for KYC and credit risk analysis purposes), criminal records (for KYC and crime prevention purposes) and medical data (for KYC and pension
benefits purposes)?

Yes.

Is there case law, other constitutional law or any other laws or regulations that may impact upon the transfer of information to this jurisdiction?

No.
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Does this jurisdiction have bank secrecy laws or other obligations of confidentiality (other than those that may have been accepted expressly under contract e.g. in account opening documentation)? If so,
what data is subject to regulation?

No.

At PwC United Kingdom, our purpose is to build trust in society and solve important problems. We’re a network of firms in 157 countries with more than 208,000 people who are committed to delivering quality in assurance, advisory and tax services. Find out more and tell us
what matters to you by visiting us at www.pwc.com/UK.
This publication has been prepared for general guidance on matters of interest only, and does not constitute professional advice. You should not act upon the information contained in this publication without obtaining specific professional advice. No representation
or warranty (express or implied) is given as to the accuracy or completeness of the information contained in this publication, and, to the extent permitted by law, PricewaterhouseCoopers LLP, its members, employees and agents do not accept or assume any liability,
responsibility or duty of care for any consequences of you or anyone else acting, or refraining to act, in reliance on the information contained in this publication or for any decision based on it.
© 2016 PricewaterhouseCoopers LLP. All rights reserved. In this document, “PwC” refers to the UK member firm, and may sometimes refer to the PwC network. Each member firm is a separate legal entity. Please see www.pwc.com/structure for further details.
160303-092639-LA-0S
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Cote d’lvoire (Ivory Coast)

Key contact: Douty Fadiga Postal address: P.O.Box 5689, Last updated:
Email: d.fadiga@cm.pwc.com Douala, January 2016
Tel: +237 77 9340 70 Cameroon

gulatory Environment

In what year did the relevant AML laws and regulations become effective?

AML law and regulations became effective in 2007 and are only applicable for banks.

If the AML laws and/or regulations became effective in the last 2 years, what were the requirements of the previous AML regime?

N/A

Who is the regulator for AML controls for: (a) Banking; (b) Other financial Services; (c) Non financial sector (e.g. casinos, high value goods etc.). Please include link to the regulator(s) website

a) Banking Commission (www.bceao.int);
b) none; and
c) none.

Is there any practical guidance provided to firms by public authorities regarding AML requirements, beyond the FATF recommendations and local legislation? Please include link to website, where available.

No.

Is there a requirement to retrospectively verify the identity of customers before the date the new AML regime was introduced?

Yes, an update of the customer database is required.

Is a risk based approach approved by the local regulator(s)?

No, there is no risk based approach approved by the local regulator.
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Has the country been the subject of a FATF (or FATF-style) Mutual Evaluation or IMF assessment exercise in the last three years? If yes, please find a link to a relevant report (if publicly available).

Yes, the country has been subjected to a FATF evaluation, but the report is not publicly available.

e Diligence

Are there minimum transaction thresholds, under which customer due diligence is not required?
If Yes, what are the various thresholds in place?

No, there are no minimum transaction thresholds under which customer due diligence is not required.

What are the high level requirements for verification of customer identification information (individuals and legal entities)?

The requirements are:
a) verification of the identity and address of the customer by reference to official identity papers;
b) for legal entities, the verification of legal documents and legal representatives is required;
c) public officials require heightened scrutiny; and
d) the bank must collect information to cover the following: anticipated account activity, source of wealth and sources of funds.

Where copies of identification documentation are provided, what are the requirements around independent verification or authentication?

None in practice. Copies of identification documentation are only made by the bank after a visual check. Independent verification is not required.

What are the high level requirements around beneficial ownership (identification and verification)?

The requirements are:
a) obtain information on the beneficial owner; and
b)  verification of the identification and the address of the professional intermediary.

In what circumstances are reduced/simplified due diligence arrangements available?

Customer due diligence arrangements are reduced for low value transactions.
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Q1 3 In what circumstances are enhanced customer due diligence measures required?

A13 Customer due diligence is enhanced for unusual or suspicious activities/transactions.

In what circumstances is additional due diligence required for Politically Exposed Persons (‘PEPs’)?

For a PEP, the bank’s senior management may give authorisation before opening an account. The transactions in their accounts require heightened scrutiny.

What enhanced due diligence must be performed for correspondent banking relationships (cross-border banking and similar relationships)?

Banks must acquire information on the compliance of their correspondent with AML regulation. The relationship must not be established if the correspondent is not compliant with AML regulation.

Are relationships with shell banks specifically prohibited?

Yes.

In what circumstances is additional due diligence required for non face-to-face transactions and/or relationships?

For a non face-to-face relationship, a bank must consider the need to perform independent verification.

Reporting

Q1 8 To whom are Suspicious Activity Reports (SARs) made? Please include a link to their website.

A18. National Centre for Processing of Financial Information (“CENTIF”) (www.centif.ci).
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Q1 9 What was the volume of SARs made to the authorities in the most recent year? Please state the GDP for the equivalent year.

Volume of SARs:
A19. 2010 — 56 SARs

GDP (in current prices): )
2010 — USD24,800m (Source: data.worldbank.org )

This results in a ratio of 1 SAR for every USD443m of GDP.

Are there any obligations to report anything more than suspicious transactions e.g. unusual transactions, cash transactions above a certain threshold, international wire transfers, other transactions etc.?

There is an obligation to report on transactions where the identity of the beneficiary or the originator is suspicious.

Are there any de-minimis thresholds below which transactions do not need to be reported?

No.

Are there any penalties for non compliance with reporting requirements e.g. tipping off?

No.

Are there any requirements (legal or regulatory) to use automated Suspicious Transaction monitoring technology?

No.

Is there a requirement to obtain authority to proceed with a current/ongoing transaction that is identified as suspicious?

No.

Does the local legislation allow transactions to be monitored outside the jurisdiction?

Yes.

* GDP at purchaser's prices is the sum of gross value added by all resident producers in the economy plus any product taxes and minus any subsidies not included in the value of the products. It is calculated without making deductions for depreciation of fabricated assets or for depletion and
degradation of natural resources. Data are in current U.S. dollars. Dollar figures for GDP are converted from domestic currencies using single year official exchange rates. For a few countries where the official exchange rate does not reflect the rate effectively applied to actual foreign exchange
transactions, an alternative conversion factor is used.
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AML Audits
Q26 Is there a legal requirement for a bank’s external auditor/other external organisation to report on the bank’s AML systems and controls?
A26. |

If an external report on the bank’s AML systems and controls is required:
a) how frequently must the report be provided?
b) to whom should the report be submitted?
c) s it part of the financial statement audit?

N/A

What are the requirements for the content of this external report on a bank’s AML systems and controls? Does it require:
a) sample testing of KYC files?
b) sample testing of SAR reports?
c) examination of risk assessments?

N/A

Data Privacy

Does the country have established data protection laws? If so:
a) does the definition of “personal data” cover material likely to be held for KYC purposes?
b) how do the laws apply to corporate data?
c) does this country have a separate definition of “sensitive data”? How is it defined and what are the additional protections?

No.

Are there any prohibitions on the transfer of credit reports (for KYC and credit risk analysis purposes), criminal records (for KYC and crime prevention purposes) and medical data (for KYC and pension
benefits purposes)?

Yes.

Is there case law, other constitutional law or any other laws or regulations that may impact upon the transfer of information to this jurisdiction?

No.
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Does this jurisdiction have bank secrecy laws or other obligations of confidentiality (other than those that may have been accepted expressly under contract e.g. in account opening documentation)? If so,
what data is subject to regulation?

No.

At PwC United Kingdom, our purpose is to build trust in society and solve important problems. We’re a network of firms in 157 countries with more than 208,000 people who are committed to delivering quality in assurance, advisory and tax services. Find out more and tell us
what matters to you by visiting us at www.pwc.com/UK.
This publication has been prepared for general guidance on matters of interest only, and does not constitute professional advice. You should not act upon the information contained in this publication without obtaining specific professional advice. No representation
or warranty (express or implied) is given as to the accuracy or completeness of the information contained in this publication, and, to the extent permitted by law, PricewaterhouseCoopers LLP, its members, employees and agents do not accept or assume any liability,
responsibility or duty of care for any consequences of you or anyone else acting, or refraining to act, in reliance on the information contained in this publication or for any decision based on it.
© 2016 PricewaterhouseCoopers LLP. All rights reserved. In this document, “PwC” refers to the UK member firm, and may sometimes refer to the PwC network. Each member firm is a separate legal entity. Please see www.pwc.com/structure for further details.
160303-092639-LA-0S
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Egypt

Key contacts: Nabil Diab Postal address: Plot no 211, Second Sector, Last updated:
Email: nabil.diab@eg.pwc.com City Center, New Cairo, 11835, Egypt January 2016
Tel: +1 (0) 876 932 8335 PO Box 170 New Cairo

Regulatory Environment

In what year did the relevant AML laws and regulations become effective?

2002.

N/A

E If the AML laws and/or regulations became effective in the last 2 years, what were the requirements of the previous AML regime?

Who is the regulator for AML controls for: (a) Banking; (b) Other financial Services; (c) Non financial sector (e.g. casinos, high value goods etc.). Please include link to the regulator(s) website

a) CBE (Central Bank of Egypt): (www.cbe.org.eg/);
b) it depends on the nature of the financial services (e.g. Insurance companies are regulated by the EISA (Egyptian Insurance Supervisory Authority). However, all of the “non-banking “financial

services providers are governed and regulated by the EFSA (Egyptian Financial Supervisory Authority): (http://www.efsa.gov.eg/jtags/efsa_en/index_en.jsp); and
c) governed by the “Anti Money Laundering Law’- Law # 80 for year 2002.

Q4 Is there any practical guidance provided to firms by public authorities regarding AML requirements, beyond the FATF recommendations and local legislation? Please include link to website, where available.
Ad There is only the “Anti-Money Laundering Law” - Law # 80 for year 2002.

Q6.

AG6.

A3.

Is there a requirement to retrospectively verify the identity of customers before the date the new AML regime was introduced?

Yes.

Is a risk based approach approved by the local regulator(s)?
No.
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Q7 Has the country been the subject of a FATF (or FATF-style) Mutual Evaluation or IMF assessment exercise in the last three years? If yes, please find a link to a relevant report (if publicly available).

A7. No.

Customer Due Diligence

Are there minimum transaction thresholds, under which customer due diligence is not required?
If Yes, what are the various thresholds in place?

No.

What are the high level requirements for verification of customer identification information (individuals and legal entities)?

Individuals: name, address and date of birth, ideally from government-issued documents such as government identification, passport and weapon licence that includes the customer's full name and
photograph, and either address or date of birth.

Corporates: should obtain full name, Commercial Register copy, business address, and additionally for private companies, names of all directors and beneficial owners. This should be clearly noted in the
Commercial Register of the company and also show the authorised signatories of the company. If the company is regulated (e.g. insurance or capital markets) it should provide confirmation of the
company’s listing on the regulated market or a copy of the company’s Certificate of Incorporation.

Where copies of identification documentation are provided, what are the requirements around independent verification or authentication?

Copies of documents should be authenticated by a banks' senior staff after reviewing and verifying the original documents. Only copies certified and stamped by governmental bodies/authorities can be
relied upon by banks. Authenticated copies from attorneys or other third parties are not accepted unless original copies are obtained.

What are the high level requirements around beneficial ownership (identification and verification)?

Each natural or legal person having a real interest in any of the activities of financial institutions, even if the transaction is conducted via another natural or legal person acting as a trustee, a proxy or under
any other capacity, should provide documentation to verify identity.

In what circumstances are reduced/simplified due diligence arrangements available?

None stated in local regulations or guidance.

In what circumstances are enhanced customer due diligence measures required?

None stated in local regulations or guidance.
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In what circumstances is additional due diligence required for Politically Exposed Persons (‘PEPs’)?

The law states that financial institutions and other entities shall take special customer due diligence measures when a customer (or an individual acting on their behalf) or a beneficiary is identified as a PEP.

What enhanced due diligence must be performed for correspondent banking relationships (cross-border banking and similar relationships)?

None stated in local regulations or guidance.

Are relationships with shell banks specifically prohibited?

No.

In what circumstances is additional due diligence required for non face-to-face transactions and/or relationships?

None stated in local regulations or guidance.

Reporting

Q18.
A18.

To whom are Suspicious Activity Reports (SARs) made? Please include a link to their website.

SARs are made directly to regulators as specified in A3 above.

What was the volume of SARs made to the authorities in the most recent year? Please state the GDP for the equivalent year.

Information on the volume of SARs is not publicly available.

Are there any obligations to report anything more than suspicious transactions e.g. unusual transactions, cash transactions above a certain threshold, international wire transfers, other transactions etc.?

Yes, as per the AML Egyptian Law there is such an obligation.

Are there any de-minimis thresholds below which transactions do not need to be reported?

No.
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Are there any penalties for non compliance with reporting requirements e.g. tipping off?

Yes, as stated in the Egyptian AML Law (Anti Money Laundering Law - Law # 80 for year 2002).

Are there any requirements (legal or regulatory) to use automated Suspicious Transaction monitoring technology?

No.

Is there a requirement to obtain authority to proceed with a current/ongoing transaction that is identified as suspicious?

Yes - as stated in the Egyptian AML Law (Anti Money Laundering Law - Law # 80 for year 2002).

Does the local legislation allow transactions to be monitored outside the jurisdiction?

Yes.

AML Audits

Q26 Is there a legal requirement for a bank’s external auditor/other external organisation to report on the bank’s AML systems and controls?

A26. No.

If an external report on the bank’s AML systems and controls is required:
a) how frequently must the report be provided?
b) to whom should the report be submitted?
c) isit part of the financial statement audit?

N/A

What are the requirements for the content of this external report on a bank’s AML systems and controls? Does it require:
a) sample testing of KYC files?
b) sample testing of SAR reports?
c) examination of risk assessments?

N/A
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Data Privacy

Does the country have established data protection laws? If so:
a) does the definition of “personal data” cover material likely to be held for KYC purposes?
b) how do the laws apply to corporate data?
c) does this country have a separate definition of “sensitive data”? How is it defined and what are the additional protections?

Egypt does not have a law which regulates the protection of personal data. However, there are some piecemeal provisions in connection with data protection in different laws and regulations in Egypt.
Constitutional principles concerning individuals' right to privacy under the Egyptian Constitution as well as general principles on compensation for unlawful acts under the Egyptian Civil Code govern the
collection, use and processing of personal data.

A29.

Q0.
A30.

At PwC United Kingdom, our purpose is to build trust in society and solve important problems. We're a network of firms in 157 countries with more than 208,000 people who are committed to delivering quality in assurance, advisory and tax services. Find out more and tell us
what matters to you by visiting us at www.pwc.com/UK.

Are there any prohibitions on the transfer of credit reports (for KYC and credit risk analysis purposes), criminal records (for KYC and crime prevention purposes) and medical data (for KYC and pension
benefits purnoses)?

This is only applicable to Banks as enforced by the Laws of the Central Bank of Egypt.

Is there case law, other constitutional law or any other laws or regulations that may impact upon the transfer of information to this jurisdiction?

The Egyptian Penal Code no. 58/1937 imposes criminal punishment for unlawful collection of images or recordings for individuals in private places. Some other laws provide for protection and confidentiality
on certain data, such as theEgyptian Labour Law no. 12/2003 (confidentiality of the employee's file information including punishment and assessment) and the Egyptian Banking Law no. 88/2003
(confidentiality of client and account information). Egyptian Civil Status Law no. 143/1994 provides for the confidentiality of citizens' civil status data. The Executive Regulations of Mortgage Finance Law no.
148/2001 issued by virtue of Cabinet Decree no. 1/2001 as amended by Prime Minister Decree no. 465/2005 has a similar clause which provides for the confidentiality of the data of the clients of mortgage
finance companies. The Mentally Disordered Care Law no. 71/2009 has the same clause on confidentiality of the patient's data.

The New Constitution has been promulgated in December 2012 and has replaced all the previous Constitutional Declarations issued by the Armed Forces Supreme Council and the President of the Arab
Republic of Egypt. The New Constitution has not defined data protection. However, it referred to the legislative authority to regulate the communication of data in a manner that does not encroach upon the
privacy of citizens, their rights and National Security.

Does this jurisdiction have bank secrecy laws or other obligations of confidentiality (other than those that may have been accepted expressly under contract e.g. in account opening documentation)? If so,
what data is subject to regulation?

N/A

This publication has been prepared for general guidance on matters of interest only, and does not constitute professional advice. You should not act upon the information contained in this publication without obtaining specific professional advice. No representation

or warranty (express or implied) is given as to the accuracy or completeness of the information contained in this publication, and, to the extent permitted by law, PricewaterhouseCoopers LLP, its members, employees and agents do not accept or assume any liability,
p responsibility or duty of care for any consequences of you or anyone else acting, or refraining to act, in reliance on the information contained in this publication or for any decision based on it.
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Ethiopia

Key contact: Muniu Thoithi Postal address: PwC Tower, Last updated:
Email: muniu.thoithi@ke.pwc.com Waiyaki Way, Westlands, January 2016
Tel: +254 (20) 2855684 Nairobi, Kenya

Regulatory Environment

In what year did the relevant AML laws and regulations become effective?

The first AML laws were gazetted on 16 Dec 2009, implementation of a preventive system began in 2012.

If the AML laws and/or regulations became effective in the last 2 years, what were the requirements of the previous AML regime?

Prior to the establishment of an AML framework in Ethiopia, the revised penal code of 2005 had criminalized money laundering.

Who is the regulator for AML controls for: (a) Banking; (b) Other financial Services; (c) Non financial sector (e.g. casinos, high value goods etc.). Please include link to the regulator(s) website

a) the Financial Inteligence Centre (“FIC”), established in 2009 under the National Bank of Ethiopia, is the supervisor of financial institutions with regard to AML obligations. The FIC began limited
operations in 2011 and is designated as the central authority for handling money laundering, terrorist financing, and other related matters in the country (http://www.nbe.gov.et/);

b) the FIC also regulates insurance companies and microfinance institutions; and
c) the Ministry of Mines (http://www.mom.gov.et) supervises dealers in precious metals and stones and the Ministry of Urban Development, Housing and construction (http://www.mwud.gov.et/)

regulates real estate agents.

Is there any practical guidance provided to firms by public authorities regarding AML requirements, beyond the FATF recommendations and local legislation? Please include link to website, where available.

Yes. The National Bank of Ethiopia has established Customer Due Diligence Directives for banks (http://www.nbe.gov.et/pdf/directives/bankingbusiness/sbb-46-10.pdf).

Is there a requirement to retrospectively verify the identity of customers before the date the new AML regime was introduced?

No.
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Q6.

AG.

Is a risk based approach approved by the local regulator(s)?

Yes. Proclamation no 680 — 2013 provides for enhanced customer due diligence where there is a higher risk of money laundering or terrorist financing and simplified customer diligence in the cases where
there is a lower risk of money laundering and terrorist financing.

Under the Customer Due Diligence directives issued by the National Bank of Ethiopia, banks are required to perform enhanced due diligence on high risk categories of customers, business relationships or
transactions.

Has the country been the subject of a FATF (or FATF-style) Mutual Evaluation or IMF assessment exercise in the last three years? If yes, please find a link to a relevant report (if publicly available).

A mutual evaluation report took place in May 2015 and was adopted as the first of its kind by Eastern and South African Anti-Money laundering group (‘ESAAMLG”) in Arusha, Tanzania on 5 Jun 2015. The
report is accessible here (http://www.fatf-gafi.org/media/fatf/documents/reports/mer-fsrb/\WB-ESAAMLG-Mutual-Evaluation-Report-Ethiopia-2015.pdf).

Customer Due Diligence

Are there minimum transaction thresholds, under which customer due diligence is not required?
If Yes, what are the various thresholds in place?

The proclamation details that the FIC will establish a minimum threshold, which is currently the equivalent of USD10,000.

Banks are required to undertake customer due diligence procedures when carrying out occasional cash transaction with a customer, which exceed Birr 200,000 (approx. USD10,000) or equivalent in other
foreign currencies; this shall include situations where the transaction is carried out in a single operation or in several operations that appear to be linked or structured.

What are the high level requirements for verification of customer identification information (individuals and legal entities)?

a) individuals identification requirements include:

a. given or legal name and all other names used;
b. permanent address;
c. telephone number, fax number and email address if available;
d. date and place of birth if possible;
e. nationality;
f.  occupation, public position held and/or name of employer; and
g. signed statement certifying accuracy of information given.
b) legal entities identification requirements include:
name;
legal form;
some form of official identification (Tax identification Number if available);
address;

names of Directors and CEO if applicable;

provisions regulating the power to bind the legal person or arrangement;
board resolution authorizing the representative to open an account; and
identification of those with authority to operate an account.
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Where copies of identification documentation are provided, what are the requirements around independent verification or authentication?

Institutions are required to verify documents from independent sources, however, no specific requirements around the verification are given.

What are the high level requirements around beneficial ownership (identification and verification)?

Banks are required to identify the ultimate beneficiaries of accounts using relevant information or data from a reliable source such that they are satisfied that they know who the beneficial owner is/are. Banks
are required to determine, for all customers, whether the customer is acting on behalf of another person, and then take reasonable steps to obtain sufficient identification data to verify the identity of that other
person.

In what circumstances are reduced/simplified due diligence arrangements available?

a) where the customer is a regulated bank or other financial institution subject to AML and Counter Terrorist Financing laws and regulations; and
b) credit/debit card transactions for standard customers provided they are not used as tools to effect a money transfer.

In what circumstances are enhanced customer due diligence measures required?

complex transactions;

unusually large transactions;

unusual patterns of transactions;

politically exposed persons;

non-residents;

personal asset holding vehicles e.g. trusts;

transactions with no apparent economic or lawful purpose;

relationships/Transactions with persons from jurisdictions that have known deficiencies in AML and terrorist Financing Strategies; and
companies that have shares in bearer form.

AT LI

=
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In what circumstances is additional due diligence required for Politically Exposed Persons (‘PEPs’)?

Under the Customer Due Diligence directives issued by the National Bank of Ethiopia, all new business relationships with PEPs must be approved by senior management of the entity.

For existing relationships, if a customer becomes a beneficial owner and is subsequently found to be, or subsequently becomes a politically exposed person, continuation of a business relationship with such
person shall be approved by a member of senior management of the bank. Banks are required to undertake reasonable steps to establish the source of wealth and funds for customers and beneficial owners
identified as PEPs.




Questions and Answers: @0 00
‘Know Your Customer’ quick reference guide

Country by country comparison of high level Know Your Customer and Anti-Money Laundering information

What enhanced due diligence must be performed for correspondent banking relationships (cross-border banking and similar relationships)?

a) for cross border correspondent banking, in addition to normal due diligence, banks are required to:
a. gather sufficient information of the correspondent institution to understand their nature of business and establish from publicly available information whether the institution has been subject to
AML investigation or regulatory action.
access their AML and combating terrorism controls
obtain approval from senior management
document the respective AML and combating terrorism responsibilities for each party
b) for payments through accounts, banks have to be satisfied that:
a. the correspondent institution has done all due diligence checks
b. the correspondent institution shall provide upon request relevant customer identification data
c) banks shall satisfy themselves that respondent financial institutions in foreign countries do not allow business relationship with shell banks.

coo

Are relationships with shell banks specifically prohibited?

Yes.

In what circumstances is additional due diligence required for non-face-to-face transactions and/or relationships?

None specified.

Reporting

To whom are Suspicious Activity Reports (SARs) made? Please include a link to their website.

The Financial Intelligence Center (“FIC”) under the National Bank of Ethiopia (http://www.nbe.gov.et/).

What was the volume of SARs made to the authorities in the most recent year? Please state the GDP for the equivalent year.

Information on the volume of SARs is not publicly available.

Are there any obligations to report anything more than suspicious transactions e.g. unusual transactions, cash transactions above a certain threshold, international wire transfers, other transactions etc.?

Yes. The requirement under the National Bank of Ethiopia directives is that all cash deposits or withdrawals exceeding Birr 200,000 (approx. USD10,000), or its equivalent in other foreign currency, should be
reported to the FIC.
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Are there any de-minimis thresholds below which transactions do not need to be reported?

Yes. Obligatory reporting is applicable to withdrawals/deposits in excess of USD10,000.

Are there any penalties for noncompliance with reporting requirements e.g. tipping off?

Yes. Under no circumstances shall a financial institution, or designated non-financial institution and professions, disclose to customers or third parties information concerning suspected AML and Financing of
terrorism information:

a) a person convicted of noncompliance with reporting requirements is liable to rigorous imprisonment for three to five years and a fine from ETB5,000 to 10,000 (approx. USD300); and

b) legal persons are liable to a fine equal to ten times that of a Natural person.

Are there any requirements (legal or regulatory) to use automated Suspicious Transaction monitoring technology?

No.

Is there a requirement to obtain authority to proceed with a current/ongoing transaction that is identified as suspicious?

Suspicious transactions are required to be postponed until they are reported to FIC who will then provide a way forward, except when it is impossible or doing so would frustrate investigative efforts.

Does the local legislation allow transactions to be monitored outside the jurisdiction?

Not specifically. However, the competent authorities" are required to provide necessary information to competent authorities of other states.

AML Audits

Is there a legal requirement for a bank’s external auditor/other external organisation to report on the bank’s AML systems and controls?

No.

" Financial Intelligence Centre, National Intelligence and Security Service, the police, Public Prosecutor or other investigative body, Ethiopian Revenue and Customs Authority or any concerned regulatory body.



Questions and Answers: @0 00
‘Know Your Customer’ quick reference guide

Country by country comparison of high level Know Your Customer and Anti-Money Laundering information

Q27_ If an external report on the bank’s AML systems and controls is required:
a) how frequently must the report be provided?
b)  to whom should the report be submitted?
c) isit part of the financial statement audit?

N/A

What are the requirements for the content of this external report on a bank’s AML systems and controls? Does it require:
a) sample testing of KYC files?
b) sample testing of SAR reports?
c) examination of risk assessments?

N/A

Data Privacy

Does the country have established data protection laws? If so:
a) does the definition of “personal data” cover material likely to be held for KYC purposes?
b) how do the laws apply to corporate data?
c) does this country have a separate definition of “sensitive data”? How is it defined and what are the additional protections?

No.

Are there any prohibitions on the transfer of credit reports (for KYC and credit risk analysis purposes), criminal records (for KYC and crime prevention purposes) and medical data (for KYC and pension
benefits purposes)?

The National Bank of Ethiopia administers access to the Credit Information Sharing System. This is available to banks upon request.

Is there case law, other constitutional law or any other laws or regulations that may impact upon the transfer of information to this jurisdiction?

No.
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Does this jurisdiction have bank secrecy laws or other obligations of confidentiality (other than those that may have been accepted expressly under contract e.g. in account opening documentation)? If so, what
data is subject to regulation?

Under the AML proclamation, there’s no protection given to customers or clients if the confidential information pertains to “investigation or prosecution of crime involving money laundering or financing of
terrorism or for taking regulatory measures.” Article 6 of the proclamation, provides for no obligation of confidentiality imposed by other laws shall affect any obligation under this Proclamation to report or
furnish information. This holds true for most of the banking and micro-finance institutions in Ethiopia. However, the duty of disclosure also includes the following institutions;

)

money transfer agent or a foreign exchange bureau;
a financial leasing company;

the Ethiopian Revenues and Customs Authority;

a notary office or an organ empowered to authenticate documents;
a licensing authority;

the Ethiopian Investment Agency;
non-governmental organisations;

religious institution or other charitable organization;
an advocate;

an auditor or a licensed accountant;

a person engaged in real estate business;

a dealer in precious metals and gems; and

a broker, dealer or investment adviser.

WC

At PwC United Kingdom, our purpose is to build trust in society and solve important problems. We’re a network of firms in 157 countries with more than 208,000 people who are committed to delivering quality in assurance, advisory and tax services. Find out more and tell us
what matters to you by visiting us at www.pwc.com/UK.

This publication has been prepared for general guidance on matters of interest only, and does not constitute professional advice. You should not act upon the information contained in this publication without obtaining specific professional advice. No representation
or warranty (express or implied) is given as to the accuracy or completeness of the information contained in this publication, and, to the extent permitted by law, PricewaterhouseCoopers LLP, its members, employees and agents do not accept or assume any liability,
responsibility or duty of care for any consequences of you or anyone else acting, or refraining to act, in reliance on the information contained in this publication or for any decision based on it.

© 2016 PricewaterhouseCoopers LLP. All rights reserved. In this document, “PwC” refers to the UK member firm, and may sometimes refer to the PwC network. Each member firm is a separate legal entity. Please see www.pwc.com/structure for further details.
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Gabon

Key contact: Douty Fadiga Postal address: P.O.Box 5689, Last updated:
Email: d.fadiga@cm.pwc.com Douala, January 2016
Tel: +237 77 9340 70 Cameroon

Regulatory Environment

In what year did the relevant AML laws and regulations become effective?

AML law and regulations became effective in 2005 and are only applicable for banks.

If the AML laws and/or regulations became effective in the last 2 years, what were the requirements of the previous AML regime?

N/A

Who is the regulator for AML controls for: (a) Banking; (b) Other financial Services; (c) Non financial sector (e.g. casinos, high value goods etc.). Please include a link to the regulator(s) website

a) Banking Commission (https://www.beac.int/);
b) none; and
c) none.

Is there any practical guidance provided to firms by public authorities regarding AML requirements, beyond the FATF recommendations and local legislation? Please include link to website, where available.

No.

Is there a requirement to retrospectively verify the identity of customers before the date the new AML regime was introduced?

Yes, an update of the customer database is required.

Is a risk based approach approved by the local regulator(s)?

Q6.

No. There is no risk based approach approved by the local regulator.

>
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Q7 Has the country been the subject of a FATF (or FATF-style) Mutual Evaluation or IMF assessment exercise in the last three years? If yes, please find a link to a relevant report (if publicly available).

A7 Yes. The country has been subjected to a FATF evaluation, but the report is not publicly available.

Customer Due Diligence

Are there minimum transaction thresholds, under which customer due diligence is not required?
If Yes, what are the various thresholds in place?

No. There are no minimum transaction thresholds under which customer due diligence is not required.

What are the high level requirements for verification of customer identification information (individuals and legal entities)?

The requirements are:
a) verification of the identity and address of the customer by reference to official identity papers;
b) for legal entities, the verification of legal documents and legal representatives is required;
c) public officials require a heightened scrutiny; and
d) the bank must collect information to cover the following: anticipated account activity, source of wealth and sources of funds.

Where copies of identification documentation are provided, what are the requirements around independent verification or authentication?

None in practice. Copies of identification documentation are only made by the bank after a visual check. Independent verification is not required.

What are the high level requirements around beneficial ownership (identification and verification)?

The requirements are:
a) obtain information on the beneficial owner; and
b)  verification of the identification and the address of the professional intermediary.

In what circumstances are reduced/simplified due diligence arrangements available?

Customer due diligence arrangements are reduced for low value transactions.

In what circumstances are enhanced customer due diligence measures required?

Customer due diligence is enhanced for unusual or suspicious activities/transactions.




Questions and Answers: @0 00
‘Know Your Customer’ quick reference guide

Country by country comparison of high level Know Your Customer and Anti-Money Laundering information

Q1 4 In what circumstances is additional due diligence required for Politically Exposed Persons (‘PEPs’)?

A14 For a PEP, the bank’s senior management may give authorisation before opening an account. The transactions in their accounts require heightened scrutiny.

What enhanced due diligence must be performed for correspondent banking relationships (cross-border banking and similar relationships)?

Banks must acquire information on the compliance of their correspondent with AML regulations. The relationship must not be established if the correspondent is not compliant with AML regulations.

Are relationships with shell banks specifically prohibited?

Yes.

In what circumstances is additional due diligence required for non face-to-face transactions and/or relationships?

For a non face-to-face relationship, a bank must consider the need to perform independent verification.

Reporting
Q1 8 To whom are Suspicious Activity Reports (SARs) made? Please include a link to their website.
A18. National Agency for Financial Investigation (“ANIF”): http://www.anif.ga/

What was the volume of SARs made to the authorities in the most recent year? Please state the GDP for the equivalent year.

Information on the volume of SARs is not publicly available.

Are there any obligations to report anything more than suspicious transactions e.g. unusual transactions, cash transactions above a certain threshold, international wire transfers, other transactions etc.?

There is an obligation to report on transactions where the identity of the beneficiary or the originator is suspicious.
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Are there any de-minimis thresholds below which transactions do not need to be reported?

No.

Are there any penalties for non compliance with reporting requirements e.g. tipping off?

No.

Are there any requirements (legal or regulatory) to use automated Suspicious Transaction monitoring technology?

No.

Is there a requirement to obtain authority to proceed with a current/ongoing transaction that is identified as suspicious?

No.

Does the local legislation allow transactions to be monitored outside the jurisdiction?

Yes.

udits

Is there a legal requirement for a bank’s external auditor/other external organisation to report on the bank’s AML systems and controls?

No.

If an external report on the bank’s AML systems and controls is required:
a) how frequently must the report be provided?
b) to whom should the report be submitted?
c) s it part of the financial statement audit?

N/A




Questions and Answers: @0 0
‘Know Your Customer’ quick reference guide

Country by country comparison of high level Know Your Customer and Anti-Money Laundering information

What are the requirements for the content of this external report on a bank’s AML systems and controls? Does it require:
a) sample testing of KYC files?
b) sample testing of SAR reports?
c) examination of risk assessments?

N/A

ac

Does the country have established data protection laws? If so:
a) does the definition of “personal data” cover material likely to be held for KYC purposes?
b) how do the laws apply to corporate data?
c) does this country have a separate definition of “sensitive data”? How is it defined and what are the additional protections?

No.

Are there any prohibitions on the transfer of credit reports (for KYC and credit risk analysis purposes), criminal records (for KYC and crime prevention purposes) and medical data (for KYC and pension
benefits purposes)?

Yes.

Is there case law, other constitutional law or any other laws or regulations that may impact upon the transfer of information to this jurisdiction?

No.

Does this jurisdiction have bank secrecy laws or other obligations of confidentiality (other than those that may have been accepted expressly under contract e.g. in account opening documentation)? If so,
what data is subject to regulation?

No.

At PwC United Kingdom, our purpose is to build trust in society and solve important problems. We’re a network of firms in 157 countries with more than 208,000 people who are committed to delivering quality in assurance, advisory and tax services. Find out more and tell us
what matters to you by visiting us at www.pwc.com/UK.

This publication has been prepared for general guidance on matters of interest only, and does not constitute professional advice. You should not act upon the information contained in this publication without obtaining specific professional advice. No representation
or warranty (express or implied) is given as to the accuracy or completeness of the information contained in this publication, and, to the extent permitted by law, PricewaterhouseCoopers LLP, its members, employees and agents do not accept or assume any liability,
responsibility or duty of care for any consequences of you or anyone else acting, or refraining to act, in reliance on the information contained in this publication or for any decision based on it.

© 2016 PricewaterhouseCoopers LLP. All rights reserved. In this document, “PwC” refers to the UK member firm, and may sometimes refer to the PwC network. Each member firm is a separate legal entity. Please see www.pwc.com/structure for further details.
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Ghana

Key contact: Eric Nipah Postal address: No 12 Airport City, UNA Home, Last updated:
Email: eric.nipah@gh.pwc.com 3rd Floor, PMB CT42, January 2016
Tel: +233 21 761500 Cantonments, Accra, Ghana

Regqulatory Environment

In what year did the relevant AML laws and regulations become effective?

2008. The Anti-Money Laundering Act of 2008 (Act 749), and the Anti-Money Laundering Regulations 2008 (LI 1925).

If the AML laws and/or regulations became effective in the last 2 years, what were the requirements of the previous AML regime?

Banks were to comply with the Bank of Ghana and/or parent bank’s KYC policies/procedures. No financial intelligence centre reporting requirements. Bank of Ghana Supervision Department (and also
security agencies and Serious Fraud Office) played the quasi-role of a centre investigating “suspicious” transactions.

Who is the regulator for AML controls for: (a) Banking; (b) Other financial Services; (c) Non-financial sector (e.g. casinos, high value goods etc.). Please include link to the regulator(s) website

Financial Intelligence Centre (http://www.fic.gov.gh/).

Is there any practical guidance provided to firms by public authorities regarding AML requirements, beyond the FATF recommendations and local legislation? Please include link to website, where available.

Yes (http://www.fic.gov.gh/).

Is there a requirement to retrospectively verify the identity of customers before the date the new AML regime was introduced?

No, however banks are encouraged to ensure that due diligence on customers is a continuous exercise.

Is a risk based approach approved by the local regulator(s)?

Yes.
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Q7 Has the country been the subject of a FATF (or FATF-style) Mutual Evaluation or IMF assessment exercise in the last three years? If yes, please find a link to a relevant report (if publicly available).

A7 In Oct 2012, Ghana was removed from the Financial Action Task Force (FATF) blacklist. See (http://www.fic.gov.gh/sites/all/themes/biz/fic%20news/FIC%20ANNUAL%20REPORT%202012%20%20-
. %20Final.pdf).

e Diligence

Are there minimum transaction thresholds, under which customer due diligence is not required?
If Yes, what are the various thresholds in place?

Yes, the equivalent of USD10,000.

What are the high level requirements for verification of customer identification information (individuals and legal entities)?

Individuals: Information required for individuals includes: legal name and other names, location of client, telephone, fax numbers, mailing address, date and place of birth, nationality, hometown, occupation,
position held and employer's name, identity documents, nature of the business relationship and signature.

Legal entities: They require a registered name, location address, head office, mailing address, contact phone and fax numbers, original or certified copy of regulations, certificate of business registration and
commencement of business, copy of latest auditor's report and accounts, annual report filed with the Registrar General and names, location and mailing addresses of directors.

Where copies of identification documentation are provided, what are the requirements around independent verification or authentication?

Identity shall be verified whenever a business relationship is to be established, on account opening or during one-off transaction or when series of linked transactions take place.

What are the high level requirements around beneficial ownership (identification and verification)?

When one person is acting on behalf of another, the obligation is to obtain sufficient evidence of the identities of the two persons involved. In consortium lending, the lead manager/agent shall supply a
confirmation letter as evidence that he has obtained the required identity.

In what circumstances are reduced/simplified due diligence arrangements available?

None.

In what circumstances are enhanced customer due diligence measures required?

Enhanced customer due diligence is required when dealing with PEPs.
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Q1 4 In what circumstances is additional due diligence required for Politically Exposed Persons (‘PEPs’)?

A14 Additional due diligence is required for PEPs. Senior management approval must be sought before establishing a relationship with such a person. It is also a requirement to establish the PEP’s source of
. wealth/source of funds and the beneficial owners.

What enhanced due diligence must be performed for correspondent banking relationships (cross-border banking and similar relationships)?

If the broker or other introducer is a regulated person or institution (including an overseas branch or subsidiary) from a country with equivalent legislation and financial sector procedures, and the broker or
introducer is subject to anti-money laundering rules or regulations, then a written assurance can be taken from the broker that he/she has obtained and recorded evidence of identity of any principal and
underlying beneficial owner that is introduced.

Are relationships with shell banks specifically prohibited?

No.

In what circumstances is additional due diligence required for non face-to-face transactions and/or relationships?

The specific requirements are in process of being formalised by the Bank of Ghana.

Reporting

To whom are Suspicious Activity Reports (SARs) made? Please include a link to their website.

Financial Intelligence Centre (http://www.fic.gov.gh/).

What was the volume of SARs made to the authorities in the most recent year? Please state the GDP for the equivalent year.

Information on the volume of SARs is not publicly available.

Are there any obligations to report anything more than suspicious transactions e.g. unusual transactions, cash transactions above a certain threshold, international wire transfers, other transactions etc.?

Yes, reporting should not be limited to Suspicious Transaction Reports (“STRs”) alone.
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Are there any de-minimis thresholds below which transactions do not need to be reported?

No.

Are there any penalties for non-compliance with reporting requirements e.g. tipping off?

Yes.

Are there any requirements (legal or regulatory) to use automated Suspicious Transaction monitoring technology?

No.

Is there a requirement to obtain authority to proceed with a current/ongoing transaction that is identified as suspicious?

Yes.

Does the local legislation allow transactions to be monitored outside the jurisdiction?

No.

AML Audits

Q26 Is there a legal requirement for a bank’s external auditor/other external organisation to report on the bank’s AML systems and controls?

A26 The Act requires the bank to report such acts to the Financial Intelligence Centre, Bank of Ghana and their External Auditors.

If an external report on the bank’s AML systems and controls is required:
a) how frequently must the report be provided?
b) to whom should the report be submitted?
c) s it part of the financial statement audit?

a) as soon as a transaction is noted;
b) Financial Intelligence Centre primarily;
c) thisis reported in the “long form” report to the Bank of Ghana.
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What are the requirements for the content of this external report on a bank’s AML systems and controls? Does it require:
sample testing of KYC files?

sample testing of SAR reports?

examination of risk assessments?

the External Auditors are required to review the “Accounts Opening Procedures” used by the bank;
all reports sent to the Financial Intelligence Centre are reviewed;

yes.

Does the country have established data protection laws? If so:

does the definition of “personal data” cover material likely to be held for KYC purposes?

how do the laws apply to corporate data?

does this country have a separate definition of “sensitive data”? How is it defined and what are the additional protections?

a)
b)
c)

No.

Are there any prohibitions on the transfer of credit reports (for KYC and credit risk analysis purposes), criminal records (for KYC and crime prevention purposes) and medical data (for KYC and pension
benefits purposes)?

Yes. They can only be obtained by a court order.

Is there case law, other constitutional law or any other laws or regulations that may impact upon the transfer of information to this jurisdiction?

No.

Does this jurisdiction have bank secrecy laws or other obligations of confidentiality (other than those that may have been accepted expressly under contract e.g. in account opening documentation)? If so,
what data is subject to regulation?

No.

y .
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At PwC United Kingdom, our purpose is to build trust in society and solve important problems. We're a network of firms in 157 countries with more than 208,000 people who are committed to delivering quality in assurance, advisory and tax services. Find out more and tell us
what matters to you by visiting us at www.pwc.com/UK.

This publication has been prepared for general guidance on matters of interest only, and does not constitute professional advice. You should not act upon the information contained in this publication without obtaining specific professional advice. No representation
or warranty (express or implied) is given as to the accuracy or completeness of the information contained in this publication, and, to the extent permitted by law, PricewaterhouseCoopers LLP, its members, employees and agents do not accept or assume any liability,
responsibility or duty of care for any consequences of you or anyone else acting, or refraining to act, in reliance on the information contained in this publication or for any decision based on it.
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Kenya

Key contact: Muniu Thoithi Postal address: PwC Tower, Last updated:
Email: muniu.thoithi@ke.pwc.com Waiyaki Way, Westlands, January 2016
Tel: +254 (20) 2855684 Nairobi, Kenya

Regulatory Environment

In what year did the relevant AML laws and regulations become effective?

2010. The Proceeds of Crime and Anti-Money Laundering Act 2009 (“POCAMLA”) was enacted on 11 Dec 2009, and came into effect on 28 Jun 2010.

If the AML laws and/or regulations became effective in the last 2 years, what were the requirements of the previous AML regime?

There was not a specified AML regime in existence previously. However, the 1994 Narcotic Drugs and Psychotropic Substances Control Act prohibits concealing or transferring the proceeds of drug
trafficking.

Who is the regulator for AML controls for: (a) Banking; (b) Other financial Services; (c) Non financial sector (e.g. casinos, high value goods etc.). Please include link to the regulator(s) website

a) the Financial Reporting Centre (“FRC”) is designated as the competent authority for supervising financial institutions for compliance with AML obligations. The FRC became operational in Apr 2012
(http://frc.go.kel);

b) the Capital Markets Authority (“CMA”) regulates AML controls for listed entities and entities licenced by the CMA; the Central Bank of Kenya regulates banks in Kenya and the Insurance Regulatory
Authority regulates the insurance industry; and

c) the FRC is designated as the competent authority for designated non-financial businesses and professions: Casinos, real estate agencies, dealers in precious stones and metals and accountants
are designated as Designated Non-Financial Businesses or Professions (‘DNFBP”) under POCAMLA. Lawyers, notaries and trust and company service providers are not subject to the
requirements under POCAMLA.

Is there any practical guidance provided to firms by public authorities regarding AML requirements, beyond the FATF recommendations and local legislation? Please include link to website, where available.

The Central Bank of Kenya issued a Guideline on Proceeds of Crime and Money Laundering Prevention which became effective on 01 Jan 2006. The Central Bank also issued Foreign Exchange Bureau
Guidelines which in part addresses AML requirements, which became effective on 01 Jan 2007 (www.centralbank.go.ke).

The FRC is empowered to develop regulations on anti-money laundering and to provide guidance to support the implementation of POCAMLA. The FRC website also includes guidance on AML issues
(http://frc.go.ke/).

The Insurance Regulatory Authority issued guidelines to the insurance industry on implementation of POCAMLA in Jun 2011. The purpose of the guidelines is to provide guidance on detection, deterrence
and reporting incidences of possible crimes related to proceeds of crime and money laundering by the insurance industry (http://www.ira.go.ke/attachments/article/63/Anti-
Money%20Laundering%20Guidelines1.pdf).

The Capital Markets Authority (“CMA”) on 01 Oct 2015 issued a guideline on AML and combating financing of terrorism in the capital markets (http://www.cma.or.ke/).
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Is there a requirement to retrospectively verify the identity of customers before the date the new AML regime was introduced?

No.

Is a risk based approach approved by the local regulator(s)?

Yes. POCAMLA subsidiary legislation 2013 requires organisations classified as reporting institutions by the Act to conduct on-going due diligence on its customers and develop risk based systems and
procedures. Additionally, the CMA guidelines specify that enhanced due diligence to be carried out for customers with higher risk of money laundering and simplified due diligence for customers for lower risk
customers.

Has the country been the subject of a FATF (or FATF-style) Mutual Evaluation or IMF assessment exercise in the last three years? If yes, please find a link to a relevant report (if publicly available).

A Mutual Evaluation Report on Kenya was undertaken by the Eastern and Southern Africa Anti-Money Laundering Group (“ESAAMLG”) and published in Sept 2011. The report can be accessed here:
http://www.esaamlg.org/userfiles/Kenya Mutual Evaluation Detail Report(2).pdf

The FATF’s Public Statement of 18 Oct 2013 identified Kenya as a jurisdiction with strategic AML/CFT deficiencies that has not made sufficient progress in implementing its action plan within the agreed
timelines. The Statement can be accessed here: http://www.fatf-gafi.org/countries/j-m/kenya/documents/fatf-public-statement-oct-2013.html#kenya

On 27 Jun 2014, FATF noted Kenya’s significant progress in improving its AML/CFT regime and noted that Kenya had established the legal and regulatory framework necessary to meet its commitments in
its action plan regarding the strategic deficiencies that the FATF had identified in Feb 2010. Kenya is therefore no longer subject to FATF’s monitoring process under its on-going global AML/CFT compliance
process. The statement can be accessed here: http://www.fatf-gafi.org/publications/high-riskandnon-cooperativejurisdictions/documents/fatf-compliance-june-2014.html

Customer Due Diligence

Are there minimum transaction thresholds, under which customer due diligence is not required?
If Yes, what are the various thresholds in place?

Yes, for telegraphic transfers and travellers cheques. A foreign exchange bureau should not sell foreign currency or travellers cheques in excess or equal to the equivalent of USD 10,000 per customer per
day without seeing and recording a valid identification document.
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What are the high level requirements for verification of customer identification information (individuals and legal entities)?

Individuals:
a) an official record such as passport, birth certificate, identity card or driving licence;
b) address verified by a referee or utility bill;
c) source of income; and
d) written confirmation from the customer’s previous bank attesting to their identity and account relationship history (bank referee).

Corporates / Firms:

a) Certificate of Registration, Certificate of Incorporation, Partnership Deed, Memorandum and Articles of Association;

b) Board Resolution stating authority to open accounts and designating persons having signatory authority;

c) identity the address of the chairman, managing director, or the general partner and at least one limited partner for partnerships, or the principal owner for sole traders;
d) audited financial statements for corporations; and

e) where applicable, references from the customer's previous bank.

Where copies of identification documentation are provided, what are the requirements around independent verification or authentication?

Independent means of verifying these details include requesting sight of a recent utility bill, local authority tax bill or institution statement (care should be taken to check that the documents offered are
originals in order to guard against forged or counterfeit documents); checking a local telephone directory (for businesses); making telephone contact with the applicant on an independently verified home or
business number; verifying salary details appearing on a recent bank account statement; or with the customer’s consent, calling their employer’s personnel department to confirm employment etc. Documents
must be certified by suitable third parties and confirmation from the previous bank obtained where possible. Suitable third parties include advocates, notaries public, commissioners for oaths, judges,
magistrates and certain government officials.

What are the high level requirements around beneficial ownership (identification and verification)?

Local guidance requires institutions to have full disclosure of beneficial owners or controlling persons behind nominee accounts.

In what circumstances are reduced/simplified due diligence arrangements available?

None stated in POCAMLA or guidance. According to CMA guidelines, simplified due diligence is applicable to lower risk customers including:
a) persons employed by a legitimate employer;
b) customers with a positive reputation (well-known reputable public or private company); and
c) public entities.
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In what circumstances are enhanced customer due diligence measures required?

Under the POCAMLA regulations, enhanced due diligence measures are required with respect to persons and business relations and transactions carrying a high risker and with persons established in
jurisdictions that do not have adequate systems in place to combat money laundering. Under the CMA guidelines, enhanced due diligence is required where:

a) acustomer is a politically exposed person;

b) there is a complex relationship, including use of corporate structures, with no legitimate commercial rationale;

) undue secrecy/ use of numbered accounts fin a transaction;
) involvement in cash intensive business;
) high risk nature, scope and location of business activities; and
origin of wealth is unverifiable.

> DO QO

In what circumstances is additional due diligence required for Politically Exposed Persons (‘PEPs’)?

Under the POCAMLA subsidiary regulations 2013, additional due diligence procedures required for PEPs are as follows:
a) obtain approval from senior management to transact or establish the relationship with that person;
) take adequate measures to establish the source of wealth and the source of funds which are involved in the proposed business relationship or transaction;
) obtain information on the immediate family members or close associates of the person who may have transaction authority over the account;
) determine the purpose of the transaction or account and the expected volume and nature of account activity;
) review public sources of information on the politically exposed person; and
once the account has been established, conduct enhanced ongoing monitoring of the relationship.
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What enhanced due diligence must be performed for correspondent banking relationships (cross-border banking and similar relationships)?

According to POCAMLA Regulations 2013 Section 24, a financial institution intending to establish a correspondent financial relationship either as the correspondent financial institution or the respondent
financial institution shall undertake the following measures before establishing a business relationship:

a) gather sufficient information about the correspondent financial institution regarding the nature of its business activities;

b) determine, from available information, the reputation of the correspondent financial institution and the quality of its supervision;

c) determine the quality of anti-money laundering regulation in the correspondent financial institution’s jurisdiction or country of domicile;
d) assess the correspondent financial institution’s anti-money laundering controls;

e) obtain approval from senior management before establishing a new correspondent financial institution relationship;

=)
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in respect to the correspondent financial institution’s customers, be assured that it verifies the identity of its customers and conducts on-going monitoring; and
) verify the ownership and management structures of the correspondent financial institution including whether a politically exposed person has ownership or control of the financial institution.

«

Are relationships with shell banks specifically prohibited?

Yes. According to POCAMLA guidelines, relationships with shell banks are specifically prohibited. Reporting institutions are prohibited from:
a) opening a foreign account with a shell bank;
b) permitting its accounts to be used by a shell bank; or
c) enterinto or continue a correspondent financial relationship with—
a. ashell bank; or
b. arespondent financial institution that permits its account to be used by a shell bank.
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In what circumstances is additional due diligence required for non face-to-face transactions and/or relationships?

As with face-to-face verification, the procedures to check identity must ensure that a person bearing the name of the applicant exists and lives at the address provided and that the applicant is that person he
claims he is. Local guidance requires the following due diligence: requesting sight of a recent utility bill, local authority tax bill, institution statement or checking a local telephone directory (for businesses). In

addition, satisfactory evidence of personal identity can be obtained by a number of means, including telephone contact with the applicant on an independently verified home or business number, employer’s

personnel department confirming employment by verbal confirmation on a listed number (with the customer's consent), and salary details appearing on a recent bank or building society statement.

Reporting

To whom are Suspicious Activity Reports (SARs) made? Please include a link to their website.

The Act requires that SARs are made to the Financial Reporting Center (http://www.frc.go.ke/contact-us).

SARs can also be made to the Central Bank of Kenya (www.centralbank.go.ke).

What was the volume of SARs made to the authorities in the most recent year? Please state the GDP for the equivalent year.

Information on the volume of SARs is not publicly available.

Are there any obligations to report anything more than suspicious transactions e.g. unusual transactions, cash transactions above a certain threshold, international wire transfers, other transactions etc.?

The Act requires monitoring on an ongoing basis all complex, unusual, suspicious, and large or other transactions, and upon suspicion, it should be reported accordingly.

Additionally, the Act requires that reporting institutions file reports with the FRC for all cash transactions equivalent to or exceeding USD 10,000 or its equivalent in any other currency carried out by it, whether
or not the transaction appears to be suspicious.

Are there any de-minimis thresholds below which transactions do not need to be reported?

No.
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Are there any penalties for non compliance with reporting requirements e.g. tipping off?

Section 5 of POCAMLA makes it an offence to willfully fail to report a suspicion regarding the proceeds of crime. Section 8 of POCAMLA makes tipping off an offence. Section 16 of POCAMLA provides that
contravention of either section 5 or 8 is, on conviction, liable in the case of a natural person to imprisonment for a term not exceeding 7 years, or a fine not exceeding KES2.5m (approx. USD24,915), or to
both and in the case of body corporate to a fine not exceeding KES10m (approx. USD99,660) or the amount of the value of the property involved in the offence, whichever is the higher.

In addition to the above, the President of Kenya in his speech of 24 Nov 2015, issued the following directives in relation to non-compliance with AML regulations:
a) banks that break anti money laundering laws and regulations will, at a minimum, lose their banking licenses;
b) directors and senior officials of such banks were put on notice that they will be pursued relentlessly, individually and collectively, in accordance with the law should they commit offences under AML
laws and regulations; and
c) the Central Bank and the Financial Reporting Centre were directed to strengthen their supervision capabilities over banks.

Q23 Are there any requirements (legal or regulatory) to use automated Suspicious Transaction monitoring technology?

A23. No.

Is there a requirement to obtain authority to proceed with a current/ongoing transaction that is identified as suspicious?

No. However, the reporting institution is required to keep all records relating to that transaction and ensure that its reporting obligations under the Act are discharged.

Q24.
A24.
E Does the local legislation allow transactions to be monitored outside the jurisdiction?

According to the Act, anti-money laundering measures consistent with the POCAMLA and the subsidiary regulations of POCAMLA apply to foreign subsidiaries and branches. Where the minimum
requirements of the host country are less strict than those applicable in Kenya, a reporting institution is required to ensure that its branches and subsidiaries apply the requirements of the
Act and these Regulations to the extent that the laws of the host country permit.

Is there a legal requirement for a bank’s external auditor/other external organisation to report on the bank’s AML systems and controls?

No.

If an external report on the bank’s AML systems and controls is required:
a) how frequently must the report be provided?
b) to whom should the report be submitted?
c) is it part of the financial statement audit?

N/A
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What are the requirements for the content of this external report on a bank’s AML systems and controls? Does it require:
a) sample testing of KYC files?
b) sample testing of SAR reports?
c) examination of risk assessments?

N/A

Data Privac

Does the country have established data protection laws? If so:
a) does the definition of “personal data” cover material likely to be held for KYC purposes?
b) how do the laws apply to corporate data?
c) does this country have a separate definition of “sensitive data”? How is it defined and what are the additional protections?

No. The Data Protection Bill 2012 is yet to be enacted into law. The bill seeks to give effect to Article 31(c) and (d) of the Kenya Constitution; to regulate the collection, retrieval, processing, storing, use and
disclosure of personal data and for connected purposes.

Q30 Are there any prohibitions on the transfer of credit reports (for KYC and credit risk analysis purposes), criminal records (for KYC and crime prevention purposes) and medical data (for KYC and pension
' benefits purposes)?

A30 POCAMLA prohibits the disclosure of confidential information without the written permission of the Attorney-General unless to a court of law or for the purpose of performing functions stipulated in the Act.

Q31 Is there case law, other constitutional law or any other laws or regulations that may impact upon the transfer of information to this jurisdiction?
A31. No.

Does this jurisdiction have bank secrecy laws or other obligations of confidentiality (other than those that may have been accepted expressly under contract e.g. in account opening documentation)? If so,
what data is subject to regulation?

No. A bank is under an obligation of secrecy under the Banking Contract regarding its customers’ affairs. This obligation is a legal obligation arising out of the contract.

This publication has been prepared for general guidance on matters of interest only, and does not constitute professional advice. You should not act upon the information contained in this publication without obtaining specific professional advice. No representation
or warranty (express or implied) is given as to the accuracy or completeness of the information contained in this publication, and, to the extent permitted by law, PricewaterhouseCoopers LLP, its members, employees and agents do not accept or assume any liability,
responsibility or duty of care for any consequences of you or anyone else acting, or refraining to act, in reliance on the information contained in this publication or for any decision based on it.

At PwC United Kingdom, our purpose is to build trust in society and solve important problems. We're a network of firms in 157 countries with more than 208,000 people who are committed to delivering quality in assurance, advisory and tax services. Find out more and tell us
what matters to you by visiting us at www.pwc.com/UK.

p © 2016 PricewaterhouseCoopers LLP. All rights reserved. In this document, “PwC” refers to the UK member firm, and may sometimes refer to the PwC network. Each member firm is a separate legal entity. Please see www.pwc.com/structure for further details.
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Mauritius

Key contact: Avinash Ramessur / Razi Daureeawo Postal address: PricewaterhouseCoopers Ltd, Last updated:

Email: avinash.ramessur@mu.pwc.com / 18, Cybercity,
razi.daureeawo@mu.pwc.com
Tel: +230 404 5000

January 2016
Ebene, Mauritius

Regulatory Environment

In what year did the relevant AML laws and regulations become effective?

The Financial Intelligence and Anti Money Laundering Act 2002 (“FIAMLA”) and the Prevention of Corruption Act 2002 (“POCA”) were enacted in 2002. The FIAMLA Regulations were introduced in 2003.

If the AML laws and/or regulations became effective in the last 2 years, what were the requirements of the previous AML regime?

N/A

Who is the regulator for AML controls for: (a) Banking; (b) Other financial Services; (c) Non financial sector (e.g. casinos, high value goods etc.). Please include link to the regulator(s) website

The Financial Intelligence Unit (“FIU”) is the central agency in Mauritius responsible for oversight of AML controls and works in conjunction with the investigatory and supervisory authorities of each sector:
a) The Bank of Mauritius ("BOM”) (https://www.bom.mu/pdf/Legislation Guidelines Compliance/Guidelines/GUIDANCE AML-CFT20140715.pdf);

b)  The Financial Services Commission (“FSC”) (http://www.fscmauritius.org/being-supervised/aml-cft.aspx); and
c) The FIU (http://www.fiumauritius.org/index.php?option=com_content&view=article&id=29%3Acasinos-gaming-house-a-interactive-gambling-totalisator-or-bookmaker&catid=2&lang=en).

Is there any practical guidance provided to firms by public authorities regarding AML requirements, beyond the FATF recommendations and local legislation? Please include link to website, where available.

Yes. See (http://www.fiumauritius.org/index.php?option=com_content&view=article&id=108&Itemid=11&lang=en) and (http://www.bom.mu/?ID=90721).

Is there a requirement to retrospectively verify the identity of customers before the date the new AML regime was introduced?

No.
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Q6 Is a risk based approach approved by the local regulator(s)?

A6. Yes, for example the guidelines issued by the FSC for Effective Customer Risk Assessment. See (http://www.fscmauritius.org/media/116497/aml_cft v4.pdf) and
(https://www.bom.mu/pdf/Legislation Guidelines Compliance/Guidelines/GUIDANCE AML-CFT20140715.pdf) (refer to paragraph 6.21, 6.103 & 6.104 for risk-based approach guidelines).

Q7 Has the country been the subject of a FATF (or FATF-style) Mutual Evaluation or IMF assessment exercise in the last three years? If yes, please find a link to a relevant report (if publicly available).

A7 No, the last assessment exercise was done in 2008 for both FATF and IMF. See (http://www.fatf-gafi.org/documents/documents/mutualevaluationofmauritius.html).

Customer Due Diligence

Are there minimum transaction thresholds, under which customer due diligence is not required?
If Yes, what are the various thresholds in place?

Yes, every financial institution, bank or cash dealer is required to carry out customer due diligence for transactions exceeding MUR350,000 or an equivalent amount in foreign currency USD10,000).

What are the high level requirements for verification of customer identification information (individuals and legal entities)?

Individuals: Where the customer is an individual, the original or a certified copy of an official, valid document containing details of his current permanent address, a recent photograph of him and such other
documents as may be required.

Legal Entities: Every relevant person shall establish and verify:
a) the identity and the current permanent address of an applicant for business; and
b)  the nature of the applicant's business, his financial status and the capacity in which he is entering into the business relationship with the relevant person.

Where copies of identification documentation are provided, what are the requirements around independent verification or authentication?

Certified copies should be provided.

What are the high level requirements around beneficial ownership (identification and verification)?

Financial institutions are required to identify and verify (to the same level as a personal customer) all UBOs who directly or indirectly hold 20% or more of the capital or voting rights of a company. Specific
requirements apply to banks and licensees of the FSC. Broadly, financial standing, qualifications and reputation, financial integrity and character would be considered.
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In what circumstances are reduced/simplified due diligence arrangements available?

Guidance issued by the regulatory authorities suggests that for financial institutions and public companies listed on a recognised, designated and approved stock / investment exchanges, simplified CDD
measures can be applied in cases where a low Money Laundering and Terrorism Financing (“ML/TF”) risk has been demonstrated.

In what circumstances are enhanced customer due diligence measures required?

Guidance issued by the regulatory authorities provides for specific circumstances where enhanced CDD should be applied. For example, enhanced due diligence must be applied where the ML/TF risk is high
or where an applicant to a bank has been rejected by another bank.

In what circumstances is additional due diligence required for Politically Exposed Persons (‘PEPs’)?

a)

O

D
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Enhanced due diligence should be applied by financial institutions in connection with PEPs, including:

obtaining further customer due diligence information (identification and relationship information) from either the customer or independent sources (such as the internet, public or commercially
available databases);

verifying additional aspects of the customer due diligence information obtained;

obtaining additional information required to understand the purpose and intended nature of such a business relationship;

taking appropriate and reasonable measures to establish the source of the funds and source of wealth of the customer, any beneficial owner and underlying principal; and

carrying out more frequent and more extensive ongoing monitoring on such business relationships including setting lower monitoring thresholds for transactions connected with such business
relationships.

What enhanced due diligence must be performed for correspondent banking relationships (cross-border banking and similar relationships)?

The Licensee should:

a) gather sufficient information about their correspondents to understand fully the nature of the correspondent’s business. Factors to consider include information about the correspondent’s
management, major business activities, where they are located; their money-laundering prevention and detection efforts; and the identity of any third party entities that use the correspondent
services;

b) determine from publicly available information the reputation of the institution and quality of the institution’s regulation and supervision, including whether it has been subject to money laundering or
terrorist financing investigation or regulatory action;

c) assess the institution’s AML/CFT controls and ascertain that they are adequate and effective and establish correspondent relationships with foreign financial institutions only if they are satisfied that
the foreign financial institutions are effectively supervised by the relevant authorities and have effective customer acceptance and KYC policies;

d) obtain approval from senior management before establishing new correspondent relationships; and

e) document the respective AML/CFT responsibilities of each institution.

Q1 6 Are relationships with shell banks specifically prohibited?
A16 Yes, financial institutions should refuse to enter into or continue a correspondent relationship with a financial institution incorporated in a jurisdiction in which the correspondent has no physical presence and

which is unaffiliated with a regulated financial group (i.e. it may involve a shell financial institution).
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In what circumstances is additional due diligence required for non face-to-face transactions and/or relationships?

In accepting business from non-face to face customers, financial institutions must apply effective customer identification procedures as well as specific and adequate measures to mitigate the high risk posed
by non-face-to-face verification of customers. The Code on the Prevention of Money Laundering and Terrorist Financing enacted by the FSC stipulates that for non-face to face business relationships,
additional steps (Enhanced Due Diligence) in relation to identification and verification is required.

Reporting

To whom are Suspicious Activity Reports (SARs) made? Please include a link to their website.

There is an obligation on every bank, financial institution, cash dealer or member of a relevant profession or occupation to make a report to the FIU of any transaction which they have reason to believe may
be a suspicious transaction (http://www.fiumauritius.org/index.php).

What was the volume of SARs made to the authorities in the most recent year? Please state the GDP for the equivalent year.

Volume of SARs:
2013 — 354 SARs

GDP (in current prices): )
2013 — USD11,931.8m (Source: data.worldbank.org )

This results in a ratio of 1 SAR for every USD33.7m of GDP.

Are there any obligations to report anything more than suspicious transactions e.g. unusual transactions, cash transactions above a certain threshold, international wire transfers, other transactions etc.?

The FIAMLA imposes only a duty to report STRs. However, the POCA imposes an obligation upon a public officer to report any act of corruption that he suspects to have happened within or in relation to that
public body to the Independent Commission Against Corruption (“ICAC”).

Are there any de-minimis thresholds below which transactions do not need to be reported?

No.

‘GDP at purchaser's prices is the sum of gross value added by all resident producers in the economy plus any product taxes and minus any subsidies not included in the value of the products. It is calculated without making deductions for depreciation of fabricated assets or for depletion and
degradation of natural resources. Data are in current U.S. dollars. Dollar figures for GDP are converted from domestic currencies using single year official exchange rates. For a few countries where the official exchange rate does not reflect the rate effectively applied to actual foreign exchange
transactions, an alternative conversion factor is used.
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Are there any requirements (legal or regulatory) to use automated Suspicious Transaction monitoring technology?

As far as we are aware, there is no requirement to use automated suspicious transaction monitoring technology.

Are there any penalties for non compliance with reporting requirements e.g. tipping off?
Yes. Offences for failing to report an STR and tipping off are punishable by a fine not exceeding MUR1m (approx. USD28,620) and imprisonment for a term not exceeding five years. Supervisory authorities
may take regulatory action in the event of non-compliance.

Q24 Is there a requirement to obtain authority to proceed with a current/ongoing transaction that is identified as suspicious?

A24 There is no specific provision under domestic law.

Does the local legislation allow transactions to be monitored outside the jurisdiction?
Mauritius is @ member of the Egmont Group and has signed a number of Memorandum of Understandings on exchange of information with its foreign FIUs.
AML Audits
Q26 Is there a legal requirement for a bank’s external auditor/other external organisation to report on the bank’s AML systems and controls?
A26 Guidelines from the regulatory authority require that the institution review their practices as part of their general external and internal audit processes.
If an external report on the bank’s AML systems and controls is required:
a) how frequently must the report be provided?

b) to whom should the report be submitted?
c) s it part of the financial statement audit?

There is no requirement for an independent external audit report, however financial institutions have to make a report on themselves to the BoM:
a) reports are issued on a yearly basis;
b)  reports are submitted to the Bank of Mauritius; and
¢) no, the report is not part of the Financial Statement.
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What are the requirements for the content of this external report on a bank’s AML systems and controls? Does it require:
a) sample testing of KYC files?
b) sample testing of SAR reports?
c) examination of risk assessments?

As above, there is no requirement for an independent external audit report, however financial institutions have to make a report on themselves to the BoM. There are no specific requirements for the content
of an external report on a bank’s AML systems and controls:

a) yes, sample testing of KYC files is required;

b) no, sample testing of SAR reports is not required; and

c) this would be part of the review of KYC review.

Data Privacy

Does the country have established data protection laws? If so:
a) does the definition of “personal data” cover material likely to be held for KYC purposes?
b) how do the laws apply to corporate data?
c) does this country have a separate definition of “sensitive data”? How is it defined and what are the additional protections?

a) we are governed by the Data Protection Act 2004. Per the Act, personal data refers to (i) data which relate to an individual who can be identified from those data or; (ii) data or other information,
including an opinion forming part of a database, whether or not recorded in a material form, about an individual whose identity is apparent or can reasonably be ascertained from the data,
information or opinion;

b) the Data Protection Act 2004 applies only to personal data; and

c) Yes, “sensitive personal data" means personal information concerning a data subject and consisting of information as to:

racial or ethnic origin;

political opinion or adherence;

religious belief or other belief of a similar nature;

membership to a trade union;

physical or mental health;

sexual preferences or practices;

the commission or alleged commission of an offence; and

any proceedings for an offence committed or alleged to have been committed by him, the disposal of such proceedings or the sentence of any court in such proceedings.

S@"oooow

Are there any prohibitions on the transfer of credit reports (for KYC and credit risk analysis purposes), criminal records (for KYC and crime prevention purposes) and medical data (for KYC and pension
benefits purposes)?

Per the Data Protection Act 2004, no data controller shall, except with the written authorisation of the Commissioner, transfer personal data to another country. No personal data shall be processed, unless
the data controller has obtained the express consent of the data subject. Notwithstanding the above, personal data may be processed without obtaining the express consent of the data subject where the
processing is necessary:

a) for the performance of a contract to which the data subject is a party;

b) in order to take steps required by the data subject prior to entering into a contract;

c) in order to protect the vital interests of the data subject;

d) for compliance with any legal obligation to which the data controller is subject;

e) for the administration of justice; or

f)  in the public interest.
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Is there case law, other constitutional law or any other laws or regulations that may impact upon the transfer of information to this jurisdiction?

Yes.

Does this jurisdiction have bank secrecy laws or other obligations of confidentiality (other than those that may have been accepted expressly under contract e.g. in account opening documentation)? If so,
what data is subject to regulation?

No. There is a general confidentiality obligation upon banks (s64 Banking Act 2004) to keep the information on their customers confidential. Such an obligation may only be lifted by way of a court order.

At PwC United Kingdom, our purpose is to build trust in society and solve important problems. We’re a network of firms in 157 countries with more than 208,000 people who are committed to delivering quality in assurance, advisory and tax services. Find out more and tell us
what matters to you by visiting us at www.pwc.com/UK.

This publication has been prepared for general guidance on matters of interest only, and does not constitute professional advice. You should not act upon the information contained in this publication without obtaining specific professional advice. No representation

or warranty (express or implied) is given as to the accuracy or completeness of the information contained in this publication, and, to the extent permitted by law, PricewaterhouseCoopers LLP, its members, employees and agents do not accept or assume any liability,
responsibility or duty of care for any consequences of you or anyone else acting, or refraining to act, in reliance on the information contained in this publication or for any decision based on it.

© 2016 PricewaterhouseCoopers LLP. All rights reserved. In this document, “PwC” refers to the UK member firm, and may sometimes refer to the PwC network. Each member firm is a separate legal entity. Please see www.pwc.com/structure for further details.
160303-092639-LA-0S
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Nigeria

Key contact: Eyita Otudor Postal address: Plot 252E Last updated:
Email: eyita.otudor@ng.pwc.com Muri Okunola Street January 2016
Tel: +234 1 2711700, +234 (0)803 326 958 Victoria Island, Lagos, Nigeria

Regulatory Environment

In what year did the relevant AML laws and regulations become effective?

The Money Laundering and Prohibition Act was enacted in 2004 but has since been repealed by the Money Laundering (Prohibition) Act 2011 (amended in 2012).

If the AML laws and/or regulations became effective in the last 2 years, what were the requirements of the previous AML regime?

N/A

Who is the regulator for AML controls for: (a) Banking; (b) Other financial Services; (c) Non financial sector (e.g. casinos, high value goods etc.). Please include link to the regulator(s) website

a) Central Bank of Nigeria (“CBN”) (http://www.cenbank.org/);
b)  Nigerian Financial Intelligence Unit (‘NFIU”) (www.nfiu.gov.ng); National Insurance Commission (‘“NAICOM”) (www.naicom.gov.ng); and
c) SCUML (Special Control Unit for Money Laundering) (http://www.scuml.org/).

Is there any practical guidance provided to firms by public authorities regarding AML requirements, beyond the FATF recommendations and local legislation? Please include link to website, where available.

a) CBN (http://www.cenbank.org/out/2014/fprd/am|%20act%202013.pdf);

b)  NFIU (http://nfiu.gov.ng/index.php/resourses/cir/guiadv);

c) SCUML: None;

d)  Securities and Exchange Commission (‘SEC”) (http://www.sec.gov.ng/files/AML-CFT_SEC%20REGULATIONS%20GAZETTED.pdf);

e) Nigerian Stock Exchange (“NSE”) (http://www.nse.com.ng/regulation-site/Circular%20to%20Dealing%20Member%20Firms/Regular%20Internal%20Review%200f%20Records %20-
%20January%2017,%202013.pdf##search=laundering); and _(http://www.femiamao.com/nse.html.pdf); and

f)  NAICOM (http://naicom.gov.ng/content?id=26).

Is there a requirement to retrospectively verify the identity of customers before the date the new AML regime was introduced?

Yes.
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Q6 Is a risk based approach approved by the local regulator(s)?

AG6. Yes.

Q7 Has the country been the subject of a FATF (or FATF-style) Mutual Evaluation or IMF assessment exercise in the last three years? If yes, please find a link to a relevant report (if publicly available).

A7. Nigeria is a member of the Inter-Governmental Action Group Against Money-Laundering in West Africa (“GIABA”). GIABA is a FATF-Style Regional Body (“FSRB”) that works in conjunction with FATF to
monitor its member countries’ progress in implementing FATF standards. Nigeria’s first Mutual Evaluation report was issued in May 2008. In subsequent years, GIABA conducted follow-up evaluations and
issued follow-up reports. The follow-up evaluation reports in the last three years. May 2015, May 2014 and May 2013 are listed below:

a)  (http://www.giaba.org/media/f/932 7th%20FUR%20Nigeria%20-%20English.pdf);

b)  (http://www.giaba.org/media/f/838 6th%20FUR%20Nigeria%20-%20English.pdf); and

c) (http://www.giaba.org/media/f/832 5th%20FUR%20Nigeria%20-%20English.pdf).

Customer Due Diligence

Are there minimum transaction thresholds, under which customer due diligence is not required?
If Yes, what are the various thresholds in place?

No.

What are the high level requirements for verification of customer identification information (individuals and legal entities)?

Individuals:
a) government issued means of identification;
b)  passport photograph;
c) public utility bill; and
d) visitation.

Corporates:
a) company registration documents (memorandum of association, articles of association, shares allotment certificate, particulars of directors, certificate of incorporation, person appointed as company
secretary, registered office address etc.);

b) details of directors, passport photographs and means of identification;

c) details of promoters;

d) public utility bills showing either registered address or business address;

e) Special Control Unit Against Money Laundering (“SCUML”) registration certificate; and
f)  corporate search.

See (http://www.cenbank.org/out/2014/fprd/aml%20act%202013.pdf).
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Q1 0 Where copies of identification documentation are provided, what are the requirements around independent verification or authentication?

A10 a) ascertaining that the documents provided are certified true copies; and
' b) corporate searches with the Nigerian Corporate Affairs Commission (“CAC”) (for identification documents relating to company registration).

What are the high level requirements around beneficial ownership (identification and verification)?

Beneficial owners who control more than 5% of shares in a company or have significant influence over a company should be identified directly through an identification check through official databases (e.g. a
Customer Identification Program) or through other documents received that can verify the identity of the beneficial owner.

In what circumstances are reduced/simplified due diligence arrangements available?

Simplified due diligence arrangements are available where the prospect is a(n):
a) financial institution;
b)  public company;
c) government ministry / parastatal;
d) life insurance policy account;
e) insurance policy for pension scheme;
f)  beneficial owner of pooled accounts held by designated non-financial business and professions; or
g) unbanked person intending to be financially included through the CBN financial inclusion initiative. Financial inclusion is an initiative of the CBN to ensure that all unbanked persons (e.g. peasants,
hawkers, market traders etc.) can open and operate bank accounts but under reduced/simplified due diligence arrangements.

See (http://www.cenbank.org/out/2013/ccd/3%20tiered%20kyc%20requirements.pdf) and (http://www.cenbank.org/out/2014/fprd/aml%20act%202013.pdf).

In what circumstances are enhanced customer due diligence measures required?

Where the prospective relationship is a:
a) Politically Exposed Person (“PEP”);
b) non-resident customer;
c) private banking customer;
d) legal person or legal arrangement such as a trust; or
e) acompany that has nominee shareholders.

See (http://www.cenbank.org/out/2014/fprd/aml|%20act%202013.pdf).

In what circumstances is additional due diligence required for Politically Exposed Persons (‘PEPs’)?

There are no circumstances stated in the law or relevant regulations.
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What enhanced due diligence must be performed for correspondent banking relationships (cross-border banking and similar relationships)?

Examples of such enhanced CDD measures include (but are not limited to):
a) obtaining additional information on the customer;
b) obtaining additional information on the intended nature of the business relationship, and on the reasons for intended or performed transactions;
c) obtaining information on the source of funds or source of wealth of the customer; and
d) conducting enhanced monitoring of the business relationship, e.g. by increasing the number and timing of controls applied and identifying patterns of transactions that warrant additional scrutiny.

Are relationships with shell banks specifically prohibited?

Yes.

In what circumstances is additional due diligence required for non face-to-face transactions and/or relationships?

Additional due diligence is required for non-face-to-face transactions where the following are involved:
a) cross border transfers;
b) mobile banking;

) telephone banking systems;

)

)

[*e)

debit and credit card transactions; and
where there is a suspicion of money laundering in relation to that customer, or where there is a material change in the way that the customer’s account is operated which is not consistent with the
customer’s business profile.

D

See (http://www.cenbank.org/out/2014/fprd/ami%20act%202013.pdf).

Reporting

To whom are Suspicious Activity Reports (SARs) made? Please include a link to their website.

NFIU (www.nfiu.gov.ng).

What was the volume of SARs made to the authorities in the most recent year? Please state the GDP for the equivalent year.

Information on the volume of SARs is not publicly available.
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on Are there any obligations to report anything more than suspicious transactions e.g. unusual transactions, cash transactions above a certain threshold, international wire transfers, other transactions etc.?

A20 Yes. Financial institutions are required to report to the NFIU in writing within seven days any single transaction lodgement or transfer of funds in excess of:
. a) NGN5m (approx. USD25,400) or its equivalent, in the case of an individual; or
b) NGN10m (approx. USD50,790) or its equivalent in the case of a body corporate.

A person other than a financial institution may voluntarily give information on any transaction lodgement or transfer of funds in excess of:
a) NGN1m (approx. USD5,080) or its equivalent, in the case of an individual; or
b) NGN5m (approx. USD25,400) or its equivalent in the case of a body corporate.

Any financial institution that contravenes the provision of this section shall be liable to a fine of not less than NGN250,000 (approx. USD1,270) and not more than NGN1m (approx. USD5,080) for each day
the contravention continues. See (http://www.cenbank.org/out/2013/fprd/amendment%200f%20anti-money%20laundering.pdf).

Are there any de-minimis thresholds below which transactions do not need to be reported?

Yes. Below the thresholds as stipulated in A20, transactions do not need to be reported according to the AML law. However, the threshold should be applied by taking into consideration all other qualitative
characteristics of transactions and customers as stipulated by the AML law.

Are there any penalties for non compliance with reporting requirements e.g. tipping off?

Yes.

Are there any requirements (legal or regulatory) to use automated Suspicious Transaction monitoring technology?

No.

Is there a requirement to obtain authority to proceed with a current/ongoing transaction that is identified as suspicious?

Yes.

Does the local legislation allow transactions to be monitored outside the jurisdiction?

No.
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AML Audits
Q26 Is there a legal requirement for a bank’s external auditor/other external organisation to report on the bank’s AML systems and controls?
A26. |d

If an external report on the bank’s AML systems and controls is required:
a) how frequently must the report be provided?
b) to whom should the report be submitted?
c) is it part of the financial statement audit?

N/A

What are the requirements for the content of this external report on a bank’s AML systems and controls? Does it require:
a) sample testing of KYC files?
b) sample testing of SAR reports?
c) examination of risk assessments?

N/A

Data Privacy

Does the country have established data protection laws? If so:
a) does the definition of “personal data” cover material likely to be held for KYC purposes?
b) how do the laws apply to corporate data?
c) does this country have a separate definition of “sensitive data”? How is it defined and what are the additional protections?

No.

Are there any prohibitions on the transfer of credit reports (for KYC and credit risk analysis purposes), criminal records (for KYC and crime prevention purposes) and medical data (for KYC and pension
benefits purposes)?

No.

Is there case law, other constitutional law or any other laws or regulations that may impact upon the transfer of information to this jurisdiction?

No.
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Does this jurisdiction have bank secrecy laws or other obligations of confidentiality (other than those that may have been accepted expressly under contract e.g. in account opening documentation)? If so,
what data is subject to regulation?

No.

At PwC United Kingdom, our purpose is to build trust in society and solve important problems. We’re a network of firms in 157 countries with more than 208,000 people who are committed to delivering quality in assurance, advisory and tax services. Find out more and tell us
what matters to you by visiting us at www.pwc.com/UK.
This publication has been prepared for general guidance on matters of interest only, and does not constitute professional advice. You should not act upon the information contained in this publication without obtaining specific professional advice. No representation
or warranty (express or implied) is given as to the accuracy or completeness of the information contained in this publication, and, to the extent permitted by law, PricewaterhouseCoopers LLP, its members, employees and agents do not accept or assume any liability,
responsibility or duty of care for any consequences of you or anyone else acting, or refraining to act, in reliance on the information contained in this publication or for any decision based on it.
© 2016 PricewaterhouseCoopers LLP. All rights reserved. In this document, “PwC” refers to the UK member firm, and may sometimes refer to the PwC network. Each member firm is a separate legal entity. Please see www.pwc.com/structure for further details.
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South Africa

Key contact: Roy Melnick Postal address: 2 Eglin Road Last updated:
Email: roy.melnick@za.pwc.com Sunninghill, 2157, January 2016
Tel: +27 11 797 4064 South Africa

Regulatory Environment

In what year did the relevant AML laws and regulations become effective?

AML Laws: The Prevention of Organised Crime Act No. 121 of 1998. The Financial Intelligence Centre Act, 38 of 2001 (“FICA”) was enacted in 2001. The Financial Intelligence Centre Amendment Act,
2008 (Act No. 11 of 2008) was released in Aug 2008 and became effective on 01 Dec2010. Section 28 and Section 51 of FICA — the cash threshold reporting provisions - came into operation in Oct 2010.

Regulations: The Money Laundering and Terrorist Financing Control regulations were published in Dec 2002 and have been amended on various occasions, the most recent being in Nov 2010.

Guidance Notes: Guidance Notes issued by the FIC have since Mar 2013 been declared as authoritative in nature, guidance must be applied or demonstrate an equivalent level of compliance. Failure to
follow guidance issued by the Centre may result in enforcement action. There are at present 5 Guidance Notes that have been issued by the Centre these include:

a) Guidance Note 1 - General Guidance Note Concerning Identification of Clients (not dated);

b) Guidance Note 2 - Guidance to Financial Services Industries regulated by the Financial Services Board concerning the meaning of the word "transaction" (18 Jun 2004);
c) Guidance Note 3 - Guidance for banks on customer identification and verification and related matters (18 Jul 2005);

d) Guidance Note 3A (replaced Guidance Note 3) - Guidance for accountable institutions on client identification and verification and related matters (28 Mar 2013);

e) Guidance Note 4 — Guidance on Suspicious Transaction Reporting (14 March 2008); and

f)  Guidance Note 5 — Guidance on Cash Transaction Reporting (not dated).

If the AML laws and/or regulations became effective in the last 2 years, what were the requirements of the previous AML regime?

The main amendments to FICA do not detract from the original AML requirements but rather clarify areas in the law. The purpose of the amendments are inter alia to clarify the roles and responsibilities of
supervisory bodies; authorise the Financial Intelligence Centre and supervisory bodies to conduct inspections; to provide for administrative sanctions and to make further provision for offences. Guidance
Note 3A, issued in Mar 2013; rendered Guidance notes authoritative in nature, thus ensuring that accountable institutions adopt a risk based approach and take heed of High Risk clients and enhanced due

diligence requirements for these.

Who is the regulator for AML controls for: (a) Banking; (b) Other financial Services; (c) Non financial sector (e.g. casinos, high value goods etc.). Please include link to the regulator(s) website

The Financial Intelligence Centre (“FIC”) (www.fic.gov.za) fulfils an overarching regulatory role for combating money laundering and terrorist financing. Industry regulators and supervisory bodies provide
oversight within the various industries:
a) South African Reserve Bank (www.resbank.co.za/);
b)  Financial Services Board (https://www.fsb.co.za/Pages/Home.aspx); and
c) multiple, including:
a. Casinos - National Gambling Board (www.ngb.org.za/);
b. Real Estate - Estate Agency Affairs Board (www.eaab.org.za/); and
c. Attorneys - Law Society (www.lssa.org.za/).
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Q4.
A4,

Q5.
AS.

Q6.

Is there any practical guidance provided to firms by public authorities regarding AML requirements, beyond the FATF recommendations and local legislation? Please include link to website, where available.

The FICA has issued various guidance notes with regards to AML requirements (https://www.fic.gov.za/SiteContent/ContentPage.aspx?id=15).

Is there a requirement to retrospectively verify the identity of customers before the date the new AML regime was introduced?

Yes. Banks and other accountable institutions were required to retrospectively identify and verify the identity and other information of all clients that held accounts with them at the time that the law became
operational. An accountable institution that had an established business relationship with a client before the FICA took effect may not conclude a transaction in the course of that business relationship, unless
it has taken the prescribed steps to establish and verify the identity of the client.

Is a risk based approach approved by the local regulator(s)?

Yes, although the FICA, 38 of 2001 and the regulations do not expressly make reference to a risk-based approach, it is covered in Guidance Note 1 issued by the FIC in Ap 2004 and reinforced by Guidance
Note 3A issued in Mar 2013. Guidance Notes were declared to be authoritative in nature at this date and therefore accountable institutions are expected to apply a risk-based approach inter alia in respect of
customer relationships. The Act is currently being reviewed to incorporate a risk-based approach; we expect the amended Act to be promulgated during in 2016.

Has the country been the subject of a FATF (or FATF-style) Mutual Evaluation or IMF assessment exercise in the last three years? If yes, please find a link to a relevant report (if publicly available).

The last FATF Mutual Evaluation conducted on South Africa was finalised in 2008. The applicable report was published on 02 Mar 2008:
http://www.fatf-gafi.org/topics/mutualevaluations/documents/mutualevaluationofsouthafrica.html

Customer Due Diligence

Are there minimum transaction thresholds, under which customer due diligence is not required?
If Yes, what are the various thresholds in place?

No. Due diligence is always required for all client relationships and single transactions, irrespective of the value involved. However the law does make a provision for certain exemptions where a reduced level
of due diligence is permitted. These exemptions form part of the FICA regulations and affect various industries.

What are the high level requirements for verification of customer identification information (individuals and legal entities)?

Individuals (SA residents):
An accountable institution must verify the full name, date of birth and identity number of a natural person to an identification document of that person. The residential address must be compared to information
that can be used for verification purposes (e.g. a utility bill stating the residential address of the individual).

Legal entities:
The registered name, registration number, registered address, trading name and the address of the entity as well as the identity of the board of directors of the company and each authorised person.

The FICA regulations contain the detail of other requirements pertaining to these as well as other persons/entities (foreign nationals, agents, foreign companies, trusts, partnerships and close corporations).
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Where copies of identification documentation are provided, what are the requirements around independent verification or authentication?

Although the FICA stipulates that a record must be kept of the identity document, it does not specify the requirements pertaining to authentication. In terms of the guidance notes and best practices, it would
be sufficient to review the original identity document and to obtain a copy of a document which is either certified by a Commissioner of Oaths; or where the original has been sighted by an employee of the
accountable institution, and an indication of such is made on the copy. Guidance is also provided on non face-to-face verification by the FIC. Where non face-to-face verification is accepted as a means, the
verification methods used must be as effective as those that are applied to customers who are available for an interview.

What are the high level requirements around beneficial ownership (identification and verification)?

The FICA stipulates, inter alia, that the identity of the client, or if the client is acting on behalf of another person, the person acting on behalf of the client, must be established and verified. The regulations
have put in place measures to determine beneficial owners in respect of entities. For example, the particulars of every member and every representative of a close corporation must be obtained. In respect of
a company the particulars of its manager and representatives must be provided as well as the particulars of its major shareholders who are able to exercise more than 25% of the votes at a general meeting
of the company. In respect of trusts, the identity of the founder, beneficiaries and trustees must be established. The Act is currently being amended to include due diligence requirements for ultimate beneficial
ownership; we expect these amendments to be promulgated during 2016.

In what circumstances are reduced/simplified due diligence arrangements available?

Depending on the risk profile, the level of due diligence is simplified for low risk clients or in respect of existing clients who are applying for different products. The exemptions, which form part of the FICA
regulations, contain details of the circumstances under which reduced or simplified due diligence may be applied. Simplified due diligence applies inter alia to companies listed on approved stock exchanges
(exemption 6) and banking products issued to customers subject to particular conditions and thresholds (exemption 17).

In what circumstances are enhanced customer due diligence measures required?

The FICA Guidance note 3A states that accountable institutions should follow a risk-based approach to customer due-diligence. Clients are given a risk-rating based on various risk factors. High-risk client
types, high risk transactions and services warrant enhanced due diligence procedures. Enhanced due diligence is also recommended when the client is identified as a PEP; when non-face-to-face verification
is undertaken, if the client is a correspondent bank, money service business, intermediary or an employee account.

In what circumstances is additional due diligence required for Politically Exposed Persons (‘PEPs’)?

Guidance from the FIC defining PEPs stipulates that the bank should conduct enhanced due diligence specifically on PEPs, persons acting on their behalf as well as their families and close associates. The
Wolfsberg principles as well as the FATF recommendations are referred to for additional guidance on how to recognise and deal with a PEP.

In addition to performing customer due diligence measures, banks should put in place appropriate risk management systems to determine whether a customer, a potential customer or the beneficial owner is
a PEP. The Act is currently being amended to include an enhanced definition of PEPs; we expect these amendments to be promulgated during 2016.

What enhanced due diligence must be performed for correspondent banking relationships (cross-border banking and similar relationships)?

The FIC guidance notes provide that banks should pay particular attention when continuing relationships with correspondent banks located in jurisdictions that have poor KYC standards or have been
identified by FATF as being “non co-operative”. The Wolfsberg principles are referred to which set out the following risk indicators that a Bank shall consider, to ascertain the level of due diligence it will
undertake, namely the correspondent banking client’'s domicile, ownership and management structures and business and customer base.
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Are relationships with shell banks specifically prohibited?

The FIC guidance notes provide that banks should refuse to enter into or continue a correspondent banking relationship with a bank incorporated in a jurisdiction in which it has no physical presence and
which is unaffiliated with a regulated financial group (i.e. shell banks).

In what circumstances is additional due diligence required for non face-to-face transactions and/or relationships?

The FICA Regulations and guidance notes provide for instances in which client information is obtained in a non face-to-face situation. In such cases, banks “must take reasonable steps” to confirm the
existence of the client and to verify the identity of the natural person involved, for example, receipt of faxes. In accepting business from non face-to-face customers banks should apply customer identification
procedures to non face-to-face customers that are as effective as those that were applied to customers who were available for interview; there must be specific and adequate measures to mitigate the higher
risk. Decisions concerning the additional steps to be taken in cases of a non face-to-face situation should be based on a bank’s risk framework.

Reporting

To whom are Suspicious Activity Reports (SARs) made? Please include a link to their website.

Suspicious Activity Reports are referred to as Suspicious Transaction Reports (‘STRs”) and submitted to the Financial Intelligence Centre (“FIC”): https://www.fic.gov.za/

What was the volume of SARs made to the authorities in the most recent year? Please state the GDP for the equivalent year.

Volume of SARs:
2013-14 — 355,369 STRs (Source: FIC Annual report 2013)

Comparative GDP data is not available for this specific period.

Are there any obligations to report anything more than suspicious transactions e.g. unusual transactions, cash transactions above a certain threshold, international wire transfers, other transactions etc.?

Yes, the FICA has additional reporting requirements as contained within its Regulations. These are:
a) Regulation 22A: Information to be reported concerning property associated with terrorist and related activities; and
b) Regulation 22B: Cash threshold reporting.

Are there any de-minimis thresholds below which transactions do not need to be reported?

Cash transactions below ZAR24,999 (approx. USD1,560) do not need to be reported as per the terms of Regulation 22B. However, suspicious transactions do not have de-minimis thresholds.

The FICA makes provision for conveyance of cash to or from the Republic (section 30) and for electronic transfers of money to and from the Republic, these amounts have however not as of yet come into
effect.
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Are there any penalties for non-compliance with reporting requirements e.g. tipping off?

Not reporting within the required time period may lead to a maximum imprisonment of six months and/or a ZAR100,000 (approx. USD6,260) fine.

Penalties for not reporting a suspicion or tipping off may lead to a maximum 15 years imprisonment and/or a ZAR10m (approx. USD625,960) fine. These can be imposed on an individual within an
accountable institution.

Are there any requirements (legal or regulatory) to use automated Suspicious Transaction monitoring technology?

No.

Is there a requirement to obtain authority to proceed with a current/ongoing transaction that is identified as suspicious?

Once a suspicious transaction has been reported, section 33 of the FICA allows an accountable institution to continue with the relationship/transaction unless directed otherwise by the FIC. This is confirmed
by Guidance Note 4 on Suspicious Transaction Reporting, issued by the FIC on 14 Mar2008.

Does the local legislation allow transactions to be monitored outside the jurisdiction?

No. South African law only applies within the borders of the country.

AML Audits
Q26 Is there a legal requirement for a bank’s external auditor/other external organisation to report on the bank’s AML systems and controls?
A26 No such requirement is in place.

If an external report on the bank’s AML systems and controls is required:
a) how frequently must the report be provided?
b) to whom should the report be submitted?
c) s it part of the financial statement audit?

N/A
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What are the requirements for the content of this external report on a bank’s AML systems and controls? Does it require:
a) sample testing of KYC files?
b) sample testing of SAR reports?
c) examination of risk assessments?

N/A

Data Privac

Does the country have established data protection laws? If so:
a) does the definition of “personal data” cover material likely to be held for KYC purposes?
b) how do the laws apply to corporate data?
c) does this country have a separate definition of “sensitive data”? How is it defined and what are the additional protections?

The Protection of Personal Information Bill (‘POPI”) is is in draft before parliament and is expected to be established soon:
a) yes. POPIis intended to protect the integrity and sensitivity of private information. In response, entities operating in sectors that request personal particulars — such as financial services or
telecommunications — will be required to carefully manage the data capture and storage process;
b) entities operating in sectors that request personal particulars — such as financial services or telecommunications — will be required to carefully manage the data capture and storage process; and
c) no.

Are there any prohibitions on the transfer of credit reports (for KYC and credit risk analysis purposes), criminal records (for KYC and crime prevention purposes) and medical data (for KYC and pension
benefits purposes)?

There are prohibitions on the transfer of certain information outside the Republic with a few exceptions e.g. the data subject consents to the transfer; the recipient of the information is subject to a law, binding
code of conduct or contract, etc.

Section 25 prohibits the processing of information related to a:
a) child who is subject to parental control in terms of the law; or
b) data subject’s religious or philosophical beliefs, race or ethnic origin, trade union membership, political opinions, health, sexual life or criminal behaviour.

Is there case law, other constitutional law or any other laws or regulations that may impact upon the transfer of information to this jurisdiction?

There are prohibitions on the transfer of certain information outside the Republic, but none we are aware of in respect of transfer of information into the Republic.
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Does this jurisdiction have bank secrecy laws or other obligations of confidentiality (other than those that may have been accepted expressly under contract e.g. in account opening documentation)? If so,
what data is subject to regulation?

No. However, in terms of case law, the confidentiality of customer information is considered a qualified legal right that can be overridden by greater public interest.

At PwC United Kingdom, our purpose is to build trust in society and solve important problems. We’re a network of firms in 157 countries with more than 208,000 people who are committed to delivering quality in assurance, advisory and tax services. Find out more and tell us
what matters to you by visiting us at www.pwc.com/UK.
This publication has been prepared for general guidance on matters of interest only, and does not constitute professional advice. You should not act upon the information contained in this publication without obtaining specific professional advice. No representation
or warranty (express or implied) is given as to the accuracy or completeness of the information contained in this publication, and, to the extent permitted by law, PricewaterhouseCoopers LLP, its members, employees and agents do not accept or assume any liability,
responsibility or duty of care for any consequences of you or anyone else acting, or refraining to act, in reliance on the information contained in this publication or for any decision based on it.
© 2016 PricewaterhouseCoopers LLP. All rights reserved. In this document, “PwC” refers to the UK member firm, and may sometimes refer to the PwC network. Each member firm is a separate legal entity. Please see www.pwc.com/structure for further details.
160303-092639-LA-0S
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Zambia

Key contact: Nasir Al Postal address: Stand No. 2374 Last updated:
Email: nasir.y.x.ali@zm.pwc.com Thabo Mbeki Road January 2016
Tel: +260 211 334000 P.O Box 30942, Lusaka, Zambia

Regulatory Environment

In what year did the relevant AML laws and regulations become effective?

2001 (Prohibition & Prevention of Money Laundering Act), 2010 (Prohibition & Prevention of Money Laundering (Amendment) Act # 44).

2004 (Bank of Zambia Anti-Money Laundering Directives), and the Financial Intelligence Centre Act 2010.

If the AML laws and/or regulations became effective in the last 2 years, what were the requirements of the previous AML regime?

N/A

Who is the regulator for AML controls for: (a) Banking; (b) Other financial Services; (c) Non financial sector (e.g. casinos, high value goods etc.). Please include link to the regulator(s) website

Bank of Zambia: http://www.boz.zm/

Pensions and Insurance Authority: www.pia.org.zm

Is there any practical guidance provided to firms by public authorities regarding AML requirements, beyond the FATF recommendations and local legislation? Please include link to website, where available.

No.

Is there a requirement to retrospectively verify the identity of customers before the date the new AML regime was introduced?

No.

Is a risk based approach approved by the local regulator(s)?

Yes.
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Q7 Has the country been the subject of a FATF (or FATF-style) Mutual Evaluation or IMF assessment exercise in the last three years? If yes, please find a link to a relevant report (if publicly available).

A7 No, the most recent review was in 2008 (http://www.esaamlg.org/userfiles/Zambia_Mutual Evalution Report.pdf). The FIC is currently carrying out a local AML survey, the results of which should be available
' in early 2016.

Customer Due Diligence

Are there minimum transaction thresholds, under which customer due diligence is not required?
If Yes, what are the various thresholds in place?

There are no minimum transaction thresholds, under which customer due diligence is not required.

What are the high level requirements for verification of customer identification information (individuals and legal entities)?

Individuals: A Zambian national has to present a national registration card or a valid passport or driving licence. In the case of a foreign national, a national registration card and a valid passport (and where
applicable, an issued visa).

Legal entities: Verify the identity of the directors, beneficial owners and management i.e. obtain Certificate of Incorporation or equivalent and details of the registered office/place of business; details of the
nature of their business; the reason for the account being opened; indication of the expected turnover; the source of funds and a copy of the last available accounts where applicable.

The Financial Intelligence Centre Act stipulates that a reporting entity shall, with respect to each customer obtain and verify the following:

a) for a natural person, the full name and address and date of birth and place of birth;

b) for a legal entity, the corporate name, the head office address, identities of directors, proof of incorporation or similar evidence of legal status and legal form, provisions of governing the authority to
bind the legal person, and such information as is necessary to understand the ownership and the control of the legal person;

c) forlegal arrangements, the name address of the trustees, the settlor and the beneficiary of express trusts, and any other parties with the authority to manage, vary or otherwise control the
arrangement;

d) in addition to the identity of a customer, the identity of any person acting on behalf of the customer, including evidence that such person is properly authorised to act in that capacity;

e) information on the intended purpose and nature of each business relationship; and

f)  sufficient information about the nature and business of the customer to permit the reporting entity to fulfil its obligations under the Act.

Where copies of identification documentation are provided, what are the requirements around independent verification or authentication?

Certification of relevant identification copies by a Commissioner of Oaths.

What are the high level requirements around beneficial ownership (identification and verification)?

Regulated institutions should identify the beneficial owner of an account (regardless of whether it is a corporate body or trust opening the account) and if it fails to ascertain the identity of the said owner or
person, it should make a report to the AML Investigations Unit.

The Financial Intelligence Centre Act stipulates that a reporting entity shall identify the beneficial owner and shall take reasonable measures to verify the identity of the beneficial owner unless the Minister
prescribes the circumstances, such as the ownership of publicly held corporations, in which such identification and verification is not necessary.
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In what circumstances are reduced/simplified due diligence arrangements available?

For regulated institutions, the circumstances are to be determined by the regulated institution and approved by the Bank of Zambia.

In what circumstances are enhanced customer due diligence measures required?

a)

In the case of trusts and internet banking. Also in circumstances of suspicion as stated below:

suspicious customer behaviour;

suspicious customer identification circumstances;
suspicious cash transactions;

suspicious wire transfer transactions;

suspicious safe deposit area activity;

suspicious activity in credit transactions;
suspicious commercial account activity;
suspicious trade financing transactions;
suspicious investment activity; or

suspicious deposits.

In what circumstances is additional due diligence required for Politically Exposed Persons (‘PEPs’)?

The circumstances are to be determined by the regulated institution and approved by the Bank of Zambia.

What enhanced due diligence must be performed for correspondent banking relationships (cross-border banking and similar relationships)?

A financial institution shall require its foreign branches and majority owned subsidiaries to implement the requirements to the extent that the domestic applicable laws of the host country so permit. Where the
laws of the country in which its branch or majority owned subsidiary is situated prevent compliance with the obligations stipulated, institutions must advise its supervisory authority, which may take such steps
as it believes to be appropriate to accomplish purposes of the Act.

Are relationships with shell banks specifically prohibited?

Yes, the Financial Intelligence Centre Act stipulates that a shell bank shall not be established or permitted to operate in or through the territory of Zambia.
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In what circumstances is additional due diligence required for non face-to-face transactions and/or relationships?

The standard due diligence procedure of identification and verification applies for non face-to-face transactions and/or relationships.

The Financial Intelligence Centre Act states that where any business relationship or execution of transactions is made with a customer that is not physically present, the following is required for purposes of
identification:
a) take adequate measures to address the specific risk of money laundering, financing of terrorism and any other serious offence;
b) ensure that the due diligence conducted is no less effective than where the customer appears in person; and
c) require additional documentary evidence or supplementary measures to verify or certify the documents supplied by the customer, or confirmatory certification from financial institutions or other
documentary evidence or measure may be prescribed.

Reporting

To whom are Suspicious Activity Reports (SARs) made? Please include a link to their website.

Suspicious Activity Reports are made to the Anti-Money Laundering Investigations Unit and for Financial Institutions the Financial Intelligence Centre.

What was the volume of SARs made to the authorities in the most recent year? Please state the GDP for the equivalent year.

Information on the volume of SARs is not publicly available.

Are there any obligations to report anything more than suspicious transactions e.g. unusual transactions, cash transactions above a certain threshold, international wire transfers, other transactions etc.?

No, there is no obligation to report anything more than suspicious transactions — please see response to A13.

Financial institutions are obliged to report where there is suspicion or reasonable grounds to suspect that any property is the proceeds of crime, or is related to or linked to, or is to be used for terrorism,
terrorist acts or by terrorist organisations or persons who finance terrorism.

Are there any de-minimis thresholds below which transactions do not need to be reported?

No.
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Are there any penalties for non compliance with reporting requirements e.g. tipping off?

Any person who knows or suspects that an investigation into money laundering has been, is being or is about to be conducted, without lawful authority, divulges that fact or information to another person,
shall be guilty of an offence and shall be liable, upon conviction, to a fine not exceeding one hundred and thirty-nine thousand penalty units (approx. ZMW25,020,000 or approx. USD4,800) or to imprisonment
for a term not exceeding five years or to both.

The Financial Intelligence Centre act states that the penalties for tipping off upon convictions shall be liable to a fine not exceeding five hundred thousand penalty units (approx. ZMW90,000,000 or approx.
USD17,000) or to imprisonment for a period not exceeding five years, or to both.

A person who intentionally fails to submit a report to the Centre commits an offence and is liable, upon conviction to a fine not exceeding seven hundred thousand penalty units (approx. ZMW 126,000,000 or
approx. USD24,000) or to imprisonment for a period not exceeding seven years, or to both.

Are there any requirements (legal or regulatory) to use automated Suspicious Transaction monitoring technology?

No.

Is there a requirement to obtain authority to proceed with a current/ongoing transaction that is identified as suspicious?

The regulated institution shall report to the AML Investigations Unit where the identity of the persons involved, the circumstances of any business transaction or where any cash transaction, gives any officer
or employee of the regulated institution reasonable grounds to believe that a money laundering offence is being, has been or is about to be committed.

As per the Financial Intelligence Centre acts, a financial institution shall refrain from carrying out a transaction which it suspects to be related to the money laundering, financing of terrorism or any other
serious offence.

Does the local legislation allow transactions to be monitored outside the jurisdiction?

Although the local legislation does not specify this, one of the mandates of the Anti-Money Laundering Investigations Unit is to cooperate with law enforcement agencies and institutions in other jurisdictions
responsible for investigation and prosecution of money laundering offences.

AML Audits

Q26 Is there a legal requirement for a bank’s external auditor/other external organisation to report on the bank’s AML systems and controls?

A26. N/A
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Q27_ If an external report on the bank’s AML systems and controls is required:
a) how frequently must the report be provided?
b)  to whom should the report be submitted?
c) is it part of the financial statement audit?

N/A

What are the requirements for the content of this external report on a bank’s AML systems and controls? Does it require:
a) sample testing of KYC files?
b) sample testing of SAR reports?
c) examination of risk assessments?

N/A

Data Privac

ng Does the country have established data protection laws? If so:
a) does the definition of “personal data” cover material likely to be held for KYC purposes?
b) how do the laws apply to corporate data?
c) does this country have a separate definition of “sensitive data”? How is it defined and what are the additional protections?

The country does not have data protection laws.

Are there any prohibitions on the transfer of credit reports (for KYC and credit risk analysis purposes), criminal records (for KYC and crime prevention purposes) and medical data (for KYC and pension
benefits purposes)?

N/A

Is there case law, other constitutional law or any other laws or regulations that may impact upon the transfer of information to this jurisdiction?

N/A
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Does this jurisdiction have bank secrecy laws or other obligations of confidentiality (other than those that may have been accepted expressly under contract e.g. in account opening documentation)? If so,
what data is subject to regulation?

N/A

At PwC United Kingdom, our purpose is to build trust in society and solve important problems. We’re a network of firms in 157 countries with more than 208,000 people who are committed to delivering quality in assurance, advisory and tax services. Find out more and tell us
what matters to you by visiting us at www.pwc.com/UK.
This publication has been prepared for general guidance on matters of interest only, and does not constitute professional advice. You should not act upon the information contained in this publication without obtaining specific professional advice. No representation
or warranty (express or implied) is given as to the accuracy or completeness of the information contained in this publication, and, to the extent permitted by law, PricewaterhouseCoopers LLP, its members, employees and agents do not accept or assume any liability,
responsibility or duty of care for any consequences of you or anyone else acting, or refraining to act, in reliance on the information contained in this publication or for any decision based on it.
© 2016 PricewaterhouseCoopers LLP. All rights reserved. In this document, “PwC” refers to the UK member firm, and may sometimes refer to the PwC network. Each member firm is a separate legal entity. Please see www.pwc.com/structure for further details.
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Australia

Key contact: Malcolm Shackell / Peter Forwood Postal address: 201 Sussex Street; Last updated:
Email: malcolm.shackell@au.pwc.com / New South Wales, 2000, January 2016
peter.forwood@au.pwc.com Australia

Tel: +61 2 8266 2993 / +61 2 8266 3157

Regqulatory Environment

In what year did the relevant AML laws and regulations become effective?
2006 (with staggered implementation from 13 Dec 2006 to 12 Dec 2008, thus phasing in the new legislation and replacing the old). A second tranche to include accountants, lawyers, real estate and others

has been delayed.

Q3 Who is the regulator for AML controls for: (a) Banking; (b) Other financial Services; (c) Non financial sector (e.g. casinos, high value goods etc.)? Please include link to the regulator(s) website

If the AML laws and/or regulations became effective in the last 2 years, what were the requirements of the previous AML regime?

There is no new legislation; however new AML/CTF Rules commenced in June 2014 primarily focused on customer due diligence.

The old legislation (Financial Transaction Reports Act 1988) is still in force but applies to a limited number of entities.

The Australian Transaction Reports and Analysis Centre (‘AUSTRAC”) regulates AML across all industry sectors: http://www.austrac.gov.au/

A3.

Is there any practical guidance provided to firms by public authorities regarding AML requirements, beyond the FATF recommendations and local legislation? Please include link to website, where available.

Guidance on AML requirements has been provided by AUSTRAC: http://www.austrac.gov.au/

Q4.
A4,
Q6.
A6.

Is there a requirement to retrospectively verify the identity of customers before the date the new AML regime was introduced?

No, although there are certain 'trigger events' that require a reporting entity to verify the identity of existing customers. An example of such a trigger event is the customer accessing a new product or service.

Is a risk based approach approved by the local regulator(s)?

Yes. This is the central theme of the AML regime.
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Q7 Has the country been the subject of a FATF (or FATF-style) Mutual Evaluation or IMF assessment exercise in the last three years? If yes, please find a link to a relevant report (if publicly available).

A7. Yes. Australia underwent a Mutual Evaluation in 2014 and 2015 which was released in April 2015: http://www.fatf-gafi.org/publications/mutualevaluations/documents/mer-australia-2015.html

Customer Due Diligence

Are there minimum transaction thresholds, under which customer due diligence is not required?
If Yes, what are the various thresholds in place?

No, however a certain number of exemptions have been provided for transaction thresholds in industries including bullion, low value superannuation, gaming service providers and currency exchange at
accommodation facilities.

What are the high level requirements for verification of customer identification information (individuals and legal entities)?

Individuals:
The reporting entity must obtain the customer’s name, residential address and date of birth. The customer’s full name and either their date of birth or their residential address must be verified based on
reliable and independent documentation and/or electronic data.

Corporates:
The reporting entity must collect from the customer the following information:
a) the company's full registered name;
b) registered address;
c) principal place of business address; and
d) Australian Company Number (“ACN") or Australian Registered Business Number (“ARBN”).

This information can be verified using a range of documentation or electronic data. Reporting entities must include a procedure for the reporting entity to verify, at a minimum, the following information about a
company; in the case of a domestic company:

a) the full name of the company as registered by the Australian Securities and Investments Commission (“ASIC”);

b)  whether the company is registered by ASIC as a proprietary or public company; and

c) the ACN issued to the company.

There is further guidance in chapter 4 of the AML/CTF Rules Instrument 2007 (No.1) where the customer is:
a) adomestic company;
b) a foreign company that has registered its presence in Australia; or
c) aforeign company that has not registered its presence in Australia.

There are also customer identification requirements for other types of entities such as trusts, associations and clubs, and due diligence requirements for correspondent banking relationships.

Where copies of identification documentation are provided, what are the requirements around independent verification or authentication?

Identification documents must be certified as a true copy by one of a number of categories of qualified individuals including legal practitioners, Justices of the Peace and Police Officers. A list of authorised
persons can be found in chapter 1 of the AML/CTF Rules.
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What are the high level requirements around beneficial ownership (identification and verification)?

Under the new AML/CTF Rules commenced in June 2014:

A reporting entity must collect and verify the full name and either the date of birth or address of all beneficial owners on all entity types. The reporting entity is not required to identify beneficial owners if the
customer is a company which is verified under the simplified company verification procedure under paragraph 4.3.8 of the AML/CTF Rules 2007, or a trust which is verified under the simplified trustee
verification procedure under paragraph 4.4.8 of the AML/CTF Rules 2007.

The beneficial owner is defined as an individual who ultimately owns (25% or more) or controls (directly or indirectly) the customer.

In what circumstances are reduced/simplified due diligence arrangements available?

Simplified due diligence procedures are available to reporting entities in accordance with the risk based approach and procedures that they adopt.

Certain pre-commencement customers are subject to modified identification procedures, in that those procedures do not have to be completed prior to the commencement (or continuation, in this case) of the
designated service. For information on medium or low risk customers refer to chapter 4 of the AUSTRAC Regulatory Guide.

Guide available at (http://www.austrac.gov.au/).

In what circumstances are enhanced customer due diligence measures required?

Enhanced due diligence procedures are required to be implemented by reporting entities in accordance with the risk based approach and procedures that they adopt. Risk triggers specified in the rules as
requiring enhanced customer due diligence are where the provision of a designated service is high risk or when a suspicion has arisen. Also to be considered are prescribed foreign countries in relation to
prohibition or regulation of transactions with them.

Under the new AML/CTF Rules commenced in June 2014, a foreign PEP or the customer that has a foreign PEP as the beneficial owner must be subject to enhanced customer due diligence.

In what circumstances is additional due diligence required for Politically Exposed Persons (‘PEPs’)?

Reporting entities are required to consider the risk posed by PEPs in accordance with the risk based approach and procedures that have been adopted by the reporting entity.

As A13, under the new AML/CTF Rules commenced in June 2014, a foreign PEP or the customer that has a foreign PEP as the beneficial owner must be subject to enhanced customer due diligence.

What enhanced due diligence must be performed for correspondent banking relationships (cross-border banking and similar relationships)?

Due diligence assessments must be carried out on the financial institution with which they wish to enter a correspondent banking relationship, prior to the commencement of the relationship and at regular
intervals thereafter.
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Are relationships with shell banks specifically prohibited?

Yes.

In what circumstances is additional due diligence required for non face-to-face transactions and/or relationships?

Reporting entities are required to consider the additional risk posed by non face-to-face business, in accordance with the risk based approach and procedures they have adopted. There are currently no
specific rules or guidance relating to non face-to-face business.

Reporting

To whom are Suspicious Activity Reports (SARs) made? Please include a link to their website.

Suspicious Matter Reports (“SMRs”) are made to AUSTRAC, who act as Regulator and FIU: http://www.austrac.gov.au/

What was the volume of SARs made to the authorities in the most recent year? Please state the GDP for the equivalent year.

Volume of SARs:
2014/15 — 93,137 SARs (Referred to as SMR or SUSTRs in Australia vis a vis the AML/CTF Regulator (AUSTRAC), Source: AUSTRAC Annual Report 2014/15)

Comparative GDP data is not available for this specific period.

Are there any obligations to report anything more than suspicious transactions e.g. unusual transactions, cash transactions above a certain threshold, international wire transfers, other transactions etc.?

All Threshold Transactions (“TTRs”) over AUD10,000 (approx. USD7,030) in cash and all International Funds Transfer Instructions (“IFTIs”) are required to be reported to AUSTRAC. In addition, Cross Border
Currency movements (“CBMs”) must be reported to AUSTRAC, the Australian Customs Service, or the Police if over AUD10,000 (approx. USD7,030).

Are there any de-minimis thresholds below which transactions do not need to be reported?

No minimum threshold for SMRs, or IFTls, but AUD10,000 (approx. USD7,030) for Cash Transactions.

Are there any penalties for non compliance with reporting requirements e.g. tipping off?

Yes, prohibited under criminal law and the AML/CTF Act 2006.
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Are there any requirements (legal or regulatory) to use automated Suspicious Transaction monitoring technology?

No requirement to have automated monitoring, but the AML/CTF Rules require each reporting entity to have a suspicious activity monitoring program.

Is there a requirement to obtain authority to proceed with a current/ongoing transaction that is identified as suspicious?

No.

Does the local legislation allow transactions to be monitored outside the jurisdiction?

Yes, provided the requirements of the Privacy legislation and protocols are complied with. Rules silent on how to monitor and where — AUSTRAC focuses on appropriateness of arrangements.

AML Audits

Is there a legal requirement for a bank’s external auditor/other external organisation to report on the bank’s AML systems and controls?

There is no requirement for a bank’s external auditor/other external organisation to report on the bank’s AML systems and controls.

However, there is a requirement for the reporting entity to have an independent review performed on Part A of their Program on a regular basis. This independent review can be performed by either an
internal or external party (Standard AML/CTF programs are 