
Organisation is aware of its exposure 

• Acknowledgement of major risks and threats to operations.

• Evidence of data discovery, infrastructure and access control
initiatives within the organisation.

Organisation regularly measures security assurance 

within its infrastructure, staff and threat landscape 

• Mention of ongoing activities, including awareness training,
threat intelligence, security testing, policy reviews, patch 
management and perimeter scanning. 

Organisation is safe in the face of cyber incidents 

and disasters 

• Mention of business continuity and disaster response plans.

• Mention of capabilities of incident response team.

• Positive indicators of incident response performance (e.g. low
median response time; low percentage of critical incidents
that took longer than 48 hours to resolve).

• Mention of capabilities in place to perform disaster recovery in 
the face of a ransomware attack.

Security team has strong executive buy-in, and has 

oversight within the organisation 

• Mention of board involvement in security (including executive
security officers).

• Mention of successful security initiatives fully adopted by the 
organisation.

Organisation is capable of anticipating and 

responding to global security events, including 

major regulations and cyber disasters 

• Positive indicators of how organisations reacted to recent
cyber incidents (e.g. WannaCry, Petya).

• Positive indicators of how organisations are prepared to 
respond to currently prominent cyber threats, including
ransomware and supply chain attacks.

• Mention of compliance to topical major regulations (e.g. GDPR).

• Mention of methods involved to improve response to these
events (e.g. steering committee for regulations, lessons
learned from incidents).

Organisation has appropriate investments, tools 

and expertise dedicated to information security 

• Mention of security team size, budget, sub-departments and
tools - preferably with rationale behind choice.

Organisation has adopted a holistic framework 

• Mention of any security control framework used by the
organisation.

Security controls are subject to independent 

review and test 

• Mention of external review of security controls and
vulnerabilities.

Organisation has a well-informed security strategy 

with clear and attainable milestones 

• Action plan to transform security, accompanied by clear goals.

• Rationale behind security strategy. 

• Mention of drivers and principles of security strategy. 
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