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Introduction
PwC’s programme for Non-Executive Directors 
includes a series of briefings, workshops and other 
events to help address the need to keep up to date 
with Board level issues. This document summarises 
the discussions arising from our events over the 
past six months.

The season began with our March lunchtime briefings 
on Data protection and the 'journey to code' looking 
at GDPR one year on. The key takeaway was that 
technology solutions need to be implemented to ensure 
organisations are fully compliant with the regulation.

April started with an early evening briefing on IT 
infrastructure, Cloud and technology risk exploring 
how technology is changing at a rate faster than ever 
before and looking at the challenges associated with 
moving to the Cloud. This was followed by an event on 
Innovation – where to look for it and how to 
manage the associated risks which considered 
experience within PwC alongside a speaker from 
Digital Catapult, an agency for the early adoption of 
advanced digital technologies.

Another early evening panel discussion in April looked 
at Taking care of the workforce. Given the UK 
Corporate Governance Code’s increased focus on 
hearing the employee voice, a panel consisting of a 
representative from the FRC, two Non-Executive 
Directors and a PwC partner looked at what this means 
for business in terms of practical implementation.

Our May briefings were on Data analytics – inside the 
information factory. The sessions looked at the age of 
'big data' and how organisations can capitalise on the 
value this may bring whilst remaining focused on the 
associated risks. 

An early evening event in June then explored The NED 
role in transformation – catalyst or challenger? 
Many transformation programmes do not deliver the 
anticipated value and the session reflected on why this 
is and the role NEDs can play in steering and 
encouraging the executive team.

Our summer workshop season continued to include 
sessions on Cyber security as this remains firmly on 
Board agendas. The first workshop covered a broad 
landscape of cyber security basics – setting context, 
explaining why this is a Board issue and providing a 
framework to help NEDs think about the key areas. 
The second explored seven principles for cyber 
security governance as well as a deeper dive into four 
key areas – developing a business perspective, 
assessing current state, improvement recipes and 
handling incidents and crises.

Closely related to this was a new workshop looking at 
Operational resilience. There have been numerous 
instances of organisations experiencing systems 
outages or other disruptions to their activities. 
The public has little patience when this happens 
and regulators are beginning to require organisations 
to focus more on ensuring their operational resilience. 
For when things do go wrong, a further workshop 
considered Crisis management.

Building on the May data analytics briefings, another new 
workshop explored Boardroom leadership in the age of 
'big data'. This was aimed at NEDs keen to reflect in more 
detail on the Board’s role in guiding their organisations 
through making the most of data as an asset, while taking 
steps to mitigate the accompanying challenges.

As climate change rises up the Board agenda, another 
new workshop considered the implications for 
business. There was a focus on regulatory responses 
as well as the Climate Governance Initiative 
launched at Davos. This aims to provide Boards with 
the tools to consider this issue in relation to their 
organisations and reflect on steps that can be taken. 

Due to previous demand, we repeated our workshop 
looking at Social media, digital tools and online 
hygiene for NEDs from an individual perspective to help 
NEDs determine what type of online profile they might 
wish to have, since there is no avoiding a digital footprint 
in today’s world. At the same time, the issue of ‘online 
hygiene’ to reduce exposure to breaches was explored, 
given that NEDs frequently sit on multiple Boards and 
sometimes work remotely using their own technology.

We also repeated our workshop looking at Charities 
– how to adapt and thrive in the current climate. 
This was an opportunity for NEDs with a charity in their 
portfolio to discuss some of the key considerations 
these organisations face including impact, reputation 
management, effective use of resources and collaboration. 

Developments for Audit Committees – which continue 
to have a full agenda – were not overlooked. A series of 
workshops provided a technical accounting update, a 
look at developments in corporate governance and 
reporting, as well as sessions exploring disruption and 
the future of audit.

For those on Remuneration Committees there were 
workshops looking at the continuing focus on executive 
pay by the Government, the media and the public at 
large. Trends and an update from the recent AGM 
season were discussed, as well as consideration of the 
new UK Corporate Governance Code 
recommendations relating to executive pay and the 
Remuneration Committee’s remit more broadly.

In all of the workshops and briefings, there was 
considerable debate, with a sharing of ideas on the 
topics and discussion around the roles NEDs can play 
in their Boardrooms. The combination of expert 
knowledge with the sharing of experiences with peers 
adds real value to these sessions, and I would like to 
thank all those NEDs who participated in our various 
events. We will continue to focus on matters featuring 
on Board agendas and look forward to further insightful 
discussions over the next six months of the programme.

Andy Kemp
Chair, Non-Executive Director programme

September 2019 
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Context
The session began with some context-setting looking 
at the question “why ‘the journey to code’?”

The initial origins of data protection, expressed in an 
early legal Resolution back in 1973, were worries about 
‘abuses in the storing, processing and dissemination of 
personal information by means of electronic data 
banks in the private sector’ (Council of Europe). Over 
the years, the ‘purity’ of data protection might have 
been lost, due to the increasing complexity of the 
regulations themselves, but the truth is that data 
protection is and will always be about protecting 
people from abuse, as shown by the landmark cases 
that have grabbed global news attention, such as the 
phone hacking scandal that brought down a 
newspaper, Edward Snowden’s disclosures about 
mass surveillance and Cambridge Analytica.

Today, technology is very much the cause, or the 
facilitator of abuse, so it needs to be part of the 
solution. Therefore, we are on a journey to code, 
because computer code, personal data, the protection 
of fundamental rights and freedoms and the law are all 
inextricably linked.

Why the law needs code based-solutions?
Abuse stories, once properly understood, can cause 
root and branch reviews of the status quo. Illustrations 
were given from GDPR legislation, Lessig – ‘Code and 
other laws of cyberspace’ and even Tim Cook speaking 
recently, of how code ideas are crossing the rubicon 
into general business philosophy.

Code stories are everywhere and a snapshot of 
headlines from January and February 2019 had a single 
theme – the abuse issue is in the technology. Solutions 
therefore need to reside in code and cannot just be 
people or process based.

Market developments since May 2018 when GDPR 
came into force illustrate that there are significant risks 
and challenges for business:
• the first mega fine under GDPR of Euros 50million 

was levied on Google for AdTech issues
• by Q1 2019, 95,000 complaints were made to the EU 

regulator, 250,000 people had called the Information 
Commissioner’s Office helpline and 50,000 personal 
data breaches had been reported 

• in July 2019, the Information Commissioner 
disclosed that she was intending to fine BA and 
Marriott £183m and £99m respectively.

Another example of challenges relating to code is that 
of None of your business (noyb). This is a pressure 
group that has made access requests to many of the 
big names in the online space and has found them 
wanting, beyond the initial response, in terms of the 
raw data supplied, or its intelligibility – giving rise to 
subject access complaints.

Noyb have identified that even these high tech 
organisations are not delivering on the data protection 
agenda in the tech and data layers. This reflects the 
point that many companies have been focused mainly 
on paper based solutions, rather than solutions within 
the technology and data themselves. It is important for 
Boards to recognise that the principles and rights 
within GDPR need to be delivered using code-based 
solutions applied in response to the way data is being 
used in a modern business context. As an example, a 
code-based solution could have prevented the 
supermarket’s data leak issue if the employee had 
been prevented from downloading from a laptop onto 
a USB stick.

Understanding the challenge
Many companies have talked about taking a risk-based 
approach to GDPR but often this has just focused on 
the legislative compliance risk. Beneath this lie many 
other types of risk including:
• operational risk
• consumer risk
• employee risk
• harms risk
• commercial risk
• economic risk
• regulator risk
• litigation risk
• reputation risk

and it is important to view risk through the eyes of 
those who will make a challenge, known as the 
‘adverse scrutiny test’. Different scrutineers will come 
from different angles.

It is also important to understand that a ‘regulatory bear 
market’ exists which is a time of negative sentiment 
and loss of confidence that causes many people, not 
just the statutory regulators, to take steps to regulate 
data protection. The ‘regulatory bears’ include pressure 
groups, litigants, consumer organisations, the press 
and media, politicians and even shareholders, investors 
and employees. When the regulatory bears combine 
forces, as they sometimes do, they can deliver 
devastating effects to business norms. So, for example:
• in the phone hacking scandal, a pressure group, 

politicians, the regulator and judges combined to 
lead to the collapse of a newspaper

• in the 2015 Safe Harbour case, a whistleblower, a 
privacy advocate, the regulator and judges led to 
the collapse of a transatlantic agreement for data 
sharing, called Safe Harbour
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Context
The session began with some context setting looking 
at technology through time. A timeline was displayed 
starting from the launch of the first IBM PC in 1980, 
moving through the introduction of the worldwide web 
in 1989, the mainstream use of email in the 1990s, the 
launch of Salesforce as a company offering ‘Software 
as a Service’ in 1999, the introduction of the first 
iPhone in 2007, to the present day and beyond. Many 
other technology innovations were on this timeline 
emphasising the huge amount of progress in a 
relatively short space of time.

The launch of the iPhone provided access to Cloud 
based tools and today’s iPhone has 4,000 times more 
computing power than a Mac laptop from 1992. With 
6-7 connected devices per person in today’s world, 
much more activity is now Cloud based. In addition, 
there are now 2.5 quintillion bytes of data being created 
every day.

Complexity in the modern IT landscape 
and resulting challenges
Many organisations still have systems from the 
1980s/90s and are having to deal with legacy issues at 
the same time as embracing new technologies. Even 
cutting edge organisations have had to resort to buying 
replacement parts for legacy systems from eBay.

There are 5 key areas of challenge in the modern 
IT landscape:
• Data – how vast quantities are stored ensuring both 

compliance and resilience
• Connectivity – which is becoming easier and more 

cost effective globally

• IT platforms – often spread across a mix of in-
house, colocation data centres plus physical and 
virtual computing platforms

• Applications – a diverse and complex mix of off-the-
shelf, customised, bespoke development, 'shadow 
IT' and emerging Cloud solutions

• Delivery – how to run and operate in an agile, secure 
and resilient way with multiple and fragmented 
service models consisting of in-house teams, 
strategic partners and third party providers.

With the increase in the Internet of Things and the 
number of devices communicating with one another, 
there is an endless supply of data.

Some of the challenges in today’s technology enabled 
world include:
• the agility required to keep up with business 

technology enablement demands
• the risk of the connected world and an increase in 

integration of technology footprints
• maintaining the security and integrity of systems
• 24/7 operational demands to deliver high service
• ageing legacy infrastructure and end of life architectures
• market driven technology development and innovation
• increasing risk from 'Shadow IT'
• access to talent and capability to deploy and 

manage technology
• continually evolving regulation and compliance
• a spiralling cost base and understanding IT 

investment cases.

The traditional IT function’s skill set may need to 
change to deal with these challenges.

Given the above, strategic areas of focus that can help 
to ensure success are: 
• business alignment and a shift away from 

technology led programmes
• operating with multiple strategic partners
• recognising the embedded nature of technology 

in operations
• scalable services to adjust to business performance
• ‘two speed’ IT to manage 'old' alongside today’s 

technology
• understanding the technology integration being 

adopted across global solutions
• recognition that technology is not just 'back office'
• enhanced focus on data and security
• understanding, and greater challenge of, technology 

cost and payback.

Key areas of risk in operating legacy IT infrastructure 
can be financial, security, compliance and IT 
operations. Organisations continue to be faced with the 
challenges of valuable, albeit ageing, application 
portfolios, a difficult economy and budget pressures. 
This is requiring companies to make and execute 
modernisation decisions for legacy applications and 
legacy computing platforms.

The industry as a whole is moving to a place of:
• increasing data intensity
• data centre complexity and cost pressures
• cross line of business capabilities requiring differing 

skill sets
• increasing need for speed and agility
• innovation and collaboration with the ability to 

‘fail fast’.

Much of the above is leading companies to explore the 
journey to the Cloud where core IT services can be 
deployed and integrated into the current landscape at 
speed without making large upfront capital investments.
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Transitioning to the Cloud
There has been a great deal of hype about the Cloud 
and worldwide spending on Cloud services is forecast 
to reach $210 billion in 2019. 83% of CEOs say Cloud 
computing will have the most impact on their business 
and is the key enabler for more advanced technologies, 
including Artificial Intelligence.

There are many acronyms that crop up in 
conversations about the Cloud but, put simply:
Cloud computing is a model for enabling convenient 
on-demand network access to a shared pool of 
configurable computing resources (e.g. networks, 
servers, storage, applications and services) that can be 
rapidly provisioned and released with minimal 
management effort or service provider interaction.

The key benefits of the Cloud are:
• faster time to market
• responsive demand scaling
• lower capital costs
• ability to innovate with the business.

Much of the jargon surrounding Cloud is to do with the 
deployment model or the service model.

There are 4 approaches to deploying Cloud:

• Private Cloud – where a company has its own 
dedicated data centre

• Public Cloud – where multiple companies use the 
same data centre (more common)

• Community Cloud – where the infrastructure is 
shared by a specific community

• Hybrid Cloud – a combination of two or more 
Clouds, e.g. where a public Cloud is used for the 
majority of data but a private Cloud may be used for 
the ‘crown jewels’.

There are 3 different service models where roles and 
responsibilities for managing Cloud are shared 
between the consumer and the provider:
• IaaS (Infrastructure as a Service) – provides 

customers the capability for processing, storage, 
networks and other fundamental computing resources

• PaaS (Platform as a Service) – provides a platform 
allowing software developers to develop, run and 
manage applications without maintaining technology 
infrastructure

• SaaS (Software as a Service) – is a software licensing 
and delivery model in which software is licensed on 
a subscription basis and is centrally hosted.

As a company moves from IaaS through to Saas, 
higher levels of control are with the vendor. In all 
service models, it is important to understand the 
responsibilities of the provider.

In adopting a Cloud approach, it is critical to focus on 
the following key areas:
• strategy
• benefits delivery
• strategic sourcing and supplier management
• regulation and compliance
• cyber security
• IT operations
• digital and process integration
• Cloud migration.

NEDs should also be alert to the risks of the 'shadow 
Cloud' which may operate in the business outside the 
realms of the IT function.

Challenges remain in the transition to Cloud in terms of 
lacking an adequate strategy, not having fully assessed 
the risks, (including security risks), of Cloud and of 
primarily viewing it as a way of reducing IT spend rather 
than focusing on the transformative opportunities.

Key considerations for NEDs and their Boards
Key areas NEDs should consider in this area include 
the following:
• Have a plan – make sure there is an enterprise wide 

Cloud strategy in place.
• Understand the benefits – don’t just look at Cloud 

as a way of reducing cost and replacing legacy 
systems and processes.

• Identify partners – take a strategic view when 
selecting suppliers and measure performance.

• Review the competition – the benefits that Cloud 
delivers have the potential to disrupt many 
established operations.

• Recognise the challenges – review what the risks 
are and be clear about how you will mitigate them.

A CIO perspective
The CIO of Le Creuset spoke about that organisation’s 
journey to the Cloud. Le Creuset manufactures its 
products in Thailand (ceramics) and France (cast iron) 
and distributes them via distribution centres in Belgium 
to 50 countries. The key aim of the CIO and his team is 
to provide technology which is cost effective, efficient 
and ready to meet the needs of Le Creuset worldwide.

Some of the challenges can seem irreconcilable, such 
as ensuring the IT infrastructure is safe, secure and 
stable whilst encouraging change. There is also much 
more partnering with the business than previously.

Le Creuset sell through both stores and online market 
places, particularly in countries like China where mobile 
dominates. The IT engine is composed of the ERP, 
CRM and manufacturing systems, underpinned by vital 
product and customer data. 
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Introduction 
Creativity, innovation and intra/entrepreneurship are 
3 words often heard these days. It is however worth 
reflecting on what is different about technology 
enabled innovation and there are two key points here 
which are:
• The ability to pivot – adjusting the proposition 

according to changing needs.

• The RoI profile is different – a person can start to be 
useful from day 1 but technology plays may take 
some time to repay.

There are also a couple of mantras that it is worth 
bearing in mind:
Fall in love with the problem not the solution
This was illustrated by a couple of examples where 
there had been too much focus on starting with a 
solution. One project had come from the valid idea that 
piecemeal technologies are often employed and it 
would be better if these were all part of one platform. 
Another had considered taking data from financial 
services companies in order to anticipate regulatory 
risks which seemed a useful solution but was too vast 
an idea to be able to divide up the project into bite-size 
achievable pieces.

Tap into real money not imaginary via a more 
thorough validation process
There needs to be a systematic approach to going out 
to the market. Ideas should be tested with companies 
by identifying their pain points. For example, if the 
issue is needing better security on an iPhone, it is best 
not to start with potential solutions such as finger print 
or facial recognition but to understand that the real 
problem is being unable to remember passwords. 
The validity of the problem needs to be tested not 
the solution.

There is also a need to ensure the right skill sets exist 
in the executive team. It is not just about creativity or 
execution as the innovation also needs to be 
commercial. Proper dedicated resource is needed to 
prevent people trying to do innovation part time (e.g. on 
a Friday evening or over the weekend). There needs to 
be full time resource in order to really understand the 
pain points.

There are 3 roles that need to be in place as a minimum:
• business owner – the person who is accountable 

commercially
• product owner – the individual in charge of the 

product/service
• programme manager – the person who keeps the 

wheels turning. 

Innovation should also not be viewed as a ‘once and 
for all’ commitment which may be counter intuitive to 
executive teams used to going all in, e.g. on M&A 
projects. A ‘stage gating’ approach should instead be 
taken with each milestone needing objective evidence 
to demonstrate that it is right at that point in time.

PwC’s Sandbox experience
Innovation within PwC initially showed no diversity of 
thinking with all projects being approached in the same 
way. This was not just a technology/process play but 
needed a culture shift with fresh insight in order to do 
something different.

There are broadly 3 categories of innovation:
• incremental
• big ticket investment
•  ‘moonshot’ (experimental ideas)
and a decision needs to be made on how to run 
innovation, i.e. embedding it in the business or running it 
separately as R&D.

In PwC, a Sandbox environment was set up in 
conjunction with a third party provider to create an 
environment for entrepreneurship. The aim was to tap 
into people and cultural change in order to move 
forward as a business and also to create advocacy 
from the ground up.

Sandbox was a protected programme where people 
were asked to provide ideas which would go to a panel 
for review. Selected ideas would then be developed 
further. For 6 weeks, the idea owners would work with 
start-ups to learn how to develop their ideas. There 
were new rules of engagement around behaviour so 
that people could collaborate/contribute in a different 
way. This created a culture change and out of 5 rounds, 
20 new services/products emerged.

5 top tips from the Sandbox experience
Ideas unlock the problem
People would put forward ideas but had not always 
tested the assumptions and they had to be more 
accountable for taking things forward. The idea 
also needs to be aligned to the vision and purpose of 
the organisation.

Who cares?
There is a need to consider how to get sponsorship and 
how to communicate the idea, getting the messaging 
right. Top down engagement and encouragement, as 
well as on the ground advocacy, is required and the fan 
base then needs to be worked hard.

Technology is amazing and can be very helpful but 
people have the power
People need to be comfortable with a new way of 
thinking. Culturally in PwC, people felt they had to be 
right and were nervous about putting up their hand for 
innovation. Education was needed to understand 
problem centric thinking.
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Regulatory context
The FRC’s thinking behind the recent changes to the UK 
Corporate Governance Code was to broaden 
governance to something that takes place throughout 
the company, not just in the Boardroom. This therefore 
includes more engagement with stakeholders. Many of 
the changes came out of the FRC’s previous work on 
culture and they were also asked by Government to 
consider ways to give employees a stronger voice.

The FRC believes employees are crucial to a business 
and therefore this really matters. While an annual 
employee survey provides important insights, this needs 
to be supplemented with other dialogue. The work done 
on culture identified that employees often know when 
things are going wrong. The proposed changes can 
therefore help Boards to have more of a finger on the 
pulse, with the decision-making process taking account 
of a wider view of benefits and risks.

How the changes will work in practice will depend on an 
organisation’s size, sector, geographic presence, etc. 
However, the goal is the same – a successful, sustainable 
business. The FRC’s view is that the changes can add 
value and bring benefits and therefore need to be taken 
seriously wherever the workforce is located.

Companies could start by thinking about what matters 
to their employees as there are likely to be 
commonalities wherever they are located, e.g. 
predictability of income, fairness, security, etc. 

The Code suggests three methods for accessing the 
employee voice, but also allows for other methods or a 
combination to be used. The three methods are:

•  a designated NED
•  a workforce advisory panel or forum
•  a director appointed from the workforce.

To date, the designated NED appears to be proving 
most popular, supported by existing structures and fora. 
The FRC expects, based on some early pulse surveys, 
that they may see up to 20% of companies explaining 
alternative ways of engaging with their workforces.

It is important, however, to focus on outcomes. Boards 
need to reflect on how the information gathered is being 
used and whether it is feeding through into decisions.

There are also linkages to other areas of the Code. 
Boards need to look at the Code as a whole and to think 
about how their dialogue with the workforce can help 
with their responsibilities for assessing and monitoring 
culture, and assist the work of Board committees. The 
whole approach to applying the Code needs to be joined 
up. The 3 key messages from the regulatory perspective 
would therefore be:

•  focus on the effectiveness of outcomes
• use the information you get to inform decisions
• join up the different parts of the Code.

Perspective of a NED
The Code changes are welcome as engaging with 
employees is a good thing to be doing and the 
evidence is now much clearer about this creating 
competitive advantage. The NED had previous 
experience of a People Insight Unit at a major company 
(which followed on from a Customer Insight Unit) and 
this was extremely beneficial.

Previous experience in the NHS also showed the power 
of employee engagement. When staff started 
responding ‘no’ to the question ‘I would recommend 
this service to family or friends’, there was generally an 
indication that something was going wrong. 

The engagement with employees needs to gain deep 
insight about what matters to them. However, insight 
without action is pointless. This includes 
acknowledging when a decision that has been taken 
may have been wrong. 

Proper employee engagement is not just about doing a 
survey but also includes what tough decisions have 
been made. When restricted stock was introduced at 
one of the NED’s companies, the decision was taken to 
extend this to the entire workforce.

Previous work on fair pay reporting has shown that 
proper engagement with action can be an important 
way of demonstrating that this is more than just 
good words.

Perspective from another NED
Taking account of the workforce undoubtedly brings 
competitive advantage and should not really require 
regulation.

If companies are going to amplify the voices of their 
employees, they need to understand why, i.e. for 
competitive advantage, to drive retention, for recruitment 
purposes, etc. Any action needs to start from good 
business reasons. In reality, when there is a really tough 
business decision to be made, more employee 
engagement may not necessarily change the decision 
but it may change the way the decision is implemented.

There is a muddle in the wider debate around the 
purpose of employee engagement. Is it for:
• awareness
• accountability (to employees)
• decision-making
as these are all different with different solutions. There is 
therefore a need to be clear about what the engagement 
is trying to achieve.
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Context
The use of data & analytics is growing in popularity 
within business. It is easy to think about data being 
everywhere and fragmented but good data & analytics 
practices require a more ‘end-to-end’ process, as 
exists in a factory. In reality, with any data & analytics 
project, 20% of the effort is expended building the 
technology while 80% is spent sorting out the data.

Data & analytics value chain
The session began with a look at the data & analytics 
value chain, represented by a triangle. At the base of 
the triangle lie the data sources (of many types) which 
may be held internally or bought from partners. If data 
is the raw material, analytics unlocks the value within 
this and driving value from the data leads to a number 
of ‘production’ steps.

Data integration sits above the data sources in the 
triangle and is about bringing the (often unstructured) 
data together to give it structure and gain more insight, 
often by cutting it in different ways. Much of the work is 
done here.

The remaining 3 layers of the triangle are analytics, 
each getting more sophisticated as they approach the 
apex. The first layer is performance and operations 
reporting, which is the world of management 
information, dashboards, etc., but is largely backward 
looking. The next layer – analytics – is used to predict 
what will happen whilst the top layer – advanced 
analytics (often using AI) – leads to recommendations 
regarding a course of action. As an example, an energy 
company might analyse their customers and where 
they are located and then overlay this with weather 
data to inform what they should do.

Typical data & analytics drivers
The key reasons data & analytics are finding their way 
on to Board agendas are:
• growth and profitability – driving profitable growth 

by deepening client relationships and identifying 
new sources of revenue

• the digital agenda – developing modern, real-time 
marketing, rewards, loyalty and omni-channel 
customer management capabilities, i.e. ‘going mobile’

• regulatory and risk – managing reporting, data 
quality and governance

• costs and efficiencies – from optimising the use of 
data, being able to automate, etc.

Due to the recently introduced GDPR, companies have 
spent considerable time looking at the different types 
of data they have and are now coming back to a ‘data 
strategy’ and how this can support the business strategy.

Evolution of data & analytics marketplace
Data & analytics has evolved significantly as the 
underlying technology has developed. Before the 
1990s, data & analytics really just involved sucking out 
data and reporting on what had happened. This was 
generally backward looking and often from a single 
data source.

From the early 1990s and for about the next 20 years, 
on site data warehousing – with more data sources 
being used together – allowed more diagnostic 
integrated analytics, such as management dashboards, 
process optimisation, regulatory reporting, etc. 
However, this required large servers and lots of energy.

The real boost to data & analytics has come with the 
emergence of Cloud solutions from 2012 onwards. 
Companies no longer need to invest significantly in 
equipment but can buy a ‘factory’ in the Cloud and add 
on the services they need. This creates cost saving 
opportunities for large organisations and makes data & 
analytics accessible to smaller organisations via 
access to cheap computing power.

Looking ahead to 2020 and beyond, adaptive analytics 
will become more prevalent, i.e. being able to react in 
real time and adapt pricing strategies based on what 
the data sets are showing in a safe and controlled way.

The data analytics factory
There are many elements that make up a data analytics 
factory from the underlying infrastructure, through data 
sources, data aggregation and data lakes, to 
exploration and analytics with a visualisation/human 
interface. Underpinning these will be a number of 
auxiliary services like the Cloud, as well as security and 
privacy. An increasing range of capabilities is needed 
but technology has provided many of the solutions that 
help avoid complexity. 

Getting the foundations right
Understanding the importance of the foundational 
elements of data management is critical to delivering 
real value from analytics. There needs to be quality in 
the underlying data. A Chief Data Officer (CDO) is 
becoming more common for accountability but the 
whole business needs to take responsibility for the 
quality of data.
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The basics include:
• data strategy – organisational models, tools, and 

artefacts to manage all data-related activities

• data architecture – a distributed yet integrated data 
architecture that simplifies internal and external data 
sourcing and processing

• data usage – supporting the business to extract 
value from its data by removing impediments and 
delivering enablers

• data governance, operations and management – 
tools to manage all data-related activities including 
quality, access, security and business use

• insight – leverage data to generate new insights and 
alignment to analytics and digital

• data culture – a customised data culture strategy 
that will help evangelise data as an organisational 
discipline and complements business strategy

• data vision – aligned goals and business value 
aspiration from data

• data-driven business requirements – business 
perspective on capabilities needed.

Governance
Governance is key and an integrated data governance 
framework includes:
• vision and strategy – aligned to the business 

strategy/purpose
• 'rules' – guidelines need to be in place
• data directory – so that individuals know what data 

is held, where and the means of access 
• operating model – that takes data into account in 

all areas
• culture and behaviours – see further below
• monitoring
• assurance.

Monitoring and assurance are often not focused on as 
much as they should be but the 3 lines of defence for 
risk management are just as relevant here.

Data culture
However, the real shift is not technological but about 
people, culture and behaviours. It can be difficult to 
shift a culture but it is possible to change behaviours 
via reinforcing mechanisms, such as management 
emphasising the importance of data quality, including 
data management in job descriptions, etc. People on 
the shop floor should not be collecting data without 
understanding the purpose to which it will be put.

What does good look like
There is no ‘one size fits all’ but moving up the data 
value chain is all about insight and human engagement. 
There are no limits to the means of visualisation to 
make the data interesting and obtain real insight. 
Interactive dashboards for performance and operations 
reporting are becoming increasingly common. 
Making data interactive so that users can dig deeper 
where needed, and empowering teams to dig down in 
this way, are valuable.

Advanced analytics can lead to pre-emptive decisions 
where patterns are spotted that predict decisions. An 
example would be Amazon’s 'customers who bought 
this, also bought…' prompts to increase potential sales. 

Common pitfalls
Typical challenges of a data driven or analytical 
approach include:
• disconnected business, IT and operational teams
• data silos with no strategy
• data governance
• managing complex change
• data culture and talent
• the art of the possible not being understood.

Key questions for NEDs and their Boards 
around critical success factors
The session finished with a brief look at the key 
questions NEDs should consider in this area as follows:
• Are our strategic business drivers, value outcomes and 

ownership clearly defined, agreed and written down?

• Have our analytical requirements/use cases been 
clearly articulated and aligned with the business 
strategy? Do they make sense? Is there a clear 
value case?

• Do we have processes and methods for 
integrating data and delivering analytics efficiently 
and with a focus on business value? Are they 
efficient and optimised?

• Do we know what data we have and where there are 
gaps? Do we know what information we produce 
and can we articulate what else we need? Is there 
demand for more and how do we capture that?

• Does our information technology roadmap support 
the strategic ambition and the business decision 
needs that we have identified?

• Do we have a functional data governance 
organisation? Do we have centres of excellence for 
data & analytics? Who ultimately is responsible for 
our combined data & analytics strategy?

• What are we doing to prepare our people across the 
organisation for a future where data driven decision 
making will be far more prevalent than it is today? 
Are we nurturing specialist talent in this space?
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Context
The briefing began with a definition of transformation 
as a major shift in an organisation’s capabilities and 
identity so that it can deliver valuable results, relevant 
to its purpose, that it couldn’t master before. It doesn’t 
always involve a single major initiative although it 
could do.

This definition is not about just improving on what the 
organisation is doing today but involves a significant 
shift. This takes a long time and few organisations have 
done it well.

The four typical transformation archetypes are:

• Efficiency seekers – often now using technology 
• Modernisers – e.g. digitising an organisation
• Re-definers – doing things in a different way (e.g. 

insurers using telematics)
• Industry explorers – roaming into other sectors 

(e.g. Amazon).

Arguably only the last two are truly transformational.

Why is this an important area for NEDs?
Transformation is an important topic for NEDs because:
• It is one of the most high profile activities of an 

organisation.
• Most transformation efforts fail – 70% according 

to research.
• Most NEDs and transformation programmes outlast 

the CEO.
• NEDs have plenty of experience that can benefit the 

organisation in these situations.

NEDs have a conscious choice about the role they play 
in a transformation which can be as:
• truth teller
• challenger
• facilitator
• wise counsel
• catalyst
• advantage guardian.

Transformational organisations have a number of 
distinguishing features.

Key features are:

• strategic identity – they are clear about where they 
want to go and the path to get there

• obsessed by doing better – for all stakeholders

• a palpable buzz/energy

• ruthless, high quality decision-making with clear 
considered decisions

• skilful use of people with diversity of thought at the 
key moments

• a growth and reinvention mindset with a humble 
belief that they should continue to learn

• responsive to customers often in real time

• distributed responsibility – providing the tools, 
transparency and trust to let people get on with things.

Furthermore, truly transformational companies use 
6 forms of capital. In addition to the traditional 3 – 
human, financial and natural – are behavioural capital, 
cognitive capital and network capital.

Behavioural capital is the collection and modelling of 
behaviours usually based on data. 

Cognitive capital is the set of algorithms used to 
make decisions.

Network capital is the number and structure of 
connections in a network.

Amazon is a prime example of economies of scale with 
these network effects which has allowed it to operate 
across multiple sectors. Such organisations generally 
put the customer first and both innovate and fail fast.

An organisation that is doing a linear transformation 
may be disrupted by others who are taking advantage 
of disruptors, often bringing in third party companies to 
handle certain aspects.

CEOs of large companies often lack confidence in their 
ability to transform. A recent Strategy& survey 
identified that:

• >50% of senior executives do not think they have a 
winning strategy

• 4 out of 5 executives admit their strategy is not 
well-understood in their own company

• 2 out of 3 admit they do not have the capabilities 
needed to create value

• 9 out of 10 concede they are missing major 
opportunities in the market.
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Additionally not enough time is spent on strategy and 
enablers in an organisation.

On top of this, the way companies do transformation is 
often broken. They decide on an objective (e.g. taking 
out cost), promote it loudly, put in lots of process and 
then executives work hard on it for 6 months before 
they get bored or lose heart.

Creating a transformative organisation requires a 
fundamental change in approach and mindset from 
process, structure and effort with hero leadership to a 
deeper appreciation of purpose, psychology and 
patience. Some structure and process is necessary but 
too much can be stifling.

Transformations can be deeply personal and exposing 
to those involved. Individuals needs to feel 
comfortable raising challenges and inviting others in. 
This shift in mindset needs to permeate the whole 
organisation and understanding how people think and 
behave is very important.

The four building blocks of transformation
The four building blocks of transformation are not 
linear steps and need combining in the right way. 
The blocks are:

Create a strategic identity
The reasons for change need to be clear. A defining 
vision should make leaders and employees feel 
intrigued, energised and uncomfortable. An ambitious 
plan needs to be set that the senior team truly believe 
in. It should solve problems or reconnect to a purpose 
that people really care about.

An organisation should also work out its strategic 
response to digital disruption by reading the signals, 
making conscious choices and executing them well. It 
should articulate the strategic identity and plan with 
simplicity, and re-orientate towards delivering results 
not just services.

Design for trust
Culture is becoming a far more prominent aspect of 
transformation and the psychology of people needs to 
be at the heart of transformation. Human attitudes and 
behaviour play a decisive role in transformation 
success and yet they are often ignored or treated 
simplistically. Empowering people and trusting them to 
get on with things makes them more likely to deliver. 
However, transformations often involve people directing 
and controlling which can make them more likely to fail.

Many leaders believe that a distinctive culture is more 
important than the strategy or operating model in 
gaining a competitive advantage. Numerous 
organisations require significant culture evolution but 
try to change too much too fast. True culture change 
takes years.

It is often valuable to help employees understand the 
purpose of their work and create more autonomy, 
genuinely empowering people to do their jobs well. 
Radical experimentation within psychological safety 
should be encouraged so that people know things will 
not always go right and that is acceptable.

Master the pivot from sprint to scale
Scaling up the best ideas is often the hardest part to 
get right. Successful transformation leaders innovate 
rapidly and easily, trying out new approaches on an 
experimental basis and syndicating those which prove 
fruitful. Knowing what to prioritise and scale up is key. 
To work this out, organisations need good data and 
should involve customers meaningfully to develop 
services that meet their needs. 

Diversity is critical and the use of digital twins can be 
helpful in prototyping and really understanding what 
the change will look and feel like. Many organisations 
have parts of their portfolio where they test before 
scaling up elsewhere. The corporate centre may also 
need to change to be more of an enabler rather than 
something to be admired or feared.

Treat your legacy as an asset
Legacy businesses, facilities and processes may no 
longer be required but they have value that should be 
extracted and can then fund the transformation. 
Nostalgia should be avoided and the focus should 
instead be on what is needed to deliver to customers. 
Legacy assets with value should be sold.
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Context
This workshop began with a look at the threat 
environment. We live in an era of rapid, revolutionary 
change, enabled by technology, which brings 
opportunities for digital innovation. There is much 
greater consumer engagement via online platforms and 
more complex integrated supply chains with business 
partners sharing data, often via Cloud models. At the 
same time, there is rapid global knowledge exchange 
– innovation sharing and access to rich data sets 
among both external and internal communities, as well 
as changes to how we work and live.

Businesses now operate as players in a highly-
connected ecosystem. These tight interconnections, 
with many processes out of an organisation’s direct 
control, heighten cyber risk. 

In many ways this is an exciting time to be a business 
leader. However, there is a dark side to these exciting 
times with a dramatic growth in cyber threat over the 
last few years due to the greater attack surface that 
increased technology provides. Today there are more 
potential adversaries with more power, more access, 
more motivation and more impact. Often there are 
devices that could provide a route into a company’s 
systems that are not even considered, such as vending 
machines in offices. Other attacks can come through 
networks that individuals might connect to, e.g. 
breaching the WiFi in hotels. This issue is growing with 
the Internet of Things. 

Managing information risk is critical as failures can lead 
to economic loss, reputational damage and, in some 
cases – e.g. industrial control systems – can pose risks 
to safety. Additional pressures come now that the 
General Data Protection Regulation (GDPR) is in force 
and individuals only have to cite distress, rather than 
prove financial loss, to claim compensation in cases of 
data loss/leakage. GDPR provides a good opportunity 
to invoke a culture change.

A diagram produced by the National Crime Agency 
showed the cyber crime ecosystem: criminals are 
increasingly organised and sophisticated, making use 
of the 'user friendly' tools of the digital world, both 
legitimate and otherwise, to create new criminal 
enterprises quickly and successfully. Tools once only 
available to nation states are often readily available for 
amateurs to download and, in some cases, even come 
with a demo and help function. Attacks on workplace 
and home computers now use 'modular' malware and 
are increasingly sophisticated, as was illustrated by a 
diagram of a typical infection chain from the National 
Crime Agency.

Current snapshot of cyber threats
The workshop reviewed current threats as seen by our 
clients, observed through our Forensic capabilities and 
reported by UK government sources. Topical areas of 
concern include:
• a wide variety of attack vectors are now common 

worldwide (e.g. password attacks, ransomware, 
credential stealing, fake software, man-in-the-
middle attacks, malware, attacks on Cloud 
services providers)

• Distributed Denial of Service and credential attacks 
are relentless

• organised criminal groups adopting a more 
aggressive posture (extortion, ransomware, etc.)

• increasing scale and sophistication of attacks, 
especially in financial services (exploiting 
business processes)

• state-related targeting and penetration (destructive 
attacks, industrial control systems, supply chains 
and professional service providers)

and this is being enabled by:

• vendors being sluggish to adopt robust controls
• weaknesses in user behaviour

• increasing complexity in how we use/store data
• complicated politics, ethics and regulation 

(including GDPR)
• continued rise of technologies which are outside the 

reach of law enforcement.

More than 40% of all log-in attempts are malicious and 
the most common way of starting an attack is to use a 
username and password combination in other settings. 
Political tensions are now mirrored in cyber space. 
Many attacks come from countries where there is no 
legal recourse and there is a large amount of 
espionage, with people leaving nation state entities to 
set up surveillance capabilities, as well as pre-
positioning for potential disruption. 

The NotPetya attack was discussed as an illustration 
of particularly ferocious malware. It appears to have 
arisen through a compromised update to accounting 
software utilised throughout Ukraine and used 
unintentionally high access administrator privileges 
to spread in moments without human intervention. 
NotPetya rendered all of a company’s IT inoperable 
within a couple of hours including business systems, 
emails, company phones, etc. One organisation 
was run using WhatsApp for several days following 
the attack. 

These newer attacks did not exploit unpatched 
software but the global architecture of systems and the 
control frameworks which should have separated parts 
of the business. Many companies that have grown via 
acquisitions have simply ‘plugged in’ new systems. 
NEDs should therefore query how IT has been 
integrated in acquisitions and whether organisations in 
higher-risk locations need access to the entire 
corporate network or can be ‘ringfenced’. NEDs need 
to understand what the risk appetite is in relation to 
bolting on acquisitions, having flat IT structures, etc.
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There is also an increasingly hostile climate which 
encourages data theft: a number of media outlets and 
others have developed sophisticated tools which assist 
leakers to deposit large volumes of stolen data for 
public inspection. This can be helpful (in the case of 
whistleblowers) yet also damaging (e.g. where collateral 
damage occurs as a result of bulk exposure of sensitive 
data). The ethical complexities of cases like ‘LuxLeaks’, 
the ‘Panama Papers’ and the Wikileaks publication of 
Sony Pictures’s internal emails were considered. 

Companies should look beyond their own systems. 
Direct attacks on customers, as the weak link in the 
chain, are increasing via:

• phishing, smishing (often using 'social engineering' 
or forged sender messages in an SMS thread)

• mobile phone takeover (by SIM swapping or 
data porting)

• misrepresentation.

Many businesses have a 'fraud' team and a separate 
'cyber' team with different reporting lines, different 
skills, connections into different parts of government 
and different industry relationships. Government also 
separates 'fraud' and 'cyber' and manages them 
separately. There is a need to question whether this is 
still the right structure in an age where most 
communication uses sophisticated technologies.

Customer behaviours have also changed and, as they 
have a shorter expected response time, the conversion 
from being slightly unhappy to very angry happens 
more quickly. All of this is amplified in the social media 
space, often by influencers not directly affected. 
However, as nobody trusts institutions, it can be 
difficult to change the narrative. Additionally, criminals 
will rally to attack customers of a consumer facing 
business directly at the first sign of a weakness and 
this can challenge the speed and capacity of any 

contingency plans. Organisations will have very little 
factual information about the issue when a breach is 
initially discovered and may also be having to 
respond to a long list of regulator’s questions while 
trying to investigate. 

Implications for Boards and NEDs
Cyber security is Board business. There is a close link 
between digital innovation and cyber risk and this 
needs to feed into the Board’s overall risk 
considerations. It is about risk tolerance. The Board 
has a significant responsibility – to investors, 
regulators, insurers, employees, customers and 
suppliers, amongst others – to protect information 
assets. This covers everything that might be of value to 
other parties including:
• intellectual property, inventions
• financial integrity
• supply chain, process integrity
• customer personal data
• supplier commercial data
• market critical data
• pricing, sensitive algorithms
• safety critical systems
• ….and anything else where failure would be 

embarrassing.

The richer the data, the greater the threat, plus social 
media amplifies the risks. GDPR has been helpful in 
working out where an organisation’s data is in some 
instances but this is just a first step in terms of cyber 
defence. People can also have very different views of 
the risk involved. With millennials the default position 
is to share. Part of the issue is that information 
resides in many places and the sheer volume of data 
is a real problem.

The Information Commissioner’s Office is now up and 
running, exercising its powers to inspect and issuing 
fines and reprimands to a wide range of data 
processors and controllers. It oversees the full scope 
of the GDPR and will also get involved in instances of 
availability, i.e. service uptime or outages. Under the 
May 2018 EU Directive on the Security of Network and 
Information Systems, there are additional 
responsibilities for companies that provide services 
critical to society or the economy.

The Board has a role to play in direction setting to:

• establish the risk appetite
• assess (and continually re-assess) the threat and its 

implications for strategy
• help management set values, behaviours, beliefs, 

limits and ethical boundaries
• help to solve ‘big’ questions of structure, strategy, 

pace, disclosure, ethics.

The Board needs to be supported in this by the top 
executive team – not the IT people – who can assess 
whether a step change is needed and drive pace, 
energy and culture. Executive management should:

• deliver a mitigation programme to close any gaps 
– at the right pace

• define policies and operate controls in line with the 
Board’s risk appetite

• appoint senior leaders (not just IT) with 
accountability and influence

• sustain insight and capacity both across IT and 
throughout line business

• develop an appropriate culture in line with the 
Board’s risk appetite.
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In terms of the Board’s assurance role, directors should:
• inspect measurement systems for focus on the 

right outcomes
• assess strength and independence of assurance
• assess (and seek proof of) crisis readiness.

Boards are often at a stage of ‘awareness’ of cyber 
issues and are ‘updated at’ but need to move at least 
to a stage of ‘understanding’ where an appropriate risk 
appetite has been developed with management 
information that can drive real Boardroom 
conversations and choices. A core issue is the skill set 
of current NEDs, with many reporting that they feel 
uncomfortable with 'level 2 and 3' questions about 
cyber risk. 

Framework of 7 cyber security governance 
principles
A discussion then ensued around what NEDs could do 
in practice to manage cyber risk. Seven principles were 
suggested to assess how well an enterprise is 
managing cyber risk leading to a framework for 
structuring a Board agenda and having a meaningful 
cyber security conversation with the CEO.

At the heart of this framework sits:
Real understanding of exposure
This is a consistent and constantly changing issue 
which sits at the heart of cyber security. It needs to be 
a Board conversation about both threat and 
vulnerability, including issues such as:

• what data is held
• how likely is it to be of interest to others
• how many places do the organisation’s systems 

connect with the outside world
• what types of attack are common?

Around this core issue are:
• appropriate capability and resource (going 

beyond the IT department and also at Board level)

• holistic framework and approach (wider than 
technical and includes culture plus a real 
understanding of business processes, measuring 
cyber risk against standards and baking its 
assessment into decision-making – effectively, how 
do you know you have covered all the bases?)

• independent review and test (including outside 
opinions and the use of ethical hackers).

• considered approach to legal and regulatory 
environment (which is complex and can be 
conflicting so the position taken needs to be 
understood)

• incident preparedness and track record of 
learning from them (important for investors as 
responding well can be brand-enhancing and 
Boards need to be told about ‘near misses’)

• active community contribution (sharing details of 
attacks with others externally as companies will not 
be able to defend themselves in isolation).

All of the above needs to be discussed with the CEO 
and not the CIO because:

• Cyber security is (often) in the top five enterprise risks.

• Cyber involves most of the top team: Operations, 
Sales, Procurement, Risk, HR, IT, Digital, 
Commercial, Legal,… and the CEO will want to set 
objectives for each area as well as arbitrate where 
there are collisions of priority or approach.

• Cyber raises hard strategic, structural and 'tone 
from the top' questions, e.g. 'Do we trust our staff?' 
'How do we verify our suppliers?', 'Should we share 
data across business entities/offices/service lines/
partners/…?', 'What have we decided not to protect?' 

• Cyber mitigation may be expensive, and may require 
difficult tradeoffs which span the organisation (e.g. 
slowing new customer offerings)

• The whole top team—not just IT—needs to be 
'match fit' to deal with a successful cyber attack.

• The market expects the Chair and CEO to lead any 
cyber response personally.

A simple toolkit for 30 minutes with the CEO was 
provided around these 7 principles as follows:

Principle 1: Real understanding of exposure
What sort of cyber risk do we face, and how did we 
decide our priorities? (nature of business and its 
supplier/partner ecosystem—scope of the data we 
hold—current threats—sources of intelligence—map of 
vulnerabilities and weaknesses in our IT).

Principle 2: Appropriate capability and resource
Are our skills up to the job, and at the right scale? 
(Board competence—top team taking ownership—
CISO strength—Security Operations Centre capacity—
security architects with skill and influence).

Principle 3: Holistic framework and approach
How do we assess whether we have 'done enough'—
how do we judge our progress and the time it will take 
to get there? (standards, frameworks—certification—
integrated capability programme—release plan).

Principle 4: Independent review and test
What sources of assurance confirm that we are 
mitigating risks well, and can do so at an appropriate 
level of pressure/volumes? (NB not just IT controls: also 
suppliers/partners, employees, etc.).
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Principle 5: Incident preparedness
What scale of incident can we handle, and what have 
we learned from previous 'near misses'?

Principle 6: Considered approach to legal/
regulatory environment
What issues and business choices have arisen as we 
work on compliance with legal requirements in each 
country where we operate?

Principle 7: Active community contribution
When we encounter an incident, do we share that with 
industry peers, law enforcement and other agencies?  
(NB conflict between GDPR/legal vs value from sharing 
incident data).

Additional toolkits are available to drill into 
implementation details, e.g. for CIO/CISO 
conversations, such as the National Cyber Security 
Centre Board Toolkit.

Undoubtedly, in many cases, the Board needs to be 
spending more time on this area. There should be 
someone with digital age knowledge in the Boardroom 
and data needs to become a currency around the 
Board table. However, this cannot just be a ‘visiting 
expert’ or someone who only does this and cannot 
contribute to the wider Board agenda. Executive 
responsibilities are also key, especially the role of the 
CISO which is not just about technical skills but also 
the ability to influence when necessary. 

The second half of the workshop explored a recent 
cyber attack which has damaged the operational and 
strategic performance of a major business. Those 
present discussed, admittedly with the value of 
hindsight, what questions the NEDs could have asked 
to fully understand their exposure and risk.

The conversation covered:

• how difficult it can be to foresee some of the risks 
involved in large technology investments which are 
often seen by the Board primarily in terms of 
business opportunity

• Boards sometimes lack the language and skills to 
dig deeper

• in this particular company, NEDs, and especially 
members of the Audit Committee, were under the 
spotlight for the way in which they may have failed 
to foresee and mitigate digital risks.

The discussion also addressed a second company 
which unwittingly provided the pathway through which 
the attack was conducted and discussed what NEDs 
on this Board should have done to establish a stronger, 
safer digital environment. It is vital for Boards today to 
consider any exposure via their extended enterprise of 
partners, suppliers, contractors, etc. Knowing who a 
company’s outsourcers outsource to is increasingly 
important in today’s interconnected world.

The NEDs in this situation could have asked questions 
such as:

• What is the critical data we want to protect?
• Have we done an audit of who has third party 

access to our systems?
• What are their defences like?
• Where are the firewalls?
• What level of authority allows third party access and 

where does this reside? 

Conclusion
The workshop concluded with some questions it was 
agreed Boards might want to consider around cyber 
defence split into the following areas:
• Do we have the right skills?
• Do we have the right fact base?
• Are we making active, well-founded choices from 

the top?
• Do we test our processes and capabilities thoroughly?
• Do we measure and improve?

In terms of breach response, Boards should consider:

• Is there a practised plan for breach response that 
operates at ‘social media’ speed?

• Are 'near misses' captured and lessons learned 
from them?

• Are the right triggers in place for escalation?
• Does the organisation have capacity to handle 

speed, complexity and volume?
• Is the organisation ready to manage the market 

impact of a failure?
• Is the organisation willing to share intelligence 

with others?
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68%
of large businesses have identified at least one 
cyber security breach over last 12 months

51%
of businesses holding electronic personal data on 
customers are likely to suffer a breach

34%
of respondents to the Global State of Information 
Security 2018 say their organisations plan to 
assess IoT risks across the business ecosystem

Beyond the basics, Boards should discuss questions 
such as the following:
• What risks can we actually control? How do we  

prioritise/segment?
• How much variation/innovation/flexibility do our 

people need and what does this do to our risk profile?
• Should we proceed at a slower pace to keep risk 

under control, especially re digital innovation in an 
‘agile’ business methodology?

• How can we control the risks our suppliers expose 
us to?

• Can we afford to keep up with our customers and 
manage risk?

• What personal data should we retain? – ethics vs 
business value

• Do we trust our staff? How do we balance control/
monitoring with personal privacy/freedom when 
lines are blurred between home and work?

Each company will need to steer its own course taking 
well-reasoned risk choices and executing them well but 
should have in place as a minimum:

• Board ownership and leadership informed by 
threat intelligence

• robust executive control tested through assurance 
mechanisms

• preparation for possible failure, small and large
• well-reasoned risk choices supported by clear 

communication
• a lot of hard work, investment and skill demands.
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Context 
This workshop began with a recap of the 
interconnected world in which we live and the 
consequential heightened risk of cyber attack. 
Adversaries see organisations as processes spanning 
the world with connected systems often outside of their 
control. Companies need to stop thinking of 
themselves as their own fortress.

A look at the National Crime Agency’s cyber crime 
ecosystem showed, rather alarmingly, the extent to 
which criminals have organised themselves into a 
sophisticated marketplace – a comprehensive 
ecosystem with ready access to assets, tools and 
techniques for cyber attack. There was also a recap of 
the latest common cyber security issues and the pain 
spiral when things do go wrong, as well as the Board’s 
role in setting direction and assuring outcomes – refer to 
the cyber security stage 1 workshop on pages 29 – 34.

Boards need to take a thoughtful, holistic view of what’s 
important to their business. This is a hard debate to 
have, often due to a lack of skills and time, and the 
preponderance of technological terminology. It will also 
vary from one industry sector to the next. However, the 
Board has two fundamental roles around executive 
management’s risk control processes and mitigation 
plans:

• Determining risk appetite – setting the boundaries to 
frame executive management’s work to close the gaps

• An assurance role – looking at the measurement 
systems and assessing the strength and 
independence of assurance as well as proof of 
crisis readiness.

The important role of Boards in ‘setting the tone’ was 
discussed, including some of the choices where they 
need to guide management such as:
• speed to market versus risk control
• customer data analytics versus ethics and disclosure
• free flow of information versus segmenting the business
• everything in house versus alliances
• trusting employees versus surveillance.

In addition, there is a business question up front about 
whether global organisations should be fully connected 
across all countries or whether there should be some 
ring-fencing of riskier territories with collaboration via 
the Cloud. 

There was also a recap of the framework of 7 cyber 
security governance principles for structuring a Board 
agenda and having a meaningful cyber security 
conversation – refer to pages 32 – 33.

The workshop then moved into detailed debate around 
4 key areas where NEDs can focus to get under the 
skin of cyber security risk. In each area, in addition to 
discussing the issues, useful frameworks were 
provided as well as case studies of approaches that 
have been seen to work.

Developing a business perspective
It is difficult to determine any kind of numerical risk 
appetite for cyber security and Boards need to 
consider this in 3 areas:
• what kind of organisation is the company
•  what data does it hold
• what types of attack might it need to defend against.

It is vital for the Board to first assess what the company 
is and does and then to determine how cyber affects 
the sector. Characteristics to consider in determining 
which aspects of the business yield high cyber security 
risk include:
• Economic sector – risks vary between sectors with 

some intrinsically higher risk than others
• Geography – defence mechanisms may not be fit for 

purpose everywhere
• Business change – often not appropriately taken 

account of in management information
• Business operations – e.g. industrial/supply chain
• Ethics and culture – e.g. how much customer data is 

held, particularly pertinent with today’s desire for a 
‘single customer view’

• Risk appetite – derived after taking account of all of 
the above.

Consideration of these special characteristics helps 
Boards to make choices and set a vision/strategy for 
cyber risk. This is not a one-off exercise as the 
situation will change over time.

Bearing in mind that it would be prohibitively expensive 
to protect everything fully, Boards also need to 
consider what matters most which is not always an 
easy exercise but is invaluable in the long run. A 
collective view is needed as different functions will 
value different data. The value of the data should be 
viewed through the lens of an attacker.
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Boards need to ask what types of data they hold, 
such as:
• personally identifiable information
• financial information
• supply chain information
• pricing/commercial information
• mergers and acquisition information
• Board papers/strategic intentions
and what is the purpose of protecting it:

• regulatory
• stakeholder interest
• sensitivity
• evidence
• reputation
• share price
• trust
• availability.

There was some concern among the NEDs that it might 
be difficult to defend a position of not protecting 
everything but Boards often need to make such 
choices. The ‘crown jewels’ need to be identified along 
with where they are and who can access them.

Boards should also reflect on the types of attacks from 
which they need to protect the business. A framework 
was presented to help with this consideration by 
mapping attacks from low, through to medium, then 
high and finally advanced levels of sophistication and 
split between external and internal threats. For external 
threats, from low to advanced sophistication, these 
ranged from:

• opportunistic or non-targeted attack
• targeted, remote attack
• targeted attack with internal assistance
• unconstrained attack.

For internal threats, the spectrum was:

• unknowing insider (human error)
• malicious insider acting within authorisation
• malicious insider acting outside authorisation
• advanced and expert insider.

In relation to the four types of external and internal 
attacks listed above, organisations are generally able 
to protect themselves against low sophistication 
external threats and are aspiring to get to defending 
themselves against medium sophistication threats. 
Banks should be able to defend against at least the 
first three levels of both lists. In reality, most can deal 
with targeted remote attacks but not always targeted 
attacks with internal assistance. The fourth level is very 
advanced but could be relevant for defence 
organisations or national/global infrastructure where 
there may be a need, for example, to fully track routers 
through every stage of their journey. 

Rogue employees can be difficult to identify so 
systems need to be constructed so that any one 
individual cannot do too much damage. It was noted 
that the Centre for the Protection of National 
Infrastructure (CPNI) has issued a paper addressing 
managing the employee threat. HR have a role to play 
and ‘lifestyle audits’ may be necessary for individuals 
with high levels of access.

Questions that the Board (or a subsidiary committee) 
can ask in this area include:

• Does the Board have clarity about what sensitive 
data the business holds, why, for how long and with 
whom it is shared?

• What is our appetite for risk and against what type 
of adversaries?

• What may impact reputational risk?
• How do we apply priorities? What have we decided 

not to protect?

• How do we set the tone? What questions should we 
address?

• By when should risks be reduced? What sense of 
urgency is required?

Developing a business perspective in the ways 
suggested above can lead to a more meaningful risk 
appetite.

Assessing current state
The workshop moved on to discuss how Boards can 
get beyond narrow presentations from IT and delve into 
the real state of cyber readiness as a business issue. 
Cyber security can be a root cause for many other 
types of risk, such as fraud, reputation, business 
continuity, etc. The scope of cyber activities pervades 
all areas and therefore Boards need to probe across:
• Strategy, governance and risk – are there people 

with the right skills, experience and capabilities, that 
are ‘future proofed’?

• People and culture – is there training and awareness 
with focus on key roles from a risk perspective?

• Threat, intelligence and capabilities – including how 
risks are changing as new technologies are 
adopted.

• Information discovery and management – what is 
critical and how well protected is it?

• Connections – which partners does the business 
share with and are they properly protecting the 
information?

• Testing and crisis management – how well would the 
company respond to an incident?

• Business processes – are these appropriate and 
resilient?
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The aim is to establish whether what is currently in 
place is good enough. Answering each of the above 
questions may require significant work led by the CEO/
CFO. NEDs need to ensure there are measurement 
systems in place to ensure the executives are dealing 
with this appropriately and a Board sub-committee 
may need to be set up to monitor this at least initially. 
Connections with third parties, and externally with the 
internet, need to be considered as today’s extended 
enterprise increases risk.

There was a discussion around penetration testing and 
the fact that this has changed. Traditional penetration 
testing assesses vulnerabilities and poor configuration 
within IT systems. However, as the tools, tactics and 
procedures of attackers have become more 
sophisticated, their attacks now tend to focus on the 
end user. A new approach to penetration testing is 
therefore needed that is intelligence led, value driven 
and has a strategic focus. NEDs should not take false 
comfort from penetration testing which is too narrow or 
too technical. Simulating the most likely attack and 
seeing how the responses cope can be good practice. 
Sharing of threats is also valuable and likely to become 
more developed going forward.

NEDs should seek strong metrics which demonstrate 
the strength of cyber resilience, not just the volume of 
attack attempts. Organisations should be encouraged 
to count things that make a difference and drive 
improvements in the metrics. Examples include:

• 'near misses'
• % of systems accredited to security standards
• % of desktops at target patch level
• % of encrypted laptops
• number of unrecognised assets on local area network

• % of supplier contracts with clauses for information 
protection

• % of staff with critical access with up-to-date vetting
• number of days between employee role change and 

systems privilege change
• average time from incident detection to escalation/

resolution
• throughput/backlog in event analysis process.

The Configuration Management Database (CMDB) 
should show what is on the system, when it was last 
patched, etc. Boards can ask to see where the 
exceptions are and how they are getting fixed, with 
deadlines. Asking for some of these measures will 
expose helpful gaps in how well risk is controlled.

There was also a brief discussion of the Security 
Operations Centre (SOC) which exists in around 50% 
of organisations and operates as a detection control, 
designed to show where controls are failing. It collects 
logs of things that have happened and NEDs should be 
satisfied that these are being properly reviewed, not 
just stored, and that the SOC is looking for issues that 
are important to the business. 

The National Cyber Security Centre (NCSC) has 
produced a toolkit for Boards which includes guidance 
on the SOC. The audit or risk committee may wish to 
review the logging and analysis and consider:

• How comprehensive is the data being collected?
• To what extent are different sources triangulated to 

gain insight?
• How quickly is what is found assessed and triaged?
• What constrains the ability to find risk signals?
• When a conclusion is reached, who in the business 

listens and do they react appropriately?

It should be noted that the SOC is often outsourced 
and this is sometimes to the same organisation 
providing the IT which can give rise to a conflict of 
interests in the event of an incident. 

Questions the Board may wish to consider when 
assessing the current state include:
• Is our approach to cyber sufficiently broad (e.g. 

people, technology, engineering, business process, 
commercial, legal)?

• Do our information policies reflect our risk appetite?
• Do our measures tell us whether our policies are 

being implemented thoroughly?
• Have we covered ‘the basics’ sufficiently to preserve 

our reputation?
• Is our ability to detect risk signals sufficiently strong, 

fast, business literate and influential?
• To what extent does a lack of incidents indicate that 

we are secure?

Getting ‘the basics’ right can reduce the level of ‘noise’ 
so that it is easier to focus on the more complex areas. 
However, it needs to be a dynamic process as 
businesses and therefore risks change. Many of the 
challenges around cyber security are not IT related but 
how the organisation is configured.

Improvement recipes
Risk mitigation covers a broad scope of activities in 
terms of the business environment, the security 
environment and control frameworks. The PwC cyber 
capability framework was discussed to indicate how 
companies can identify, protect, detect and respond. If 
legacy systems make good protection too time-
consuming/costly, there may be a need to over-invest 
in detection. However, this is not just about buying 
tools but about building a capability that can then 
invest in the most appropriate tools.
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Control frameworks need to be in place to ensure the 
basics are covered. NIST is becoming a global 
standard and NEDs could enquire what maturity level 
the organisation is at in each of the 23 NIST areas. The 
UK Government has also produced Cyber Essentials 
and Cyber Essentials Plus (the accredited version). The 
aim is to determine what the residual risk is, what the 
controls are over this and what remains to be done. 

A few of the most common risk-reduction activities 
were considered – asset control, legal policy, employee 
access, digital user authentication, cyber incident 
detection and industrial control systems – the message 
being that this should not all end up with the CIO but 
ownership should be spread right across the 
organisation and the CEO needs to take the lead on this. 
Cyber risk mitigation requires skilled leadership with:

• strong knowledge of digital-age risks (and 
opportunities) around the Board table

• business leaders who instinctively think about data, 
plus how it is handled and protected

• digital innovators who understand and value risk as 
much as speed

• a CISO with sufficient competence, organisational/
persuasion power, resources, independence, 
external network 

• cyber security also embedded in HR, commercial, 
legal, etc.

• external relationships: forensics, audit, control 
design/implementation, access control systems, 
network monitoring, etc.

Questions the Board can ask in this area include:

• Do we have the right skills?
• Are we seeing the sorts of actions we should expect 

from management?
• How do we know whether these are sufficiently complete?
• Are the actions progressing fast enough?
• How do we know where we are on the journey?

Handling incidents and crisis
The final section of the session began with a look at a 
case study showing a typical financial services breach 
response. The incident involved 500 compromised 
machines, 35Tb of log data, 1,300 formats and 600 
billion events requiring analysis. The attack was 10 
months work which ultimately yielded $8m for the 
fraudsters. As a result, to get the full picture of what 
had happened took considerable time. The information 
a company initially has on discovering a breach will be 
very limited and there is therefore a need to take care 
with any messages that are communicated to avoid 
early false conclusions. On the positive side, the level 
of anomalous activity provides plenty of ‘trip wires’ 
for detection.

A second incident illustrated that a breach may not 
always be technology related as it centred around 
passwords. Some ‘intelligent guessing’ based on a 
previous LinkedIn breach, permitted the attackers to 
gain entry after a few attempts. Once in the system, 
they found individuals emailing passwords to 
themselves when they were renewed. Eventually, the 
administrator’s password was located and a more 
extensive attack became possible. This second case 
study illustrates the criticality of access controls which 
are often a point of weakness in organisations.

There was a brief consideration of the different types of 
crises – classic, rapid onset events, hidden crises, 
operational disruption, strategic disruption. Major 
classic crises (e.g. fire, flood) are generally easy to 
detect but with IT it may not be obvious that a crisis is 
developing until a significant impact is experienced, 
although often there are warning signs along the way.

NEDs should agree in what circumstances 
management need to bring the Board in to help shape 
the response to a crisis. They should also bear in mind 
that incident handling requires capabilities to both 
detect and respond. This is an area that lends itself to 

scenario planning. Playbooks should be developed for 
a cyber security breach, taking into account that at the 
point at which the company becomes aware of a 
breach, there are likely to be many unknowns in terms 
of what has happened and what has been impacted. At 
the same time, customers, regulators and MPs may all 
be demanding explanations. Capabilities need to be in 
place in advance of any issues and disclosure/
notification is complex so should be thought about 
ahead of time. Under GDPR the regulator now needs to 
be notified of any breach.

Questions the Board can usefully ask are:

• Is the action plan for emergency management 
thorough, well-rehearsed and effective (including 
with no IT) + exercised with deputies?

• Has the Board recently practiced its response to a 
cyber crisis?

• Who has authority (training, decision-making remit) 
to respond in less than an hour?

• Are we signalling the Board’s risk appetite and 
values to employees and suppliers?

• If we discover a long-term penetration, can we 
determine what data has been accessed, changed 
or exfiltrated?

• At what point would a decision be made to ‘shut the 
shop’ and who has that authority?

• How effectively does the marketing team operate in 
the social media space (to address any backlash)?

• What is our policy on sharing with others?

There was a brief discussion of cyber security 
exposure through third party suppliers and it was 
noted that this should focus on which suppliers matter 
(not necessarily just by spend), a culture change in 
procurement with ongoing life cycle care, and be 
based on business needs in terms of obtrusiveness, 
e.g. visits, third party assessments, clauses in 
contracts. Suppliers should be questioned on the 
steps they take to secure themselves.
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Conclusion
While NEDs can make great use of existing skills, such 
as probing gaps in controls and seeking evidence of 
management’s measurement system, for many 
businesses it may be time to address any shortfall in 
digital skills around the Board table. Most Boards need 
at least one NED who is fluent in digital issues which 
should span both innovation and cyber risk, and both 
new and old technologies, in order to lead a business 
in the digital age. Some Boards would also benefit from 
a specialist Board committee (e.g. information risk or 
digital) but this cannot substitute for an adequate 
understanding and overview by Board members.

In order to move from an awareness of cyber security 
to an understanding, NEDs should seek to ensure that 
there is:

• a risk appetite based on a Board grip of what data is 
held, why, for how long and accessed by whom

• a clear picture of vulnerability
• enterprise MI which shows actual risk profile and 

compliance
• Internal Audit meaningfully assessing the above
• a fact base about how cyber risk is shared with 

suppliers and business partners
• agreed policies compliant with data protection law
• a practised crisis plan, including with deputies, and 

MI which shows time from event to detect to act
• a CEO and Chair who are confident to address 

shareholder questions. 

223 days
= typical time between cyber breach and impact

only 58%
of respondents to the 2018 Global State of 
Information Security Survey say they formally 
collaborate with others in their industry to 
improve security

The concluding questions at the end of the cyber 
security stage 1 workshop were revisited as a good 
starting point for NEDs – refer to pages 33 – 34.

Finally, workshop participants were provided with 
2 supplementary papers which are available to NEDs 
on request as follows:
• a more detailed breakdown of the 7 cyber security 

governance principles authored by Richard Horne.
• a paper describing how Board conversations need 

to change for the digital age and setting out a role 
description for a ‘digital/technology NED’ authored 
by Stephen Page.
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Defining operational resilience
The workshop began with a definition of operational 
resilience, as different people in the same organisation 
often have different views of what this means. There is, 
however, growing consensus around a definition along 
the lines of:

'Operational resilience refers to the ability of an 
organisation to prevent disruptions from occurring as 
well as the ability to respond quickly to and recover 
from a disruption in the primary business processes.'

At PwC, we talk about operational resilience as 'the 
capacity and capability to predict, prevent, manage 
and respond to disruption to critical business' which 
aligns with the UK BS 65000 Guidance on 
Organisational Resilience Standard and the common 
C-suite view.

In essence, this is about business systems and 
processes being robust enough to take stress and, if 
they break, being able to bring them back up speedily. 
The C-suite is concerned about making sure that 
critical operations will not fall over due to the failure of 
something in the end-to-end process, be this 
technology, HR-related or something else.

The expectation now is much more that ‘bad things will 
happen’ and the regulators are focusing on the ability 
of organisations to cope when things go wrong and 
how they recover. There is also considerable focus on 
areas that will affect customers and stakeholders, 
(which will vary by industry), as customers are generally 
at the end of the end-to-end processes. The FCA in 
particular is concerned about the fulfilment of business 
services to the public, often through the lens of what 
customers consider critical.

Why is operational resilience more 
important now?
There is a perception of increasing industry/sector 
failures which has been fuelled by the media 
publicising ‘meltdowns’ or outages, combined with 
stakeholders expecting more from organisations. As 
people expect more, their tolerance for disruption has 
diminished and they also expect organisations to 
recover quickly. This has led to increased regulatory 
pressure, along with a plethora of resilience standards 
and guidance from a variety of bodies, due to:
• the increased necessity to build customer trust
• a desire to enhance the risk culture and inform 

decision-making at all levels.

In Financial Services, regulation-driven conversations 
around operational resilience are increasingly common. 
In July 2018, the FS regulator issued a document 
indicating that they require operational resilience to be 
on an equal footing with financial resilience by 2020. 
There will be a consultation paper in September with 
regulation expected by May next year and the view is 
that there will not be a long lead time for 
implementation. Selected banks are already going 
through stress testing pilots in this area. The regulator 
is also using the Senior Manager Regime to make 
individuals accountable for 'explaining the firm’s 
private choices'. 

Outside of FS, there is already guidance on resilience 
in the water industry and other utilities are focusing on 
this, with compensation being proposed for outages. 
The government is also looking at a 'keep the country 
running' approach to critical national infrastructure. 

As noted above, operational resilience is getting 
increased focus due to heightened awareness of the 
likelihood of operational failure. There is:

• increased focus on building resilience to prevent 
disturbance

• a perception of increased crises – fueled by 24/7 
news and social media

• regulator assertions to plan for 'when –not if'
• the new normal of expecting crisis capability at 

C-suite level
• increased focus on the requirement for Resilience 

MI as well as Risk MI.

Operational resilience also needs to take into account 
the whole crisis timeline, i.e.

• Before – anticipate, define impact tolerance for 
critical services, prevent, prepare, monitor

• During – respond
• After – recover and reassess.

In the 2019 PwC Global Crisis survey, 53% of 
respondents said at least one of the crises they 
experienced was operational in nature 'including 
breakdowns, supply chain issues and various forms of 
product failure', while 33% cited tech-related crises 
— triggered by technology failures and/or incidents 
of cybercrime.

Although it may seem as though trying to prevent 
failures in times of massively complex ecosystems, 
with more suppliers, more technologies, etc., is an 
impossible task, it can be reduced down to something 
more manageable by focusing on possible single 
points of failure in the areas that really matter. 
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With today’s interconnected eco system, companies 
need to understand what their critical processes are, 
what could impact them and scenario plan from there. 
Different functions, e.g. risk management, compliance, 
technologists, etc., need to be joined up to tackle this. 
In addition, there is increasing reliance on third parties 
in this ecosystem and studies have shown that they are 
the second most common cause of disruption. 
Organisations may have a false sense of security 
around Service Level Agreements as they will find 
where they rank in the hierarchy of the third party’s 
customers when disruption strikes.

Good management information is also important, e.g. 
knowing the specifics such as whether an outage was 
for 3 consecutive hours or in 15 minute bursts. Data 
being tracked is not always the right data and is often 
backward-looking rather than being predictive. It also 
needs to be enriched by relevant conversations as 
people are not always asking the ‘so what’ questions. 
Complacency can be the downfall when things are 
going well. NEDs may need to ensure there is sufficient 
funding for the company to remain resilient when 
nothing is going wrong, possibly by making sure there 
is some slack built into the system.

Companies need to understand their customers’ 
impact tolerance which is something that brings time 
and other dimensions into risk appetite – for example, 
being able to get cash out from a different ATM within a 
6 mile radius or within half an hour. There is a cost 
implication to understanding customer tolerance but 
the reputational/brand risk of not knowing this when 
something goes wrong is likely to be higher, particularly 
these days with the amplification impact of social media.

For international businesses, operational resilience can 
be extremely challenging as it has no perimeters and 
cuts across borders. Companies need to define their 
business services, map out the ecosystem needed to 
support them, identify where there are vulnerabilities 
and ensure there is a back-up. If something is truly 
critical, excess stress levels and redundancies may 
need to be brought in, as with safety in the airline 
industry. However, it is impossible to secure everything 
so there needs to be a risk-based proportionate 
approach. Conversations around this need to be 
elevated to the Board and the right culture is vital. 

Characteristics of organisations that prioritise 
operational resilience are:

• they deliver services where disruptions are felt 
immediately by end users

• they are usually highly dependent on technology
• they have usually experienced failures, or near 

misses, or seen a competitor damaged by a failure
• their regulator requires reliable services.

In terms of who owns operational resilience, the Board 
needs to take this seriously from a governance 
perspective as risk is owned by the Board, whilst the 
COO or CRO will often be tasked with this at the 
executive level. However, operational resilience really 
needs to be a first line of defence issue with everybody 
taking responsibility in the business, although all three 
lines of defence have a role to play.

Framework for operational resilience
The Board needs to own the enterprise level strategy 
for operational resilience and ensure this is aligned to 
the corporate strategy. There need to be discussions 
around risk appetite versus impact tolerance (e.g. 
what proportion of the population could be affected 
and for how long?). As noted above, operational 
resilience involves all three lines of defence but must 
be driven by business leadership. Organisations should 
have the necessary disciplines in place, aligned with 
each other and consistently embedded into critical 
end-to-end services. 

PwC’s framework for operational resilience focuses on 
the integration of frameworks in several tranches:

• critical services – define what these are and map 
from end-to-end

• technology – being able to bring it back up in the 
event of failure but also prevention of failure

• infrastructure and critical assets – unusual pieces of 
kit or equipment that are vital to the operations

• people – the people aspect is pervasive
• risk-resilience functions – have a key role to play
• third parties – supply chains are complex and the 

resilience of third parties (and their third parties) will 
need to be reflected on.

At the heart of these tranches sits governance, 
including risk tolerance, change management, 
management information and culture.

The single most important factor is the integration of 
each of these areas and the need to break down silos. 
No single person or area can deliver a resilient 
outcome in isolation. Ideally, all of the above areas 
need to be focused on but a company can begin by 
looking at specific pain points, particularly through the 
customer lens as noted earlier.
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A more detailed operational resilience framework 
adapted for financial services and their regulator was 
also discussed. This operates in 3 layers with various 
aspects to be considered for each layer:
• developing a view of business services and their 

resilience – the eco system of processes and 
enablers around business services (the prevent side 
of things)

• core operational resilience capabilities – the ‘actors’ 
that need to be included as protective disciplines

• operational resilience governance, oversight and 
standards – what questions is the Board asking and 
what information is it seeing. 

When thinking about operational resilience in their 
companies and whether it is 'good enough', leaders 
often start by understanding their current state. When 
this is compared to the desired state, the gap analysis 
should identify where there are issues or, conversely, 
where there may currently be over investment.

The current state assessment can vary in depth from a 
reasonably high level look at resilience functions, to 
diagnostic work over an agreed framework, to a full 
end-to-end mapping. It should be borne in mind that 
there can also be upside to end-to-end mapping if 
unnecessary duplication is identified. In addition, there 
are process accelerator tools in the market that can 
help with some of the mapping.

A couple of real life examples were discussed – one 
where an organisation was taking different steps along 
the path to operational resilience each year as they had 
a long way to go and another where an organisation 
identified its current capabilities, including where there 
were best practices around the world, developed a 
target operating model and then implemented this, 
remediating issues along the way.

Questions for NEDs to ask the executive team
• When we talk about operational resilience, what are 

we talking about?
• How do we monitor and manage our operational 

resilience?
• Looking ahead, what is likely to cause the biggest 

disruptions for the organisation (on the basis of 
'when – not if'?

• Have we mapped our critical services from end-to-
end? How resilient are they?

• What are our impact tolerances for our most critical 
services?

• What is our approach to preventing silo behaviours 
across operational domains?

• Do our risk-resilience function leaders have a joined 
up approach? 

• Are our operational leaders able to appropriately 
influence the areas/functions that enable them?

• How empowered are all our people to speak up and 
be heard about operational vulnerabilities?

• How do we manage change to support innovation 
and prevent serious disruption?

53%
of respondents said at least one of the crises they 
experienced was operational in nature

33%
cited tech-related crises — triggered by 
technology failures and/or incidents of cybercrime
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Understanding crisis management
The workshop began with a definition of a crisis, 
taken from the European crisis management standard, 
as follows:
'Unprecedented or extraordinary event or situation that 
threatens an organisation and requires a strategic, 
adaptive, and timely response in order to preserve its 
viability and integrity'.

Key words within this definition include:

• unprecedented/extraordinary – this is not an issue 
that has arisen as part of BAU

• strategic – often crisis teams find it difficult to stay 
strategic as they want to fix the problem and can 
become very operational, omitting to take a long 
term view

• adaptive – things will rarely progress according to plan.

The executive team can sometimes be in denial whilst 
the Board may recognise the situation as a crisis and 
need to step in. A crisis can be described as the point 
at which ‘you start to feel you are no longer in charge 
of the ship’.

Four indicative characteristics of a crisis were 
discussed which are that they:

• include a high degree of uncertainty and 
require critical decision making based on 
incomplete information

• exceed the response capacity or capability
• generate long term impacts which require ownership 

and sustained management
• include external spotlight/public scrutiny and put 

strategic/global relationships and dependencies at risk.

Threats can come from a range of areas such as 
technological, societal, geopolitical, natural/
environmental or financial/economic.

A graph was used to illustrate different types of crises. 

• Classic rapid onset event, e.g. fire, flood – most 
plans tend to be designed around this and are very 
operationally focused.

• Hidden crises, e.g. ethical breaches, fraud – these 
tend to already be very serious by the time they 
come to light which makes the time to respond 
even shorter.

• Operational disruption, e.g. a bank with payment 
failures – this can often bubble along at a low level 
before something happens to make the issue 
develop into a crisis.

• Strategic disruption – this can arise where the 
business model is flawed and should be challenged.

Importantly, different types of crisis can combine and 
NEDs should consider whether risk registers are being 
reviewed in the right way. Often the review does not 
look beyond individual risks to consider the impact of 
combinations and culture is not discussed enough. 
Additionally, there is a difference between risk appetite 
and impact tolerance. This can be illustrated by 
someone saying they have zero appetite for being 
punched (risk appetite) but they can withstand 3 
punches before being knocked down (impact 
tolerance). Boards need to think about what their 
organisation’s ‘3 punches’ might be.

It was noted that, when dealing with crises as opposed 
to ongoing risk management, likelihood is of less 
concern. A remote event has the potential to be a crisis 
if it could bring down a company and NEDs should 
consider what could wipe out the business even if this 
is unlikely. Plausible risks should be explored. Ensuring 
that the reporting of bad news, or potential issues, is 
enabled within an organisation is important so that 
matters are identified at an early stage and escalated 
appropriately before they accumulate into a crisis.

This is critical as crises can be externally or internally 
driven and incident or issues driven. Often 
organisations are managing known issues to prevent 
them becoming a crisis. Large oil companies and major 
pharmaceutical companies can be particularly good at 
issues management as there is no culture of trying to 
hide problems. 

In a crisis, an organisation can quickly get to a place 
where it does not write its own narrative and therefore 
needs to prepare, rehearse and communicate on that 
basis. Third party advocates who can speak on the 
organisation’s behalf will be helpful.

Generally, transparency wins and a values-based 
response to a crisis works well and is recommended. A 
major telecom group's response to its cyber breach 
was all about protecting the customer and the approach 
was that, whilst they may not have been right about all 
the facts due to lack of knowledge, they told their 
customers as much as they knew. 

A couple of tools that can be used to get a handle on 
possible crises developing include:

• formalised and objectified ‘near miss’ reporting. A 
lot can be learnt from operational disruption and 
asking the ‘what if’ questions. There is a need to 
overcome the natural reluctance to report up issues 
and bad news for this to be successful. 

• senior incident management staff having weekly 
calls at short notice to ensure firstly that they can 
join a call at short notice but also to assess what 
has happened over the past 7 days/is likely to 
happen over the next 7 days, constantly building 
familiarity, mutual understanding and relationships 
to develop a better response.
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Human response to crisis
There was a discussion around the psychological 
impacts of a crisis. Uncertainty and stress can cause 
different physiological, emotional and cognitive 
reactions. Under stress, an individual’s ability to think 
wider narrows and people also tend to become more 
risk averse. They may request more information before 
making decisions and delay taking action. This is 
particularly relevant in the first phase of a crisis which 
is often characterised by uncertainty and confusion. 

Impacts on decision making and leadership can 
include:

• Foreclosure and satisficing – thinking in terms of 
'good enough' strategies

• Decision error – enhanced commitment to 
failing strategies

• Decision delay – inability to prioritise issues
• Decision deferral – 'not my role'
• Decision avoidance/decision inertia – 'freezing'.

At the same time, people can be susceptible to 
'groupthink', group polarisation, selfish priorities or 
have an illusion of invulnerability.

Individuals therefore need to be empowered to make 
decisions in line with the organisation’s values based 
on information available at the time. Individuals should 
also be aware of the tendency to be biased towards 
more recent information which can make teams react 
to the latest thing that has happened rather than follow 
a predetermined plan. Confirmation bias can also 
creep in with individuals looking to relate points to 
something they have seen before. There will also be a 
tendency for people to deal with the areas they 
personally feel comfortable with when there is 
sometimes a need to rise above this and see the bigger 
picture. A key question to keep in mind is 'Have we 
made decisions that are true to our values?'.

Ways of overcoming these psychological pitfalls include:
Experience and exposure
• skill acquisition through practice
• ‘normalisation’ – knowing what to expect allows you 

to rationalise it
• ‘stress inoculation’ – preparation lowers the strength 

of your reaction

Establishing good team dynamics
• establish a ‘superordinate goal’ – your values/

principles of response (e.g. ‘no customer will be left 
out of pocket’)

• exposure enhances familiarity and trust
• a representative to act as ‘devil’s advocate’ to 

reduce the risk of group think and keep the decision 
making honest

Coping with stress at an individual level
• dissociation – ‘stepping outside oneself’, e.g. 

making a cup of tea and allowing the brain to rest 
while it focuses on a mundane task

• mindfulness – paying attention to your physiological 
response

• grounding – increases ability to take in information.

How an individual copes with stress will depend on 
their resilience, how much crisis management has been 
practised and what else they have going on in their life. 
How colleagues will behave in a crisis is important. 
Poor behaviour when there is no crisis may well be 
amplified when one strikes.

Companies consistently underestimate the resource 
needed to respond to a crisis, particularly as 
individuals cannot operate effectively for an 8 hour day 
under stress. Organisations also tend to switch their 
best people to solving the crisis which may impact 
other activities. Structuring a response team so that 

information gatherers, strategic thinkers and operational 
response are kept separate can help to ensure that each 
is not encumbered by the other’s views. A strong project 
manager is vital as is a ‘devil’s advocate’.

The attributes of a crisis-prepared 
organisation
There are some key attributes of a crisis-prepared 
organisation:
• Existing and emerging risks are proactively 

identified, mitigated and monitored.
• Crisis tools and technologies are in place and 

understood.
• Leadership promotes an organisational culture 

that empowers action and quick decision making 
during a crisis.

• Leadership encourages continuous improvement of 
its crisis capabilities.

• Leaders and crisis responders are 'battle-tested', 
trained and exercised.

• In-house crisis capabilities, vulnerabilities and gaps 
are understood and addressed.

• Roles and responsibilities exist and are understood.
• There are clearly defined response priorities.

These are worth using as a test with organisations. A 
company should always start from its values and 
priorities should then be in line with these. 

In order to deliver a sustainable corporate crisis 
management capability, companies should think things 
through in the following four key areas:
Anticipate – the difference between an incident and a 
crisis, as well as the connected resources that may be 
required during a crisis, should be thought about 'in 
peace time'.
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Prepare – a proper crisis management plan should 
exist and one simple aim of this should be to deliver a 
well-structured meeting as opposed to a scene of 
chaos where people are huddled round a phone with 
others crouched on the floor.

Respond – this is about functional preparedness and 
whether retainers might be needed as part of this. In an 
interconnected world, crisis management planning 
needs to be much broader and go into the supply chain 
as well as considering, for example, how an 
organisation would communicate with no access to 
email/telephones. 

Recover – there is a need to take a longer term view 
about how the organisation moves forward post crisis 
and learns from any lessons.

Often a plan is developed once and not changed over 
time whereas it should be periodically revisited in the 
light of changing circumstances. Increasing maturity in 
crisis exercising programmes is important. For 
example, a more mature crisis scenario exercise might 
be run alongside the day job as this is what would 
happen in reality. Practising the response with deputies 
is also important in case the key individuals are not 
available when the crisis hits. Outsourced providers 
also need to be appropriately incorporated into the 
planning for a crisis response. It is important to discuss 
this in advance and ensure there are appropriate 
provisions in contracts to the extent possible. 

‘Playbooks’ to respond to a crisis should focus more 
on the response to a crisis than the cause, as the 
crises envisaged may not be the ones that actually 
happen. Playbooks work well in particular types of 
threat, such as cyber incident response or kidnap and 
ransom, where the key considerations and decisions 
required from senior management are very specific. 
The response process followed in any crisis needs to 
be based on the organisation’s values and well-
rehearsed in order to embed the documented 
processes and procedures. 

There also needs to be some ‘exposure’ training, e.g. 
knowing what systems do in advance in case there is a 
need to turn something off in the event of a cyber 
breach. Clear responsibility should be set regarding 
when there is a need to escalate matters. There are 
often some clear ‘black or white’ cases but there is a 
need to manage the ‘grey’, where judgement calls will 
be required. It should be possible to establish a 
delegated authority framework, as often exists for 
financial aspects.

The aim should be to deliver an integrated and end-to-
end crisis response. How well the emergency services 
respond in a crisis was discussed with their clear 
delineations of responsibilities under Bronze, Silver and 
Gold chains of command and well-practised plans. 
The issue with corporates is that there is not the same 
unity of command. In addition, corporate crisis 
management plans often have a step that says ‘inform/
notify Board’ without fully considering what the Board’s 
role should be.

Board governance and crisis management
In terms of Board governance, key principles of crisis 
management are to:
• have a real understanding of the exposure
• ensure there is appropriate capability and resource
• consider incident preparedness and track record
• independently review and test plans
• have a considered approach to the legal and 

regulatory environment
• consider active community contribution, i.e. sharing 

of information.

The role of the Board in a crisis in each of the four key 
areas is:
Anticipate
• prevent a crisis from occurring
• challenge the executive on risks or issues that have 

the potential to impact the organisation’s reputation 
and business, and potentially escalate to crisis

Prepare
• seek assurance over governance in place
• involvement in simulation exercises
• determining decisions you will want to approve in an 

actual crisis (to be documented in plans)
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Respond
• be informed of any incident or crisis
• act as a trusted advisor to the crisis management team
• provide an external viewpoint
• challenge decision-making
• step in to take the lead if the CEO’s role is in question
• be consulted as a subject matter expert
• make decisions that fall within remit
• stakeholder management and engagement

Recover
• seek assurance that post incident reviews are 

conducted and lessons identified and implemented
• seek assurance that change management programmes 

are funded and implemented where required.

69%
of leaders have experienced at least 1 corporate 
crisis in the last 5 years

Around 40%
feel they have appropriate crisis management 
plans in place

Final overarching questions for NEDs to ask include:
• Are we learning from current and recent events?
• Where is that learning being applied?
• Do we monitor external crises and are we 

comfortable with our present capability to detect/
respond to/recover from these events?

• How would the business identify a potential crisis 
and who would take charge?

• Is that documented, validated and assured?
• How are investments between prevention, 

preparation, response and recovery prioritised?
• Does a preparatory function exist and what is 

their role?
• Do we conduct internal training/exercising/simulations?
• Have we worked through the most likely scenarios in 

order to pre-authorise action and respond at pace?
• Who is accountable for the impacts generated by 

a crisis?
• How do we coordinate decision makers and ensure 

uniform situational awareness during a crisis? 
• What would happen if the organisation suffered a 

major crisis tomorrow – how would they respond?
• What are the expectations of the Board and their role?
• What delegation exists between the Board and the 

executive team?

When responding to a crisis, NEDs should also ask:

• What planning assumptions are being made in the 
recovery process?

• What values are being espoused?

PwC | What NEDs have been debating | 49





Context
All companies are on a journey regarding ‘big data’ 
and most are at a reasonably early stage. Many are 
grappling with how far and how fast to go and some 
are still sorting out their core data. 

The age of ‘big data’
Today, there are opportunities for exciting digital 
innovation underpinned by data in areas such as:
• consumer engagement
• business partners in a connected ecosysytem
• R&D and business insight
• changed ways of working

all of which have been enabled by lower barriers to entry.
The ‘big data’ age is changing how organisations use 
data through:

Collection
• the public being willing to trade information for 

service in return for ultimate personalisation
• warehouses of data, freed from their legacy systems
• rich behavioural data from user (and staff) interactions
• mass deployment of sensors and interaction points 

(e.g. Internet of Things) within and beyond our walls

Enrichment
• new third parties in the digital ecosystem providing 

opportunities to purchase, augment, enrich (and 
sell) data

• mechanisms to track behaviour beyond company 
boundaries (e.g. loyalty schemes, advertising 
trackers, web bugs)

• new techniques and technologies for ‘big data’ 

Utilisation
• creative ways to feed knowledge back into the 

user experience
• visualisation to support human decision making
• automated decision making (learning systems, AI)
• automated customer experiences (e.g. roboadvisers)
• iterative product and experience design (A/B test).

All of the above is happening at great speed. Data can 
be processed very quickly and innovators move fast 
with new technology enabling this.

Data science has also moved on significantly over the 
past decade. There has been a move from structured 
to unstructured data and there is now the ability to take 
a whole data set rather than a sample. Sensors are 
adding to data collected by humans and data is not just 
collected for a pre-defined purpose but to find out 
what it shows.

The advent of Cloud technology means that businesses 
are no longer constrained by their own processing 
power. In addition, there has been a ‘democratisation’ 
of data through giving individuals the tools and 
teaching them how to fish. Data is now very much 
viewed as a strategic asset and it is not uncommon for 
it to be assigned a value in M&A.

In this data-driven age, new analytic tools, skills and 
tradecraft bring disciplines together to solve ‘big data’ 
challenges such as:

• Volume – how do we process, retain and safeguard 
the huge scale of collected data?

• Veracity – what data do we trust and how do we 
process data we do not trust?

• Velocity – how can we collect data which arrives in 
real time, in rich streams in vast quantity?

• Variety – how do we handle so many different forms 
of data?

At the heart of all of this sits value – how to keep data 
integral to our strategic business purpose.

The ‘big data’ age brings new business opportunities 
both in terms of new sources of value and new ways of 
working but this comes with complex new risks. There 
is a need to address inhibitors – such as sluggish pace, 
legacy IT, unwillingness to experiment, unwillingness to 
transform and poor skills – as well as avoiding new 
crises – such as privacy breaches, availability, variance 
from the agreed ethical envelope and unverifiable 
automation.

Boards therefore need to set ethical parameters for 
data collection, enrichment, use and retention. 
Some key Board questions that can be asked in this 
space are:

• Does our governance model give the Board control 
over ethical choices?

• What data is appropriate for us to collect and for 
what purpose(s)?

• What data should we throw away?
• Are we compliant with GDPR? Does our internal 

culture encourage good data practices?
• Is our processing lawful, ethical, robust? *
• Will our analytical processes yield fairness and 

transparency? Are there risks of implicit bias?
• How will we establish trust in decisions generated 

from our data? (e.g. verifiability, explainability, 
controllability)

*  European Commission, Ethics Guidelines for Trustworthy AI.
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Regulation in this area is still catching up. The Centre 
for Data Ethics and Innovation may possibly become a 
regulator in the future. The DCMS has done some work 
in this space and uses the principles of proportionality, 
necessity and legality. It may also be worth adding the 
‘Daily Mail test’ – what would this look like to the 
outside world?

The Information Commissioner’s Office (ICO) is 
growing in importance and has a range of possible 
measures in addition to fines, including warnings, 
information notices and reprimands. The ICO has 
approached companies following outages, indicating 
that it is also concerned about the availability of data 
and not just leakage.

In summary, there need to be new conversations in the 
Boardroom around:

Opportunities
• What data do we have and do we trust it? What 

should we collect/measure/enhance/buy/sell?
• How can we harness data at scale? Can we use 

sensors or new techniques to get to n=all?
• With richer data, what could we automate (and 

why)? 
• What creative new products/businesses are 

possible?

Risks
• What are our ethical responsibilities to customers/

partners/staff on collection, retention, usage?
• As we do more with data, do our protective 

measures, and availability expectations, still meet 
our needs?

• How do we (and regulators) understand our basis 
for automated decision-making?

Culture and management
• Do we have a sufficiently innovative culture, backed 

by the right skills, tools and IT architecture?
• Do we take enough risks and encourage the right 

kind of innovation? How much ‘failure’ is permitted? 
Can we tolerate imperfect ‘learning’ in our products 
and services?

Capabilities and pitfalls
The components of a good data strategy include:
• Purpose – what business purpose are we serving 

and where is the value?
• Technology – does our technology landscape 

support our purpose and ambition?
• Data – what data do we have, is it fit for purpose 

and should we be using it in this way?
• Skills – do we have the right skills mix to create a 

solution that meets the business purpose?

Putting governance around each of these elements to 
ensure delivery of purpose and value is vital.

Purpose
This is not just a paradigm shift but also operates over 
a spectrum. Purpose and value often come from:

• operational efficiency and risk management
• deeper insight that is more data driven
• looking forward and making better predictions
• new business opportunities.

Questions NEDs can usefully ask around purpose include:

• Do we have a data strategy?
• Does it clearly state its purpose?
• Can we measure value?

Skills
The ratio of people doing things ‘to’ data rather than ‘with’ 
data is the wrong way round. It should be 20:80 but is 
often 80:20.

There are all sorts of data roles but there is a skills gap 
between being able to manipulate data in Excel 
spreadsheets and being able to handle data using tools 
in the Cloud. A focus on ‘big data’ may require more 
automation of data curation, retraining of existing staff, 
changing mindsets, the development of partnerships 
and greater collaboration with the business. 

NEDs should consider:

• Do we have the right mix of skills?
• What will the right skills look like in the future?

Data
Data is a valuable asset but there is a need to 
remember that it may have been created for a different 
purpose. Third party data availability will increase and 
organisations need to consider where all the different 
sources of data will come from. Thought should also 
be given to whether data should be used in the 
proposed way.

Questions for NEDs include:

• How much of our data do we actually use?
• Why aren’t we leveraging it more?
• Are we using it in the right way?
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Technology
Technology is arguably why ‘big data’ has risen up the 
Board agenda. Tools and capacity are now widely 
available and cheap and therefore there are no barriers 
to entry. Technology presents huge opportunities and 
the Cloud has changed everything as companies can 
buy what they need on demand. It can enable people 
to create seemingly compelling business cases but it 
also disrupts. NEDs should therefore be wary and 
prepared to challenge when necessary.

Useful questions include:

• Have we got the right emphasis on technology?
• Does our technology roadmap support our 

data purpose?

Governance
Who should be in charge from a governance 
perspective is often not clear and there is a lack of 
defined accountability in most organisations. The CDO 
has a role to play but governance should really start 
with the CEO. The CEO needs to be the point of 
coordination for the CIO, the CMO, the CDO and the 
business. If all of the team is engaged, there can be a 
collective conversation.

A governance model to drive strategic business goals will:
• enable better decision-making on fit for purpose data
• establish a silo-free skilled team for value creation
• pull ethical questions up to the Board 
• use a clear framework for choices
• reduce operational friction
• build standard, repeatable processes
• reduce costs and increase effectiveness through 

coordination of efforts
• ensure transparency of processes.

NEDs can usefully reflect on:

• Who should be accountable for our data purpose?
• What does good governance look like?

To probe current capabilities in each of these areas, 
NEDs can use the following questions:

Purpose
• Where are we on the journey (hindsight, diagnostics, 

predictive, prescriptive, cognitive) and is this in line 
with our strategic position?

• Do we have a clear statement of purpose and does 
this link to a business value?

• Is our purpose realistic given where we are on 
the journey?

Technology, skills, data
• What can we do to reduce legacy IT’s fragility and 

‘drag’ on innovation?
• Are we leveraging new Cloud based technologies to 

support our data journey? If not, why not?
• Do we have the right skills mix and approach to 

developing what we need in the future?
• Just how much do we know about our own data and 

what we do with it?

Governance
• Is data managed across the enterprise (vs in silos)?
• Do we have robust data governance which can 

encourage innovation and reduce risk?
• Do we have the processes to manage complex 

change?
• Who is driving ‘the art of the possible’ and do they 

have the right influence on the C-suite?
• Who challenges us on what we can/should be doing 

with our data?

A practical example was then discussed to give the 
attendees the opportunity to review a mock-up of a 
CIO report and put what had been talked about into 
practice in order to determine where there might be 
areas for concern.
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57%
current global internet penetration so data levels 
are only going to grow

367m
new internet users were added over the  
past year

Summary
The age of ‘big data’ is transforming how businesses 
work but is also opening up complex new risks.

The opportunities include:

• new ways to collect, enrich, utilise data
• new opportunities for insight, processes, decisions, 

strategies, product design, customer experiences, 
ecosystem roles

• a very different pace of change, experimentation 
and product refinement, cross-functional thinking

• ‘Big data’ concepts: unstructured, n=all, high-
volume sensors, metadata…

• democratisation of data
• data is itself valued as a strategic asset.

However, the risks include:
• lack of skills—in the boardroom, in top 

management, in specialist activities
• execution challenges: volume, variety, veracity, 

velocity, value
• innovation challenges: fear of failure, lack of skills, 

legacy IT millstone
• data leakage, privacy risks
• unverifiable or unfair decision making
• unclear ethical norms, risk of direction being set too 

low in the organization.

Now is the right time for NEDs to weave data topics 
into the heart of Boardroom conversations and ensure 
that the right skills are in place to stretch the vision, 
lead execution and foresee risks.
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Context
The Paris Agreement had as an objective to limit global 
warming to less than 2 degrees. The Intergovernmental 
Panel on Climate Change (IPCC) were asked to look at 
benefits of limiting warming to 1.5 degrees versus 2 degrees 
and pathways to get there.
The findings of this included:

• impacts of 2 degrees are substantially worse than 
1.5 degrees, particularly as regards food production, 
health, infrastructure and migration

• the poor and vulnerable are disproportionately affected
• all 1.5 degree pathways require rapid emissions 

reductions (including carbon removal) to net zero
• the next 12 years are critical to limiting emissions 

to 1.5 degrees.

The IPCC report highlights the need for carbon removal 
techniques, such as Carbon Capture and Storage 
(CCS) as well as natural solutions, e.g. land 
management and forestry investment. The carbon 
budget for this century for 1.5 degrees of warming is 
likely to be used up by the mid 2030s. There has been 
progress made by G20 countries but the average 
decarbonisation rate of 3% a year is still a long way off 
the 6.4% a year needed to stay within the 2 degrees 
global carbon budget. Of the G20 countries, the UK 
has been leading the way followed by China, largely 
due to the latter’s rapid GDP growth and considerable 
investments into renewable energy sources.

There was some debate around whether emissions 
should be measured at source (production based) or 
be based on consumption but, at the end of the day, 
this makes no difference to the impact on climate. 
Whether countries are exporting their ‘dirty work’ to 
others becomes irrelevant when there is only one 

atmosphere and so league tables are somewhat 
meaningless. There is a need to look at carbon 
efficiency everywhere and the planet will not be limited 
to 1.5 degrees warming unless there is a significant 
transformation. There is global appetite to deal with this 
but, at the same time, there are competitive implications.

The call to action is becoming more mainstream, 
however, as can be seen from membership of Extinction 
Rebellion which is drawn from all parts of society. The 
issue is not just for politicians, as business and 
individuals also need to take action. Lawsuits are 
unlikely to be a major driver of change in the UK, 
although they are gathering momentum in the US 
with around 1300 lawsuits aimed at individual 
company directors.

In the UK, Theresa May has committed to net zero 
emissions by 2050 via a combination of:

• decarbonising electricity (renewables, CCS)
• electrifying the energy system, especially transport
• decarbonising heat and liquid fuels (biofuels, 

biogas, CCS, electricity)
• demand management through smart customer 

solutions and network infrastructure.

Without action there will be climate chaos and pressure 
from investors is growing.

More companies are now investing in natural climate 
solutions and there is political will in many countries for 
preventing deforestation but there is a challenge in 
quantifying the effect. Natural solutions will be an 
important measure, especially critical until CCS has 
been developed further. The UK power sector already 
has the capability to put CCS in place when the large-
scale rollout becomes commercially viable.

The Task Force on Climate-related 
Financial Disclosures (TCFD)
The TCFD is an advisory body set up by the G20 to 
address insufficient disclosure of climate-related risks 
and opportunities by businesses. The Task Force is 
made up of 32 members, drawn from a range of 
industries and countries, with key perspectives as 
reporters of information or users of such information. 
It had government sponsorship from the G20 and was 
led by Mike Bloomberg. The Task Force published its 
final recommendations in June 2017 and they are 
intended to apply to all companies with listed debt or 
equity in the G20, as well as asset managers and 
asset owners.

The TCFD recommendations are in four key areas 
which provide a framework for many issues not just 
climate change. These are:

• Governance – disclose the extent of Board and 
management’s oversight of climate-related risks 
and opportunities

• Strategy – disclose the actual and potential impact 
of climate-related risks and opportunities on the 
organisation’s businesses, strategy and financial 
planning where such information is material

• Risk management – disclose how the 
organisation identifies, assesses and manages 
climate-related risks

• Metrics and targets – disclose the metrics and 
targets used to assess and manage relevant 
climate-related risks and opportunities where such 
information is material.

Guidance on implementation underpins the four broad 
recommendations.
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The TCFD classified key climate-related risks for 
financial institutions into six categories, and they are 
relevant not only to their own activities but to their 
investments and supply chains:
• policy and legal risk
• market risk
• technology risk
• acute physical risk
• chronic physical risk
• reputation risk.

There were also specific TCFD recommendations for 
the finance sector and the Prudential Regulatory 
Authority has set out the Bank of England’s expectations 
for banks and insurers in relation to this. Through its 
Supervisory Statement on managing financial risks 
from climate change, it wants to see banks taking a 
strategic, holistic and long term approach, considering 
how climate-related risks might impact all aspects of 
the risk profile. Its statement takes effect in 2019 and 
has a number of implications including:

• financial risks from climate change will come under 
the Senior Manager Regime with an accountable 
individual identified

• stress testing will be conducted (Q3 for insurers and 
Q4 for banks)

• Boards need to be engaged and competent in 
embedding climate into risk management.

Regulatory action is increasingly aligned at a global level 
and the Network for Greening the Financial System (NGFS) 
will drive consistent global standards on climate-related 
risks for FS institutions.

The World Economic Forum (WEF) climate 
governance principles
PwC worked with the WEF to consider how Boards can 
respond to climate change risks. The Climate 
Governance Initiative is a set of practical guiding 
principles and questions to guide the development of 
good climate governance. It is designed to help Board 
members practically assess and debate their 
organisation’s approach to climate governance and 
frame their thinking about how to improve their 
approach. It builds on existing corporate governance 
frameworks as well as other climate risk and resilience 
guidelines. The drafting process involved extensive 
consultation with over 50 executive and non-executive 
Board directors, among others.

Businesses often have a central outlook of 3 years or 
less, but Boards need to encourage their companies to 
think longer term. This is especially true of the NEDs 
who often have a longer tenure than the CEO. There 
are first mover commercial advantages to taking a lead 
on this change of focus.

The Climate Governance Initiative has produced 8 key 
principles. Each of the principles was talked through 
along with some key questions to bring them to life.

Climate accountability on Boards
Principle: The Board is ultimately accountable to 
shareholders for the long-term stewardship of the 
company. Accordingly, the Board should be 
accountable for the company’s long term resilience 
with respect to potential shifts in the business landscape 
that may result from climate change. Failure to do so 
may constitute a breach of directors’ duties.

Sample guiding questions:

• Do your Board directors consider the risks and 
opportunities associated with climate change as an 
integral part of their accountability for the long-term 
stewardship of the organisation? 

• Do your Board directors feel confident in their 
abilities to explain their decisions as informed 
by the best available information on climate risks 
and opportunities?

Boards can have a tendency to think short term and it 
may be that the push for longer term thinking needs to 
come from investors. NEDs often have a longer tenure 
than the CEO and may therefore be better placed to 
have a longer term perspective.

Command of the subject
Principle: The Board should ensure that its composition 
is sufficiently diverse in knowledge, skills, experience 
and background to effectively debate and take decisions 
informed by an awareness and understanding of 
climate-related threats and opportunities.

Sample guiding questions:

• What steps has your Board taken to test that its 
composition allows for informed and differentiated 
debate as well as objective decision making on 
climate issues?

• Who is responsible for climate change at Board 
level and are these individuals in positions that will 
allow them to influence Board decisions (e.g. 
committee chairs)?

• What steps is your Board taking to ensure it remains 
sufficiently educated about the relevant climate-
related risks and opportunities for its business?

PwC | What NEDs have been debating | 57



There needs to be a general understanding of the 
issue around the Board table and getting the topic 
raised in Board discussions will help. Search firms have 
indicated that they have never been asked for climate 
change knowledge in a job spec so there may be a role 
for the Nomination Committee here.

Board structure
Principle: As the stewards for long term performance and 
resilience, the Board should determine the most effective 
way to integrate climate considerations into its structure 
and committees.

Sample guiding questions:

• Has your Board determined how to effectively 
integrate climate considerations into the Board 
committee structures? Are they integrated into 
existing committee(s)? Or, are they addressed by a 
dedicated specific climate/sustainability committee?

• How does your Board ensure that climate 
considerations are given sufficient attention across 
the board (e.g. being discussed in the audit, risk, 
nomination or remuneration committees)?

How climate change is considered within the Board 
ecosystem should be reflected on. A specific committee 
has not been recommended but there needs to be clarity. 
Just allocating climate change to an ESG Committee may 
be missing the point. If it is a major risk, it needs to be 
considered by the risk committee and any disclosures will 
need oversight from the Audit Committee. The Board still 
needs to own the climate change agenda even if it is 
delegated to a committee.

Material risk and opportunity assessment
Principle: The Board should ensure that management 
assesses the short, medium and long term materiality 
of climate-related risks and opportunities for the 
company on an ongoing basis. The Board should 
further ensure that the organisation’s actions and 
responses to climate are proportionate to the 
materiality of climate to the company. 

Sample guiding questions:

• Is climate considered in company-wide 
assessments of material risks and opportunities in 
the short, medium and long term? 

• How does your Board ensure that the company’s 
response to climate change is aligned to the materiality 
and proportionality of the issue to the business? 

• Are different climate scenarios being included to 
inform the assessment of climate change materiality 
at your organisation?

Short, medium and long term materiality needs to be 
considered with responses that are proportionate in 
each instance.

Strategic and organisational integration
Principle: The Board should ensure that climate 
systemically informs strategic investment planning 
and decision making processes and is embedded 
into the management of risk and opportunities across 
the organisation.

Sample guiding questions:

• Does your corporate strategy include a holistic 
climate strategy informed by scenario analysis, 
i.e. climate risk mitigation and adaptation as well as 
business continuity and opportunities?

• Are climate considerations incorporated into the 
strategic planning, business models, financial 
planning and other decision making processes? 

• How does the Board ensure that climate risks and 
opportunities are identified, mitigated, managed 
and monitored across the company? 

This is about executive management embedding 
climate change in decision making. A major oil 
company has been doing a good job of this with 
2035 targets driving decisions now. Some insurers and 
banks are also further advanced in this area, as well 
as certain retailers who have been looking at their 
supply chains.

Incentivisation
Principle: The Board should ensure that executive 
incentives are aligned to promote the long term 
prosperity of the company. The Board may want to 
consider including climate-related targets and 
indicators in their executive incentive schemes, where 
appropriate. In markets where it is commonplace to 
extend variable incentives to non-executive directors, 
a similar approach can be considered.

Sample guiding questions:

• Is the company’s management incentivisation 
scheme designed to promote and reward 
sustainable value creation over time?

• Are any climate targets and/or goals integrated into 
management’s incentivisation model? If so, how do 
these targets and/or goals relate to other 
management incentives? Are there any 
inconsistencies or contradictions in relation to the 
other incentives?

Incentives should be aligned to climate change targets. 
Although this can be a complex area in terms of both 
measures and ethos, what gets measured gets done 
and what is rewarded is achieved.
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<2
degrees warming commitment under the 
Paris Agreement

6.4%
global decarbonisation rate per year 
needed annually 

39
central banks and banking networks signed up to 
the Network for Greening the Financial System

Reporting and disclosure
Principle: The Board should ensure that material 
climate-related risks, opportunities and strategic 
decisions are consistently and transparently disclosed 
to all stakeholders – particularly to investors and, 
where required, regulators. Such disclosures should be 
made in financial filings, such as annual reports and 
accounts, and be subject to the same disclosure 
governance as financial reporting.

Sample guiding questions:

• Does your organisation operate in jurisdictions with 
mandatory climate-related reporting? Is the Board 
aware and informed about potential mandatory 
climate-related reporting requirements?

• Does the organisation report against relevant 
voluntary climate-related reporting frameworks in 
your jurisdiction? If not, has the Board considered 
the potential risks associated with failing to do so?

• Does the Board feel confident that the level of 
climate-related disclosure is proportionate to the 
materiality of climate-related risks and opportunities 
at the company and complies with any mandatory 
reporting requirements?

The reporting may be a mix of voluntary and required 
and should be integrated into the annual report. This is 
not just about CO2 risk but also natural capital and 
other climate change areas.

Exchange
Principle: The Board should maintain regular 
exchanges and dialogues with peers, policy-makers, 
investors and other stakeholders to encourage the 
sharing of methodologies and to stay informed 
about the latest climate-relevant risks, regulatory 
requirements etc.

Sample guiding questions:

• How does your Board maintain its awareness about 
good climate governance practices?

• Is the Board kept regularly informed of, does it 
approve, and does it supervise consistent 
conduct of the company’s industry and public 
policy engagement?

• How does the Board ensure that climate risks and 
opportunities are being adequately discussed with 
investors, where legal and governance arrangements 
allow for such a dialogue?

The sharing of knowledge and best practice both within 
and across sectors will help to raise the bar more broadly.

Investors are being encouraged to ask these supporting 
questions of companies so Boards should be prepared.

Next steps
The TCFD recommendations are likely to become 
mandatory in the near future and across a greater 
number of sectors, and so there will be a greater 
spotlight on what companies are doing in this space to:
• identify where their gaps are and close them
• perform appropriate scenario analysis
• set up appropriate climate governance processes.

NEDs should consider:

• getting climate change on the Board agenda as a 
financial and regulatory risk

• understanding the company’s current alignment 
with the TCFD recommendations and WEF principles

• assessing the quality of current climate governance
• testing the strategic integration of climate change.

NEDs have a role to play in ensuring that Boards are 
discussing climate change more and that the CEO has 
ownership of the topic to drive tone from the top. As 
well as the more obvious risks, business opportunities 
from being a first mover should not be overlooked.
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Context
Social media is a dominant force shaping society. 
Millennials and subsequent population groups are a 
multi-screen generation. One of the workshop 
facilitators spends an average of 5 hours a day on 
social media. PwC encourages its staff to use social 
media, having first provided training and established 
some ground rules. 

Social media engagement is now of a level not 
previously contemplated. However, it is worth noting 
that people curate what they want to see. Companies 
or individuals therefore need to be invited into the 
user’s world by finding ways of making things 
interesting and relevant to people. Social media is 
about building trust through listening and engaging and 
not just about broadcasting. In today’s interconnected 
world, the use of social media is here to stay, despite 
the increased recognition of risks, including mental 
health issues.

Common social media platforms
The best known social networking platforms in the 
UK are Twitter, LinkedIn and Facebook. 
• Twitter is now widely used by business for 

engagement with journalists, regulators and 
politicians, as well as by individuals to develop a 
following. It has a direct messaging service which 
can make it surprisingly easy to get to influential 
individuals. Often people will have separate 
personal and business Twitter accounts. When an 
incident occurs, the immediate reporting on Twitter 
is much faster than verified news channels. Equally, 
good customer care can be facilitated by Twitter.

• LinkedIn is a business networking site and is 
extensively used by recruitment consultants. There 
are two schools of thought re accepting contact 
requests – from accepting everyone (useful if 
pushing out content) to only accepting invitations 
from people genuinely known and relevant.

• Facebook started as a platform for sharing with 
family and friends but is now also used by 
businesses, particularly in the US and by retail and 
consumer businesses, and this adoption is 
becoming more widespread. The younger 
generation are, however, moving away from 
Facebook which can seem stale in comparison to 
newer platforms.

Common image/video based platforms are 
Instagram and Snapchat which have almost no text. 

• Instagram is used extensively by individuals and has 
seen huge growth. Photos and very short videos (up 
to 20 seconds) are posted on personal profiles but it 
is often quite staged and more about broadcasting 
than engaging. Very short bits of text can be added 
and there is the ability to link to other profiles. 

• Snapchat is an app for connecting with friends or 
following famous people. Photos and up to 
10 second videos can be posted but disappear 
once viewed. Following an update in the summer, 
Snapchat can also identify where your friends are as 
the default setting is that location is made available. 
Snapchat is less filtered and more fluid. It has, 
however, experienced a bit of a decline since the 
introduction of Instagram stories, as well as Kylie 
Jenner asking who still uses it and wiping $1.5bn off 
the market cap. 

It is also worth bearing in mind with all these 
‘temporary’ image platforms that somebody could 
still take a screen grab prior to deletion, although 
Snapchat will notify the photo originator if someone 
has done this.

PwC is using these platforms as follows:

• Instagram – to share events such as Ride the Nation 
and One Firm One Day and show a more personal 
side to the firm.

• Snapchat – used on campus with a geofilter for 
recruiting and to distinguish the firm from its 
competitors.

Snapchat has advertising between stories which is 
often tailored based on an individual’s internet 
browsing history. Instagram relies significantly on 
celebrity endorsements.

Common broadcasting/streaming platforms are You 
Tube, Periscope and Facebook Live. You Tube is now 
the second biggest search engine after Google reflecting 
a significant shift in behaviour with users preferring 
videos to text, particularly among the young. There has 
been a massive democratisation of video sharing.

There is a lot of common ownership of these various 
social media platforms:

• Instagram is owned by Facebook
• You Tube is owned by Google
• Periscope is owned by Twitter.
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These owners are therefore extremely powerful in the 
influence they can exert, enabled and underpinned by 
their vast repositories of personal data enriched by 
augmenting social profiles with search history, 
browsing history, purchasing patterns and email traffic 
on ‘free’ services (e.g. gmail). This information power 
allows platforms to provide ‘relevant’ advertising but 
also to shape the content that users see.

There are also some very significant international 
platforms including:

• VKontakte – Russian language platform, a cross 
between Facebook and Twitter, with over 400m 
registered users

• WeChat – Chinese language Whatsapp equivalent 
platform with more than 1bn users, both social and 
commercial, to message, share and buy

• Tencent – Chinese language messaging app with 
more than 1bn users

• Weibo – Chinese language Twitter equivalent with 
around 500m users.

The last 3 are now also payment mechanisms, 
government service providers, facilitators of the music 
industry, etc., and will become incredibly powerful if 
they move outside of Chinese borders.

The majority of social media platform use is on smart 
phones or tablets. Multi-channel delivery is also 
possible, e.g. a Tweet also updating LinkedIn, 
WhatsApp, etc.

LinkedIn is a safe place to start a social media journey 
and business individuals should ensure that they have 
an appropriate and carefully crafted profile. PwC is 
now often asked for LinkedIn profiles in pitches, rather 
than CVs, as there is the view that people are more 
accountable for profiles that are publicly available. 

LinkedIn can effectively become a ‘black book’ of 
contacts, even if they move organisation, and there 
have been some complex legal challenges when 
individuals have taken their ‘personal’ LinkedIn contact 
lists to another employer. 

Posting something also has more of an impact on 
LinkedIn as people do not post extensively on this 
platform so content tends to stay for longer versus 
Twitter which updates every few seconds. Only c4% of 
LinkedIn subscribers are very active users. A number 
of groups have formed which share useful content, 
e.g. Boards & Advisors. 

With all social media platforms, however, it is worth 
bearing in mind that linking with like-minded 
individuals/groups can cause individuals to operate 
within a bubble and reinforce beliefs and so a spectrum 
of views should be sought.

Individuals use social media for:

• news – sharing articles with followers to 
demonstrate individual is up to date

• marketing – including pre-approved materials, 
although this is more effective if made personal, 
plus people are more likely to engage if a message 
comes from someone they trust

• personal brand – being able to join relevant 
networks that support career or other ambitions

• specialism – demonstrating expertise

because it is:

• free
• easy to access
• an instant communication tool
• a gateway to a huge network
• a direct link to journalists/stakeholders/senior individuals

all of which help with influencing or getting a message out. 
PwC encourages employees to ‘bring themselves to 
work’ and therefore individuals often do not have separate 
work and personal accounts so there is a blending of the 
personal and professional. However, individuals may 
use different platforms for different audiences. 

Social media is changing how trust in people, 
products, etc. is built. Most millennials will seek social 
consensus rather than expert views, e.g. rating Trip 
Advisor above a Michelin Guide and a ‘much liked’ 
article over the choices of a newspaper editor. 
Reputations are now more important than experts.

Influence in the modern world is big business which is 
micro-managed, measured and remunerated. 
A number of Weibo/WeChat, Instagram and You Tube 
influencers were considered, many of whom have huge 
numbers of followers and can earn significant revenues 
from a post endorsing a product, although they now 
need to be clear if this is what is happening. 

If you are not curating a brand, you may find that others 
are doing it for you. Individuals should Google 
themselves to see what online profile they have. Most 
are often surprised to find they already have a 
substantial digital footprint, even if they have not 
directly created this and so it can be better to take 
control with purposeful intent. 

However, creating a major social media brand depends 
on being ‘relevant’ as measured by algorithms which 
often focus on volumes and influencers. Social media 
communications are often timed for the morning and 
evening commutes when people tend to be on their 
phones and between 10 and 11pm when individuals 
check their phones before bed.
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Within PwC a scheme with millennials ‘reverse 
mentoring’ partners has built confidence in how to use 
social media. One partner who tweeted 30 times in a 
month (less than 400 words in total) reached 23,000 
people which shows the reach possible.

However, with this reach comes risk. Often you may be 
a first mover which can have inherent risk and 
sometimes you can feel as if you are waving in a field if 
content is not picked up. Trolling is always a risk, even 
with innocuous posts, and it is best not to engage with 
it but to amplify any positive messages. It is also 
always worth applying ‘The Daily Mail’ test to consider 
how a post might appear to the man in the street.

Another risk that should not be overlooked is that a 
socially connected world provides a perfect platform 
for ‘influencing operations’ because:

• social media users too often believe what they read
• attribution is challenging and building online 

personas is easy
• social media systems encourage rapid spread
• controls are limited.

There is evidence that foreign states are running 
influencing operations. These will start with a goal – for 
example, to manipulate public consciousness. There 
will then be ‘tasking’, such as recruiting supporters, 
seeding mistrust and confusion, neutralising opinions, 
influencing decisions, etc., using ‘actors’ who may be 
human, automated or funded and ‘amplifiers’ including 
influencers, the media, social groups, etc. These 
influencing operations can be hard to resist and social 
media users should remain alert to this possibility. 
Giving voices to those who do not have one can be a 
benefit of social media in terms of repressed dissidents 
but this advantage has a flip side which is often darker.

Questions to consider
The social media section concluded with a number of 
questions individuals may wish to consider:
• What do you want to be known for and what are the 

best channels for this?
• Do your profiles and shared content reflect this?
• Are you listening and learning from what’s going on?
• Have you researched the groups and conversations 

to join?
• How do you find and connect to influencers on your 

topics of interest?
• How can you build your influence? Answer 

questions and share compelling content to engage 
your audiences.

• Is it appropriate? Always review what you propose 
to say and think about the language you use.

Living like a digital native
For digital natives, sharing is the new normal and a 
huge amount is shared, e.g. attendance at events, 
current emotions, everyday activities, etc. In addition, 
nobody talks any more. Communication is increasingly 
pictorial, (emojis, shared photos, videos, live 
streaming), and there has been a huge rise in the 
capability to self-produce video. Quantity wins over 
quality and ‘stickiness’ is rewarded more than brevity. 

Another fundamental digital-age change is a shift from 
big firm supported IT systems to a personal ‘toolbox’. 
These tools are often simpler and faster so that even 
complex business processes can be done quickly, 
cheaply and efficiently. 

There was a brief look at some of the most common 
online communication and collaboration tools which 
are increasingly ‘tribal’ as groups cluster round a 
platform (e.g. those with iPhones may well use 
iMessage), as follows:

• Meetings – webex, Google hangout, Skype

• Messaging – WhatsApp, Telegram, Yo, 
Google messenger

• Projects – Slack, Trello, Workplace
• Crowd-sourcing – Doodle, Survey Monkey
• Sharing – OneDrive, Google Drive, Dropbox.

Slack has the advantage of capturing discussions in 
streams by project so is commonly used by start-ups, 
particularly during project development. Trello is more 
of a traditional project management tool for use on 
mobile devices. Doodle is a quick scheduling tool for 
getting people together and comparing calendars while 
Survey Monkey enables fast sharing of views through 
simple online polls and surveys. Sharing platforms, 
where information is accessible to those given access, 
enable a group of colleagues to work on the live 
version of a document. Dropbox is frequently used by 
the media where large file sizes are common.

NEDs should have an awareness of these digital tools, 
as they may be useful for them as individuals but also 
employees within their organisations may use them, 
even if they are not approved channels.

As noted earlier, individuals now tend to trust the crowd 
not an expert. Decision making has changed and 
evaluation is based on popularity. In an overloaded 
world, choices are no longer necessarily rational.

In addition, there are Apps for everything to the extent 
that the youngest generation almost believe that if 
there isn’t an App for it, it doesn’t exist. The emerging 
emphasis on voice control, (e.g. Alexa, Siri), also 
continues to grow.
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Online hygiene
The importance of online hygiene was illustrated by a 
case study exploring the number of organisations that 
track an individual through their digital footprint from 
the moment they wake until they complete their journey 
to work. Even more eye-opening was a list of more than 
160 trackers, cookies and connections to third party 
sites logged by Lightbeam and Ghostery in a freshly-
installed browser after opening just the home page and 
one article in The Guardian, up from 83 in 2017.

Although GDPR in theory gives individuals more control 
over their data, one particular site presented the user with 
300 tick boxes and multiple options is not uncommon.

Effectively, we are all paying for the use of search 
engines and ‘free’ email by revealing a little more 
personal information each time. It is therefore 
important that individuals are aware of their digital 
footprint and choose personal behaviours to match 
their risk exposure. A long term view should be taken 
about how the data may be used in the future. Today’s 
purpose of a more personalised experience may be 
appealing but tomorrow’s purpose may be unknown.

This was explored further by focusing on 8 key areas:
Social engineering and phishing
Psychological manipulation can encourage people to 
perform actions or divulge confidential information 
without being conditions of the right to share personal 
data. Individuals should therefore:
• be suspicious of unsolicited calls or emails from 

individuals asking about employees or 
information, even if the caller seems to know a lot 
about them already

• not reveal personal/financial information by email or 
respond to email requests for this information and 
not authorise transactions by email alone

• check emails for odd phrases and word choice 
based on your knowledge of the sender

• pay attention before you click on anything, even if it 
claims to be from someone you know. 

Social media
Social media is useful for staying in touch with friends, 
family and work colleagues, as well as building a 
personal brand. However, personal information shared 
on social media can also help attackers commit identity 
theft and fraud as they connect data from various sources. 

The terms and conditions of some social media 
platforms will give them the right to share personal 
data or reuse your content in unhelpful ways. 
Individuals should also be aware that their own friends/
contacts may have uploaded their entire address book 
to LinkedIn thus indirectly providing their information. It 
is possible to go into settings and change privacy 
details but this is often an opaque process as privacy 
policies and options are often deliberately complex. 
The exercise also needs to be repeated as the options 
change frequently. Facebook’s counsel, Orin Snyder, 
said in May 2019, ‘There is no intrusion of privacy at all, 
because there is no privacy.’

Individuals should therefore:

• review the privacy policy and terms of service before 
signing up for an account

• set privacy options carefully and revisit them 
periodically to check for newly-invented settings

• never provide a work-associated email to social media
• not post age, date of birth, address or phone number
• decide what online footprint is appropriate and 

ensure your friends understand this too, e.g. tagging 
in images, uploading your personal details from 
their address book

• be wary of connection requests from strangers or 
fake friends

• remember anything online might be seen by people 
not in the intended audience and passed on to others

• think about the consequences of sharing your location.

Passwords
Poor password habits are widespread, allowing 
attackers to compromise email accounts, business 
applications, social media profiles and bank accounts. 
There is a need to find a balance between making 
passwords hard enough for computers to have difficulty 
finding them but not too difficult for people to remember.

Strong passwords can include the following features:

• length – longer = stronger
• unguessable – base passwords on a phrase not a word
• do not re-use passwords on multiple sites
• consider using a password wallet.

There is conflicting guidance on changing passwords 
regularly due to the behaviours that result. Frequent 
changing of passwords sometimes causes individuals 
to email passwords to themselves leading to exposure 
from hacking. Criminals seeking access to data will 
exploit the weakest link which may not be the 
password itself but the password reset mechanism and 
therefore understanding how lost passwords are reset 
is also important. Risk aware individuals can mitigate 
this by giving false answers to set questions when 
setting up accounts. Using a password wallet is now 
deemed better practice, even though this concentrates 
the exposure in one place, as the organisations who 
offer them are very security conscious.

Two-factor authentication (‘something you have and 
something you know’ – e.g. a password plus a code 
that is sent by SMS or generated on your personal 
mobile and valid for a short period only) is powerful 
and should be used wherever available. NEDs are 
encouraged to try two-factor authentication on their 
Amazon and Google accounts, for example.

Face recognition and touch ID are also improving this 
area and may make passwords obsolete over time.
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Handling data
Modern technologies such as the Cloud make it easy 
to store and share data. However, these benefits come 
with significant risks, including reduced data 
confidentiality and trusting someone else’s security.

Individuals should:

• be wary of apps (88% of Google Play apps could 
ultimately transfer data to Alphabet)

• only gain access to the data you really need and 
delete it when finished

• use business-approved storage for handling work data
• ensure email recipients are correct (email address 

auto-complete can create problems)
• avoid sending sensitive, unencrypted data outside 

your organisation via email or by using public Cloud 
sites (e.g. Dropbox or Google)

• understand what data you hold and where it is 
stored (e.g. password protected.zip files, on 
your desktop).

Knowing what data you have and storing it safely in 
approved ways is a good place to start. Even better is 
not to hold the data in the first place – leave it in the 
office whenever possible. Diligent is a popular Board 
paper sharing app used by many companies. 

Internet browsing
Websites that appear to be legitimate could contain 
malicious or harmful links/attachments or be falsified 
in order to fraudulently collect personal and 
commercial information.

Individuals should:

• keep their browser and operating system up to date. 
If practicable, disable Flash, Silverlight and Java.

• pay attention to website URLs, reading right to left. 
Malicious websites often look similar to a legitimate 
site (e.g. an ‘m’ instead of ‘n’) or use subdomains 
(e.g. barclays.foo.com rather than barclays.com). 
If in doubt, go manually to the company website 
rather than clicking on a link.

• be suspicious of links to secure content that do not 
include https (padlock, in some browsers) or appear 
(pop-up) unexpectedly while using the Internet

• not download apps that appear suspicious or have 
not been developed by a recognised body or 
organisation

• only use business-approved software to format, 
translate or send documents both internally and 
externally.

It is likely that domain names such as.pwc or.barclays 
(i.e. without the.com) will soon become prevalent.

Working remotely
Working remotely often requires employees to access 
confidential commercial and sensitive information, 
offering additional opportunities to malicious actors.

Individuals should:

• deter shoulder surfing by viewing commercially 
sensitive data or documents in a secure location

• connect only to WiFi connections that are trusted 
and password protected. Only use ‘https’ (SSL-
secured) websites and mail when using WiFi in 
hotels, trains etc., and preferably use a VPN

• use work email accounts only to view sensitive 
information or data

• not bring work devices or documents to locations 
(e.g. restaurants) where they could be stolen.

Physical security
Physical security of devices is important but often 
overlooked. Poor security puts data and devices at risk 
of being stolen and can result in identity theft, business 
disruption or bodily harm.

Individuals should:

• lock devices such as laptops, PCs, and mobile 
devices automatically when they are unattended 
and use a strong (i.e. long) password or PIN to 
lock them

• know how to lock your device instantly (button, 
mouse to corner of screen etc.) and get into the habit

• know how to wipe your phone/iPad remotely (e.g. 
set up Find my iPhone and keep a record of the 
IMEI number)

• immediately notify your security or IT department if 
your device has been lost or stolen

• discourage tailgating. You are the most effective 
security measure, and are empowered to challenge 
unfamiliar faces.

The majority of data has a back-up in the Cloud so can 
be restored if you need to wipe your phone.
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2bn
active users on Facebook

56
hours a week = average time spent online by 
UK citizens

28%
of this time is on social media sites

Encryption

As global commerce expands online, strong encryption 
is becoming essential. Weak or poorly-implemented 
encryption leaves personal and corporate data 
exposed to attackers.

• Strong encryption adds another layer of protection 
in addition to vigilance and physical security.

• Activate encryption on work and personal devices 
and use only apps which support secure storage.

• When possible, encrypt data in transit and at rest.
• Use strong passwords to ensure secure encrypted 

devices (e.g. complex PIN codes for mobile phone).
• Remember to encrypt back-ups too.

In summary, it is important to remain vigilant, 
understand the data you have, protect the data by 
working on getting the basics right and be aware of 
your importance. One person can make a difference for 
better or worse in cyber security and NEDs are the 
front line of their own defence.

Choosing your personal risk appetite
Finally, there was discussion of the need for every NED 
to make a well-informed set of choices based on the 
risks and the data they may hold now and in their future 
career. This risk appetite will shape the nature of their 
digital footprint and the level of protection that is 
necessary. Individuals need to decide personally 
where they are on a spectrum from ‘totally open and 
trusting’ to ‘private and paranoid’ and then set their risk 
appetite accordingly. 

Profiles on this spectrum were discussed, from a digital 
native who automatically and freely shares sensitive 
data to a highly risk-averse NED who operates several 
online personas choosing what to share and 
implementing strong protections for sensitive 
information. It is possible that this risk appetite may be 
different for different areas, e.g. more risk averse with 
bank account data than with other less sensitive 
information. Making the right decisions about social 
participation and information protection is becoming 
one of the critical choices for NEDs. NEDs need to take 
a lead on security to set the tone.
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Context
The workshop began with a look at the current state of 
the charities sector. Recent times have been very 
challenging due to both the economic environment 
and, more recently, the reputational impact of certain 
examples of inappropriate behaviour in the charity 
sector highlighted by the media. New Philanthropy 
Capital, a charity focused on promoting good practice 
around impact and effectiveness, conducted a survey 
a couple of years ago on the state of the sector 
involving more than 400 participants from all areas. A 
short video was shown to illustrate 3 of the major 
themes that came out as follows:
• a lack of focus whilst trying to do more with less
• limited understanding of the use of technology and 

what digital and data can do
• strength of resources needing to be realised via a 

culture shift.

These themes have been borne out over the 2 years 
since the launch of the survey. Charity boards often do 
not have the same commercial focus as company 
boards. In addition, charities are at different stages in 
their focus on impact, and in using this to inform 
strategy and, potentially, some hard choices.

Although 70% of charity leaders felt they were making 
the best use of technology, this may not be the case 
given the speed with which technology is developing. 
There is also a need to work collaboratively, think 
creatively and look again at resources. The sheer 
volume of charities (over 168,000 in England and Wales, 
and around 200,000 across the UK) suggests more 
collaboration could be in order but there is a need to 
bring trustees and volunteers who often have an 
emotional attachment to the cause on board with this.

Heightened scrutiny
Issues that have been widely reported in the media 
relating to governance and safeguarding issues at 
certain well-known charities, as well as questionable 
fundraising practices, have resulted in the charity 
sector coming under intense scrutiny from a number of 
different stakeholders, including:
• beneficiaries
• trustees, staff and volunteers
• funders, partners and other charities
• government and regulators
• the media and the general public.

The last two years have seen significant damage to 
levels of trust as the public tend to hold charities to a 
higher threshold of account. A recent people’s panel 
led by PwC, consisting of members of the general 
public, found that they would now think twice, and do 
more research, before giving to a charity. However, the 
fall in trust does not just impact fundraising but also 
how a charity engages with its beneficiaries, 
campaigning and many other areas. The duty of both 
auditors and trustees to report serious incidents has 
also increased.

Trustees therefore need to think carefully about the 
risks on the charity’s risk register and whether these 
are complete and relevant. Risk/reward decisions are 
key and trustees might also want to reflect on the 
questions which they should know the answers to 
– such as ‘how do we ensure compliance with 
safeguarding risks?’ or ‘how do we protect vulnerable 
people from heavy handed fundraising techniques?’. 
Conversations around risk appetite are also important 
as risk cannot be avoided altogether.

Trustees should ensure they are getting full sight of 
what is happening on the ground. They also need to 
understand the views of their supporters in terms of 
how they should respond to incidents. Engagement 
with stakeholders is therefore key.

‘Grown-up’ governance has sometimes been lacking in 
the charities sector. It may be hard to find the right 
balance of skills and experience on the Board of 
trustees. In addition, passion for the cause can 
sometimes override rational decision making. It can be 
incumbent on trustees with a commercial background 
to bring their skills from the corporate world. 

The regulatory environment has evolved in recent 
years, with a range of guidance being issued by the 
charity regulators. The Charities Act 2016 also requires 
additional disclosures around fundraising activities in 
trustees’ annual reports. In addition, charities also need 
to consider the guidance issued by the Information 
Commissioner’s Office which was recently updated for 
GDPR requirements and, where relevant, the Care 
Quality Commission.

The Charity Governance Code was updated by the 
Charity Commission in summer 2017 and trustees 
should be aware of this. It is on an ‘apply or explain’ 
basis, and therefore voluntary, but represents best 
practice in terms of governance. Charities with 
turnover greater than £1m should apply the ‘larger 
charities’ version of the code whereas charities with 
turnover below this threshold should apply the ‘smaller 
charities’ version.
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At its foundation are the trustee role and the charity 
context but it also addresses the following 7 areas:
• organisational purpose
• leadership
• integrity
• decision making, risk and control
• Board effectiveness
• diversity
• openness and accountability.

A broader debate around good governance included 
the following observations:

• diversity of thought is important, including involving 
the younger generation

• appropriate succession planning and skills gap 
identification is necessary

• the governance code may help with ‘churn’, as 
time limits do not always exist in a charity’s 
governing documents

• a good Chair is vital and can make strong 
governance happen seamlessly

• an appraisal process should be undertaken with rigour
• trustees with the Chair of Audit Committee role can 

usefully highlight aspects of the governance code 
that are not being met

• membership charities need to operate for the public 
benefit whilst also being encouraged to take 
account of members’ wishes and some 
independence around the Board table therefore 
becomes key

• above all, charities need to be clear as to their purpose 
and make decisions with a focus on the beneficiaries.

Many charities are now aware of the Charity 
Governance Code, although few refer to it explicitly in 
their reporting. Over time, funders may drive 
compliance with the Code by including this in their 
criteria for awarding grants or commercial contracts.

In January 2019, the NCVO issued guidance on ‘Charity 
Ethical Principles’. The 4 key principles within this are:
• beneficiaries first
• integrity
• openness
• right to be safe

and charities need to be authentic in their response to 
each of these.

A Code of Fundraising Practice, intended to encourage 
responsible and ethical fundraising, was issued in 
June 2019 and is effective from October 2019. 
Management teams and fundraising directors in 
particular will need to be aware of this and trustees 
should ensure that the breadth of the charity’s activities 
conform to the recommended practice. The Code is in 
3 parts:

• Part 1 – standards that apply to all fundraising
• Part 2 – standards that apply to working with others
• Part 3 – standards that apply to specific fundraising 

methods (e.g. legacies).
A couple of reports ‘Racial diversity in the charity sector’ 
and ‘Who isn’t in the room?’ focus on diversity and 
inclusion. This prompted wider debate around the topic, 
not just of age, gender and ethnicity diversity but also 
to guard against ‘group think’.

There was additional guidance released in March 2019 
regarding connections to a non-charity which may 
apply in numerous instances, e.g. where there is a 
trading company that is not a charity or where the 
charity is related to a major corporate in some way. The 
key principles are for charity trustees to ensure they 
only act in the charity’s best interests and only further 
their charity’s purpose for the public benefit and not for 
the aims of the non-charity by:

• recognising the risks
• not furthering non-charitable purposes
• operating independently
• avoiding unauthorised personal benefits and 

addressing conflicts of interest
• maintaining the charity’s separate identity
• protecting the charity.

Other recent guidance includes combatting fraud in 
charities and the Charity Digital Code (November 2018). 
Trustees should be aware of these and there is 
undoubtedly the opportunity to influence the future 
direction of the charity through technological 
advances. However, the Charity Digital Skills Report 
2019 reported that 52% of charities do not have a 
digital strategy and 68% feel that digital skills on the 
Board are low.

The significant levels of regulation and guidance noted 
above make it clear that charities and their trustees 
have a great deal to consider when reflecting on how 
they operate.
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Purpose
A consistent understanding of the charity’s purpose is 
vital for the Board of trustees as this will help to direct:
• what it does
• who it does it for
• how it does it
• how it knows if it is being successful.

Purpose, with corresponding reporting on impact, are 
gaining momentum in the charity sector. Often there is 
a strategy day to focus on a clear purpose that 
everybody buys into. More charities are reporting on 
how the money was spent and what it achieved rather 
than simply where it went. There is greater thought 
going into purpose and impact and how these are 
being communicated.

Impact can help with key decisions. For example, in 
health and social care, there may be instances when a 
decision needs to be taken between helping a large 
number of people a small amount or a fewer number 
but making a more significant difference. However, it is 
not just about quantity versus quality but also the 
broader impact. A charity’s employees also need to 
understand its impact as it is difficult to tell a coherent 
story externally unless this is being measured internally, 
and it can improve productivity.

Charities will need to periodically revisit their purpose 
to ensure it is still appropriate. It can also be helpful to 
set timeframes – short, medium and long – for the 
achievement of different aspects.

Once purpose has been established, there is a need to 
consider how to measure and report on impact. As noted 
above, there is a move from monitoring inputs and 
outputs to measuring outcomes, i.e. the change or impact 
that has been delivered, and how much of this is due to 
the charity’s activities versus other external factors. 

An impact reporting framework was discussed 
which involves:
Scoping – clarifying the boundaries of the impact 
analysis, who will be involved in the process and how

Mapping outcomes – developing an impact map, or 
theory of change, which shows the relationship 
between inputs, outputs and outcomes

Evidencing outcomes – collecting data to show 
whether outcomes have happened and valuing them 
(if possible)

Establishing impact – eliminating those aspects of 
change that would have happened anyway or are a result 
of other factors

Comparing – adding up all the benefits, subtracting 
any negatives and comparing the results of investments

Communicating and improving – sharing findings 
with stakeholders and responding to them, embedding 
good outcome processes and verification of net benefits.

Internal benefits from adopting this impact approach 
include:

• understanding which approaches work and those that 
do not

• improved measurement and evaluation
• tracking performance and making operational 

changes as necessary
• more effective management of resources.

External benefits include:

• accountability to funders
• increased transparency
• communicating with stakeholders/potential funders
• influencing policymakers.

A case study (Street League) was used to illustrate this 
further. This charity supports young people in regions 
of deprivation into education, training and employment. 
Making use of technology, they have developed a 
regularly updated ‘impact dashboard’ website that 
shows the young people’s starting point, what barriers 
they report, where they progress to and whether they 
are still there after a period of time, with filters allowing 
the user to follow different stories. To enable this, data 
had to be collected in a structured way and initially this 
required a culture shift, persuading front line staff to 
collate this information which took away some of their 
time from delivering services. For the charity, there is 
now a single source of the truth rather than multiple 
reporting. Going forward, charities in similar sectors 
may be able to work together to collect the data for 
‘live’ dashboards that would work for all or the data 
may need to be collated/managed in the private sector 
where greater resources exist.

Another case study (Canal & River Trust) was used to 
reinforce this journey. The charity has the guardianship 
of waterways in England and Wales and it has placed 
an increasing emphasis on how waterways impact the 
wellbeing of local communities, publishing a report 
Waterways & Wellbeing, Building the Evidence Base. 
This report sets out the charity’s ‘Outcomes 
Measurement Framework’ which is the charity’s 
approach to measuring the broad social, economic and 
environmental impacts that people see in their lives 
from canals and rivers. This is the start of their journey 
but, by developing a transparent evidence-based 
system of outcome reporting, the charity aims to track 
trends, improve its insight and performance and 
demonstrate how wellbeing is improved. 
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Impact reporting gives a charity a focus and a means 
of making choices. Philanthropists increasingly want to 
fund tangible impacts and there is greater data 
availability for proxy measures. Social return on 
investment is difficult to measure but some funders are 
starting to fund impact reporting. A blend of qualitative 
and quantitative data is important, with case studies to 
illustrate specific points. 

Charities may find it harder to attract funding if they do 
not start to focus on impact. Additionally, it can be 
helpful to focus minds on what will be stopped if a new 
project is being started, which can be a counter 
cultural conversation in charities.

Openness around areas where the charity has not 
done as well as hoped can be effective if 
communicated in the right way.

Finally it was noted that the Sustainable Development 
Goals (SDGs) can sometimes be a route into support, 
particularly through charities working with corporates 
that may wish to engage further with these. 

Delivery of purpose
Effective delivery of purpose is dependent on making 
best use of the charity’s resources. It also requires an 
awareness of change as what worked previously may 
no longer be appropriate. The typical corporate life 
cycle where a company can move from being a mature 
business to a state of decline, or even collapse, 
through poor decisions applies just as much in the 
charitable sector.

Charities should consider a ‘risk-assessed’ reserves 
policy and should also ensure that their management 
information will highlight warning signs of developing 
issues before the charity ends up fighting for its 
survival. Commercial NEDs on trustee Boards may 
need to help their lay colleagues in this area. There 
may also be a need to explain the reserves policy 

so that stakeholders appreciate the difference between 
spending money today and being sustainable, whilst 
understanding why funds still need to be raised 
despite reserves.

A charity with predictable income flows and a flexible 
cost base is the most comfortable model whilst one 
with fixed cost commitments and unreliable income is 
the most vulnerable. Where there are predictable 
income flows with fixed cost commitments, there is a 
need to track trends in income. Where there is 
unreliable income and a flexible cost base, there is an 
even greater need to understand the reserves policy. 
The Charity Commission has recently issued new 
guidance on reserves.

There is often a gulf between common practice around 
risk registers in the commercial world and what exists 
in this space for a charity. Discipline can be needed 
around management information, although it was 
agreed that the risk management thought process is 
the fundamental element, rather than necessarily how 
this is presented if insufficient resource exists for this. 
Clearly, good risk management needs the charity’s 
strategy (purpose and impact) set up front to be able to 
identify the risks to achieving this. It also needs to be a 
‘live’ tool for decision making purposes rather than a 
check box process. Disclosing not just the risks but 
also how they have changed year on year is helpful and 
trustees should have a discussion around risk appetite.

There was a brief look at technology and how this can 
be helpful across the sector – e.g. using chatbots and 
predictive technology in fundraising, utilising drones 
to assess the size of an issue in the field, online giving 
apps, etc. However, the use of technology comes 
with risks as charities are often dealing with vulnerable 
people and there are questions of data privacy 
and ethics.

Mergers/collaboration
There are many charities which are operating in a 
similar space and there is undoubtedly a need for more 
collaboration and potentially some consolidation within 
the sector. Some charities can be viewed as bringing 
complementary elements to a merger, e.g. research 
versus delivery in the case of cancer charities. As more 
charities are failing, Boards should give consideration 
to the possibility of a merger. 

Traditionally, the charity sector has tended to view 
mergers negatively. However, viewing other charities as 
‘competition’ may not be the right mindset and the 
merger that resulted in Cancer Research UK was a 
huge success. The Royal National Institute of Blind 
People (RNIB) recently identified that there are 
c.700 charities focused on the blind and produced 
‘Vision 2020: The right to sight’ as a response. As a 
result, some have merged and others are more 
actively collaborating.

The question of whether or not to merge to achieve 
greater impact should be regularly revisited. It needs to 
be reviewed with a ‘beneficiaries first’ mindset and 
often requires cooperation from trustees and key 
executives. There may also be triggers that allow for 
reconsideration of this such as the CEO’s departure or 
loss of a major income stream.

Where a merger is not the right answer, greater 
collaboration should be encouraged. Often there is a 
willingness to work together but a reluctance to take 
the lead on this so it may be necessary to identify a 
leader in the sector. Sharing of services, such as the 
outsourcing of back office functions, may work well.
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200,000
charities in the UK

52%
of charities do not have a digital strategy

The key point is for charities to regularly consider their 
purpose and the delivery of it, as well as whether doing 
this on a standalone basis is still the right answer. 
Trustees should be encouraged to view the wider 
landscape of other charities operating in the same 
sector and look for potential opportunities to work 
together rather than just seeing competitive risks. 
Looking at doing the right thing by beneficiaries can 
encourage an appropriate mindset.

Hallmarks of a successful charity
The workshop concluded with a brief look at the 
hallmarks of a successful charity, many of which had 
been touched on during the discussions:
• clarity of strategy
• operational efficiency
• risk management, reserves management and 

investment policy
• governance and management
• demonstrating social impact
• accurate management information and reporting
• competitive landscape/fragmenting market
• income generation/fundraising
• increased scrutiny.

The first three of these are internal choices, the middle 
three essential enablers and the final three external 
influences. A publication was provided which 
expanded on these in more detail.
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Outcomes from the AGM season so far
The workshop began with a look at the outcomes from 
the AGM season to date. A review of the 60 FTSE 100 
companies who had already reported revealed that:
• CEO single figure salary was flat compared to the 

previous year, although CFOs had seen an average 
rise of 6%, (a combination of some increases and 
others new in role).

• The median salary increase was 2.5%.
• A reduction was seen in the number of CEO salary 

freezes from 24% to 19%.
• Forward looking bonus and long term incentive 

maximums have remained broadly the same year on 
year (200% of salary for CEO bonus and 250% of 
salary for LTIP).

These restraint/flat/minimal change trends are also 
reflected in the FTSE 250 companies that have 
reported to date, at least regarding the median – with 
some outliers in the upper and lower quartiles. The 
average salary increases of 2.5% are in line with the 
wider workforce. There has, however, been a narrowing 
of the gap between CEO and CFO over recent years.

Maximum LTIP and bonus opportunities have not 
moved, although the quantum cannot be changed 
without a new policy and next year is the 6 year mark 
when many companies on the 3 year cycle will be 
renewing. Most policies allow for a slight change in 
targets but any change of basis/more significant 
change would need to go back to shareholders for a 
binding vote. Most bonuses are calibrated at budgeted 
performance = target and therefore the variability 
around it is narrowing.

Shareholding requirements have been 300% for CEOs 
and 200% for CFOs in both the current and previous year.

As regards voting on remuneration reports to date, the 
outcomes are:

• the median voting outcome is 96% (unchanged from 
the prior year)

• five companies have received <80% votes for.

When comparing 2019 to 2018 in terms of proxy voting, 
there was a considerably higher percentage of red and 
amber tops from IA (78% v 56%) and the bulk of this 
was around pensions with IA giving an amber top if 
executive director pensions were >25%. However, no 
real correlation had been seen between amber tops 
and voting patterns.

ISS does however have more of an impact as some of 
the smaller shareholders tend to follow ISS by default. 
Votes against from ISS increased slightly (from 10% to 
11%). It can be difficult to get changes made to an ISS 
report and the engagement mechanism is now via a 
central website which can present challenges. IA is a 
members’ organisation, representing members’ views, 
and therefore can be easier to deal with.

Being below 90% in the voting outcomes does not 
necessarily result in negative press but outcomes 
heading towards 60% tend to make the headlines. 
Some companies who believe what they are doing is 
right and have the support of their major shareholders 
can still be affected by the tail of smaller shareholders. 
Many Remuneration Committees who believe their 
approach is appropriate for the company are therefore 
considering what level of support they would be 
comfortable with and, in one change situation, the 
company was aiming for 65%.

There is a link between lower support and voting 
against individual directors or the Remuneration 
Committee Chair, which is happening more, but 
generally voting on remuneration is still in the 90%s.

Remuneration Committees are taking more 
responsibility for a risk-based approach regarding what 
is acceptable. However, public perception also plays a 
part and a company that tried to argue that executive 
pensions at 30% equated to wider workforce pensions 
of 15% after tax was taken into account did not fare well.

Although it was hoped that the 2016 report from the 
Executive Remuneration Working Group would 
encourage more types of pay arrangements being 
adopted, insufficient consensus amongst investors has 
resulted in companies defaulting to the tried and 
tested. Where something different is being put forward, 
the Remuneration Committee should consider who 
owns the company as, if ownership is widely spread, 
there will be more investors to engage with and 
convince on the changes. There is a need to consider 
whether there is a strong enough rationale fully aligned 
to the company’s strategy and atypical structures to 
date have needed a lot of time in discussion with 
investors and management.

In terms of voting on remuneration policies to date:

• there have so far been 12 new policies
• the median voting outcome is 94% versus 97% in 

the prior year
• two companies received <80% votes for.

IA have introduced a new colour this year of green 
which is when a change has been made to address 
something previously given a blue top.
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Areas of shareholder focus around remuneration 
reports have remained largely unchanged and are:
• alignment of pay structures and measures with 

strategy and long term value creation
• pay for performance
• absolute quantum, quantum increases and justification
• use of discretion
• target setting and calibration.

There has however been a new area of shareholder 
focus this year which is on executive director pensions 
versus the wider workforce.

Most companies are now compliant with disclosure 
requirements, particularly as regards financial metrics 
although non-financial are sometimes less clear.

Companies may need to work out who are their best 
owners for the strategy they wish to pursue, e.g. 
sovereign wealth funds for long term vision. Knowing 
who is on the share register is important and 
consideration may need to be given to managing this to 
fit with plans. It can, however, be challenging when 
shareholders either do not commit to a view or change 
their mind at a later stage. To get an unusual 
arrangement through requires both a compelling 
strategy and a supportive shareholder base.

Finally, there was a look at the use of Environmental, 
Social and Governance (ESG) metrics in long term 
plans. This is coming up more often in Remuneration 
Committee discussions, with the current position being:

• increasing focus from investors on ESG issues – 
especially climate change

• limited use in incentives currently but a trend 
towards adoption, especially environmental metrics

• reinforced by shareholder ESG investment policies.

This is part of an attempt to capture how companies 
are delivering profit rather than just how much they are 
making. Remuneration Committee are keen to engage 
with this agenda but need to ensure any ESG measures 
are stretching and robust which can be challenging. 
There is a lack of sophistication in this space, although 
it can be easier in regulated industries. ESG measures 
are more likely to be seen in the bonus first, as a 
potential negative adjustment, since there can be more 
difficulty with long term targets. It is worth noting that 
the World Benchmarking Alliance is currently looking at 
the top 4000 companies’ ESG approach so better 
measures may emerge.

Responses to the UK Corporate 
Governance Code
Pensions
The alignment of executive directors’ pensions to those 
of the wider UK workforce is being interpreted in 
different ways by different investors and has been the 
most emotive change at company level.

This is largely being dealt with for new executive 
directors but IA’s view is that it should also impact 
existing executive directors. The policy renewal is likely 
to be the point at which a close look is taken at 
incumbents but there has not been much appetite from 
Remuneration Committees to change the rate for 
incumbents due to pre-existing contracts. 

In reality, pensions at a senior level are really now a 
salary supplement but investors are not supportive 
of reducing pension contributions and increasing 
base salary.

The problem is, however, likely to disappear over 
time via new hires. Some companies have increased 
employee contributions rather than reducing this 
for directors.

What has been seen in practice is:

• contributions reduced to 12-15% of salary on average
• close alignment with median workforce contribution 

(where disclosed) of c10%
• no companies taking new policies to vote received 

IVIS red tops due to pensions but there were three 
cases of interest

• no instances of pensions being the sole reason for 
significant votes against

• media reaction has been vocal against some 
proposals (leading to voluntary reductions in the 
case of two executive directors of a leading bank).

Post cessation holding requirements (PCHR)
This recommendation is more straightforward but has 
still resulted in negative reactions from executives who 
feel post cessation holdings leave them exposed to the 
actions of their successor. There has been a variety of 
practice and within the FTSE 100:

• 38% of companies have introduced a PCHR
• of these, 22% are in line with IA's expectation of 

100% for 2 years, 17 % are 100% for 1 year and 
50% in the second year, 4% are 100% for 6 months 
and 50% for 6 months whilst 57% are other practices.

More convergence to 100% for 2 years is expected 
over time.

It is difficult to see how Remuneration Committees will 
be able to enforce this unless the shares are held in 
escrow or are still under the control of the company.
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CEO:Employee pay ratio
60% of the FTSE 100 have published their pay ratio 
early although some of these only did the median and 
not also the upper and lower quartiles. Although the 
requirement is a comparison to the UK workforce, 
some organisations have also chosen to do this on a 
global basis. As expected, the ratios vary significantly 
by sector.

Practice to date shows:

• median range is from 13:1 to 250:1
• muted media reaction so far in the UK
• significant press outrage in the US over some higher 

pay ratios
• league tables likely to emerge in the UK towards the 

end of the AGM season.
Narrative explanation around the ratio will be key and 
any meaningful value will probably come from the trend 
over time for the same company rather than 
comparison to others.

Employee voice
In this area, practice to date among the minority that 
have disclosed so far is that:

• around 50% of companies have opted for a 
designated NED

• this has been either an existing NED or a specific 
appointment

• employee director appointed from the workforce has 
had very limited adoption

• a workforce panel is being used by around 30% of 
companies, often building off existing fora

• 20% of companies are using a combination of 
approaches or adapting existing mechanisms.

The employee voice needs to feed up to the Board and 
be taken account of in decisions. It is not supposed to 
be just about pay and therefore the Remuneration 
Committee Chair may not be the most appropriate 
NED. Some NEDs are doing this alongside an executive 
director or regional management as points raised are 
often about operational matters. It is important to retain 
the executive/non-executive distinction.

The organisation needs to be clear about what it is 
trying to achieve through greater access to the 
employee voice and whether this has been done.

Possible criteria for success may include:
• the proxies judging that this has been done well (but 

using what criteria?)
• changes to the decision making process with more 

stakeholder views considered
• employee engagement happening in every 

jurisdiction of the company
• deep insights, not packs full of data
• tests of hypotheses and not assumptions.

Other changes
The BEIS Select Committee raised a number of 
additional recommendations around executive pay but 
the government response to these was somewhat 
lukewarm and they want to monitor the effects of the 
UK Corporate Governance Code changes first.

The recommendations are indicated below with the 
government response in italics.

Executive pay structure
• Absolute cap on pay in any year – for Remuneration 

Committee and shareholders to decide
• Bonuses reward only exceptional performance – 

matter for ARGA to decide if it should be involved
• Public explanation if pension contributions not 

aligned with staff – already been met
Disclosure
• Pay ratio should include disclosure of lowest band 

and include all employers with >250 employees 
– Government to monitor impact of new disclosure 
before changing

• Greater requirement for disclosure of pay under 
Wates Code – ARGA will monitor the uptake of Wates

Shareholders
• More effective sanctions for companies ignoring 

shareholder concerns – Government monitoring and 
will take steps if significant shareholder concerns 
exist

• Remuneration Committees should engage early and 
meaningfully with investors and report – ARGA 
should review explanation in DRR

Other stakeholders 
• Companies should appoint at least one employee 

representative to the Remuneration Committee to 
ensure full discussion of link between executive and 
employee pay – Code expects engagement with 
workforce and permits different approaches; one 
method will not suit all companies.

There has also been the Shareholder Rights Directive II 
from Europe which came into effect on 10 June 2019.
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Most changes were to reflect the UK regime in the 
directive but it has also brought in some additional 
remuneration disclosures as follows:
• additional columns in single total figure table to 

show total fixed and variable compensation
• annual percentage change in salary, benefits and 

bonus compared with employees of the parent 
company for all directors (including NEDs) over past 
5 years

• policy must explain decision making process 
including measures to avoid or manage conflicts of 
interest (unless disclosed elsewhere in Directors’ 
Remuneration Report)

• policy table must disclose information on any 
deferral periods for all elements of pay

• policy table must include information on vesting and 
holding periods for share-based pay.

The last two are already in place in the UK.

In addition, for policies taking effect after 10 June 2019, 
it is no longer possible to approve one-off payments 
outside policy – the policy amendment will need 
approval instead.

For policies implemented and years commencing on or 
after 10 June 2019, remuneration of ‘de facto’ CEOs 
and deputy CEOs not on the Board must be disclosed. 
There are currently 10 FTSE 100 companies with 
deputy CEOs not on the Board.

Non-quoted traded companies are treated as listed 
companies for years commencing on or after 10 
June 2019 and policy must be approved at the AGM 
in the first financial year beginning on or after 
1 January 2020.

As the Shareholder Rights Directive II came into law on 
10 June 2019, it will remain in force irrespective of what 
happens regarding Brexit.

2.5%
median salary increase in line with broader 
workforce

96%
median voting outcome on remuneration reports 
to date (unchanged from prior year)

94%
median voting outcome on remuneration policies 
(97% in prior year)

50%
of companies who have disclosed to date have 
gone with a designated NED for their employee 
voice mechanism

60%
of FTSE 100 companies have published their 
CEO:employee pay ratio early
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Accounting update
The session began with an accounting update, starting 
with the IFRS 16 Leases standard, which is now being 
applied for annual periods beginning on 1st January 
this year and will bring all leases onto the balance 
sheet. There have been some challenges with the 
initial application of the standard, which we have 
identified below.

IFRS 16 areas of challenge:
Incentives/rent free periods: there has been some 
confusion regarding what to do with incentives (such as 
rent free periods) and how these should be accounted 
for on adopting IFRS 16. We believe that where 
companies are using the modified/simplified adoption 
approach and are setting the ‘right of use’ asset equal 
to the lease liability, unamortised amounts of lease 
incentives should be adjusted against the ‘right of use’ 
asset. Companies should be reviewing everything on 
the balance sheet to identify such balances. 

Interaction with impairment: with all leases now 
being transferred to balance sheets, the ‘right of use’ 
asset that is recognised is now subject to impairment 
testing in the same way as other assets. There are 
specific transition rules and choices associated with 
leases for which an onerous lease provision was 
established under previous standards.

Discount rate: setting a discount rate continues to be 
a practical challenge. Audit Committees should be 
challenging their CFO if they are using the same rate 
for all assets and asking how they have arrived at that 
discount rate.

Lease term: continues to be a challenge, especially 
when considering cancellable or renewable leases. 
Lease term under IFRS 16 might be different from 
previously and Boards should understand the reasons 
for material changes.

Interim disclosures: for many companies, IFRS 16 will 
materially affect the financial position and results. 
Companies should be looking at their policies around 
disclosures, particularly if they struggle when 
describing business performance. 

IFRIC: IFRIC have been receiving questions about the 
accounting for leases and interpretations and have 
published answers to some of these questions. Audit 
Committees should be pushing management to keep 
up to date with IFRIC interpretations.

Forecast transactions • Reform creates uncertainty about timing amount of 
future cash flows based on IBOR

• How to consider uncertainty when assessing whether 
future IBOR cash flows are highly probable?

• Hedge accounting requires a notion of offsetting 
between hedged item and hedging instrument

• How to consider possible changes from reform?

Prospective 
assessments

Until uncertainty is 
resolved, assume 
interest benchmark 
does not change

IBOR reform
The IBOR Reform will affect virtually all companies in 
all industries. Whilst the reforms are expected to 
happen over several years, there are potential impacts 
on financial reporting in the short term, in particular for 
hedge accounting.

The IASB has published an Exposure Draft ‘Interest 
Rate Benchmark Reform: Proposed amendments to 
IFRS 9 and IAS 39’. These proposed amendments 
would enable hedge accounting to continue for most 
hedges that might otherwise need to be discontinued 
due to uncertainties arising from IBOR reform. 

The messages:

Audit Committees should be asking who is taking the lead on the changes in regulation as these will have 
significant impact. 
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Although the stakeholder agenda has already had more 
impact on reporting than any other single set of changes 
in recent years, there will still be more to do if companies 
are to be fully compliant with the Companies Act and UK 
Corporate Governance Code requirements when they 
become mandatory for December 2019 year ends. 
Attendees were also reminded of the need for 
companies that are EU Public Interest Entities with more 
than 500 employees to make a non-financial information 
statement as part of their strategic report. The FRC’s 
Corporate Reporting Review Team has begun to include 
questions around this in its letters to companies.

International Standard on Auditing (ISA) (UK) 570 
Going Concern.
Moving away from FTSE 350 annual reports, the next 
part of the session followed up on earlier discussions 
around the governance and reporting reform debate by 
looking at the FRC’s recent consultation on revising 
International Standard on Auditing (ISA) (UK) 570 on 
Going Concern. 

Key proposals include:

• tightening of responsibilities around whether a 
material uncertainty exists in particular – not just 
whether the use of the going concern basis of 
accounting is appropriate

• closer link with review of viability statement, with a 
review of viability statement now taken into account 
when considering going concern

• a positive conclusion from auditors in their report 
• better link to other standards – understanding the 

entity and ISA (UK) 315 on risk assessment in particular
• more robust challenge of management’s 

assessment, including using professional 
scepticism and considering the risk of  
‘management bias’.

Attendees agreed that the going concern and viability 
models will undoubtedly change as Kingman and 
Brydon are worked through, and that most of what the 
FRC has proposed in the present consultation 
represents a reasonable tightening of the existing 
framework for auditors. There was also strong 
agreement that auditor reporting on this area should 
always comment on the company’s own disclosures 
rather than introducing new information, meaning that 
changes would also be needed on the company side if 
the overall model was changed.

‘Prelims’ and related announcements
Another area that has been discussed as part of the 
ongoing governance and regulatory reform debate, and 
which is of particular relevance to Audit Committees, is 
preliminary announcements.

The BEIS Committee under Rachel Reeves in its Future 
of Audit report called for all prelims to be based on 
audited financial statements, given that there can be a 
significant delay before the annual report is published.

There is no requirement for a company to issue prelims, 
but if they are issued, they should be agreed with the 
auditor in advance. The audit does not have to be signed 
off, but it does have to be substantially complete in order 
for the auditor to be able to give their agreement.

Attendees heard that based on a review of a sample of 
FTSE 100 prelims and annual report announcements to 
get a sense of current practice:

• only 23% were definitely released before the audit 
was complete (so were ‘unaudited’)

• 30% omitted at least one required disclosure from 
their prelims/annual report announcement

• there was a gap of up to 5 weeks between the 
signing of the audit report and the annual report 
announcement being made.

Some of those attending were surprised at the variation 
in practice and it was generally agreed that this is 
indeed an area that should be looked at as part of the 
reform agenda, given that it is usually the prelims that 
move the market rather than the annual report itself.
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The session ended with a brief look at two recent 
changes to corporate governance requirements in 
particular sectors: AIM and investment companies.

AIM companies and the Quoted Companies 
Alliance (‘QCA’) Code

The London Stock Exchange amended AIM Rule 26 
last year to require companies to report fully against a 
‘recognised governance code’ on their website from 
28 Sept 2018. Many AIM companies have chosen to 
use the QCA Code for this purpose, though some have 
decided to use the FRC UK Corporate Governance 
Code. As both codes require governance reporting in 
the annual report, we looked at a sample of 20 larger 
AIM companies that had reported by the end of 
March 2019 using the QCA Code to see how they had 
approached the dual requirement to report on 
governance on their website and in the annual report, 
finding that: 

Attendees heard that there was therefore more work for a number of AIM companies to do to address the 
requirements of the QCA Code in full.

Broadly duplicated their 
website content in the 
annual report

May be appropriate as long as 
website disclosure includes all 
elements that the QCA Code 
recommends.

Could be said to show 
clearly how the 
governance report 
responded to the QCA 
Code recommendations

Annual report disclosures do 
not have to be structured under 
the QCA Principles but this 
may be the easiest approach.

Included all the 
elements the QCA 
recommends for the 
chair's corporate 
governance statement:

Explain the chair's role and 
their responsibility for 
governance.

Explain how the QCA Code is 
applied and supports the 
long-term success of the 
company.

Identify any areas where 
governance arrangements 
differ from the QCA Code 
requirements.

Identify those key governance 
matters that have occurred 
during the year.

 

20%

Only 

30%

Only  

15%
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2019 Association of Investment Companies 
(‘AIC’) Code
Attendees working with investment trusts and other 
AIC members were reminded that the AIC Code has 
now been updated to reflect the 2018 FRC Code.

This was a much-anticipated update as some of what 
is in the FRC Code runs counter to investment 
company practice and the FRC was perceived as 
having less flexibility than in the past to allow the AIC to 
diverge from its Code (due to the pressure and scrutiny 
that it is currently under).

Attendees heard that the updated AIC Code has 
indeed moved closer to the FRC Code, including the 
requirement to report against s172 of the Companies 
Act 2006. However, the nine year limit on Chair tenure 
from the FRC Code has not been imposed – and the 
Chair is expected to be independent (as defined by the 
AIC and the Listing Rules) throughout their tenure. 
Under the revised AIC Code, the Chair is also still 
permitted to be a member of the Audit Committee, 
provided they were independent on appointment.

Disruption approach
The next session focused on ‘Disruption’ altering how 
people think and behave, and how Audit Committees 
should be responding to the risks and opportunities 
that disruption poses. 

Putting technology in context
Technology itself does not create change. Instead 
change comes from the way we organise our lives, 
communities and economies in order to use 
technology. The societal and economic backdrop from 
which technology emerges generates profoundly 
differing scenarios for how businesses could function 
in the future. 

PwC’s Disruption team has analysed emerging weak 
signals to develop a ‘Scenarios’ framework that 
articulates four radically different scenarios for the 
future. The framework uses innovation and centralisation 
as two key pathways as per the illustration below.

The first scenario (top right) is the ‘Rise of the 
machines’ where exponential technologies, such as 
robots and driverless vehicles, reshape the landscape 
of business and society. These new technologies could 
have vast implications for the workforce, with c 47% of 
‘white collar’ jobs likely to be automated in the next 
20 years.

A second scenario (bottom right) called ‘Global 
rationing’ envisages a centralised world where 
widespread job losses resulting from AI undermine 
business models and destroy public confidence.

A third scenario of ‘Survival of the fittest’ evolves 
which is a highly decentralized world where the pace of 
innovation is decelerating, coupled with an aging 
population and climate-change driven migration. 

However, the fourth scenario ‘Local hero’ is a more 
optimistic view where the world is empowered through 
technology. We are already seeing this deployed 
through 'CareBnB' schemes – matching younger and 
older generations in an effort to reduce loneliness and 
ease the housing crisis. 

These scenarios will have an impact on all areas of 
business and society. Have Audit Committees and 
Boards considered these alternative futures and the 
impacts on their organisations? How should companies 
be responding to these scenarios to shape their 
business model? We have outlined some suggestions:

1. Horizon scanning – Audit Committees/Boards should 
be analysing the organisation’s business model 
against technological disruptions and social trends.

2. Wildcarding – in any given scenario, what are the 
black swans/the wildcards that could have the 
biggest impact? What are the opportunities? How 
might these combine in unforeseen ways? Thinking 
about horizon scanning and wild card events 
together can help with scenario planning.

3. Weak signal monitoring – monitor the future 
landscape of long term risks and opportunities. 
Track these weak signals as they get stronger and 
help to determine a threshold to act. 

4. Testing strategic agility – having set out visions for 
the future, it is critical to get the wiring right. 
Measuring four critical attributes can assist in facing 
the future within the organisation: culture, strategy, 
leadership and innovation.
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The future of audit
The final session focused on an update on the reviews 
and reports relating to the future of the audit sector. 
Further consultations and implementations are 
expected over the next year and beyond. We provided 
an update on: the CMA market study (published on 
18 April), the BEIS consultation on the Kingman 
recommendations on the FRC (issued in March), the 
independent review by Sir Donald Brydon into the 
quality and effectiveness of audit (call for views issued 
in April), and the BEIS Select Committee report on The 
Future of Audit (published in April). 

The CMA market study into the statutory audit 
market

Issues the CMA believes exist in the market:

• The selection and oversight of auditors is 
insufficiently focused on quality.

• High concentration amongst Big Four audit firms results 
in limited choice and a market that is not resilient.

• Audits are performed by firms whose main business 
is not in audit

The CMA’s recommendations
• robust regulatory oversight of Audit Committees
• mandatory joint audits for FTSE 350 companies and 

peer reviews for larger companies
• measures to mitigate the effects of distress or failure 

of a Big Four firm
• operational split of Big Four between audit and 

non-audit
• five-year review of progress by the regulator.

This report marks the completion of the CMA’s work. 
The Government (BEIS) is now consulting on these 
recommendations.

BEIS consultation on the Kingman 
recommendations on the FRC
Recommendations:

• the FRC to be replaced with a new body, the Audit, 
Reporting and Governance Authority (ARGA)

• increased transparency, with publication of 
individual Audit Quality Review and Corporate 
Reporting Review results

• overhaul of the Stewardship Code
• a new market intelligence function
• a new ‘duty of alert’ for auditors
• potentially a US-type Sarbox regime
• further enhancements to the audit report to include 

‘graduated’ audit findings.

The deadline for responses ended in June and further 
consultations are expected.

The Brydon Review into the Quality and 
Effectiveness of Audit
Brydon’s main goals
To:

• understand the needs and expectations of users
• consider how far the audit process and product may 

need to improve and evolve
• determine what specific changes to the statutory 

audit model are needed
• consider whether other forms of business assurance 

should be developed.

A call for views on the quality and effectiveness of audit 
closed in June and further consultations are expected.

The BEIS select committee report on the future of 
audit
Select committee recommendations include:
The market structure:

• full structural separation (or an operational split for a 
trial period)

• introduction of a segmented market share cap in the 
FTSE 350 audit market, and the use of joint audits, 
on a pilot basis

• mandatory rotation after seven years
• three year cooling-off period following the end of an 

audit engagement.

The regulator:

• more vigorous enforcement of the capital 
maintenance regime

• possible independent appointment of auditor in 
certain circumstances

• sharper oversight of Audit Committees.

The audit product:

• ‘graduated’ audit findings in audit reports
• extending the audit scope to cover the whole 

annual report
• publishing the audit report at the same time the 

results are announced
• auditors presenting at the AGM.

The Government’s response to the Committee’s report 
was published in June.
In addition to these reviews:

• The FRC issued a consultation on the exposure 
draft of their revised Ethical and Auditing Standards 
to implement the Audit Regulation and Directive. 

• The FRC issued a consultation on proposed 
changes to the UK auditing standard on going 
concern (ISA (UK) 570). 
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