




Understanding cultural differences

Three ways to close the culture gap
The cultural challenges of introducing DevSecOps are considerable but by no means insurmountable. DevSecOps requires a new 
mindset and new ways of working. Successful implementation focuses on encouraging the right behaviours and on instilling a new 
cultural approach throughout the organisation.

The key for integrating the right behaviours 
into DevSecOps is to introduce patterns 
across the environment so over time, 
people become used to working in a 
certain way. Humans are creatures of habit 
– in order to change behaviour, you need 
to change habits. And if you change 
peoples’ habits, over time their mindset 
also adapts and culture begins to shift. 

Architectural blueprints and design 
patterns are useful ways of embedding 
strong governance, but if they remain on 
paper rather than embedded into 
workflow the scope for drift increases. So 
the answer is to make it easy by 
automatically coding controls and 
verification points into the developer’s 
workflow, so both security and the 
developer can attest that the code is 
aligned to the company’s policy. For 
example, a developer would receive a set 
of APIs in the usual way, but the standard 
behaviour of testing for quality or 
functionality is extended through coding 
to test for the security controls required 

Security and DevOps teams have evolved 
separately; they work in very distinct ways 
to meet their own specific objectives, 
using their own frameworks and ways of 
working. Culturally and behaviourally, 
Security and DevOps are worlds apart; in 
terms of subject matter expertise, security 
architects and software engineers don’t 
speak the same language. 

DevOps and security teams work to 
sharply contrasting methodologies: 

• DevOps is Agile; a fast-paced, 
horizontal, team-based culture that 
operates in quick sprint cycles. 
The priority is to react as quickly as 
possible to business needs.

• Security works on a waterfall model; 
a vertical, rigid, step by step approach 
requiring multiple lines of approval. 
The priority is safety and security.

Speed is in the DNA of DevOps – 
speed of innovation and of response to 
customer and business needs. It is the 
overriding currency for DevOps and the 
basis of how they are recognised and 
rewarded. For security teams, speed is 
important only in context – such as in 
the response to a live incident. 
Otherwise, they’re focused firmly on 
safety and security (even if that comes 
at the expense of usability). 

DevOps teams have a completely 
different approach to security, because 
traditional security controls and 
processes don’t work for them. They are 
seen as too slow and unresponsive, 
getting in the way of goals and 
objectives. They can hinder speed to 
market times and potentially limit 
product development. 

DevOps teams aren’t security experts; 
their main priority is to develop software. 
They may think they have a good grasp 
of security but often are not aware of 
wider governance, security and 
compliance requirements that the 
organisation needs to meet – 
requirements that are managed by 
Security and Risk teams. Therefore, 
there’s a real risk that security 
vulnerabilities will be ignored or 
overlooked unless they’re proactively 
presented to them and remediation plans 
are driven by the security team. Yet in 
our experience, security stakeholders 
tend to ask DevOps teams to identify the 
risks for them (often without a budget to 
fix them), rather than identifying the risks 
for DevOps teams and then taking 
proactive steps to solve them in a way 
that is convenient for developers. 

by the business (for example, encryption 
requirements are to be coded in so a new 
app cannot be launched unless the 
developer passes through the appropriate 
gate). Enforcement is automatic and 
developers quickly learn to encrypt 
everything as a matter of habit. It’s 
important that these policies and controls 
are flexible and take into account 
developers’ working practices – if they 
are agreed through collaboration they are 
more likely to attract developers’ support.

The incentive and performance structure 
is another powerful tool to encourage the 
right behaviour. DevSecOps is built 
around a principle of accountability, for 
example; the developer owns every stage 
of the application, from cradle to grave (or 
as Google puts it, ‘if you wrote the code, 
you own it’). This accountability of 
developers is an essential element of 
DevSecOps culture, and should be 
reinforced by linking it closely to 
performance and reward (i.e. reward 
should reflect the security of the code).

DevSecOps is a new way of working, 
more team based and collaborative than 
before, that requires a range of soft skills 
such as empathy, compromise and 
flexibility. What we are increasingly seeing 
when we speak to clients is that these 
skills aren’t currently well developed or 
nurtured between Security or DevOps 
teams, but that must change.

Specific training designed to develop 
softer skills will be essential; organisations 
could also consider looking for specific 
personality types who may not have the 
right technical skills for DevSecOps, but 
could be upskilled. Not everyone currently 
working in DevOps and security teams will 
be suited to a DevSecOps environment, 
and that must be recognised too.

The role of security changes under 
DevSecOps; it’s no longer policing but 
coaching developers and working 
alongside them to strengthen and protect 
the security of the organisation. They are 
no longer inhibitors of innovation, but 
enablers of safe innovation. It’s important 
that security stakeholders understand and 
buy into that distinction, so this approach 
will need the right leadership and vision. 

Code in and reward the right behaviours Develop soft skills

The answer isn’t to police the environment more stringently; the answer is developing teams 
with the right behaviours and culture.




