


The trouble with referees is that they know the 
rules, but they do not know the game.‘ ’

Bill Shankly’s typically insightful comment is fast becoming 
as relevant to the cyber security profession as it was to 
football referees. 

Many organisations believe cyber security risk can be managed 
with a set of security controls they evolve and mature over time. 
Organisations such as NIST, the ISO and government cyber 
security agencies around the world, have developed a number 
of standards and definitions of good practice; all are essentially 
grounded in the ethos that drove the development of the original 
standards for Information Security Management some 25 
years ago.

However, the world has moved on. Standard approaches to good 
practice are still necessary, but they are far from sufficient to 
secure organisations from the threats they face today. 

The rules are important, but the increasing innovation and 
motivation of attackers makes it imperative to adapt our 
approach to security – and play a different game.

This paper seeks to prompt a discussion about how our mindset 
and approach to cyber security now needs to change. It proposes 
10 areas where important challenges must be confronted; this 
evolution will also provide some structure for innovative and 
disruptive technologies that are beginning to come to market but 
don’t fit the mould of traditional security controls.

Attackers have changed the game
In 2017, a series of attacks, many linked to 
nation states, raised awareness of not just the 
scale of the threat but also the vulnerability of 
many organisations to potentially devastating 
cyber intrusions. By the end of the year, 
cyber threats were the leading concern for 
UK and US CEOs according to PwC’s global 
CEO survey.

Business leaders’ understanding of the 
potential impact of cyber attacks has changed 
following an increase in rapid destructive 
attacks; the collateral damage to companies 
caused by nation state activity; and huge-scale 
espionage conducted through supply chains.

The ‘NotPetya’ attack launched on 27 June 
2017 against companies with operations in 
the Ukraine demonstrated how a destructive 
attack could wipe out global operations within 
tens of minutes and require a complete rebuild 
of global IT systems for companies to recover – 
disabling operations for many weeks. NotPetya 
entered organisations through legitimately 
installed software, and spread across fully-
patched systems, targeting the architecture of 
businesses and their IT as much as any weak 
controls. 

Similarly, the ‘Cloud Hopper’ global espionage 
campaign uncovered in April 2017 illustrated 
how organisations can be exposed to risk by 
their supply chains.

After compromising a number of global IT 
outsource providers, attackers were able to 
access systems of these companies’ customers 
to sweep up sensitive information around 
the world on an industrial scale, effectively 
concealing their attacks and movement of data 
around the world from protective monitoring.

There are many other examples of recent 
attacks that challenge conventional 
thinking about what is required to defend 
an organisation. Rising to that challenge 
quickly will be a critical success factor for 
organisations in the coming years.

From compliance to survival
The challenge is a broad one. Organisations 
that have experienced significant cyber attacks 
share a recognition that cyber security is 
about far more than being able to demonstrate 
that security is ‘good enough’ – whether to 
regulators, customers, investors or even in 
litigation. 

Compliance with good practice is important, 
but the real cyber security challenges are to 
make business and technology choices that 
reduce exposure, and to transform operations 
to minimise opportunity for attackers. And 
with the potential for cyber attacks to have 
such devastating impact, this shift in mindset 
is now necessary for survival.










