





56%

of organisations in
2018 have had a
breach that was
caused by one of
their service
providers?.

395%

of companies in
2018 have had a list
of all the third parties
they were sharing
sensitive information
with?2.

Targeted attacks through
the supply chain are on

the rise

Cyber crime is a low risk, high reward activity, so it’s hardly surprising that
incidences of cyber crime are rising exponentially. As organisations improve their
cyber security, those intent on breaching those safeguards have increasingly
targeted the most vulnerable points. As supply chains have become increasingly
interconnected and complex, they have quickly emerged as one of these.

Supply chains are an integral part of how
businesses operate, heavily reliant on third party
technology partnerships across cloud, data
management, hardware, software and more. But
these interconnected networks have made it
increasingly difficult to manage vulnerabilities
and threats at each stage of the supply chain.
Even the most robust preventative controls can’t
protect organisations from motivated and highly
funded threat actors, from organised criminals to
state sponsored hacking groups.

The ‘NotPetya’ attack in 2017 is a prime example
of the potential ripple effects of an uncontrolled
targeted attack on the supply chain. By targeting
accounting software used by a large number of
organisations, cyber attackers were able to bring
down critical operations and systems of
businesses all over the world, resulting in millions
of pounds in damage and lost revenue.

“IA supply chain attack] is typically
used as a first step out of a series
of attacks. More concisely, it is
used as a stepping stone for further
exploitation, once foothold is
gained to the target system.”

EU Agency for Network and Information Security’

Suppliers are a target

We're seeing a steady increase in large scale
cyber attacks that target organisations by
gaining a foothold into their suppliers, particularly
IT infrastructure and software suppliers, which
are often seen as an easier point of entry. Too
many organisations fail to realise that their own
data, intellectual property and systems are the
real target of an attack on their supply chain. As
aresult, they leave the responsibility for
managing cyber risks to their suppliers, rather
than taking control themselves.

The implications of a supply chain attack are
wide ranging and serious. Any attack on the
supply chain has the potential to disrupt vital
operations, threaten critical data and damage the
relationship between an organisation and its
customers and other stakeholders.

So what can you do to protect your organisation?
Focusing on prevention is not enough for any
type of cyber threat; you need a plan in place to
detect, respond to and recover from a breach.
But as supply chain based attacks increase in
frequency and sophistication, it’s essential to
recognise the key factors that will manage the
business risk.

' Supply chain attacks, ENISA, 2017: https//www.enisa.europa.ew publications/info-notes/supply-chain-attacks

2What is a supply chain attack? Why you should be wary of third-party providers, CSO Online, 2018: https:/www.

csoonline.com/article/3191947/data-breach/what-is-a-supply-chain-attack-why-you-should-be-wary-of-third-

party-providers.html































