






PwC 4

Detect
As banks build a framework for managing the security challenges relating to 
PSD2 it is vital that taking a proactive approach to understanding security 
threats is factored in. As part of this proactive approach the following should 
be mapped out:

A baseline understanding of 
API activity
Customer-facing colleagues in banks 
should hold data that can be leveraged 
here. Data on which APIs are already in 
place, popular times for their usage, 
‘typical’ volumes, and so on. This data 
can then be used by bank security 
functions to help identify patterns of 
activity outside the parameters of 
‘typical’ usage, indicative of a potential 
attack, e.g. high volumes and sudden 
spikes in usage.

Existing threat scenarios
Given the emphasis on innovation 
behind PSD2 it is easy to forget that APIs 
are not new (in consumer banking or 
elsewhere). Banks can draw on their 
own experience and that of others in 
thinking through the most likely threat 
scenarios that may apply under PSD2. 
The OWASP ‘Top Ten’, for instance, is 
widely recognised as an authoritative 
source on potential threats relating to 
APIs. In addition, banks should consider 
engaging with developers and 
businesses outside the finance 
community to understand latest 
techniques, tools and processes used 
by threat actors targeting APIs.

The ‘new’ threat scenarios 
they face
Banks should not limit themselves to the 
existing threat scenarios in relation to 
third parties and APIs. Broader threat 
modelling should be encouraged, to 
think through the range of defensive 
strategies that should be employed to 
help protect consumers, their data and 
funds. As more innovative financial 
services and products are developed, 
this lateral thinking will become 
especially important.

What security testing will look 
like under PSD2 
As new connections are formed with 
new and existing TPPs, banks will need 
to think through security testing in this 
context. Building on the threat 
modelling steps outlined above, banks 
should think about a broad set of 
functional, non-functional, bounds and 
vulnerability testing of any potential 
APIs to be established. Threat actors will 
not limit themselves, after all, to how an 
API ‘should’ be used if they find using it 
in another way provides them with the 
means to target a bank, their consumers 
and their data. 

In addition banks will need to consider 
the speed with which they are asked to 
deploy an API against the ‘normal’ 
lifecycle of security use testing. 
Expectations of TPPS and that of 
consumers (over time) around the speed 
of deployment of a new API may not 
marry up to the typical testing practices 
of a bank. As part of the approach taken 
to testing, banks (in the UK at least) can 
familiarise themselves with the on-
boarding and attestation process that 
the Open Banking directory will 
undertake (governed by the 
Competition and Markets Authority). 
Providing a TPP has been on-boarded by 
the Open Banking directory, banks will 
not be able to refuse this TPP access to 
the account payment information that 
the bank holds. This will provide a 
greater degree of regulation than exists 
today with regards to TPPs ‘screen 
scraping’ information from banks. 
Taking a proactive approach here will 
help banks to understand their risks and 
prioritise investment accordingly.

5 https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project
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Protect
Banks need to think through the importance of identity in a financial landscape 
where greater connectivity to third parties and consumers will be increasingly 
common. Thinking through the concept of identity in this context will help banks 
take a more strategic approach to PSD2 and security, rather than focusing on 
individual connections and individual security risks. There are a number of themes 
that banks should consider here, including: 

An opportunity for banks to 
help consumers 
Banks can use PSD2 to kick-start (or 
perhaps continue) a conversation with 
consumers on personal data. As a starting 
point, PSD2 is predicated on the belief that 
personal data is valuable, and that it is 
owned by an individual. Banks can use 
PSD2 to reinforce existing messages to 
their consumers on the value of personal 
data and the need to keep it safe and secure.

There is also an opportunity for banks 
to take this conversation further. 
Consumers are aware that personal data 
is changing: a poll from 2017 found that 
almost 70% of those surveyed agreed 
that ‘providing personal information is 
an increasing part of modern life.’ 
Consumers’ understanding of how their 
data is used (and shared) appears to be 
more limited: the same survey noted 
that only 8% of the UK public has a good 
understanding of how their information 
is made available to others.6

Banks can help to bring clarity to an area 
of today’s digital world that consumers 
find confusing. Although the technical 
standards of PSD2 (RTS) are yet to be 
developed in detail they should provide a 
transparent and structured way for 
consumers to share their account 
information with TPPs. External drivers 
are also accelerating this trend – recent 
headlines have caused consumers to start 
to question in more detail how ‘big tech’ 
is using their data, including the levels of 
permission granted before data is shared 
across platforms and apps.

Banks can also start to have conversations 
with consumers about ‘digital identity’ 
– the multiple ways in which consumers 
use their identity across digital platforms 
in their daily lives, from banking to 
shopping and booking medical 
appointments. Consumers making use of 
the services offered by TPPs under PSD2 
need to be aware of the security risks. 
Banks can take the opportunity to remind 
consumers that they should only share 
their personal data with parties they 
trust, in a manner that they feel is secure.

An opportunity for banks to 
think about digital identity 
PSD2 gives banks the opportunity to think 
more fundamentally about how they 
manage identity in today’s digital world. 

5 https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project
6 http://www.comresglobal.com/polls/ukcloud-personal-data-survey/

Banks should recognise that under PSD2 
consumers will increasingly use their 
banking identity to authenticate against 
other services and channels. At a simple 
level this already happens today, for 
instance using a bank statement as proof of 
address when buying a new mobile phone. 

There may be a business opportunity for 
banks here; Offering a digital (banking) 
identity service to consumers that allows 
them to access a growing range of 
services and channels. At the very least, 
banks have an opportunity to consider 
how identity under PSD2 fits into their 
wider business model and the existing, 
different authentication methods used 
by consumers to access banking 
channels and products today (e.g. online 
banking versus mobile banking).

Thinking through identity and 
authentication under PSD2
Alongside the focus on furthering 
innovation and competition, PSD2 has 
an explicit aim of ‘increasing the level 
of security of electronic payments.’ In this 
regard, the RTS defines the requirements 
for strong customer authentication, which 
is to be used when a consumer accesses a 
payment account, as well as for making 
payments online. Further detail on strong 
customer authentication and how it 
applies in the context of PSD2 are set out 
by the European Banking Authority.7

Banks will be aware of their regulatory 
obligations under PSD2, including the 
specifications outlined in RTS. However, 
banks also need to think through the 
relationship between the General Data 
Protection Regulation (GDPR) and 
PSD2, with the requirements under 
GDPR meaning a consumer has to give 
their consent before their data is held 
and shared by an organisation.

In building a framework that helps manage 
the security challenges related to PSD2, 
banks should think more broadly than ‘just’ 
the regulatory requirements. Threat actors 
for one will pay little attention to any new 
regulatory requirements and focus instead 
on the best way to attack banks and their 
customers (including both their data and 
funds). Banks need to consider the 
broader security challenges that arise 
from PSD2 than just ensuring compliance 
with RTS and attendant requirements.
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Respond and Recover
As banks start to think through the security challenges related to PSD2, they can fall 
back on an existing approach: defence in depth. Banks have long recognised that 
while protecting the perimeter of their organisation is important, it is not the only 
step they need to take to protect themselves from security threats. Building a set of 
multi-layered controls will help banks to better respond to the security challenges 
posed by PSD2.

The design and development of these 
controls should be based on the elements 
outlined in the above framework:

•	 Thinking about threats in relation to 
the ecosystem in which the bank 
operates

•	 Taking a proactive approach to 
security risks, undertaking a broad 
set of threat modelling 

•	 Using this threat modelling to 
inform security testing

•	 Thinking through identity both in 
the context of PSD2 and in terms 
of current approaches to 
authentication

•	 Recognising the regulatory 
requirements of PSD2, including on 
strong customer authentication, but 
also thinking more broadly on 
authentication

‘Defence in depth’ in the context of PSD2 
should mean thinking about security 
across all stages of the development 
process, from the design stage to the 
implementation stage and beyond. APIs 
will clearly be at the centre of this 
‘defence in depth’ thinking, given their 
centrality to PSD2 and Open Banking. 

However, banks will be remiss if they 
think about controls in purely technical 
terms. Security policies, for instance, 
should be reviewed to ensure that the 
growing importance of connectivity to 
TPPs is recognised. Banks should think 
through the agile processes required to 
meet consumer demand that may flow 
from PSD2 and what this will mean for 
existing approaches to security, for 
instance current governance models 
around establishing connectivity to 
third parties.

Incident management procedures, 
policies and related standards will need 
to be updated too in order to reflect the 
growing connectivity with TPPs under 
PSD2. Existing playbooks regarding a 
security incident at a TPP will help 
banks think through the approaches 
they will need to take in the event that a 
TPP is breached that under the new 
directive has access to consumer 
accounts. Preparedness will be key with 
simple steps such as having relevant 
contact details at hand and having 
protocols for sharing intelligence such as 
indicators of compromise will need to be 
thought through. 

7 �https://www.eba.europa.eu/regulation-and-policy/payment-services-and-electronic-money/technic-
standards-on-the-eba-register-under-psd2






