




A new, dynamic approach

The future of managing access

Advances in analytics have brought a new 
and valuable approach to access certification 
within reach. Access analytics can be utilised 
to better inform the process, to focus more 
closely on risk and change, and to transform 
certification from a periodic exercise to a 
dynamic, continuous review. 

Access governance tools, such as our own 
cloud based service, AccessAble, are already 
greatly enhancing the access certification 
process by leveraging access analytics, 
reducing certification clicks and 
improving outcomes.

Integrating access analytics into these tools 
provides organisations with more dynamic, 
risk based options or ‘focus filters’ for certifying 
access, increasing efficiencies and productivity 
and generating valuable information for the 
organisation. Access certification becomes 
easier, more robust, less risky, and better 
informed. In addition, the success of your 
access policies can be seen and measured.

It is evident that the future of how access 
governance is performed will change to take 
advantage of technology tools and data 
analytics capabilities. These capabilities 
provide a richer ‘identity context’ view 
that provides focus areas for 
access certification.

As organisations drive for a zero trust 
security model, they will need to manage 
their hybrid (On-Premise, Cloud and SaaS) 
IT assets to improve their risk posture and 
leverage machine logic to provide 
certification focus. This allows the human 
certifiers to more intelligently review access 
and means that access certification will 
be dynamically and actively managed 
in real time.

More specific risk based views are vital to 
allow organisations to make more 
informed decisions, to reduce the human 
time investment and improve the overall 
outcomes as well as the experience of 
performing the access review.

We are challenging clients to think 
differently about how to do access 
governance more intelligently. The evolution 
of how we manage access with access 
analytics will not only improve the 
certification outcomes, it can also proactively 
be used as part of the access assignment 
process.

Many access governance tools can 
proactively identify unused accounts/
access with the ability to automatically 
deprovision after a predefined time period. 
However many opt not to use this capability 
because of poor access request 
experience. Imagine what difference it 
would make if removed access could be 
reprovisioned in real time with automatic 
approval when requested after a certain 
period of time? Would that convince more 
people to enable self maintainance of 
unused access?

Improving the access request process

Access request and approval governs how 
users gain access assignments in the first 
place. Access analytics can play a significant 
role to improve this process also, using risk 
scores, historical certification data and peer 
group data to highlight which access or roles 
are likely to be required or missing, therefore 
providing greater intelligence and insight 
across the request and approval process.

The future will simplify and better inform all 
stakeholders, providing enriched access 
management and governance processes. 
The day when tools provide requesters with a 
percentage chance of approval and an 
estimated timescale for approval or 
assignment is fast approaching. This could 
challenge the requestor to think twice about 
the request, with perhaps the ability to 
escalate requests for emergency access. If 
so, could this justify the need for a tool that 
also suggests a default action to the 
approver based on this intelligence?

Using analytics to inform access governance

Outlier lens

Comparing access anomolies across 
peers. Vital for keeping you secure.

Analytics can be used to identify 
users with access rights that vary from 
those granted to their peers by 
highlighting any access anomalies. 
This can also identify ‘key person 
reliance’ based on access profiles.

Risk lens

Not all users are equal – providing a 
risk lens helps you ensure the focus 
is right.

Risk scores can be applied to users, 
informed by the access they hold, 
violation history, date of last 
certification etc. Filters can then 
identify particular sets of users, such 
as high risk users, or users whose 
access has changed since the 
last review.

Change and usage lens

Preempting certification by spotting 
key events (e.g. movers and leavers) 
dynamically performed outside of the 
normal periodic model.

Context for access certification is vital 
information. Has the user changed 
jobs? What is new since the last 
review? Has the user utilised the 
access or account? Access analytics 
captures this information to explain 
what has changed.




