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The financial services industry, leveraging 
its experience in quantitative modelling 
and model-assisted decision-making, has 
been one of the early adopters of AI. A 
recent survey on ML in UK Financial 
Services conducted jointly by the Bank of 
England and the FCA [41] confirms that 
the technology has been increasingly 
adopted in the sector and that in many 
cases development has passed beyond 
the initial proof-of-concept or exploration 
phase. Two thirds of respondents are 
reported to already use the technology in 
some form and an almost equal 
proportion of applications are found to be 
in a ‘live’ stage of deployment [41]. 
Considering that AI technology builds on 
and often presents a more powerful 
extension of traditional statistical 
modeling techniques that have been used 
in the FS industry for decades, it is often 
used to complement (and sometimes 
substitute) existing ‘traditional’ models. It 
can also bring value in new areas where 

conventional approaches are not 
sufficient (e.g. voice assistants, multiple 
tasks in the natural language processing 
space and computer vision, and 
generative models [62,63]).

Historically, the FS industry has been 
operating under intensive regulatory 
focus with respect to model-based 
decision making. To address the risks 
from the wide use and potential material 
impact of models, especially after the 
2008-2009 recession, the sector has 
been subject to strict and comprehensive 
regulatory scrutiny around ‘Model Risk 
Management’ (MRM). This has led to the 
industry gaining pioneering experience 
in MRM and developing regulator-driven 
mature MRM frameworks, the gold 
standard of which has been the Federal 
Reserve’s ‘Supervisory Guidance on 
Model Risk Management (SR Letter 11-7)’ 
(SR 11-7) [3]. 

With the growing 
adoption of AI, however, 
organisations from the 
FS sector increasingly 
need to manage the risks 
which are concomitant 
with diffusion of the 
technology.

Impact of AI in financial services2
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Prior to the publication of SR 11-7 most 
banks carried out some form of controls, 
including independent validation, on 
those models that impacted the balance 
sheet (e.g. derivative valuation models), or 
regulatory capital (e.g. credit-risk or 
market-risk models). SR 11-7 widened the 
scope expected from banks to all models 
used in some way to inform business 
decision making, and introduced the 
concept of model risk as a risk to be 
managed like other well known risk types.

Since the publication of SR 11-7, other 
regulators have issued guidance with a 
consistent approach to MRM, and now 
most large banks and many smaller banks 
have designed and implemented MRM 
frameworks consistent with these 
regulations, generally including the 
following elements:

These elements work together to improve the standard of modelling across a 
firm, reduce the number of material modelling errors, and ensure that models 
are used appropriately, with full awareness of the model limitations. 

Developer testing and 
documentation (1st line): The onus is 
on the model developer to provide 
justification of methodology choice 
and evidence of testing before the 
model goes live. It is also expected 
that the model is well documented, 
including technical details and key 
model assumptions.

Independent review and validation 
(2nd line): All components of a model 
should be reviewed by an 
independent party. For material 
models, an independent function 
within the model risk team should 
carry out detailed independent 
review and testing. The inevitable 
conflicts of interest that arise in 
model development gives rise to the 
important principle of effective 
challenge, which is an important 
driver of the 2nd line review.

Both the 1st and 2nd line work 
should focus on the conceptual 
soundness of the model, 
highlighting model assumptions and 
model limitations, considering the 
pros and cons of alternative 
approaches, and carrying out 
thorough testing of the model’s 
behaviour (e.g., sensitivity analysis, 
stress testing, limiting cases, and 
back-testing where relevant).

Periodic review and ongoing model 
performance monitoring, to confirm 
that the model continues to perform 
as intended, and that the most 
recent validation is still sufficient. 
‘Outcomes analysis’, such as 
backtesting a statistical model, is 
particularly relevant here.

Model Inventory: The key 
information on each model is 
stored in a database, and 
accessed through an inventory 
tool. The keystone of a functioning 
MRM framework, a modern 
inventory tool will process the 
workflow of model approval, and 
aggregate model information into 
model risk reports. 

Model Risk Tiering: This is 
necessary to allow for effective 
prioritisation, so that the majority 
of model risk resources are spent 
on models with the most material 
model risk.

Model Usage controls: Ensuring 
that the intended use of the model 
is aligned with the actual use.

Model governance and model risk 
reporting: This requires effective 
model committees where groups 
of models of the same type are 
approved, and model issues can 
be formally discussed between all 
stakeholders. This can then be the 
main conduit for reporting model 
risk metrics to senior management. 
It is crucial that senior 
management are aware of the key 
model risk issues and material 
sources of model risk in the firm.

Vendor models are treated to the 
same standard as internally 
developed models, with 
requirement for vendor to provide 
documentation, justify model design 
and show evidence of testing.

Internal audit role (3rd line). Regular 
inspection is required to ensure 
there is a consistent and effective 
approach to MRM across the firm.
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Model Risk Management as a 
mature discipline3
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Based on a review of the definitions of 
‘AI’, ‘[AI] algorithms’ and ‘models’, 
outlined in multiple relevant sources 
including SR 11-7 (models), the 
Information Commissioner’s Office [5] 
(AI), the EU High-Level Expert Group on 
AI [42] (AI), UK’s Centre for Data Ethics 
and Innovation [17] (AI/ML), the Bank of 
England [2] (models), and other sources 
and relevant literature like [1] (AI), the 
following can be inferred:

•	 The perceived consensus definition of 
AI is fairly broad and seemingly 
encompasses: systems which include 
automated decision-making and 
recommendation; machine learning of 
any type (supervised, unsupervised 
and reinforcement), including deep 
learning models; symbolic AI systems; 
both software-based systems and 
physical robots; systems working in 
the areas of natural language 
processing; computer vision; audio 
perception; generative models as well 
as various agents for dynamic control. 
All of the above seem to be 
considered in scope by default. Note 
that this can include systems from the 
whole spectrum of machine learning, 
from very traditional linear models to 
highly complex deep learning 
algorithms, or reinforcement learning 
agents.

•	 The majority of the systems described 
above exhibit a common pattern: they 
consume data, process it and finally 
produce an outcome – a 
recommendation, a class, a predicted 
value, an action to be taken, or other 
information which can further inform 
decision-making or control tasks. 

Importantly, this pattern is very 
consistent with prevailing definitions 
of a ‘model’ in the banking industry.

For example, while the Bank of England 
expects entities to devise their own 
definition of a ‘model’, they recommend 
all ‘Calculation methods or systems that 
are based on statistical […] assumptions’ 

and ’Calculation mechanisms used to 
transform a set of parameters or values 
into a quantitative measure’ to be taken 
into consideration [2]. In addition, the 
Federal Reserve’s SR 11-7 [3] considers 
‘quantitative method[s], system[s], or 
approach[es] that apply statistical, [...], or 
mathematical theories, techniques, and 
assumptions to process input data into 
quantitative estimates’ to be models. SR 
11-7 also argues that a model is 
considered to have an input component 
(where data is fed in), a processing 
component (where calculations and 
transformations are carried out) and a 
reporting component that provides 
outcomes or recommendations. 

This definition is strongly consistent 
with how machine learning models 
function.

There are solid arguments for extending 
the validity and applicability of MRM best 
practice to AI systems. They stem from: 

•	 The fact that MRM guidelines 
designed to abstract away the inner 
workings of the subject models and 
are technology agnostic; and

•	 The high degree of consistency of 
most AI systems with the definition of 
‘a model’ according to the scope of 
FS regulatory frameworks [2,3].

However, models closer to the upper 
bound of the AI technology complexity 
spectrum, such as deep learning 
systems, have designs, inner workings 
and behaviours which are quite elaborate 
and often differ in important ways from 
‘conventional’ modelling techniques. 
Further, AI systems are found to exhibit a 
distinguishable set of specific risks 
[6,7,19,28,35,36,41,43] that are not 
primary issues for most existing models. 

Consequently, existing MRM frameworks 
cannot be mechanistically translated to 
the new breed of models without 
addressing these distinctive, technology 
specific risks which need to be controlled. 
Therefore, the generic MRM ‘best 
practice’ frameworks are arguably a 
necessary, but not sufficient, starting 
point for AI model risk management. In 
support of this notion, we understand 
there to be a broad consensus between 
views expressed by regulators and 
policy-makers [6,24, 58], policy-advisors 
[16,17,18,19,20,43], as well as industry [41] 
that AI can pose some unique challenges 
not encountered in traditional models (or 
at the very least that it can amplify a 
number of the existing risks seen in 
traditional models). 

While traditional MRM 
frameworks would seem 
to provide a solid 
foundation for application 
to AI systems, to ensure 
full applicability they 
need to be revisited and 
potentially enhanced to 
address the distinctive 
risks stemming from 
such systems.

Applicability and limitations of existing 
model risk management frameworks4
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As described above, gold-standard MRM 
principles are an appropriate way to 
manage the risks of AI systems, provided 
that adequate updates for AI-specific risks 
are made. Based on our understanding 
and the opinions expressed by relevant 
policy-makers and policy-advisors, we 
note the following main risks and issues 
that are specific to AI systems:

•	 One risk which is more pronounced in 
AI systems and thus tends to attract 
scrutiny is the dynamically evolving 
nature of the technology (new 
techniques continue to be generated 
at a rapid rate) as well as its relative 
complexity. This can make it harder 
for practitioners to have a 
comprehensive understanding of 
pros/cons of different techniques, 
creating implications for risk 
awareness and mitigation.

•	 Another primary issue is the area of 
model interpretability – the ability to 
explain the reasons behind the 
recommendations of a model; this is 
also closely related to model 
auditability and accountability which 
are other areas of high focus for 
policy-makers and policy-advisors. 

•	 Further areas of importance are model 
bias & fairness, which while not 
exclusively AI-specific, can be 
propagated or amplified by AI 
systems. 

•	 AI systems often rely heavily on huge 
amounts of data which can give rise to 
privacy, IP and data security risks. 
While models in other areas can be 
built on the basis of known principles 
or established mathematical 
relationships, AI models need a lot of 
data to learn from. This means that 
the use of this technology is closely 
related to handling large amounts of 
data which brings all of the data 
relevant risks – privacy, IP rights, 
suitability of the training data, etc. 

•	 Businesses or divisions which might 
not have been historically engaged 
with data-intensive activities may 
need to build such capacities and risk 
management tools along the adoption 
of AI in their regular operations.

•	 Another area to consider is the 
frequent use of vendor or pre-trained 
models, which bring risks related to 
model design, transparency, and the 
relevance of training data. For such 
third-party tools, other risks such as 
bias and fairness may be harder to 
track and control. 

•	 There are also AI-specific model risks 
to mention around 1. Stability (i.e. 
model that is generally accurate, 
non-biased and explainable, but gives 
inconsistent results in edge cases/
corner cases), and 2. Security (i.e. 
adversarial attack, model theft etc.)

In the following 
subsections we discuss 
the more material of 
these risks, and how they 
can be addressed by 
using an enhanced MRM 
framework.

Finally, there is also the important topic of 
continuous learning which is frequently 
raised in discussions on AI specific risks. 
Such learning is presumed to include 
ongoing model improvement based on 
fresh data from the AI system’s continuous 
use and to take place automatically 
without human intervention (i.e. models to 
have in-built capacity to self-improve). 
While for some models (notably – neural 
networks) it is fairly straightforward to build 
a pipeline which continuously (or 
periodically) further trains or fine-tunes 
them, the problem of learning the new 
information without ‘forgetting’ the old is 
non trivial and hard to solve even at a 
theoretical level [60]. While workarounds 
do exist, for example ‘experience replay’ 
[61], for most use cases, true continuous 
learning models are still a problem of more 
scientific than applied practical 
significance, so we do not include them 
here as a present risk from the use of AI.

AI systems – specific risks and means to 
address them5
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Model complexity and implications for risk awareness

Certain AI models, especially those 
deployed to fulfil high-value use cases, 
can be highly complex. In addition, the AI 
area is evolving very fast and brand new 
models, concepts and architectures 
emerge on a frequent basis, making it non-
trivial to keep up with technology’s progress. 
Furthermore, some commercial products 
offer ‘automated’ ways to train models 
which may allow modelling with very little, 
if any, understanding of risks, advantages 
and disadvantages of the algorithms 
deployed. Also, there are an increasing 
number of publicly available pre-trained 
models in the NLP and computer vision 
areas, which can be freely used or 
repurposed. These phenomena bring 
challenges in terms of organisational 
awareness and understanding of 
model risks. 

One of the main considerations in model 
evaluation is conceptual soundness and 
fitness for purpose. Unlike many 
traditional models that represent well-
established assumptions of actual 
cause-effect relationships (e.g. pricing 
models, physical processes models), AI 
systems learn assumptions about those 
relationships from exposure to data which 
renders their inner logic not readily 
observable. The high complexity, fast 
evolving nature and ability to use vendor 
or ‘out-of-the-box’ models often makes 
the evaluation of conceptual soundness 
harder than is the case for traditional 
models. While the details will vary based 
on case specifics, there are some 
overarching principles of conceptual 
soundness which are universally valid and 
apply to AI/ML systems well.

Firstly, using ‘automated’ machine learning 
in production without sufficient 
understanding of the nature of the models 
being trained, is not to be recommended. 
Maintaining internal capacity to 
understand the nature of the risks of 
models in use is essential.

Secondly, there are domains with elevated 
risk and degree of scrutiny, for example 
facial recognition, using data from social 
media or models used in the human 
resources areas [65]. Careful consideration 
is warranted on when to use AI 
technologies in those domains as the 
outputs can be strongly context 
dependent [66]. The fact that the 
technology is theoretically able to perform 
a task does not mean it necessarily needs 
to be applied for that task. Whether to 
apply AI for a specific problem is a broader 
business question which encapsulates 
commercial, regulatory and customer 
acceptance considerations which go 
beyond the technical capacity of the 
technology to perform a task.

It is also noteworthy that present day AI is 
far even from basic levels of intelligence 
in the biological world and machine 
learning algorithms can not be expected 
to solve many abstract tasks. Conversely, 
AI has an excellent, often superhuman, 
capacity to solve problems in pattern 
recognition, classification, perception 
(e.g. vision tasks or audio processing), 
make sense of high-dimensional data as 
well as to perform tasks which constitute 
relatively narrow slices of what we would 
understand to be human intelligence. 
Therefore, AI models can offer great 
solutions for multiple constituent 
components of a variety of decision 
making processes. But they shouldn’t be 
expected (or advertised) to exhibit 
capabilities they are presently unable to 
possess. There is a natural human 
tendency to attribute too much 
confidence to an AI model, or any 
computational tool, because of the speed 
and accuracy of its operation, even 
leading us to attribute the property of 
‘understanding’ to the tool. 

To conclude, organisations need to make 
sure they are sufficiently prepared to 
understand and handle the risks of the 
technology. A practical approach for 
evaluation of an organisation’s 
preparedness includes answering the 
following questions:

•	 Are they able to explain how the 
selected model or technology works 
and what its relative advantages and 
disadvantages are? 

•	 Are both model owners and senior 
management aware of the risks and 
limitations of the technology?

•	 What is their level of experience with 
this technology?

•	 Have they seen solid industry and 
academic evidence for application of 
the selected technology for the case 
at hand?

•	 What part of the model creation do 
they control (e.g. building it from 
scratch, repurposing existing models 
from similar cases, using vendor 
‘accelerator’ products, using ‘out-of-
the-box’ pretrained models or vendor 
models)

•	 Do they have control over the data the 
model has been trained on and are 
they confident the training data is 
representative of the target 
population?

•	 Have they evaluated the relative cost 
of added complexity and decreased 
interpretability vs. the potential gain 
in performance, mindful of the 
context of model use? 

•	 Is management content with the 
outcome of this evaluation in a 
broader business sense (not purely 
the degree of model technical 
performance)?
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To address the questions above, even in 
the case where a mature MRM framework 
is in place, firms would need to establish 
internal capacity to fully understand and 
evaluate AI specific risks. In practice, this 
could mean categorisation of those 
models as belonging to the AI/ML subset, 
adding them to the model inventory and 
establishing dedicated teams comprised 
of AI/ML subject matter experts to handle 
those models, across all three lines of 
defence. 

As this technology is becoming 
increasingly prevalent, it is more 
frequently used in domains and industries 
that have not had historical exposure to 
model-assisted decision making. In such 
cases, a formal model risk management 
approach might not exist at all. 
Consequently, organisations who lack a 
sufficiently comprehensive MRM policy 
but are now in a situation to use AI/ML for 
material business decisions or processes 
would need to develop such policies de 
novo. Drawing from the experience of 
industries with leading experience, e.g. 
the FS sector, can accelerate and greatly 
assist these efforts. 

Thirdly, in terms of governance and senior 
management oversight, the leadership of 
organisations who use AI systems in 
production would need to establish 
effective oversight, risk management 
bodies (e.g. committees) and build full 
awareness about the risks and limitations 
of this technology. 
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The ability to explain the reasons behind 
machine learning models’ decisions has 
been a central theme in multiple policy-
maker and industry sources 
[5,6,28,34,35,36,41,43,58]. Interpretability 
naturally comes as an AI/ML specific issue 
due to the very nature of this technology. 
Most traditional models rely either on 
existing and fully known, hard-coded 
mathematical relationships, or, on readily 
explainable learnt but linear statistical 
relationships. Conversely, AI systems in 
most cases provide learnt, non-linear 
statistical relationships which are usually 
encoded in a very high number of 
parameters, with the number often in the 
millions. This makes the internal functioning 
of such systems naturally hard to explain 
in traditional, low-dimensional terms. 

Interpretability is identified as essential 
because of its relevance for model 
accountability, auditability, control of bias 
and ensuring fairness. There seems to be 
a broad consensus that:

•	 Model interpretability is not free and 
almost always comes at a price which 
is reduced performance

•	 Trade-offs need to be made when 
defining the desired level of 
explainability 

•	 The appropriate level of interpretability is 
strongly dependent on the use case and 
there cannot be a one-size-fits-all 
approach

•	 Full explainability may not be possible 
in certain situations

•	 There is no established ‘best-practice’ 
for delivering model explainability

Here we outline a practical perspective for 
the problem, mindful of the views 
expressed by major policy-relevant 
institutions, and respectful of limitations 
and specifics of the techniques available. 

We focus primarily on nonlinear 
algorithms (or ‘black-box’ models) rather 
than linear ones for several reasons. 
Firstly, linear models like decision trees 
and logistic regression are explainable by 
design. Secondly, they may be expected 
quite often to belong to lower model risk 
tiers. Thirdly, the explanations for such 
models are straightforward, consistent 
across cases and do not require arbitrary 
tuning of various hyperparameters which 
in other cases can influence the results 
greatly. While we note that some 
traditional statistical models (e.g., linear 
regression) would come under the broad 
definitions of ‘AI’ in regulatory policy 
documents [1,5,42], we do not find the 
term AI to be particularly applicable or 
helpful for these cases. Further, for those 
models explainability is not an issue, and 
existing MRM frameworks already cover 
them without the need for extensions.

On the other hand, nonlinear ML 
algorithms like random forests, gradient 
boosting machines and all kinds of neural 
networks, as well as the majority of 
practicable reinforcement learning agents, 
do not naturally lend themselves to 
human-accessible explanations. This 
means that most problems in high-
dimensional regression and classification 
settings, natural language processing, 
computer vision or dynamic control 
domains are quite opaque, unless solved 
with linear algorithms (which often is not 
possible at all or comes with severe 
limitations in performance). To 
accommodate those models, a number of 
model agnostic ‘black-box’ explanation 
techniques have been developed and are 
being increasingly used in practice. They 
frequently rely on variations of a common 
approach for which a high-level 
description is provided below.

Many such techniques broadly consist of 
getting a model which is already trained 
and then treating it like a black box, 
experimenting with its behaviour under 
controlled variation of its inputs. Thus an 
approximation is derived for how the 
model would react to a given set of inputs 

or given some changes to the provided 
set of inputs. Some of the more popular 
representatives of this broad class of 
techniques include partial dependence 
plots [47], individual conditional 
expectation (ICE) [47], permutation feature 
importance [47], local surrogate models 
(LIME) [48], deriving rules (Anchors) [49], 
Quantitative Input Influence [50], Shapley 
values (SHAP) [51]. 

There are alternatives like training global 
surrogate models [47], which are linear and 
are trained to do the same task as the 
non-linear ones; explanations for the linear 
ones are then used to approximately 
interpret the hypothetical reasoning of the 
nonlinear model. 

There are even more complex 
approaches which are aimed specifically 
at deep learning models and work at a 
lower level. Examples of these are 
examining neural activations [47], using 
an attention mechanism to explain 
exactly what the model is looking at [52], 
or training a model with an ‘explainer’ 
layer jointly so that predictions are 
intrinsically explained [53]. 

All of the techniques described so far can 
provide information about the behaviour of 
a black-box model, although the level of 
their reliability is not guaranteed and is 
often variable across cases. While a 
detailed technical review of pros and cons 
of available explainability techniques is 
beyond the scope of this document, a few 
points are worth mentioning. 

Explainability techniques which rely on 
tweaking the inputs to measure how this 
affects the output present some 
challenges. First, many of them disregard 
the interconnectedness between different 
features and assume they are 
independent. Also, they may often rely on 
unrealistic examples which emerge when 
features are mechanistically varied. They 
also frequently require some arbitrary 
setting of parameters which can greatly 
influence the outcome; usually, those 
parameters are chosen based on rules of 
thumb and may require multiple runs. 

Transparency (interpretability)
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Meanwhile, training a global linear 
surrogate is stable and easier to use by a 
non-expert audience in the production 
setting. However, it relies on the 
assumption that the nonlinear model is 
approximately consistent with the 
decision-making logic of the linear one 
which is often not the case. Moreover, 
many cases in natural language 
processing, computer vision or other 
complex domains are not solvable (well) 
with linear models at all.

Finally, the very advanced approaches like 
using neural networks’ attention layers [52] 
or training explainers jointly with the target 
models [53] may be popular in the 
scientific community but they usually 
require a very advanced level of expertise 
and are often hard to implement. 
Therefore, they can only be used in select 
cases where the context warrants it.

Mindful of the above, in the following 
paragraphs we share some practical 
considerations for addressing the model 
interpretability issues. 

•	 First, it is sensible to apply the model 
risk tiering concept when evaluating 
the desired level of explainability. 
High-risk models are worthy of deeper 
consideration: models with an 
elevated level of risk and/or models 
which are related to decisions about 
individuals (especially decisions which 
can be impactful), to privacy, to 
potential predetermination of 
individual’s choice; models using 
sensitive variables (even if using them 
is formally legitimate); models related 
to decisions in healthcare, human 
resources, allocation of benefits. All of 
these are examples that should drive a 
higher model risk rating, and they 
should meet more stringent 
explainability expectations. Existing 
MRM policies need to be updated to 
ensure they take into consideration 
the relevant risks when rating AI/ML 
models and deciding what the desired 
level of interpretability emphasis to be 
in any given case.

•	 It is also important to consider what 
the potential audiences of the 
explanations would be (e.g. regulators, 
individuals that are subject to model 
decisions, experts or non-experts, 
auditors, organisation’s senior 
management); the format and depth of 
the explanations need to be 
proportionate to the risks involved and 
appropriate for the expected 
audiences. Serving diverse audiences 
might require more than one type of 
explanation (e.g. an in-depth and a 
high-level one) if the spectrum of 
users of the model explanations is 
wide.

•	 Using AI on a significant scale will 
require building internal capacity to 
both produce and interpret model 
explanations. This may also include 
building an internal methodology for 
explanation of different types of 
models and embedding it as a part of 
MRM policies, so a standardised 
approach customised to the specific 
models at hand is available. The latter 
would allow internal best practice to 
spill across departments and 
functions, as well as comparability of 
model review outcomes.

•	 The outcomes of model explanation 
techniques are not to be taken at face 
value and need to be produced and 
critically reviewed by staff familiar with 
the strengths and weaknesses of the 
techniques. This is one of the reasons 
for resourcing the three lines of 
defense with staff that have sufficiently 
deep and relevant AI/ML expertise. 

•	 Senior level audiences might need to 
be briefed with summaries of the 
outcomes and major conclusions from 
model explanation and validation work 
rather than be expected to review 
deep technical details directly. 

•	 Application of more than one model 
interpretability technique is preferable in 
the vast majority of cases. For each 
model (or model type) a set of 
techniques (e.g. 2 or 3, or occasionally 
more) can be considered, preferably 
with techniques whose pitfalls do not 
overlap. As a baseline, using a global 
surrogate linear model can often be 
considered, if the case allows. A 
baseline global view on generally 
important variables and inputs can be 
provided this way, and also major 
inconsistencies or unexpected 
behaviours can be captured. 
Furthermore, this is an explanation 
technique which is consistent across 
cases and can be later used as a 
benchmark vs. more complex 
techniques. It also provides a very good 
view how much (if at all) a target 
black-box model is superior to the linear 
one. If the difference is not sufficiently 
large, the use of a black-box model 
might not be warranted in the first place.

•	 At least one additional technique, e.g. 
LIME [48], SHAP [51], Anchors [49] or 
other can be used, comparing the 
outcomes with the baseline results 
from the linear surrogate model. 
Particular attention may be warranted 
in cases where the linear and 
nonlinear models disagree; ones 
which are borderline between 
categories, as well as whenever there 
is a difference in the sign, or 
substantial difference in magnitude of 
variable impact in the two model 
interpretation techniques.

•	 An evaluation of the relative cost of 
inaccurate model decisions would 
inform the accuracy vs. interpretability 
trade-off. The reasoning behind the 
final choice of model, in terms of the 
extent of interpretability, should be 
appropriately documented. 
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Model bias & fairness is arguably the other 
topic that appears most prominently and 
consistently as an area of focus for policy 
makers and regulators [6,17,41,43,58].

While definitions vary, generally a model is 
considered biased if it is generating 
decisions that treat distinct groups of 
entities differently without an objective 
reason, or it is making decisions based on 
inputs which cannot be reasonably 
expected to matter in that particular case.

The opinions of major policy makers, 
policy advisors, and regulators appear to 
agree that:

•	 There is no universal definition of 
fairness;

•	 Bias in decision-making is not a new 
phenomenon specific to AI and ML;

•	 AI and ML models can propagate and 
even amplify biases which have long 
existed in legacy processes and 
datasets;

•	 Fairness has multiple dimensions 
which are often in competition with 
each other (e.g. fairness to 
the individual vs fairness to the group);

•	 Optimising with respect to all of those 
dimensions is not usually possible and 
therefore informed trade-off decisions 
need to be made.

Below we discuss a practical approach for 
addressing the bias and fairness aspect of 
AI model risk.

First, it needs to be decided what is in 
scope. It is evident that the concept of 
fairness is applicable mostly in cases where 
a model’s decisions are likely to impact 
individuals or firms and especially where 
there is a perceived asymmetry of power 
between the organisation and the entities 
affected by the AI system’s decisions. For 
models like the ones used for optical 
character recognition, translation, document 
information retrieval, asset pricing, 
computer games, and many others, the bias 
and fairness topic is not generally relevant 
unless their outputs are likely to, directly or 
indirectly, affect individuals significantly.

Whether or not a model needs to be 
subjected to detailed bias and fairness 
review can be decided during the model 
risk rating evaluation process, making the 
‘bias & fairness’ consideration another 
area of risk which MRM processes need to 
address. Questions relevant for this 
process may include:

•	 Does the model provide decisions 
which can have a non-negligible effect 
on the life of individuals? Examples 
are decisions for consumer loans and 
mortgages, life insurance access and 
pricing, access to treatment and 
medications, paroles, automated 
video surveillance, scraping of social 
media profiles, employment 
decisions, etc.

•	 Does the model limit individuals’ 
free choice?

•	 Does the model limit the human rights 
of individuals?

•	 Is a model applied in an area for which 
significant asymmetry of power can 
be considered?

•	 Is the model operating in an area 
where historically there have been 
issues with accessibility, exclusion 
and fairness?

•	 Does the model use any ‘protected 
variables’ (these are variables which 
are prohibited or regulated by law, or 
more broadly of sensitive character: 
religion, gender, disability status, 
healthcare records, etc.)?

•	 Does the management consider there 
might be other aspects which make 
the bias & fairness concept relevant 
for the model at hand?

•	 Has the broader impact of the model 
been considered (e.g. if it feeds data 
to downstream models) and does the 
system as a whole meet the criteria 
above?

If a model is found to be out of scope, 
further practical considerations may 
include: Highlighting the reasons for such 
a decision in the model’s documentation; 
Revisiting the ‘Is it in scope?’ question 
during regular model risk reviews. 

If a model is found to be in scope 
conducting the following additional steps 
should be considered:

1.	 Taking actions for protected or 
sensitive variables;

2.	 Addressing model bias with respect to 
input variables.

The first of these steps includes:

•	 If any applicable law or regulation 
prohibits the use of an attribute in a 
particular context, this variable should 
be taken out in model application 
(inference) settings. While this is 
universally valid regardless of the 
classification of a model, if formally 
admissible it might make sense to 
keep track of such variables to allow 
measuring and preventing unfair bias 
or discrimination.

•	 Next, a check whether some formally 
allowed but generally sensitive 
variables are used (e.g. age, gender, 
religion, etc.); some variables may be 
considered sensitive by some entities 
and not sensitive by others, or 
sensitive in some contexts and not 
sensitive in others. In cases where 
there are no formal restrictions, 
whether or not the use of a particular 
sensitive variable is acceptable for the 
organisation is primarily a matter for 
management judgement 

•	 The benefit from using sensitive 
variables needs to be weighed against 
the reputational and other intangible 
overhead they bring. In some domains, 
such as healthcare, variables like age 
and past medical history might be 
necessary for an informed decision; in 
others, using them might be 
contentious or prohibited.

Model bias and fairness
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The second step, addressing bias with 
respect to input variables, is a complex 
process which requires a lot of judgement 
and is closely associated with the topic of 
model explainability, as interpreting a 
model’s decision is usually a key step in 
detecting bias and measuring fairness.

An example workflow may include the 
actions described below.

First, getting global and local model 
interpretations and reviewing the impact 
of each feature (or at least the most 
impactful ones if their number is very high) 
might be considered, in combination with 
checking whether the sign or magnitude 
of their impact makes sense with respect 
to expected behaviour. A next step might 
include deciding with respect to which 
attributes bias & fairness need to be 
measured (e.g. age, gender). While some 
of these sensitive variables might not be 
used in the model at all, if they are 
available (e.g. from diversity surveys) and 
if it is formally and ethically permissible, 
checking whether decision-making 
systems are fair with respect to those 
attributes might make sense. A 
subsequent step might include evaluation 
whether the selected sensitive features 
are predictive for the particular decision 
making system as well as how impactful 
they are (e.g. marginally, moderately, 
strongly). If they are impactful, it may need 
to be checked whether there is a 
fundamental reason for this to be so (e.g. 
age is often justifiably important for 
decisions in healthcare). If there is an 
undesired or unexpected disparity 
between any two groups of interest (e.g. 
male vs. female applicants), it may need to 
be considered whether they reflect 
historical biases in legacy processes and 
the training set, whether there are class 
imbalances, presence of some groups 
that are underrepresented in the training 
data sets. 

Multiple approaches can be used for the 
analysis described above, including the 
predictive power of the respective 
variable, statistical significance, along 
with methodologies for measuring and 
removing disparate impact [54], for 
ensuring ‘equality of opportunity’ [59] or 
methods outlined in PwC Responsible AI 
framework.

In some cases, an identified disparity may 
not necessarily be attributable to deliberate 
unfair bias but the idiosyncrasies of the 
limited training set or suboptimal 
selection of the training data. 

Removal of bias with respect to a 
particular variable may include not using 
it in the first place (not necessarily 
enough) and looking for proxy variables 
(e.g. whether the particular sensitive 
variable can be inferred based on a 
combination of the remaining attributes). 
For example, if gender can be very 
accurately predicted based on other 
features, just dropping it from the dataset 
won’t solve the problem. 

Techniques like the ones described in [54] 
and [59] allow breaking those proxy 
relationships or applying compensatory 
adjustments to the models, with some 
tunable sacrifice in model performance. 
However, mechanistic removal of 
detected disparity in outcomes between 
arbitrarily chosen groups can cause 
tensions between competing nuances of 
fairness (e.g. raising the price of services 
to everyone or decreasing acceptance 
rates vs. making the model blind for a 
particular feature). Moreover, removal of 
so defined bias by using statistical 
techniques which break relationships 
between inputs usually has another price 

component: decreased model accuracy. 
This may lead to more conservative 
acceptance criteria which then can lead 
to exclusion of some entities from access 
to the services they would have otherwise 
been granted. Therefore, mechanistic 
removal of the disparity of outcomes 
between arbitrarily chosen groups can 
cause collateral harm and removal comes 
at a price of reduced model performance 
which on its own can have fairness and 
inclusivity implications. Rectification of 
one dimension of fairness often may lead 
to deteriorating others. The resulting 
trade-offs are management decisions 
which reflect organisations’ ethics 
principles and go beyond technical terms 
and parameters.

Finally, the agreed degree of removal of 
identified biases and the rationale behind 
trade-off decisions should be thoroughly 
described in model documentation.

To ensure appropriate handling of the 
bias and fairness issue and senior 
management oversight, MRM policies 
need to recognise it as a distinct problem 
and include well-defined processes and 
distribution of responsibilities for 
addressing it.
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Using third party vendor models has been 
increasingly prevalent in the AI space. 
Another issue is the use of pre-trained 
generic models, which become quite 
important due to the huge amount of 
training data, training time and 
computational resources that large 
computer vision or natural language 
processing systems require.

The standard MRM approach to models 
designed and trained by third parties is 
that they need to meet the same 
requirements and answer the same 
questions as if they were developed 
internally. This also includes open-source 
pretrained models in the NLP and 
computer vision areas which leverage 
access to the enormous amounts of data 
that some organisations (e.g., large 
technology companies) have.

Third party models and transfer learning

Very often, the possibilities to scrutinise 
such models are fewer than those for 
internal models for various reasons, 
including: vendors not willing to expose 
their IP; vendors not motivated as they 
don’t bear the ultimate risks; insufficient 
documentation provided by the vendor.

Extra attention might be necessary 
regarding bias (if applicable for the use 
case) and representativeness of the 
training data for the population to which 
the models are going to be used in 
production. In such cases the training data 
inevitably comes from outside the user 
organisation, and so this will need 
evaluation and challenge.
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AI systems are heavily dependent on 
significant amounts of data, making 
developer and user organisations exposed 
to data-related risks, namely – quality, IP 
rights, personal data protection, security.

In addition, with the democratisation of AI 
and advent of multiple ‘automated’ 
machine learning platforms, it becomes 
increasingly popular to train and use such 
systems in an out-of-the-box manner. This 
allows AI to become the gateway through 
which organisations can (often 
inadvertently) expose themselves to new 
data risks, as well as compulsory 
regulation.

Data

Generic data risks constitute a topic which 
is broad enough to warrant its own 
governance policy; this domain is also 
comprehensively covered by existing, non 
AI specific regulation like the GDPR. 

Regarding AI model risk management, 
organisations need to acknowledge and 
consider those risks in their model 
governance frameworks and add them as 
a separate dimension of risk in the model 
risk tier evaluation process. MRM 
frameworks need to be updated, or to 
provide meaningful links, to generic data 
governance policies so that the ‘data’ 
dimension of risks of AI systems is 
appropriately addressed and brought in 
compliance with existing data regulation. 
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There is a lack of established overarching 
AI regulation and this is still subject to 
active debate and development, putting a 
layer of uncertainty to user organisations. 
We are presently not aware of any 
overarching compulsory regulation that is 
focused specifically on artificial 
intelligence in either the UK or the EU. 
However, such rules appear to be in the 
making [15,16,17,44,46, 65, 66]. Think 
tanks with the primary objective to advise 
governments on future AI policy-making 
have been established [12,15,23,45] and 
have already issued a number of draft or 
discussion documents reviewing the 
main issues and areas of interest 
(these documents are listed in the 
Bibliography section below).

To date, there appears to be a significant 
degree of convergence of the topics 
these organisations are focused on and 
their approach to the overall landscape. In 
general, they demonstrate a positive 
attitude towards the technology and 
recognise its potential to bring huge 
opportunities.

Some areas of difference between the UK 
and the EU approach are detectable albeit 
they might not necessarily translate 
proportionately into the regulation that 
emerges in the coming years. Our reading 
is that the UK institutions’ approach, 
including that of organisations such as the 
ICO, the Bank of England and the FCA, 
tend to put more emphasis on developing 
recommendations, ‘best practice’ and 
guidelines, leaving existing sectoral 
regulation to extend to AI models without 
overtly planning for new sets of 
compulsory norms in the near term. It 
could be speculated that online targeting 
may prove an exception to this trend but as 
of the date of this document’s publication, 
the CDEI’s policy recommendations are yet 
to be released [16] and therefore the 
question remains open.

By contrast, the EU appears to be more 
focused on going ‘beyond the voluntary 
guidance’ [44] and establishing formal 
regulatory, oversight and enforcement 
norms for AI, including ‘enhancement of 
institutional capacity’ [44] where 
necessary. There is a declared preference 
towards a common approach at a Union 
level [44, 65]. Considering the issue is in 
the EU’s top government priority agenda 
[46] it can be speculated formal policy-
making actions are likely to take place 
soon; ‘prior conformity assessments’ with 
future formal requirements for ‘high risk’ 
AI systems as well as the possibility for 
formal procedures for testing, inspection 
and certification of such are also being 
under consideration [65].

It seems that both UK and EU institutions 
which have influence on AI policy-making 
favour outcome-based approaches on 
rule-making with respect to AI. It could 
therefore be inferred that very 
prescriptive or prohibitive regulation is 
currently less likely.

Despite the lack of specific compulsory 
norms on AI, there is already a relatively 
well distilled view on which aspects of the 
application of this technology 
governments and regulators are likely to 
be most interested in. This also extends 
to sectoral regulators like the ICO, the 
FCA and the PRA whose domains will 
have common interfaces with AI or are 
expected to be influenced by the 
technology. Their views can be indicative 
of how they intend to apply the existing 
sectoral regulation when AI is involved in 
the respective area.

Based on the observations above, we 
suggest it is important to develop, 
deploy and use AI technology in a way 
that is mindful of the current thinking and 
trends amongst policy-makers. MRM 
policies need to reflect the areas of 
expected regulatory scrutiny to ensure 
compliance in the coming years. This 
should help minimise the chances of 
making investments in technology and 
infrastructure which do not account for 
the most significant risks or likely 
regulatory developments. As policy-
makers and regulators’ views are in an 
evolving phase, organisations will benefit 
from staying tuned to any developments 
in the institutional guidelines. 

Nascent regulation
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We have presented a discussion on AI 
model risk management and outlined a 
practical approach to addressing the 
issues. Our suggested approach 
combines established model risk 
management best practice with 
additional technology specific 
considerations, and aligns with our 
understanding of prevailing 
regulatory thinking. 

First we reviewed what existing MRM 
best practice there is and what parts of it 
can be leveraged for AI systems, finding 
that existing generic principles lend 
themselves very well to AI, provided that 
several enhancements and 
considerations for technology specific 
risks are applied. We also identified 
those AI specific areas and proposed 
actionable measures to address them. 

We have argued in this paper that MRM 
is broadly applicable to most emerging 
use cases for AI. For those firms that 
don’t have an MRM framework in place 
already, but have an expanding portfolio 
of AI applications, this should be the first 
step for controlling the risks of AI 
models.

We now summarise our recommendations 
on how the MRM frameworks commonly 
in place in large banks should be 
extended to AI models. We group this 
extension into the following 7 steps:

Conclusion

Identification of AI tools – All 
instances of AI applications should 
be placed in the model inventory 
and tagged as ‘AI’. Some existing 
models may also warrant this tag. 
As there is no clear-cut definition of 
AI, the labelling should use risk-
based criteria (i.e., does the model 
present the AI-related risks 
discussed in this paper) and expert 
judgement. The use of this ‘AI’ 
tagging of models is to allow for the 
following six steps to be applied to 
all AI models.

The Model-risk rating criteria 
should be updated for AI models to 
include specific AI risk factors, e.g., 
whether explainability is a problem, 
or if there are issues of bias/
fairness, such as a model impacting 
individuals or using ethically 
sensitive variables.

Bias/fairness for those AI models 
intended for use in sensitive 
domains. It must be recorded how 
issues of bias and fairness are 
addressed, and this must be 
subject to independent challenge 
(typically from a 2nd line function). 
Standardised techniques must be 
defined and used to detect model 
bias with respect to sensitive 
factors, and to address these 
biases. 

Explainability tools require 
sufficient oversight and 
governance. Where the Black-box 
nature of a model, or its lack of 
domain-specific assumptions, leads 
to a lack of clear understanding as 
to the reason for the decisions of an 
AI model, a defined approach is 
required to determine if 
interpretability techniques used are 
appropriate. There should be an 
SME review for each application of 
such techniques to test the 
suitability of approach. We 
recommend that firms build 

approved internal methodologies 
for explainability for each class of AI 
model, and embed these within the 
MRM framework; in some cases the 
techniques used for explainability 
should themselves be classed as 
models, with the relevant approval 
and controls.

Suitability of using AI for a given 
application. For each distinct use of 
an AI tool, a decision process 
should be recorded on whether this 
is an appropriate choice: Does the 
cost of lower interpretability justify 
the gain in performance over 
simpler linear models? Is sufficient 
expertise in place by users and risk 
management? Is this an industry-
standard application? Are there 
data privacy issues? Etc.

Ongoing monitoring as an AI 
model may change behaviour as it 
learns new patterns from additional 
data. While ongoing monitoring of 
model performance is a well-
established part of existing MRM 
frameworks, the fact that AI models 
are making decisions based on 
high-dimensional features that may 
not be obvious to the human eye 
means that the model results may 
qualitatively change, as new training 
data arrives. For this reason, the 
testing of model accuracy, as well 
as bias and explainability, need to 
be regularly tracked on a more 
frequent basis than might be the 
case for traditional models. 

An AI risk committee should be 
established as an overlay on 
existing model governance. This 
would consider the overall 
population of AI models, and the 
implementation of the extended AI 
MRM framework. The committee 
should monitor the emerging risks 
of AI, highlight areas of weak 
governance and ensure that the use 
of AI is within the risk appetite of 
the firm.

1

2

3

4

5

6

7



Model Risk Management of AI and Machine Learning Systems | 19

In terms of resources, to ensure effective 
AI MRM, organisations using such 
systems need to maintain staff with 
relevant expertise across all three lines 
of defense and across the hierarchy 
vertical, including competent decision-
making bodies.

Organisations with significant experience 
in general MRM and the respective level 
of model risk awareness should be able 
to adapt to AI system risks with fairly 
modest adjustments. Others, for whom 
this technology is a means to apply 
large-scale model-assisted decision-
making for the first time and who are still 
to develop model risk-aware thinking, will 
have to embark on a longer journey. For 
the latter, drawing from existing best 
practice MRM could be especially 
helpful.

We can conclude that a holistic and 
high-quality system of AI model risk 
management should cover the entire 
lifecycle of the AI models, should include 
comprehensive independent validation 
and should include full organisational 
awareness of inherent risks and frontiers, 
as well as a formalised governance 
approach which explicitly covers the 
identified areas of AI/ML system 
specific risks.

While we acknowledge that this is 
formally compulsory only for entities 
from the financial sector in particular 
geographies, the outlined principles can 
be considered largely country and 
industry agnostic. Therefore, voluntary 
application in FS entities from other 
territories, as well as firms from other 
sectors, is likely to be of great utility for 
control of risks.

Finally, it was identified that many of the 
risk-relevant questions are not technical 
but rather managerial in nature and 
therefore require a significant degree of 
commercial judgement. Therefore, while 
automation plays an important role for 
model performance monitoring, the key 
components for robust AI system 
validation and risk management are still 
formalised governance policies and 
human resources with the appropriate 
expertise to implement those policies.
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