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Foreword
May 2018 brought the biggest change to data protection legislation
in a generation, the General Data Protection Regulation. And as we
anticipated the ICO experienced an unprecedented demand for its
services – in the first month of the GDPR we received 1,700 personal
data breach reports from organisations. Overall, the number of reports
made to us have more than tripled.
Complaints from the public relating to data protection issues have
doubled – the ICO received 40,000 complaints in 18/19 from
individuals about the way organisations have handled their personal
data. We’ve also seen roughly double the number of calls to our
helpline than in 17/18.
What is clear from the past 12 months is that people
want to know who is using their personal data and why.
As more people become aware of the increased value of
their data and the additional or strengthened rights they
have to control the way their data is collected, used and
shared, we expect demand for our services to continue.
We accept we have entered the new normal. But
organisations need to accept and respond to this too.
We may be one year on, but the work is not over.
Organisations have plenty of work to do and this is not
the time to switch off. As we said last year, this is a
journey not a destination.
People are increasingly demanding to be shown how
their data is being used and looked after and they are
holding organisations to account.
And it’s not all about data breaches. They may attract the
headlines, but over half the complaints we receive relate
to the way subject access requests have been handled.

Transparency and accountability are
key if organisations are to be truly
compliant with the law..

Our primary goal is to increase public trust and
confidence in the way their data is used. Our latest
research shows an improvement – one in three people
told us they do. That’s encouraging, but it is not enough;
particularly when set alongside the pace of innovation
and change in data use.
Our authoritative data protection guidance, our sandbox,
advice lines and the research we fund through our grants
programme are good examples of our support.
That’s not to say we won’t use the stick when we need
to – and the new laws give us a bigger range of sticks to
choose from.

Here at the ICO we operate an
We are increasingly using our enforcement powers to
education to enforcement approach.
change behaviours. Our recent enforcement action
We the
prefer
organisations
against
HMRCto
forhelp
failing to
get consent to use
customers’
voices
in
recognition
against
get it right in the firstsoftware
place,and
rather

than having to punish them when
they don’t.

The MPS for its use of the ‘Gangs Matrix’ ordered them
to comply with the law. We have carried out audits and
issued warning letters and we have a number of high
profile investigations underway that are likely to result
in financial penalties. We will take a robust response
when needed. We will also use our extended powers
to pursue individual senior company officials where
that is necessary.
Support, education and guidance will remain at the heart
of our regulation. And we will continue to recognise
where organisations have good systems in place and
have taken steps to mitigate any harm; including where
they have investigated fully, drawn on support of relevant
technical agencies such as the NCSC and reported
appropriately should the worst happen. However, this
will be backed up by tough action where obligations are
recklessly not met or ignored.

James Dipple-Johnstone
James Dipple-Johnstone is the Deputy Commissioner
(Operations) for the United Kingdom’s Information
Commissioner’s Office, providing executive oversight
of the ICO’s investigation, regulatory audit, complaints
handling and appeals functions. He provides strategic
leadership to the ICO’s efforts towards global enforcement
data sharing and cooperation including the Global Cross
Border Enforcement Cooperation Agreement.
Prior to joining the ICO, he served as Director of
Investigation and Supervision for the Solicitors
Regulatory Authority, the UK legal profession regulator,
where he led teams dealing with professional
misconduct, money laundering, cybercrime and fraud
investigations. His background is in regulation and
investigation having held senior posts in UK police,
health and government oversight agencies.

ICO Statistics
Helpline calls received by ICO:
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Case load:
31 March 2017
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2011/12
207,114

31 March 2018

2012/13

3,526 (Increase of 40%)

225,138
2013/14

Live chat requested:

259,903

30,469

2014/15
18,864

204,878
2015/16

(Increase of 61.5%)

204,700
2016/17

2016/17

2017/18

189,942

Written advice received:

2017/18
235,672 (increase of 24.1%)

2016/17

12,745
2017/18

Enforcement activities in 2018
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50

17,586

(Increase of 40%)

Self reported data protection
incidents:
2016/2017

Public
Prosecutions are excluded

Private

2,565
2017/2018

3,311 (increase of 29.1%)

Source: ICO Annual report 2017-18

Introduction
July 2019
As I write this introduction to PwC’s 5th Annual
Privacy & Security enforcement tracker we are
seeing the GDPR blossoming into an effective and
aggressive regulatory regime with the necessary
powers and the regulatory will to hold organisations
properly to account for how they handle and use
personal data and how they deliver compliance with
the law. All over Europe, fines and enforcement notices
are being issued in volume and at pace, with some truly
startling results.
At the heart of everything there are the regulatory
obligations for ‘appropriate technical and
organisational measures’ for Data Protection (or
‘Data Privacy’, as it is sometimes called) and
for ‘accountability’. If a regulatory investigation
commences, data controllers and data processors will
be expected to explain and justify their controls and
risk management frameworks: these are some of the
key challenges of GDPR. Major slippages will be outed
and punished. The stakes are huge.

“
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This is where PwC’s Privacy and Security Enforcement
Tracker comes in. Through our tracking of the cases,
we can help organisations to understand the regulatory
priorities and the gaps that are investigated and
punished. In effect, the Tracker is a ‘controls library’ of
good and bad, which organisations can refer to, as they
revisit their approaches to Data Protection, to help test
whether or not they will withstand adverse regulatory
scrutiny in the event of a Data Protection failure.
The Tracker also helps with trend-spotting, in
conjunction with other insights, such as regulatory
action plans and the publication of official guidance.
There are many emerging trends that PwC can draw
attention to, but we want to focus on the requirement
to deliver Data Protection outcomes in technology and
data themselves. We call this ‘The Journey to Code’,
which we believe is the ultimate destination for all
organisations. Somehow, we need to figure out how
we can deliver on the principles and rights in this most
critical area of business, because that is where the
cases are now going.

We are witnessing a regulatory ‘shock and
awe’ strategy, which cannot be missed and
should not be misconstrued.

Privacy and Security Enforcement Tracker 2018

Our 2018 Global Privacy & Security enforcement tracker contains information from 36 countries:
18 in the EU and 18 in the rest of the world

Netherlands breach details were fairly typical: 20,881
data breach notifications were received in 2018,
which is double the total data breach notifications
that the Dutch DPA received in 2017. Most
notifications came from the health industry, the
financial service industry and public administration.
In Australia they experienced a staggering 712%
increase in breaches reported
It is undeniable that 2018 saw the GDPR established
as the de facto standard for global privacy laws. This
was particularly visible in the US where more and more
states are moving toward the introduction of state
privacy laws with many taking the GDPR as a
baseline/starting point.
The EU Countries underlined below are covered
in the Tracker:
Austria, Belgium, Bulgaria, Croatia, Republic
of Cyprus, Czech Republic, Denmark, Estonia,
Finland, France, Germany, Greece, Hungary, Ireland,
Italy, Latvia, Lithuania, Luxembourg, Malta, the
Netherlands, Poland, Portugal, Romania, Slovakia,
Slovenia, Spain, Sweden and the UK.
It is clear that privacy regulators across the globe – not
just those directly in scope for the GDPR – experienced
a significant increase in the demand on their teams
during 2018. The increased awareness which
consumers have of their privacy rights is evidenced by
the increase in complaints and issues being raised to
the regulators. For example the Data Protection Report
2018 of the Austrian Data Protection Authority
(‘ADPA’) shows a massive increase in individual and
cross-border complaints as well as in the number of
proceedings it undertook. The number of individual
complaints amounted to 1,036, and there were
430 cross-border cases from abroad, which the
authority has had to deal with since 25 May 2018.
The number of legal opinions issued by the ADPA
has also risen by almost 1,800 to around 4,000.
There is a corresponding increase in awareness
amongst businesses, visible through the significant
increase in breaches which have been reported. The

That said, some of the emerging registration
requirements (whether requiring a fee to be paid or
not) were interesting and evidenced a willingness to
tackle specific issues through specific provisions. For
example in June 2018 the City of Chicago proposed
the introduction of the Personal Data Collection and
Protection Ordinance which would require businesses
to...register with the City of Chicago if the business
qualifies as a ‘data broker’...
Facts and Stats
30 countries don’t require data controllers to register/
pay a registration fee to their privacy regulator, implying
that funding for many regulators is coming directly
from government or potentially from fines imposed. For
example, in Ireland, the Data Protection Commission
(renamed in 2018) is funded directly by the government
and was allocated an extra €3.5m for 2019 bringing its
overall funding total for 2019 to €15.2m.

Irish Data Protection Commision
€15.2m
Funded directly by the
government and was
allocated an extra

Ireland

€3.5m.
2019
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In terms of the legislative framework that applies:
• 19 of the countries law is based on GDPR
• 5 countries have achieved GDPR adequacy status
• 10 countries have local law implementations and
the remaining two, the USA and UAE have more of a
patchwork of provisions.

Number of regulatory cases included in the tracker:

19 of the countries permit class actions.

26

countries
require details of the
data protection officer
or primary privacy
contact to be notified
to the regulator.
Enforcement cases
In addition to the 67 cases that you can find in the
UK section of our tracker the global section provides
details on over 50 other privacy enforcement cases
from around the globe.
Whilst the number of people impacted by some of
the cases is staggering (for example the millions
impacted by the Uber and Facebook cases), it is clear
that regulators are prepared to take action even if the
infringement impacts only one individual as was seen in
cases in Colombia, Cyprus, Hungary and New Zealand

Country name

EU

Regulatory cases

Australia

N

0

Austria

Y

3

Belgium

Y

2

Canada

N

1

Chile

N

0

China

N

4

Colombia

N

3

Croatia

Y

0

Cyprus

Y

1

Estonia

Y

0

France

Y

4

Germany

Y

1

Hong Kong

N

0

Hungary

Y

3

India

N

0

Ireland

Y

1

Italy

Y

5

Japan

N

0

Liechtenstein

N

0

Lithuania

Y

0

Mexico

N

0

Netherlands

Y

2

New Zealand

N

6

Norway

N

1

Poland

Y

0

Portugal

Y

1

Spain

Y

3

Privacy is an issue across public and private sectors
alike as is evidenced by the fact that the regulators
in Hungary, the Netherlands, New Zealand, Norway,
Portugal, Russia and the UK all took action against
Public sector bodies.

Sweden

Y

1

Switzerland

N

2

The Russian Federation

N

3

Turkey

N

0

The failure of businesses to appoint a DPO has been
picked up in Sweden as well as in the UK and is likely
to be a focus for the other 24 jurisdictions that require
details of the data protection officer or primary privacy
contact to be notified to the regulator.

United Arab Emirates

N

0

United Kingdom

Y

67

Uruguay

N

0

USA

N

10

10
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Attend our Data
Protection Bootcamps
Join our Data Protection Bootcamps every month,
in person or via webinar
They provide:
•

Accessible insights into the practicalities and challenges of operating in a GDPRlive environment

•

Pragmatic recommendations on how to operationalise Data Protection law and
reduce operational, legal and commercial risk

•

Learning and networking opportunities with your peers

We also offer tailored in-house Data Protection training and awareness sessions.

For further information please contact
DP_Bootcamps@uk.pwc.com

How confident are you in
your GDPR compliance?
GDPR is fully in force but how confident are you
that your organisation’s approach to compliance
would stand up to detailed scrutiny?
Contact PwC today to arrange a Completeness Assessment workshop with us. Run
using our proprietary rapid diagnostic tool – the Completeness Assessment Tool
(C.A.T.) – our workshops will provide a targeted assessment of your organisation’s
level of maturity with the provisions of the GDPR. The workshop report will enable
you to identify any area of weakness and to put effective remediation plans in place.
1 Taxonomy
2 Domains – architecture and principles
GDPR Articles and Recitals
70+ questions
1 maturity matrix
1 benchmark
2 heatmaps
2 – 3 hours

For further information please contact
DP_Enquiries@uk.pwc.com

Are you ready to take
a Breach Readiness
Assessment?
How prepared is your organisation to handle a
personal data breach?
Contact us today to arrange a Breach Readiness Assessment workshop with us.
Run using our proprietary rapid diagnostic tool – the Breach Readiness Assessment
Tool (B.R.A.T.) – a PwC breach workshop will help you understand your readiness
for dealing with a personal data breach and the notification regime introduced by
the GDPR.
1 Taxonomy
2 Domains – architecture and principles
1 legal map
60+ questions
1 maturity matrix
1 benchmark
2 – 3 hours

For further information please contact
DP_Enquiries@uk.pwc.com

UK
Enforcement
Notices
Require organisations to take (or refrain from taking) specified
steps in order to ensure they comply with the law.

2
Public sector

14
Private Sector

16
TOTAL

UK Enforcement
Notices

UK Monetary
Penalty Notices

UK
Prosecutions

UK
Undertakings

Goody Market UK Ltd

Ainsworth Lord Estates Limited

8 January 2018

12 January 2018

PECR – Regulation 22

DPA 1998 – 6th Principle

Enforcement Notice

Enforcement Notice

Between 1 March 2017 and 5 May 2017, Goody Market
UK Ltd (‘Goody Market’) used a public electronic
telecommunications service for the purposes of
instigating the transmission of 111,367 unsolicited
communications by means of electronic mail to
individual subscribers for the purposes of direct
marketing, contrary to regulation 22 of PECR.

Ainsworth Lord Estates Limited (‘Ainsworth Lord’)
failed to respond to multiple invitations from the
Commissioner to engage with subject access requests,
save for on 16 October 2017, when Ainsworth Lord
confirmed that it did not intend to comply. The
Commissioner is of the view that the data controller
contravened the Sixth Data Protection Principle in that,
contrary to section 7, it failed to inform complainants,
without undue delay, whether personal data of which
these individuals were the data subjects, were being
processed by, or on behalf of, the data controller and,
where that was the case, failed, without undue delay,
to have communicated to them, in an intelligible form,
such information as may constitute personal data.

As the instigator of the marketing messages, it was
the responsibility of Goody Market to ensure that
sufficient consent had been acquired. In this case the
Commissioner was satisfied that Goody Market did not
have the consent of the 111,367 individuals to whom it
had sent unsolicited direct marketing text messages.
The Commissioner decided that it is unlikely that actual
damage was caused in this instance.
Enforced remedial action required within 35 days:
Except in the circumstances referred to in paragraphs
(3) and (4) of regulation 21 of PECR, neither make, nor
instigate unsolicited calls for direct marketing purposes
to subscribers where the number allocated to the
subscriber was listed on the register of numbers kept
by the Commissioner in accordance with regulation 26,
contrary to regulation 21(1)(b) of PECR.

16
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Enforced remedial action within 30 days:
Neither transmit, nor instigate the transmission of,
unsolicited communications for the purposes of
direct marketing by means of electronic mail, unless
the recipient of the electronic mail has previously
notified EDML that he consents for the time being
to such communications being sent by, or at the
instigation of EDML.

International Trends
– Europe

International Trends
– Rest of World

Team and Contact
Information

Magnacrest Ltd

Gain Credit LLC

30 January 2018

9 February 2018

Breach of DPA 1998 – 6th Principle

Breach of DPA 1998 – 6th Principle

Enforcement Notice

Enforcement Notice

Magnacrest Ltd (‘Magnacrest’) failed to supply personal
data requested by way of a subject access request in
compliance with the requirements of section 7 of the
DPA 1998. The initial request was sent to Magnacrest
with a cheque for £10 for the subject access request
fee on 17 April 2017, with a further copy of the request
being sent via electronic mail on 29 May 2017.

Gain Credit LLC (‘GC LLC’) is a ‘data controller’ as
defined in section 1(1) of the DPA 1998.

The Commissioner was notified of Magnacrest’s failure
to respond to the subject access request on 18 June
2017. The Commissioner sent a number of letters to
Magnacrest, requesting that it provides a response to
the complainant, and highlighting its legal obligations
in accordance with the rights of data subjects under
section 7 of the DPA 1998. The Commissioner also
engaged with Magnacrest via telephone, setting
out their legal obligations. Despite this, Magnacrest
failed to comply with the complainant’s subject
access request.

Section 4(4) of the DPA 1998 provides that, subject
to section 27(1), it is the duty of a data controller to
comply with the data protection principles in relation
to all personal data with respect to which he is the
data controller.
The Commissioner’s view was that, in failing to respond
to a subject access request in compliance with section
7 of the DPA 1998, GC LLC contravened the Sixth
Data Protection Principle in that, contrary to section
7, it failed to inform the complainant, without undue
delay, whether personal data, of which this individual
was the data subject, were being processed by, or on
behalf of, GC LLC and, where that was the case, failed,
without undue delay, to have communicated to him, in
an intelligible form, such information as may constitute
such personal data.

The Commissioner found that Magnacrest contravened
the Sixth Data Protection Principle in that, contrary
to section 7 of the DPA 1998, it failed to inform the
complainant, without undue delay, whether personal
data, of which this individual was the subject, were
being processed by or on behalf of Magnacrest and,
where that was the case, failed, without undue delay, to
have communicated to the subject in an intelligible form
such information as may constitute such personal data.

Privacy and Security Enforcement Tracker 2018
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UK Enforcement
Notices

UK Monetary
Penalty Notices

UK
Prosecutions

UK
Undertakings

The Energy Saving Centre Ltd

IAG Nationwide Ltd

16 April 2018

25 April 2018

Breach of PECR – Regulation 21

PECR – Regulations 21 and 24

Enforcement Notice

Enforcement Notice

Between 21 June 2016 and 20 September 2017,
Energy Saving Centre Ltd (‘ESC’) used a public
telecommunications service for the purpose of making
1,138 unsolicited calls for direct marketing purposes,
and then on 5 December 2016 undertook the same
in respect of 33,432 unsolicited calls, contrary to
Regulation 21 of PECR.

Between 3 May 2016 and 25 August 2017
IAG Nationwide Ltd (‘IAG’) used a public
telecommunications service for the purpose of
making 69,317 unsolicited calls for direct marketing
purposes to subscribers where the number allocated
to the subscriber, in respect of the line called, was
a number listed on the register of numbers kept by
the Commissioner in accordance with regulation 25,
contrary to regulation 21(1)(b) of PECR.
The Commissioner was satisfied that the company did
not have consent, within the meaning of regulation 21
of PECR. The Commissioner was also satisfied for the
purposes of regulation 24 that, whilst a valid Calling
Line Identification was presented, it did not allow
subscribers to identify the caller, as the company name
was withheld and a false email address was provided.

Types of breach per legislation
15
12

12
9
6
3
0

12

6
3
1
2018
PECR breaches

2017

Source: ICO Annual report 2017-18
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2016

Data Protection Act (DPA)
breaches

PECR breaches

18

11

9

International Trends
– Europe

International Trends
– Rest of World

Team and Contact
Information

Ainsworth Lord Estates Limited

Horizon Windows

18 June 2018

28 June 2018

Breach of DPA 1998 – 6th Principle

PECR – Regulation 21

Enforcement Notice

Enforcement Notice

Ainsworth Lord Estates Limited (‘Ainsworth’), a data
controller, failed to supply personal data requested by
way of a subject access request, in contravention of
the requirements of section 7 of the DPA 1998. The
complainant’s subject access request was first sent to
Ainsworth on 4 September 2017. The complainant had
attempted to engage Ainsworth several times and had
heard nothing save for a single ‘out of office’ response
from Ainsworth on 4 September 2017. Furthermore
the cheques she had sent to the data controller to
cover any nominal costs involved with the processing
of her request had not be cashed. The complainant
contracted the Commissioner on 23 January 2018
regarding Ainsworth’s failure to respond.

The Commissioner received numerous complaints
through the TPS and from individuals directly, alleging
that they had received unsolicited marketing calls from
Horizon Windows Limited (‘HWL’). Each individual
stated that they had previously notified HWL that such
calls should not be made and/or had registered their
number with the TPS.

The Commissioner wrote to Ainsworth on 2 February 2018
to ask that they prioritise the complainant’s subject
access request, however no response was forthcoming.
The Commissioner’s view was that Ainsworth
contravened the Sixth Data Protection Principle in that,
contrary to section 7 of the DPA 1998, it failed to inform
the complainant, without undue delay, whether personal
data of which this individual was the data subject were
being processed by or on behalf of Ainsworth and,
where that was the case, failed, without undue delay,
to have communicated to her in an intelligible form
such information as may constitute such personal data.
Damage or distress to the complainant was likely as a
result of her being denied the opportunity of correcting
inaccurate personal data about her, which may have
been processed by the data controller, because she
was unable to establish what personal data were being
processed within the statutory timescale.

HWL used a public telecommunications service for
the purposes of making 104 unsolicited calls for
direct marketing purposes to subscribers where the
subscriber’s number was listed on the register of
numbers kept by the Commissioner in accordance
with regulation 25, contrary to regulation 21(1)(b) of
PECR. These calls were made to subscribers who
had registered with the TPS at least 28 days prior to
receiving the calls and had not given their prior consent
to HWL to receive the calls.
The Commissioner concluded that HWL contravened
regulation 21 of PECR in making such calls for direct
marketing purposes to subscribers. Additional enquiries
revealed that, since the period of the contravention,
complaints continued to be received about calls by
HWL, suggesting that HWL did not take seriously its
responsibilities under PECR. The TPS confirmed to the
Commissioner that HWL had not downloaded a copy
of the TPS register of numbers since February 2017,
which indicate that HWL was not effectively screening
numbers against the most up to date lists.
The Commissioner considered the contravention
serious in terms of the volume and continuing nature of
complaints and the issuing of an Enforcement Notice
would be fair and just in acting as an encouragement
to ensure that such PECR compliance issues are not
repeated elsewhere.
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UK Enforcement
Notices

UK Monetary
Penalty Notices

UK
Prosecutions

UK
Undertakings

Our Vault Ltd

Everything DM Ltd

28 June 2018

4 September 2018

PECR – Regulation 21

PECR – Regulation 22

Enforcement Notice

Enforcement Notice

Between 1 March 2016 and 16 June 2016 Our Vault
Limited (‘OVL’) used a public telecommunications
service for the purpose of making 55,534 unsolicited
calls for direct marketing purposes to subscribers
where the subscribers’ numbers were listed on the
register of numbers kept by the Commissioner in
accordance with regulation 25 of PECR, contrary to
regulation 21(1)(b) of PECR. These calls were made to
subscribers who had registered with the TPS at least
28 days prior to receiving the calls and had not given
their prior consent to OVL to receive calls.

Between 31 May 2016 and 30 May 2017,
Everything DM Ltd (‘EDML’) used a public electronic
telecommunications service for the purposes of
instigating the transmission of 1,424,144 unsolicited
communications by means of electronic mail to
individual subscribers for the purposes of direct
marketing, contrary to regulation 22 of PECR.

The Commissioner decided that it was unlikely that
actual damage had been caused in this instance, but
it was appropriate for her to exercise her discretion in
favour of issuing an Enforcement Notice in this case,
as it would act an encouragement to ensure that such
PECR compliance issues are not repeated elsewhere.

20
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International Trends
– Europe

International Trends
– Rest of World

London Borough of Lewisham

Team and Contact
Information

Aggregate IQ Data Services Ltd
(Enforcement Notice)

4 September 2018
Breach of DPA 1998 – 6th Principle

24 October 2018

Enforcement Notice

Articles 5, 6 and 14 of the GDPR

On 29 March 2018, the London Borough of Lewisham
(‘Lewisham’) confirmed a backlog of 113 subject
access requests from individuals across four
directorates, the oldest of which dated to 2013.
Lewisham informed the ICO that the original deadline of
31 July 2018 for clearing the backlog would not be met.
A further update was provided to the ICO, stating that
a further 19 outstanding subject access requests were
received before 25 May 2018.

Enforcement Notice

The ICO was of the view that Lewisham’s systems,
procedures and policies in place for dealing with
subject access requests were generally inadequate,
and Lewisham was unable to satisfy its obligations in
respect of the outstanding subject access requests.

The Commissioner was satisfied that AIQ failed to
comply with Articles 5 and 6 of the GDPR, because
AIQ processed personal data in a way that the data
subjects were not aware of, for purposes they would
not have expected, and without a lawful basis for
that processing. In addition, the ICO found that the
processing was incompatible with the purposes for
which the data was originally collected.

AggregateIQ Data Services Ltd (‘AIQ’) had contracts in
place with various political organisations, in particular,
Vote Leave, BeLeave Veterans for Britain and the DUP
Vote to Leave. As part of AIQ’s contract with these
political organisations, AIQ was provided with personal
data including names and email addresses of UK
individuals. This personal data was then used to target
individuals with political advertising on social media.

Privacy and Security Enforcement Tracker 2018
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UK Enforcement
Notices

UK Monetary
Penalty Notices

UK
Prosecutions

UK
Undertakings

Metropolitan Police Service

DM Design Bedrooms Ltd

16 November 2018

23 November 2018

Breach of DPA 1998 – 1st, 3rd, 4th, and 5th Principles

Breach of PECR, Regulation 21

Enforcement Notice

Enforcement Notice

The Metropolitan Police Service (‘MPS’) sets out
their approach to tackling gang crime in the ‘Gangs
Operating Model’ (the ‘Model’). Under the Model,
each London borough creates its own localised
Gangs Matrix, through which an individual, who has
been identified as being a member of a gang (the
‘gang nominal’), is assessed. According to the Model,
individuals should only be included in the Gang Matrix
if they meet the threshold definition as a gang nominal,
if they have been assessed through centralised
Matrix scoring criteria, and if they reach the set
threshold scores.

Between 1 April 2017 and 30 November 2017, DM
Design Bedrooms Ltd (‘DM Design’) used a public
telecommunications service for the purposes of
making 1,661,607 unsolicited calls for direct marketing
purposes where the subscriber was listed on the TPS.
The Commissioner and the TPS received a total of 99
complaints as a result.

The Commissioner’s investigation has concluded
that the actual practice of the Matrix has not always
accorded with the strategy outlined in the Model. One
of the issues with the Matrix is the inclusion of victims
of gang crime, and the Commissioner further found
that the Matrix does not clearly distinguish between
the approach to victims of gang-related crime and the
perpetrators of gang-related crime.

22
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International Trends
– Europe

International Trends
– Rest of World

Team and Contact
Information

Solartech North East Ltd

Tax Returned Limited

23 November 2018

10 December 2018

Breach of PECR – Regulation 21

PECR – Regulation 22

Enforcement Notice

Enforcement Notice

Between 1 January 2017 and 30 June 2017 Solartech
North East Ltd used a public telecommunications
service for the purpose of making 74,902 unsolicited
calls for direct marketing purposes to subscribers who
were registered with the TPS, contrary to Regulation
21 of PECR.

Between 1 July 2016 and 20 October 2017, Tax Returned
Limited (‘TRL’) instigated the sending of 14,800,000
unsolicited communications by means of electronic
mail contrary to regulation 22 of PECR. This led to
2,146 complaints being made by subscribers who had
not previously consented to receiving such marketing.
Whilst TRL did not send the messages itself, it had
an agreement with a third party service provider
(‘TPSP’) to send the messages on its behalf. The aim
of the messages was to promote TRL’s services. The
Commissioner was satisfied that TRL was the instigator
of the messages and as TRL was the instigator, it was
TRL’s responsibility to ensure that valid, albeit indirect,
consent to send those messages had been acquired.
In all but five of the 42 Privacy Policies or Fair
Processing Notices relied upon for the purposes of
consent, and disclosed to the Commissioner, TRL
were not named. TRL, instead relied on reference to
a wide range of marketing sectors and on a mention
of data being passed to general ‘third parties’, which
the Commissioner found not to be sufficient to enable
informed consent. Of the policies that named TRL,
TRL was not immediately visible to subscribers and
there was no option for the subscriber to specifically
select which third parties they would like to receive
marketing about, nor specify the type and method of
marketing they would like to receive, with acceptance
of marketing also being a condition of subscription in
some instances.
The Commissioner was therefore satisfied that TRL
did not have the necessary valid consent for the
messages that were sent and that TRL was responsible
for this contravention.
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The Carphone Warehouse Limited
8 January 2018
Breach of DPA 1998 – 7th Principle
Monetary Penalty Notice: £400,000
Factual background
Carphone Warehouse is a telecommunications retailer
and subsidiary of Dixons Carphone Plc (‘Dixons’).
Carphone Warehouse operated a computer system,
which was overseen by Dixons and was separate from
the systems for Carphone Warehouse’s retail outlets.
The system contained:

The attacker’s actions alerted Carphone Warehouse to
the breach and they took steps to end the attack and
undertook remedial measures.
ICO Finding
The ICO found that Carphone Warehouse breached the
7th Data Protection Principle in that:
•

Important elements of the software in use on the
System were many years out of date: the version of
WordPress used by Carphone Warehouse was six
years old at the time of the attack;

•

Carphone Warehouse’s approach to software
patching was seriously inadequate: they did not
follow their ‘Patch Management Standard’ and no
measures were in place to check whether software
updates and patches were implemented regularly;

•

Records for approximately 3,348,869 customers of
mobile phone service providers, which comprised full
names, dates of birth, marital statuses, addresses,
time at addresses, phone numbers and email addresses;

•

Records for 389 customers across two other companies,
comprising full names, dates of birth, email addresses,
passwords, phone numbers and addresses;

•

•

Historic transaction details spanning 18,231 payment
cards, comprising cardholders’ names and addresses,
card expiry dates and card numbers (PAN, CID, CVC2
and CVV2); and

Carphone Warehouse needed more rigorous controls
in place over who had WordPress credentials,
and it needed measures in place for detecting any
unauthorised use of those credentials;

•

Inadequate vulnerability scanning and penetration
testing measures were in place at the time: there
were no routine testing procedures, a scan failed to
identify the vulnerabilities and no penetration testing
had occurred in the 12 months leading up to the attack;

•

At the time of the attack, Carphone Warehouse
had no Web Application Firewall, which may have
prevented the intrusion;

•

No antivirus technology was installed on the system’s
servers, contrary to Carphone Warehouse’s policies,
which were not being followed;

•

Technical measures for detecting attacks and
unauthorised entries were inadequate: Carphone
Warehouse’s internal monitoring measures only
alerted staff to the attack 15 days after the system
was first compromised;

•

The same root password was used on all of the
system’s servers, which was known by 30-40
members of staff and carried administrative rights;

•

Measures to identify and purge historic data were
inadequate: the system contained large amounts of
historic transactions data;

•

Carphone Warehouse had an inadequate
understanding of its IT systems architecture: it was
not aware that data from historic transactions and
credit card data were held on the system; and

•

The use of plaintext in which to store data encryption
keys was inadequate.

•

Records for approximately 1,000 employees, comprising
of: names, postcodes, work email addresses, personal
and work phone numbers, car registration numbers,
department and line manager information.

This penalty concerns a specific Carphone Warehouse
computer system (‘the System’), which was overseen
by a specific division of Dixons. The System consisted
of a complex cluster of virtual servers hosting several
internal and external websites, including e-commerce
sites. The System was separate from the computer
systems for Carphone Warehouse’s retail outlets.
The system was subject to an external cyberattack,
whereby the attacker made a scan of the system server.
One of the vulnerable points was an installation of the
content management system, WordPress, which allowed
the attacker to enter the system and upload web shells,
which provided the attacker with basic file management
and database functionality over the contents of the
System. The attacker accessed numerous databases,
which included some or all of the personal data specified
above. It cannot be ascertained whether any of the data
were exported, but it is a very realistic possibility.
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Harm
The Commissioner considers that this contravention
was serious, in that:
•

•

The number of inadequacies in the security
arrangements for the System is striking: each of the
inadequacies would have constituted a contravention
of the 7th Data Protection Principle themselves;
The inadequacies related to basic, commonplace
measures needed for any such a system;

•

The inadequacies persisted over a long period of
time, given how easily and quickly the shortcomings
could have been remedied;

•

The system contained a very large amount of
personal data, affecting over 3 million individuals; and

•

The attack had been going for 15 days before it
was detected.

The Commissioner considers that this contravention
was of a kind likely to cause substantial damage or
substantial distress, in that:
•

Team and Contact
Information

Aggravating factors
• The cumulative impact of the problems is striking,
including by comparison with many other cases the
Commissioner has investigated.
•

Carphone Warehouse’s culpability is striking. The
Commissioner cannot see any justification or excuse
for the extent of the systemic inadequacies on the part
of such a large and well-established data controller.

Mitigating factors
1. Carphone Warehouse had a programme for
improving its information security in this division of
the company.
2. Carphone Warehouse quickly took remedial actions
to fix some of the problems and assist affected data
subjects in the wake of the attack.
3. There is no evidence that the compromised data was
used for identity theft or fraud. The card data was
relatively historic at the time of the attack.
4. It is still not certain how the attacker obtained
credentials for the WordPress system.

The personal data was put at risk and the data
concerned was likely to be useful in terms of identity
theft and fraud. Substantial damage was very likely
and exposure to this damage would likely cause
substantial distress;

5. It is still not certain how much data was extracted.

•

The credit card data represented a particular risk in
that terms of identity theft and fraud;

•

The data at risk had a significant bearing on
individuals’ privacy, the loss of control of which
was likely to cause distress to at least some of the
affected data subjects. The ‘substantial distress’
threshold was clearly met in these circumstances;

Penalty
The Commissioner fined the Carphone Warehouse
£400,000, reduced by 20% to £320,000 if Carphone
Warehouse paid by 7 February 2018.

•

The contravention was of a kind that exposed
personal data to the risk of cyberattack, which
would involve nefarious and criminal purposes
and cause substantial damage and substantial
distress; and

•

The data remains at large. This factor is likely
to exacerbate the risk of substantial distress to
affected data subjects.

6. Carphone Warehouse proactively reported the
attack to the Commissioner and co-operated with
her investigation.
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Newday Limited
8 January 2018
Breach of PECR – Regulation 22
Monetary Penalty Notice: £230,000
Factual background
Newday Limited (‘Newday’) is a provider of financial
products and services, and conducts its marketing
through contractual arrangements with selected
marketing affiliates.
Between 6 April 2015 and 23 January 2017 Newday,
via its appointed affiliates, instigated the transmission
of approximately 48,096,988 unsolicited marketing
emails, promoting Newday’s products, of which 93
per cent were received by individual subscribers. The
emails were sent to individuals who had subscribed to
16 websites operated by Newday’s affiliates. During
the time in question, the Commissioner received
48 complaints from individuals who had received
marketing emails from Newday.
The information provided to subscribers about
marketing did not specifically name Newday or any
of its trading styles, and only listed ‘third parties’,
‘sponsors’, ‘partners’, ‘affiliates’ or similar generic
descriptions. Furthermore, the majority of the websites
did not provide subscribers with the opportunity to
opt out of third party marketing. The websites which
provided a ‘soft opt-in’ did not provide information
that was always readily available, and did not allow
subscribers to specify means of receipt.
ICO Finding
The ICO found that Newday, via its affiliates, instigated
the transmission of approximately 48,096,988
unsolicited communications over a public electronic
communications network, by means of electronic mail,
to individual subscribers, for the purposes of direct
marketing, contrary to regulation 22 of PECR.
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Further, the Commissioner considers that Newday
deliberately contravened regulation 22 of PECR,
because it deliberately instigated the mass sending of
the emails while relying upon invalid consent obtained
by third party affiliates. It was Newday’s responsibility
to ensure valid consent had been obtained prior to
sending the emails.
It was found that Newday knew, or ought reasonably
to have known, that there was a risk that these
contraventions would occur.
Harm
The Commissioner is satisfied that the contravention
was serious, because Newday, via its affiliate
marketers, sent the direct marketing emails to
subscribers without their consent. 44,730,198 emails
were received, resulting in 48 complaints to the
Commissioner. Newday has stated that the volume of
emails sent could be higher but they were unable to
verify the total number sent with all affiliates.
Aggravating factors
• Evidence suggests a lack of due diligence by Newday,
which could have identified inadequate privacy
policies, thereby preventing the contraventions.
•

There is evidence of a loss of control of data,
leaving individuals to be exposed to high volumes of
unsolicited marketing emails.

Penalty
The Commissioner fined Newday £230,000, reduced by
20% to £184,000 if Newday paid by 8 February 2018.

International Trends
– Europe

International Trends
– Rest of World

Team and Contact
Information

TFLI Ltd
8 January 2018
Breach of PECR – Regulation 22
Monetary Penalty Notice: £80,000
Factual background
TFLI Limited (‘TFLI’) is a finance broker which markets
financial products through the use of SMS text messages.
TFLI base their marketing campaigns on personal data,
provided by third party affiliate companies.
TFLI came to the attention of the Commissioner
due to a significant number of complaints about the
receipt of unsolicited SMS text messages. Between
24 November 2015 and 8 June 2016, TFLI instigated
the transmission of approximately 1,218,436 unsolicited
marketing texts, promoting a loan website, of which
1,190,534 were received.

Harm
The ICO was satisfied that the contravention
identified was serious, because TFLI sent 1,218,436
direct marketing texts to individuals without their
consent, of which 1,190,534 were received, resulting in
793 complaints to the Commissioner.
Penalty
The Commissioner fined TFLI £80,000, reduced by 20%
to £64,000 if TFLI paid by 7 February 2018.

ICO finding
Between 24 November 2015 and 8 June 2016 TFLI
instigated the transmission of approximately 1,190,534
unsolicited communications over a public electronic
communications network by means of electronic mail
to individual subscribers for the purposes of direct
marketing contrary to regulation 22 of PECR.
The Commissioner is satisfied that the consent relied
on by TFLI was not sufficiently informed and therefore
it did not amount to valid consent for the purposes of
regulation 22 of PECR.
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Barrington Claims Ltd
8 January 2018
Breach of PECR – Regulations 19 and 24
Monetary Penalty Notice: £250,000
Factual background
Barrington Claims Ltd (‘BCL’) came to the attention
of the Commissioner due to a significant number of
complaints about automated marketing calls received
from a number of companies.
The messages were being transmitted using software
owned by DXI Limited (‘DXI’). DXI are a communication
service provider and offer hosted dialler systems to
companies. One of these services is an outbound
dialling platform where companies can upload a
message, which is then transmitted via automated calls
to individuals. On 31 October 2016 the Commissioner
served a third party information notice on DXI in relation
to automated calls.
DXI responded to the notice on 5 December 2016 and
provided a spreadsheet containing a list of automated
calling campaigns, which showed that, between 22
February 2016 and 23 May 2016, BCL made a total of
15,288,474 calls.
ICO finding
The Commissioner found that BCL contravened
regulations 19(1) and (2) of PECR, because, between
23 February 2016 and 20 May 2016, they instigated the
transmission of 15,288,474 automated marketing calls
to subscribers without their prior consent, resulting in
41 complaints.
The Commissioner was satisfied that BCL did not have
the consent of the individuals to whom it had instigated
the transmission of the calls, and that BCL was
responsible for this contravention and considered that,
in this case, BCL did deliberately contravene regulation
19 of PECR in that sense, because it engaged with
DXI with the explicit purpose of using their voice
broadcasting platform to make automated calls.
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Harm
The Commissioner was satisfied that the contravention
was serious, because BCL instigated the making
of over 15 million automated marketing calls to
subscribers, without their prior consent, over a period
of around three months. This resulted in 41 complaints
being made to the Commissioner.
Aggravating factors
• BCL had its claims management authorisation
removed by the Ministry of Justice CMR in
April 2017.
•

BCL failed to engage with the Commissioner in
assisting with her investigations and failed to
respond to enquiries.

Penalty
The Commissioner fined BCL £250,000, reduced by
20% to £200,000 if BCL paid by 7 February 2018.

International Trends
– Europe

International Trends
– Rest of World

Team and Contact
Information

Goody Market UK Ltd
8 January 2018
Breach of PECR – Regulation 22
Monetary Penalty Notice: £40,000
Factual background
Goody Market UK Ltd (‘Goody Market’) operates a
comparison website designed to compare multiple
insurance products.
The Commissioner commenced an investigation
into the marketing practices of Goody Market, after
receiving a significant number of complaints about the
receipt of unsolicited marketing texts.
Between 1 March 2017 and 5 May 2017, Goody Market
instigated the transmission of 170,000 unsolicited
marketing text messages, of which 111,367 were
received. The texts were sent on the basis of data
sourced from a third party, and purchased on behalf of
Goody Market by a data broker.
Goody Market was unable to provide the Commissioner
with any evidence that the recipients consented to
receiving marketing messages, having relied on verbal
assurance from the data broker that the data had been
used previously for these same purposes. There is no
evidence of, or any review by Goody Market of, any
written agreement between the data source and Goody
Market, nor any agreement between the data broker
and the data source, in relation to the purchasing of
data and valid consent for the purchased data. Goody
Market was, therefore, unable to specifically confirm
that the recipients had consented to receipt of the
text messages.
The Commissioner received a total of 93 complaints
about the transmission of unsolicited marketing
texts by Goody Market during the period of the
contravention.
ICO finding
The Commissioner found that Goody Market
contravened regulation 22 of PECR because, between
1 March 2017 and 5 May 2017, Goody Market instigated
the transmission of 111,367 unsolicited communications
over a public electronic communications network, to
individual subscribers, for the purposes of direct marketing.
The consent relied upon by Goody Market was not
sufficiently informed and therefore it did not amount to
valid consent.

Harm
The Commissioner is satisfied that the contravention
was serious because of the volume of text messages
sent over a short period of time, and the number of
complaints received. 170,000 text messages were
sent in just over two months, of which 111,367 were
received, resulting in 93 complaints.
Aggravating factors
• Marketing was conducted by Goody Market on
a significant scale where no valid consent was
provided by the recipients.
•

Goody Market executed a large scale direct
marketing campaign in circumstances where it
professed to have a total lack of knowledge of
the regulations.

Penalty
The Commissioner fined Goody Market £40,000,
reduced by 20% to £32,000 if Goody Market paid by
7 February 2018.
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Miss-sold Products UK Ltd
17 January 2018
Breach of PECR – Regulation 19
Monetary Penalty Notice: £350,000
Factual background
The Commissioner received a ‘significant number of
complaints’ relating to Miss-sold Products UK Ltd
(‘MSP’) and MSP’s use of automated marketing calls.
The messages were being transmitted using software
from DXI Limited (‘DXI’). DXI are a communication
service provider and offer hosted dialler systems to
companies. One of the services provided by DXI is
an outbound dialling platform where companies can
upload a message, which transmits automated calls
to individuals. On 30 March 2017 the Commissioner
wrote to MSP to request specific information in relation
to the calls that had been made. As no response was
received, the Commissioner wrote again to MSP on
2 May 2017. A response, dated 21 May 2017, was
received by the Commissioner on 21 June 2017. The
response explained that MSP had ceased trading
in March 2016 and that the author of the letter was
involved only in the dissolution of the company. The
letter did not address the Commissioner’s specific
request for information regarding the calls.
Many of the complainants reported that they had
received multiple calls containing recorded messaged
about refunds concerning, primarily, PPI claims. The
complainants reported that they were unable to optout of the calls. Other complainants expressed further
distress as they were concerned that the calls may
have been from family members or those to who the
complainants provided care.
MSP was unable to provide evidence that it has the
consent of the individuals to whom it had instigated the
transmission of the automated direct marketing calls.
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ICO finding
The Commissioner found that MSP contravened
regulations 19(1) and (2) of PECR because, between 16
November 2015 and 7 March 2016, MSP instigated the
transmission of 74,965,420 automated marketing calls
to subscribers without their prior consent, resulting in
146 complaints.
MSP did not have the consent of the individuals to
whom it had instigated the transmission of the calls.
Harm
The commissioner was satisfied that the contravention
was serious because MSP instigated the making of over
74 million automated marketing calls to subscribers,
without their prior consent, over a period of around four
months. The calls resulted in 146 complaints being made
to the Commissioner.
Aggravating factors
• The volume of calls made was substantially high
and instigated in a relatively short period of time.
The calls were persistent and individuals stated they
did not consent to receive automated calls.
•

MSP failed to engage with the Commissioner
in assisting with her investigations and failed to
respond to enquiries.

Penalty
The Commissioner fined MSP £350,000, reduced by
20% to £280,000 if MSP paid by 13 February 2018.

International Trends
– Europe

International Trends
– Rest of World

Team and Contact
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SSE Energy Supply Ltd
18 January 2018
Breach of PECR Regulation 5A
Monetary Penalty Notice: £1,000
Factual background
On 12 June 2017 an email to a customer was sent in
error by SSE Energy Supply Ltd (‘SSE’) to an incorrect
email address. The personal information of one
customer was disclosed, comprising the customer’s
surname and account number. SSE became aware of
the breach on 12 June 2017 after the sender of the
email noticed that he had used the wrong address
when copying the notes onto the customer service
system. SSE had policies and procedures in place for
reporting personal data breaches to its data protection
assurance team for subsequent notification by
designated staff to the Commissioner within 24 hours.
However, these policies and procedures were not
followed in this case. SSE reported the breach internally
on 12 June 2017, but did not notify the Commissioner
of the breach until 14 June 2017.

SSE subsequently took remedial action to prevent a
recurrence of the breach by providing feedback and
training to those responsible for the breach reporting.
It was also in the process of doubling its resources in
breach reporting, as well as implementing an electronic
case management system, which has the functionality
for prompts to improve the efficiency of the reporting.
ICO finding
The Commissioner was satisfied that there had been a
personal data breach within the meaning of regulation 2
of PECR. Further, the Commissioner was satisfied that
SSE had contravened regulation 5A of PECR by failing
to notify the Commissioner of that personal data breach
in accordance with the Notification Regulations.
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Holmes Financial Solutions Ltd
31 January 2018
Breach of PECR – Regulations 19 and 24
Monetary Penalty Notice: £300,000
Factual background
Holmes Financial Solutions Limited’s (‘HFSL’) website
indicated that the organisation offered financial services
including debt management, individual voluntary
agreements (‘IVAs’) and trust deeds.
HFSL first came to the attention of the Commissioner
following an investigation into complains of automated
calls made between 22 October 2015 and 27 July 2016.
On 31 October 2016 the Commissioner served a third
party information notice on DXI Limited (‘DXI’) in relation
to automated calls made via the DXI voice broadcasting
platform from numbers prefixed with the prefixes for
the reported complaint numbers. DXI responded to the
notice on 5 December 2016, providing a spreadsheet
containing a list of automated calling campaigns
carried out by their customers, using these numbers
as presentation CLIs. The spreadsheet included the
campaign name, CLI, date of first and last call, and the
number of calls made. The spreadsheet showed that,
between 22 October 2015 and 27 July 2016, HFSL
made over 24 million automated direct marketing calls
using the DXI voice broadcasting platform.
On 14 June 2017 the Commissioner wrote to HFSL to
indicate concerns about HFSL’s compliance with PECR,
and to request a copy of their contract with their data
supplier; copies of any voice broadcasting messages;
and evidence of consent for the complaints received, to
assist with the Commissioner’s enquiries. On 15 June
2017 HFSL contacted the Commissioner to confirm
that they would undertake the necessary investigations
regarding the Commissioner’s concerns. Subsequent
correspondence was sent by HFSL on 3 July 2017 and
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20 July 2017 to explain that approximately 10 million
sets of data were bought from one company, as part
of a number of deals which took place between the
parties without a contractual agreement in place; with
a further 500,000 data leads bought from another
company. HFSL stated that they had been assured by
the companies from whom they bought data that the
individuals to whom the data related had consented to
receive marketing calls, however HFSL failed to provide
any evidence of reasonable due diligence checks being
carried out to ensure the validity of these assurances.
HFSL provided evidence of consent for a single
complainant whose details appear to have been
obtained from www.prizereactor.co.uk. The personal
data provided included the individual’s name, home
address, email address, gender, date of birth, mobile
telephone number, and the time stamp for when the
‘consent’ was obtained. The website’s privacy policy
indicated that personal data will be shared with
‘selected third parties’ and sponsors; further that these
third parties will contact the individual via a range of
means, including mail, telephone, SMS or email; and
then goes on to list a wide variety of marketing sectors
including telecommunications, car finance, gambling,
travel, financial products etc. The website did not
specifically list HFSL as a third party or sponsor.
On 12 September 2017 DXI wrote to the Commissioner
to confirm that a number of the calls instigated by
HFSL between the dates of 22 October 2015 and
27 July 2016 was 2,034,173 higher than first alleged at
the outset of the investigation, and therefore totalled
26,632,018 automated calls made by HFSL. DXI further
confirmed that of the 26,632,018 automated calls
made, 8,792,907 were answered by subscribers.

International Trends
– Europe

International Trends
– Rest of World

ICO finding
Between 22 October 2015 and 27 July 2016 HFSL
instigated the transmission of 8,792,907 automated
marketing calls to subscribers without their prior
consent, resulting in 62 complaints. HFSL did not have
the consent of the individuals to whom it had instigated
the calls. The Commissioner considered whether HFSL
knew or ought reasonably to have known that there
was a risk that these contraventions would occur. She
is satisfied that this condition is met, given that HFSL
relied heavily on automated direct marketing, and
the fact that the issue of unsolicited calls was widely
publicised by the media as being a problem.
Harm
The Commissioner was satisfied that the contravention
identified above was serious because HFSL instigated
the making of over 8.7 million automated marketing
calls to subscribers without their prior consent.
This resulted in 62 complaints being made to the
Commissioner. Furthermore, there is evidence to
suggest that repeat calls were made to subscribers
regardless of their attempts to opt out. It is reasonable
to suppose that the contravention could have been far
higher since it is known that HFSL instigated over 26.6
million automated calls. The Commissioner went on to
consider whether HFSL failed to take reasonable steps
to prevent the contravention. Again, she was satisfied
that this condition was met.

Team and Contact
Information

Aggravating factors
• Although the contravention in this case is the
making of 8,792,907 automated calls for which the
organisation have failed to demonstrate consent,
there is evidence that over 26.6 million calls were in
fact instigated by HFSL.
•

Whilst the CLIs used for the marketing calls were
legitimate, they did not identify the company making
the call. The CLIs were allocated overseas before
being used through DXI’s dialling platform making it
difficult to trace the company.

•

The CLI’s were also ‘added value’ numbers which
charged the individual when they would call to try to
identify the company.

Penalty
The Commissioner fined HFSL £300,000, reduced by
20% to £240,000 if HFSL paid by 27 February 2018.
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Humberside Police
28 March 2018
Breach of DPA 1998 – 7th Principle
Monetary Penalty Notice: £130,000
Factual background
On 13 June 2018, Humberside Police conducted
an interview of an alleged rape victim on behalf of
Cleveland Police. The interview was recorded at
the Sexual Assault Referral Centre in Hull and was
recorded on three unencrypted disks (with video
footage), comprising the master copy and two further
copies. The three disks, with accompanying written
notes, were passed to the Protecting Vulnerable People
(‘PVP’) Unit with the intention of sending all three disks
to Cleveland Police.
The disks themselves had the victim’s name, date of
birth and date of interview written on them. The disks
comprised an interview with the alleged victim and
contained information relating to the period prior to
the alleged rape, how the alleged victim and alleged
perpetrator met, travel arrangements, details relating
to the scene of the alleged rape, the alleged rape itself,
actions of both alleged victim and perpetrator, and the
alleged victim’s mental health status.
The unencrypted disks, along with the written notes,
were placed in the same envelope on an officer’s
desk, however the envelope was determined to be
lost by Humberside Police. Some 14 months later, on
11 August 2016, Cleveland Police notified Humberside
Police of the potential loss of the disks, because there
was no record of the disks having been received. In
response, an internal search by Humberside Police
failed to locate the disks. The lost disks were the only
copies held by Humberside Police and the alleged
victim was informed of the loss on 23 November 2016.
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ICO finding
The Commissioner found that Humberside Police
failed to take appropriate technical and organisational
measures against unauthorised or unlawful processing
of personal data, and against accidental loss or
destruction of, or damage to, personal data in
contravention of the Seventh Data Protection Principle
at Part I of Schedule 1 to the DPA 1998. Humberside
Police also failed to comply with the requirements
set out in paragraph 9 at Part II of Schedule 1 to the
DPA 1998.
In particular:
•

Humberside Police failed to encrypt the disks before
sending (or intending to send) by unsecure mail;

•

Humberside Police failed to maintain a detailed
audit trail of the package, either on the case or by
way of other auditable record; and

•

The PVP Unit within Humberside Police failed to
adhere to its ‘Information Security policy’ in relation
to removable media.

The Commissioner did not consider the contravention
deliberate but held that Humberside Police should have
known, or ought reasonably to have known, that there
was a risk that this contravention would occur. The
Commissioner found that Humberside Police had failed
to take reasonable steps to prevent the contravention.

International Trends
– Europe

International Trends
– Rest of World

Team and Contact
Information

Harm
The Commissioner was satisfied that the contravention
identified was serious, because the disks and written
notes contained confidential and highly sensitive
personal data. The contravention would cause distress
to the data subjects who may suspect that their
confidential and highly sensitive personal data has
been disclosed to a recipient who has no right to see
that information.

Mitigating factors
• Humberside Police were not informed of the data
loss by Cleveland Police until some 14 months
after the event, which impaired Humberside
Police’s ability to make prompt and effective
enquiries in order to adequately trace the missing
disks and to identify the specific individual
responsible for the loss.
•

Humberside Police voluntarily reported to the ICO.

Further, the data subjects would be distressed by
concerns that their data has been further disseminated,
even if those concerns do not actually materialise.
Such concerns would be compounded by the fact that
the disks and notes have still not been recovered by
the data controller. In the circumstances, the distress
suffered by the data subjects was considered to extend
beyond mere irritation.

•

The data had not been accessed by an unauthorised
third party as far as the Commissioner was aware.

•

Humberside Police notified the alleged victim.

•

Humberside Police had been fully co-operative
with the ICO.

•

Humberside Police had taken remedial action.

•

There will be a significant impact on Humberside
Police’s reputation as a result of this security breach.

Aggravating factors
• Loss of the master disk and two copies, along with
written notes, heightens the impact of loss and
potential for distress.
•

Loss of the master disk has implications for the
effectiveness of the remedial measures taken in
response as, unless the master or copy should be
recovered, the evidence contained on the disks has
been permanently lost.

•

Humberside Police is a public authority, so liability to
pay a monetary penalty will not fall on any individual.

•

Humberside Police has access to sufficient financial
resources to pay the proposed monetary penalty
without causing undue financial hardship.

Penalty
The Commissioner fined Humberside Police £130,000,
reduced by 20% to £104,000 if Humberside Police paid
by 1 May 2018.

Total number of MPNs per Year
2018
41
2017
54
2016
35
2015
18
2014
11
2013
18
2012
25
Source: ICO Annual report 2017-18
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Royal Mail Group
3 April 2018
Breach of PECR – Regulation 22
Monetary Penalty Notice: £12,000
Factual background
Royal Mail Group (‘RMG’) is the UK’s Designated
Universal Postal Service Provider.
On 10 July 2017, RMG instigated the transmission
of 170,680 initial emails to opted out customers,
of which 164,044 were received. On 17 July 2017,
RMG instigated the transmission of 168,410 follow
up emails to opted out customers, of which 162,970
were received. The combined totals for opted out
customers for both dates are 339,090 emails sent,
and 327,014 received.
RMG informed the ICO that two sets of emails were
sent: two to customers who had opted in to receive
marketing, and two to customers who had opted
out, comprising an initial email and a follow up. It
advised that the messages differentiated in style and
content, depending on whether the customer was
opted in or out.
The Commissioner considered that, whilst RMG
distinguished between opted in and opted out
customers in terms of which message was sent, the
phrasing used, and style of the message sent, to opted
out customers meant that it constituted marketing and
not simply a service message.
ICO finding
The Commissioner found that on 10 July 2017 and
17 July 2017, RMG instigated the transmission of a
combined total of 327,014 unsolicited communications
over a public electronic communications network by
means of electronic mail to individual subscribers
for the purposes of direct marketing, contrary to
Regulation 22 of PECR.
The Commissioner considered that, in this case,
RMG did not deliberately contravene Regulation 22,
but held that RMG should have known, or ought
reasonably to have known, that there was a risk that
this contravention would occur. The Commissioner also
found that RMG had failed to take reasonable steps to
prevent the contravention.
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Harm
The Commissioner was satisfied that the contravention
identified was serious, because RMG sent 339,090
direct marketing emails to customers without their
consent, of which 327,014 were received, resulting in
one complaint to the Commissioner. The emails were
specifically written for customers who had not opted
in to receive marketing communications, however
it is clear that the messages were marketing, which
compounds the serious nature of the breach, as RMG
failed to distinguish between service messages and
marketing communications.
Mitigating factors
• This was an isolated incident with only one
complaint received by the Commissioner.
•

RMG reviewed and improved its controls for
messages of this type to ensure that only appropriate
content is included in any future communications.

Penalty
The Commissioner fined RMG £12,000, reduced by
20% to £9,600 if RMG paid by 3 May 2018.

The Royal Borough of Kensington and Chelsea
10 April 2018
Breach of DPA 1998 – 7th Principle (personal data
must be kept secure)
Monetary Penalty Notice: £120,000
Factual background
On 14 June 2017, a fire broke out at the 24-storey
Grenfell Tower block of public housing flats in
North Kensington causing 71 deaths. People from
surrounding buildings were also evacuated due to
concerns that the building might collapse. In the
circumstances, there were calls for empty private
property in the borough to be requisitioned to provide
homes for those displaced by the fire.
On 30 June 2017, the Council received three separate
requests (one from a journalist) for the statistical
information used in a report in 2015, specifically the
addresses of empty properties in the borough. It later
transpired that the applicants were all journalists with
links to a national daily newspaper. The requests were
made under the Freedom of Information Act 2000 (‘FOI’).

International Trends
– Europe

International Trends
– Rest of World

Team and Contact
Information

However, the Council no longer held the statistical
information, so a member of the Revenue Systems
Administration team produced a pivot table that
included a list of named owners against the addresses
of empty properties in the borough. The Council did not
intend to disclose this information because of the risk
of criminal activity.

The Commissioner therefore considered that, by
reference to the features of the contravention, it would
cause distress to at least some of the affected data
subjects, if they knew that their name and address has
been disclosed to three journalists with links to the
newspaper who would discover that they owned empty
properties in the borough.

The Council Tax Manager then compiled a list of the
number of empty properties in the borough to be
disclosed to the applicants, copied and pasted the
information into a new Excel spreadsheet and sent it
to the FOI team, but did not remove the underlying
personal data contained in the pivot table.

Aggravating factors
• The Council received a complaint from an affected
data subject.

On 21 July 2017, the spreadsheet was sent to the
applicants by email with the underlying personal data
still on the pivot table. On 1 August 2017, the number
of empty properties in the borough was published on
the newspaper’s website together with the names of
three high profile owners.
ICO finding
The Council failed to take appropriate organisational
measures against the unauthorised processing
of personal data (DPA 1998 – 7th Principle). The
Commissioner found that the contravention was as follows:

Mitigating factors
• The Council reported this incident to the Commissioner
and was cooperative during her investigation.
•

The Council took prompt action to ensure that
the journalists and the data analyst deleted the
spreadsheet from their email accounts and the
Google cache.

•

The high profile data subjects were notified about
this security breach.

•

A full investigation was carried out by the Council.

•

The Council has now taken substantial remedial action.

•

There is no evidence of actual damage to property,
as far as the Commissioner is aware.

•

The Council did not provide the FOI team with any
(or any adequate) training on the functionality of
Excel spreadsheets or possible alternatives.

•

A determined person could have obtained the
information via the electoral register and the
Land Registry.

•

The Council had in place no guidance for the FOI
team to check spreadsheets for data hidden in any
pivot table before they are disclosed under FOI.

•

This security breach was exacerbated by the
actions of the newspaper and one of the journalists.

•

A monetary penalty may have a significant impact on
the Council’s reputation and, to an extent, its resources.

The ICO did not consider the contravention deliberate,
but held that the council should have known, or ought
reasonably to have known, that there was a risk that
this contravention would occur. The ICO found that the
council had failed to take reasonable steps to prevent
the contravention.

Penalty
The Commissioner fined the Council £120,000, reduced
by 20% to £96,000 if Council paid by 10 May 2018.

Harm
The Commissioner was satisfied that the contravention
identified was serious due to the number of affected
data subjects, the sensitive nature of the personal
data that was disclosed to the applicant’s in the
context of the Grenfell Tower tragedy, and the potential
consequences. In those circumstances, the Council’s
failure to take adequate steps to safeguard against
unauthorised disclosure was considered to be serious.
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The Energy Saving Centre Ltd
16 April 2018
Breach of PECR – Regulation 21
Monetary Penalty Notice: £250,000
Factual background
The Energy Saving Centre (‘ESC’) offered a range of
home improvement services, including replacement
windows, doors, energy saving glass, and guttering.
Between 21 June 2016 and 30 January 2017,
377 complaints were received in respect of unsolicited
calls from ESC. In addition, the Commissioner’s online
reporting tool showed that a further 148 complaints
had been received in the same period from individuals
who were registered with the TPS but had received
unsolicited direct marketing calls from ESC.
Since the initial period of the ICO’s investigation (namely,
since 1 February 2017), a further 613 complaints had
been made regarding unsolicited calls from ESC,
which brought the total number of complaints between
21 June 2016 and 30 September 2017 to 1,138.
ICO finding
The ICO found that ESC had used a public
telecommunications service for the purpose of making
1,138 unsolicited calls for direct marketing purposes
to subscribers and did not have prior consent to do so
(regulation 21 of PECR).
The ICO did not consider that the contravention was
deliberate, but also found that ESC had failed to take
reasonable steps to prevent the contravention.
Harm
The Commissioner was satisfied that the contravention
of regulation 21 of PECR was serious, due to the fact
that there were multiple breaches of Regulation 21 by
ESC’s activities over a 15 month period, and this led to
a significant number of complaints about unsolicited
direct marketing calls to the TPS and the ICO.
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In addition, it was reasonable to suppose that the
contravention could have been far higher because
those who went to the trouble to complain represented
only a proportion of those who actually received calls.
ESC made 7,191,958 marketing calls between 21 June 2016
and 30 January 2017 and these calls were not screened
against the TPS register, nor were there sufficient
contractual terms in place to ensure the data’s veracity
upon purchase. Based upon the 42,499 calls which
were made on 5 December 2016 alone, 78.7 per cent
were registered with the TPS for more than 28 days.
Aggravating factors
• ESC failed to disclose all of the calling line
identifications (‘CLIs’) it used, and there was
a general lack of engagement during the
Commissioner’s investigation.
•

During the course of the investigation, British
Telecom provided a list of CLIs dialed by ESC on
one particular day, 5 December 2016. Of the 42,499
separate and distinct CLIs, 33,626 (79.1%) were
registered with the TPS, of which 33,432 (78.7%)
had registered on, or before, one month prior to the
commencement of the Commissioner’s enquiry. This
suggests little or no regard for the PECR regulations
or TPS registration.

•

ESC continued to make live marketing calls, despite
being aware of the ICO investigation and the reason
for it. Since 1 February 2017 to the end of January
2018 a further 776 complaints were made to the
TPS and to the Commissioner’s Online Reporting
Tool about unsolicited calls by ESC.

Penalty
The Commissioner fined ETC £250,000, reduced by
20% to £200,00 if ETC paid by 15 May 2018.

International Trends
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IAG Nationwide Limited
25 April 2018
Monetary Penalty Notice: £100,000
PECR – Regulations 21 and 24
Factual background
IAG Nationwide Limited (‘IAG’) is a marketing/
advertising agency.
Between 3 May 2016 and 25 August 2017 IAG used a
public telecommunications service for the purpose of
making 69,317 unsolicited calls for direct marketing
purposes to subscribers who were registered with the
Telephone Preference Service Ltd (‘TPS’).
The ICO received 41 complaints about IAG from
individuals between 3 May 2016 and 16 November 2017.
In addition, the TPS received a further 21 complaints
about IAG.
IAG explained that some data had been purchased
from a third party provider which was in liquidation, and
IAG was therefore unable to obtain opt-in records.
ICO finding
The ICO found that IAG had made unsolicited phone
calls for the purposes of direct marketing without
the appropriate consent (regulation 21 of PECR). In
respect of those calls, the ICO further found that, for
the purposes of regulation 24, although a valid Calling
Line Identification was presented, it did not allow
subscribers to identify the caller as the company name
was withheld, and a false email address provided.

The Commissioner did not consider the contravention
deliberate but IAG should have known, or ought to
have reasonably known, that there was a risk that
this contravention would occur. The ICO found that
IAG had failed to take reasonable steps to prevent
the contravention.
Harm
The ICO was satisfied that the contravention identified
was serious due to there being multiple breaches of
regulation 21 by IAG over a 15 month period, which led
to a significant number of complaints to the TPS and
the ICO.
Aggravating factors
• A general lack of engagement by IAG during the
Commissioner’s investigation, and provision of a
false email address and contradictory information in
response to the Commissioner’s enquiries.
•

The repeated and harassing nature of the calls
made to subscribers.

•

Despite putting in place a TPS screening system,
the Commissioner had continued to receive
complaints from subscribers whose numbers are
not TPS registered but who have previously notified
the company that they did not wish to receive
further calls.
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Costelloe and Kelly Limited
25 April 2018
PECR – Regulation 22

Aggravating factors
• The text messages did not identify CKL as the sender.

Monetary Penalty Notice: £19,000

•

Factual background
Costelloe and Kelly Limited (‘CKL’) was a marketing
agency. Between 1 June 2017 and 31 July 2017 CKL
undertook a text direct marketing campaign, via a third
party marketing platform, promoting funeral plans. A
third party provided the source data used to conduct
the campaign.
Between 1 June 2017 and 31 July 2017 CKL instigated
the transmission of approximately 283,533 unsolicited
marketing texts promoting the products. Of these,
265,395 text messages were delivered, and 18,138 failed.
As at 23 October 2017, 60 complaints about the
marketing messages had been received by the GSMA’s
Spam Reporting System. The GSMA’s Spam Reporting
System allows mobile users to report the receipt of
unsolicited marketing text messages to the GSMA.
While some of the messages named CKL, the majority
used the name ‘Future Planning’.
ICO finding
The Commissioner found that CKL had instigated the
transmission of unsolicited communications over a
public electronic communications network by means of
electronic mail to individuals for the purposes of direct
marketing (regulation 22 of PECR).
The Commissioner did not consider the contravention
deliberate, but CKL should have known, or ought to
have reasonably known, that there was a risk that
this contravention would occur. The ICO found that
CKL had failed to take reasonable steps to prevent
the contravention.
Harm
The Commissioner was satisfied that the contravention
identified was serious due the number of individuals
affected by the contravention, which led to a significant
amount of complaints the GSMA’s Spam Reporting
System. In addition, the majority of the text messages did
not contain CKL’s name.
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There is evidence of a lack of due diligence on
the part of CKL, which could have identified
inadequate privacy policies, thereby preventing
the contraventions.

Mitigating factors
• CKL has fully co-operated with the Commissioner
throughout her investigation.
•

There have been no further complaints relating to
marketing communications sent by CKL since the
Commissioner’s investigation.

•

CKL does not routinely engage in marketing
campaigns. This is the first occasion the company
has been brought to the Commissioner’s attention,
and the directors and officers have not been linked
to any other contraventions of the regulations
previously.

•

CKL terminated the marketing campaign in
August 2017.
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Crown Prosecution Service
14 May 2018
Breach of DPA 1998 – 7th Principle
Monetary Penalty Notice: £325,000
Factual background
The Crown Prosecution Service (‘CPS’) is the principal
public prosecuting agency for conducting criminal
prosecutions in the UK.
On 18 November 2016, the CPS received a package
of 15 unencrypted DVDs from Surrey Police. Those
DVDs contained recordings of Achieving Best Evidence
(‘ABE’) interviews with victims of child sexual abuse,
to be used in evidence at the trial of the accused.
Originals were retained by Surrey Police. All the
DVDs contained intimate sensitive personal data of
the victims, as well as the sensitive personal data of
the perpetrator and some identifying information of
accompanying persons and interviewing officers.
The package was delivered to the Brighton office
of the CPS on 21 November 2016. The DVDs and
the personal data contained on them have not been
recovered. It is unknown what has happened to them
and whether there has been unauthorised access of
that personal data. The DVDs were not encrypted. The
CPS has stated that it is not normal practice to encrypt
ABE material. Encryption software is, however, available
to all areas of the CPS. Nor were the DVDs transported
in tamper-proof packaging, as indicated by Annex N of
the Ministry of Justice’s ABE Guidance.
ICO finding
The CPS failed to take appropriate technical and
organisational measures against unauthorised or
unlawful processing of personal data, and against
accidental loss or destruction of, or damage to,
personal data (DPA 1998 – 7th Principle).
The ICO did not consider the contravention deliberate,
but stated that the CPS should have known, or ought
reasonably to have known, that there was a risk that
this contravention would occur. The ICO found that
the CPS had failed to take reasonable steps to prevent
the contravention.

Harm
The Commissioner was satisfied that the contravention
identified above was serious, due to the fact that the
videos contained confidential and highly sensitive
personal data of a substantial number of data subjects
and the nature of the personal data involved. The
contravention would cause distress to the victims
who may suspect that their confidential and highly
sensitive personal data had been disclosed to a
recipient who had no right to see that information.
Further, the victims would be distressed by justifiable
concerns (given the highly sensitive nature of some
of the information) that their data has been further
disseminated, even if those concerns do not actually
materialise. Victims may also have been distressed at
the possibility that the loss of the data could, if it were
to appear in the public domain, adversely affect the
prosecution or conviction of the perpetrator.
Aggravating factors
• Only in 2015, was the CPS the subject of a
monetary penalty notice of £200,000 resulting
from a failure to encrypt and/or secure recordings
of victim and witness interviews in the context of
sexual abuse. Despite this, CPS employees have
continued not to take basic encryption and security
precautions in respect of such recordings, and there
remain, on the CPS’ own conclusions, systemic
procedural failings.
•

The ICO was not notified of the breach for more
than four months after the CPS became aware of it.

•

Affected data subjects were not notified until some
three months after the CPS became aware of it.

•

The CPS was slow internally in escalating the
breach to the appropriate level of management.

•

The lost DVDs have never been recovered.

Mitigating factors
• The breach was eventually voluntarily reported to
the ICO.
•

The DVDs have been not accessed by an unauthorised
third party as far as the Commissioner is aware.

•

The CPS eventually notified the affected individuals.

•

The CPS has been fully co-operative with the ICO.

•

The CPS has self-identified systemic failings and is
taking action to remedy them.

•

There is likely to be a significant impact on the CPS’
reputation as a result of this security breach.
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The University of Greenwich
16 May 2018
Breach of DPA 1998 – 7th Principle
Monetary Penalty Notice: £120,000
Factual background
In 2012, the University of Greenwich (‘the University’)
reorganised its structure into four faculties. The
Computer and Mathematics School (‘CMS’) became
part of the Architecture, Computing and Humanities
Faculty. In 2004 a student, on behalf of an academic
within the CMS, developed a microsite on the CMS’s
web server and, in 2013, there was evidence that this
microsite was compromised.
Between 11 and 16 January, multiple attackers
exploited the compromised microsite by using SQL
injection to gain access to an account with sufficient
permission to upload known ‘PHP exploits’ to the
microsite, which allowed the attackers to extract personal
data relating to approximately 19,500 data subjects.
Sensitive information was also compromised, relating
to approximately 3,500 of the data subjects, such as
extenuating circumstances, assessment offences and
learning difficulties.
On 16 January 2016, an attacker posted the personal
data online via Pastebin.com, a website used by
hackers to publicise their attacks. There is evidence
that the University’s microsite was further compromised
in April and May 2016.

ICO finding
The Commissioner found that the University did not
have appropriate technical and organisational measures
for ensuring, so far as possible, that such an incident
would not occur (DPA 1998 – 7th Principle).
In particular:
• The University was not aware that its infrastructure
included a microsite that was vulnerable to an SQL
injection attack, with access to underlying databases.
•

The University did not identify the possible risks to
its wider network and underlying systems.

•

The University did not ensure that the microsite was
decommissioned when it was no longer necessary,
or that the microsite was otherwise made secure.

•

The University did not undertake appropriate proactive
monitoring activities to discover vulnerabilities.

The Commissioner considered that in this case
the University did not deliberately contravene the
DPA 1998. The Commissioner’s view was that the
inadequacies were matters of serious oversight rather
than deliberate intent to ignore or bypass the provisions
of the DPA 1998.

Total value of MPNs per year
2018
6,429,000
2017
4,243,500
2016
3,245,500
2015
2,031,250
2014
1,152,500
2013
1,520,000
2012
2,430,000
Source: ICO Annual report 2017-18
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Harm
The Commissioner is satisfied that the contravention
identified was serious due to the number of data
subjects, the nature of the personal data that was
held and the potential consequences. In those
circumstances, the University’s failure to take adequate
steps to safeguard against unauthorised or unlawful
access was serious.
The Commissioner therefore considered that, by
reference to the features of the contravention, it was
of a kind likely to cause substantial distress. If this
information had been misused by the persons who had
access to it, or if it was, in fact, disclosed to hostile
third parties, then the contravention would cause
further distress to the data subjects and damage,
such as exposing them to spamming or blagging and
possible fraud.
Aggravating factors
• The University received approximately 200 enquiries
from the data subjects, including concerns about
the possibility of being spammed.

Team and Contact
Information

Mitigating factors
• The microsite was subjected to multiple criminal attacks.
•

The computing department’s academics were
experts in software engineering, including how to
secure information systems.

•

The University notified the ICO and the data subjects.

•

A significant amount of the compromised (sensitive)
personal data was historic.

•

There was no evidence that the compromised
(sensitive) personal data was, in fact, used for
successful fraud activities.

•

The University was co-operative during the
Commissioner’s investigation.

•

The University has now taken substantial remedial action.

•

A monetary penalty may have a significant impact
on the University’s reputation and, to an extent,
its resources.

•

The security breach was widely publicised in the media.
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Yahoo! UK Services Ltd
21 May 2018
Breach of DPA 1998 – 7th Principle
Monetary Penalty Notice: £250,000
Factual background
Yahoo! UK Services Ltd’s (‘Yahoo UK’) offers digital
media services over the internet, providing search and
navigation tools to consumers and businesses.
British Sky Broadcasting Limited (‘BSB’) and Yahoo
UK entered into a co-branded mail services agreement
(the ‘CMS Agreement’), dated 13 August 2012, under
which Yahoo UK was stated to be the controller of the
personal data of the users to which the agreement relates.
On 26 September 2014, the obligations of Yahoo
UK, under the CMS Agreement, were transferred
to a company that was then called Yahoo! Europe
Limited (‘Yahoo Europe’), who then became the data
controller. Although Yahoo Europe changed its name
to Yahoo! UK Services Limited on 1 October 2014, the
ICO was informed that the Sky/Yahoo privacy policy
was updated to reflect the September 2014 transfer.
The ICO further relied on this updated policy as an
indication that Yahoo! Services Limited was the data
controller for the relevant customers at the time of
a2014 incident involving the potential compromise of
Yahoo! user accounts (‘the 2014 Security Incident’).
During the 2014 incident, attackers gained access
to Yahoo! Inc.’s account management tool (‘AMT’),
which is the corporate user interface to certain Yahoo
systems that host user account data. The attackers
gained access to the AMT by exploiting compromised
credentials of Yahoo employees who were authorised to
use it (‘the 2014 AMT Incident’).

Yahoo UK explained that it did not believe that the
2014 AMT Incident caused the 2014 Security Incident.
Yahoo explained that the same attackers who were
responsible for the 2014 AMT Incident were able to gain
access to Yahoo systems by exploiting compromised
credentials of Yahoo employees who were authorised
to access those systems. The attackers were able to
transfer multiple copies of backup files from the main
servers that hosted user data to other servers in the
Yahoo network.
In total, approximately 191 backup files were exfiltrated,
containing the data of approximately 500 million Yahoo
user accounts worldwide.
ICO finding
The ICO found that Yahoo UK failed to take appropriate
technical and organisational measures against
unauthorised or unlawful processing of the personal
data of the relevant data subjects. Specifically, Yahoo
UK failed to ensure that appropriate monitoring systems
were in place to:
•

Protect the credentials of Yahoo employees with
access to the personal data of Yahoo Customers
from being compromised; and

•

Ensure that an instruction to transfer very large
quantities of personal data of users from the servers
on which it was held to the control of unauthorised
individuals was flagged for investigation prior to
being implemented.

The ICO noted that the fact that Yahoo! Inc. was acting
as data processor for Yahoo UK at the time of the 2014
Security Incident does not alter the fact that Yahoo UK
was itself in breach of 7th Principle of the DPA 1998.
The Commissioner did not consider the contravention
deliberate, but stated that Yahoo! Inc. should have
known, or ought reasonably to have known, that there
was a risk that this contravention would occur. The
Commissioner found that Yahoo! Inc. had failed to take
reasonable steps to prevent the contravention.
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Harm
The Commissioner was satisfied that the contravention
was serious due to the following:

Mitigating factors
• This was a sophisticated and persistent criminal attack,
supported by the Russian Federal Security Service.

•

The contravention comprised a number of
material inadequacies in Yahoo UK’s technical and
organisational measures for the safeguarding of the
relevant personal data.

•

Yahoo! Inc.’s network was already protected by extensive
internal security measures prior to the 2014 Security
Incident. Following that incident, further steps were taken
to strengthen those security measures.

•

The Commissioner had seen no satisfactory
explanation for those inadequacies.

•

•

Those inadequacies were systemic, rather than
arising from any specific incident or incidents.

•

Those systemic inadequacies appeared to have
been in place for a long period of time without being
discovered or addressed.

Yahoo UK, Yahoo! Inc. and their associated companies
have co-operated with the Commissioner, and with data
protection regulators and law enforcement authorities
in other jurisdictions, in relation to the matters set out in
the Notice.

•

Extensive steps were taken to notify affected users and
to inform them how they could protect their accounts.

•

Those inadequacies put the personal data of up to
515,121 data subjects at risk. For the purposes of
section 55A of the DPA 1998, the Commissioner
considered that the contravention was of a kind
likely to cause substantial distress.

•

The exfiltrated data did not include payment card data or
bank account information.

•

In relation to substantial distress, at least some data
subjects would realise that their personal data had
been stolen or misused. They would be uncertain
about how that had occurred and how it might
adversely affect them. Given the large number of
affected users, substantial distress was likely in
these circumstances.
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Bayswater Medical Centre
23 May 2018
Breach of DPA 1998 – 7th Principle
Monetary Penalty Notice: £35,000
Factual background
On 2 February 2017 NHS West London CCG contacted
the Bayswater Medical Centre (‘BMC’) raising concerns
about the security of patient information at the premises,
and also referred these concerns to NHS England. In
response, NHS England sought permission from the
landlord of BMC’s branch site to enter the premises.
On 3 February 2017, NHS England entered BMC’s
premises and discovered that a large number of patient
records and files were stored insecurely. There were
no specialised locks on the windows and the premises
itself was secured by a single lock, with no other
physical security measures such as an alarm.
BMC indicated to the Commissioner that the Care
Quality Commission made a finding that the premises
were not fit for purpose. BMC further explained that the
data at the premises tended to be old hard copy data,
and was a mixture of registered and removed patients
who resided in the locality.
ICO finding
BMC failed to take appropriate technical and
organisational measures against unauthorised or
unlawful processing of personal data and against
accidental loss or destruction of, or damage to,
personal data (DPA 1998 – 7th Principle).
The Commissioner did not consider the contravention
deliberate but held that BMC should have known,
or ought reasonably to have known, that there was
a risk that this contravention would occur, and that
BMC had failed to take reasonable steps to prevent
the contravention.
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Harm
The Commissioner is satisfied that the contravention
was serious. This is because the information consisted of
medical records, registration forms, repeat prescriptions
and stickers on prescribed medication containing
confidential and highly sensitive personal data.
The Commissioner also considered the contravention to
be serious as a result of the length of time the personal
data was left unsecured (between July 2015 and February
2017). This is despite a representative of the practice
visiting the premises on a weekly basis, and having been
placed on notice as early as 8 June 2016 by another
practice that this was the case. BMC acknowledged that
unsecured records remained on the premises in July
2016, yet took no steps to secure the data.
The contravention would cause distress to the data
subjects who may suspect that their confidential and
highly sensitive personal data has been disclosed to
others who have no right to see that information.
Aggravating factors
• The number of affected data subjects, highlighted
by the period of the contravention
•

Failure to take swift remedial action even when BMC
were aware of the contravention

•

At the time of the contravention BMC was not
notified as a data controller with the ICO

•

Regulatory action has been taken against BMC by
NHSE in respect of contractual breaches including
data security

Mitigating factors
• BMC had taken some remedial action confirming
that ‘this has been a very disturbing, yet valuable
lesson in which we have reviewed all the relevant
policies and discussed such matters with all staff.
We have ensured that they are all aware that at all
times records should be secured’ and ‘we have
reviewed all our policies and staff have received
additional training regarding patient confidentiality
and the importance of record keeping.’
•

BMC has advised that a member of staff visited the
premises once a week after the premises were vacated.

•

Whilst the window and door locks at the premises
were of original design, being a Grade IIa listed
building, a locksmith advised BMC that the lock and
front door were secure.
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The British & Foreign Bible Society c/o the
Bible Society
31 May 2018
Breach of DPA 1998 – 7th Principle
Monetary Penalty Notice: £100,000
Factual background
The British and Foreign Bible Society (‘the Society’)
translates and distributes the Bible in the UK and around the
world, receiving donations from its supporters in the UK.
In 2009, a service account was created in an
Organisational Unit (normally separate to the user
accounts) of the Active Directory (‘AD’) domain, with
rights to logon to the network and access network files for
printing. The password to the account was the same as
the account username and, therefore, weak because the
service account was not intended to be externally visible.
At a later date (possibly because the scope of the service
had been extended), the service account was given the
additional user right to log on to the remote desk server
(‘RDS’), which enables home working for the AD user
accounts. The password had not been changed.
Between 16 November 2016 and 1 December 2016,
one or more attackers exploited this vulnerability using a
‘brute-force’ attack until they guessed the weak password
and accessed the service account. On 1 December
2016, an attacker deployed ransomware on the RDS in
the user profile of the service account. The ransomware
encrypted approximately 1 million shared files held on the
open network, some of which contained personal data,
including 1,020 payment card details (card number, start/
end date); 27,800 bank details (sort code and account
number); and contact details in relation to 417,000
supporters (name, address, telephone number and email
address) (‘the supporter data’).
Fortunately, the supporter data had been backed-up
the day before the attack so the Society could not be
held to ransom. However, the dharma variant of crisis
ransomware used in the attack was able to transfer files
out of the system and back to the attacker. There were
also unusual peaks in outbound traffic during the attack. It
is therefore considered likely that at least some of the files
containing personal data held on the network were copied
and extracted by the attacker.
The ransomware was not detected when it was first
deployed to the RDS at 16:30 on 30 November 2016
because ‘on access scanning’ was not enabled. The
ransomware was therefore able to operate until it was
detected by the daily scan at 05.00 on 1 December 2016.

ICO finding
The Society failed to take appropriate technical and
organisational measures against the unauthorised or
unlawful processing of personal data in contravention of
the seventh data protection principle at Part I of Schedule
1 to the DPA 1998. The Society did not have in place
appropriate technical and organisational measures for
ensuring so far as possible that such an incident would
not occur, (ie for ensuring that the supporter data held in
files on the network could not be accessed by an attacker
using ransomware. In particular:
•

The Society’s IT team did not have in place sufficient
oversight of its network and underlying systems;

•

The Society did not identify the possible risks to
its network when the service account was given an
additional user right to logon to the RDS;

•

The Society did not remove all of the shared files
from the open network to a secure location with
limited access; and

•

The Society did not ensure that ‘on access
scanning’ was enabled.

Harm
The contravention was serious due to the number of
people affected, the nature of the data that was held on
the network and the potential consequences.
Mitigating factors
• The Society’s network was subjected to a criminal attack.
•

The Society notified the 1,020 payment card holders
and provided advice.

•

There is no evidence that the compromised personal
data was in fact used for successful fraud activities.

•

Some of the compromised personal data was historic.

•

The primary account numbers had been redacted
from 811 payment cards by a black marker pen.

•

The Society was co-operative during the
Commissioner’s investigation.

•

The Society has taken substantial remedial action
since September 2016.

•

The Society has now achieved compliance with
PCI DSS.

•

A monetary penalty may have a significant impact on the
Society’s reputation and (to an extent) its resources.
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Gloucestershire Police
11 June 2018
Breach of DPA 1998 – 7th Principle
Monetary Penalty Notice: £100,000
Factual background
At the time of the contravention the Chief Constable
of Gloucestershire Constabulary (‘GC’) was tasked
with the investigation of non-recent allegations of child
abuse, relating to multiple victims. On 19 December
2016, an officer involved in the investigation sent an
email update to 56 recipients by entering the recipients’
e-mail addresses into the ‘to’ field. The recipients
of the e-mail could therefore see the full names and
e-mail addresses of all the other recipients, who were
individuals associated with GC’s investigation, including
victims of childhood abuse.
GC stated that the content of the email confirmed that
the recipients ‘are interested parties in the investigation.
That category included witnesses, journalists and
lawyers’. The email also made reference to a number
of schools and social services that were being
investigated in relation to the allegations of abuse.
Of the 56 emails sent, all but one was considered
deliverable. Three of those delivered were confirmed to
have been successfully recalled. Therefore 56 names
and email addresses were visible to up to 52 recipients
(the exact number is unknown).
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At the time of the incident the ‘bcc’ field was not
a function automatically selectable on GC’s email
platform format. A staff member therefore had to adjust
their own settings to be able to use this function. The
‘bcc’ field was inadvertently not used on this occasion.
The full name and email address of each recipient was
sent as a result of the officer involved having listed
them as contacts on their Microsoft Outlook Account.
Once GC had realised its error, it recalled the email and,
on 21 December 2016, sent an email apology to all
recipients, requesting that the original email be deleted.
GC also reported the matter to the ICO. One affected
data subject contacted the officer involved regarding
the incident and a personal apology was given.
ICO finding
GC failed to take appropriate technical and
organisational measures against unauthorised
processing of personal data in contravention of the
seventh data protection principle at Part I of Schedule 1
to the DPA 1998. In particular:
•

GC failed to send a separate e-mail to each
participant and, instead, used the bulk email facility;

•

GC failed to use the Microsoft Outlook ‘bcc’
function; and

•

GC failed to provide staff with any (or any adequate)
policies, guidance or training on bulk email
communication and the use of the bcc functionality
in Outlook, particularly in cases where emails were
being sent to multiple victims of sensitive or live cases.

International Trends
– Europe

International Trends
– Rest of World

In the circumstances, GC ought reasonably to
have known that the participants’ names and email
addresses would be vulnerable to a security breach, in
the absence of appropriate technical and organisational
measures. Second, the Commissioner has considered
whether GC knew or ought reasonably to have known
that the contravention would be of a kind likely to cause
substantial distress. She is satisfied that this condition
is met, given that GC should have been aware that
the e-mail addresses contained the full names of the
participants. The recipients of the emails could infer
that many of the other recipients were victims of child
abuse. This information is confidential and sensitive
personal data. Therefore, it should have been obvious
to GC (in the context of the investigation) that such
a contravention would be of a kind likely to cause
substantial distress to the affected individuals.
Harm
The Commissioner is satisfied that the contravention
identified above was serious. The disclosure identified
those interested in an investigation including victims of
non-recent child abuse. Recipients of the e-mails could
infer from the email content that many of the other
recipients were victims of child abuse. This information
is confidential and sensitive personal data.

Team and Contact
Information

Aggravating factors
• Some of the affected individual’s right to anonymity
for life has been removed by this incident.
•

There is no guarantee that the information has been
recovered in full.

•

An ICO Audit in 2014 provided a limited assurance
rating, and highlighted concerns about the quality,
standard and content of training on certain key
systems. This incident can be partially attributed to
lack of policies and poor standards and inconsistency
in relation to the provision of staff training.

Mitigating factors
• GC recognised its error and initiated prompt action
to remedy the problem.
•

GC has apologised to the affected individuals.

•

GC self-reported the incident and fully co-operated
with the ICO during its investigation.

•

GC referred to officer involved to its professional
standards department.

•

Some of the recipients of the email were already
known to each other via social networking and
the media.

The contravention would cause distress to at least
some of the participants who know that their full
names have been disclosed to unauthorised individuals
who could infer that they were victims of child abuse.
Email addresses can also be searched via social
networks and search engines. It would therefore be
possible for the unauthorised individuals to identify
some of the affected individuals. The Commissioner
also considers that such distress was likely to be
substantial, having regard to the number of affected
individuals and the confidential and sensitive nature of
the personal data involved.
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Our Vault Limited
18 June 2018
PECR – Regulation 21
Monetary Penalty Notice: £70,000
Factual background
One Vault Limited (‘OVL’), an insurance agent, broker
and lead generator also operated under the trading
style Our Insurance Vault. STR is registered with the
Financial Conduct Authority (‘FCA’).
The Commissioner received 42 complaints about
unsolicited calls from OVL in November 2015. A
further 137 complaints had been received by the TPS
from individuals who had received unsolicited direct
marketing calls from OVL, despite being registered with
the TPS.
The Commissioner wrote to OVL on 1 February 2016
regarding OVL’s compliance with PECR and seeking
an explanation for the complaints. OVL responded
by stating they could provide evidence of consent for
the calls that had been made. They also confirmed
that they held a database of approximately 3.5 million
unique records and that they contact each client three
to four times a year. In April 2015 OVL purchased a
further one million records from a third party.
OVL explained that it conducted lifestyle survey calls
and that individuals who consent are transferred to
ST&R Limited (‘STR’), a sister company of OVL that is
authorised by the FCA to sell financial products. The
Commissioner reviewed call recordings and scripts and
found that OVL’s calls were aimed at promoting STR’s
products under the guise of research.

UK
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UK
Undertakings

OVL advised that all data is checked with the TPS prior
to being uploaded onto a dialler but, once uploaded,
no further TPS screening is carried out. If an individual
made a request for their data to be suppressed they
would be placed on a Do Not Call (‘DNC’) list.
The Commissioner requested further evidence of
consent from OVL on 9 March 2016, together with an
explanation for the number of repeat calls made to an
individual on the DNC list. OVL confirmed that ‘over
four years the dialler had done over 30 million dials,’
but it was unable to provide evidence of consent for
104 of 109 of the calls complained about. Five of the
complainants had not been TPS registered at the time
of the first call but registered at a later date.
Over the subsequent 12 months, the Commissioner
continued to receive complaints about OVL. Further
enquiries of the TPS revealed that during the period of
1 April 2016 to 26 April 2017 a further 68 complaints
had been made by subscribers who were TPS
registered, and a further nine complaints were made
directly to the Commissioner.
On 22 May 2017 the Commissioner sent another
letter to OVL setting out the ICO’s concerns about
OVL’s compliance with PECR, and requesting an
explanation for the complaints received by the TPS
and the Commissioner. OVL provided a spreadsheet of
call data which revealed that, over a 12 month period,
one individual had been called 19 times in total, and
three times after advising they were ‘not interested’,
before being added to the DNC list and continuing to
be called. Other individuals continued to receive calls
despite suppression requests. OVL failed to provide
evidence of consent in relation to any of the calls
complained about.
On 15 September 2017 the TPS confirmed that OVL
has never held or requested a TPS licence.
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ICO finding
The Commissioner found that OVL contravened
regulation 21 of PECR because, between 1 March
2016 and 16 June 2016, OVL used a public
telecommunications service for the purpose of making
55,534 unsolicited calls for direct marketing purposes
to subscribers where their number was listed on the
register kept by the Commissioner in accordance with
regulation 25 of PECR, contrary to regulation 21(1)(b)
of PECR. These calls were made to subscribers who
had registered with the TPS at least 28 days prior to
receiving the calls and had not given their prior consent
to OVL to receive the calls.
Harm
The Commissioner was satisfied that the contravention
was serious because there had been multiple breaches
of regulation 21 f PECR by OVL’s activities over a 3.5
month period. OVL’s calls led to a significant number of
complaints about unsolicited direct marketing calls.
The Commissioner concluded that it was reasonable to
suppose that the period and extent of the contravention
could have been far higher because those who went to
the trouble to complain represent only a proportion of
those who actually received calls.
Over a four year period OVL’s dialler made more than
30 million marketing calls, which were not screened
against the TPS register once uploaded to the dialler,
nor were there sufficient contractual terms in place
to ensure the data’s veracity, where purchased. Of
the 149,777 calls made over a 3.5 month period, an
average of 37% of recipients were registered with the
TPS for more than 28 days.

Team and Contact
Information

OVL continued to make repeated calls to subscribers
even after they had registered with the TPS and/or
informed OVL that they did not wish to receive calls.
OVL provided subscribers with misleading information
regarding the nature of the call, which it described as a
lifestyle survey.
Despite being given ample opportunity to provide
evidence of consent to call individuals who had
registered with the TPS, OVL failed to do so.
Aggravating factors
• OVL was registered with the FCA as an appointed
representative-introducer and individuals would
expect that OVL would be aware of their conduct.
•

OVL continued to make live marketing calls despite
being aware of the ICO investigation and the reason
for it, leading to further complaints.

•

OVL failed to openly engage with the Commissioner,
in particular it failed to provide evidence of consent to
make calls to TPS registered numbers, despite advising
the Commissioner that it could evidence consent.

Penalty
The Commissioner fined OVL £70,000, which would be
reduced by 20% to £56,000 if OVL paid before 20 July 2018.
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British Telecommunications plc
18 June 2018
PECR – Regulation 22
Monetary Penalty Notice: £77,000
Factual background
British Telecommunications plc (‘BT’) came to the
attention of the ICO following a complaint made by
an individual who had alleged that he had received an
unsolicited direct marketing email from BT in December
2015, promoting their ‘My Donate’ platform, having
previously opted out of receiving direct marketing. The
Commissioner opened an investigation, the results of
which suggested that the same marketing email was
sent to BT’s entire database.
The Commissioner wrote to BT on 27 February 2017
and the resulting correspondence revealed that only
a portion of BT’s customer base had, in fact, received
this email. However, it was disclosed that two further
email campaigns had been launched, about which
the Commissioner sought further information from
BT. BT felt that the ‘My Donate’ email was outside of
the remit of the rules regarding direct marketing as it
was a service message. BT indicated that this email
did not contain an ‘opt out’ link, and was sent to all
customers who had consented to receiving direct
marketing, and additionally to those who had not given
explicit consent, or any consent at all. With regards
to the other campaigns, BT accepted that the emails
promoted the aims of specific charities, and said that
they were therefore inly sent to customers who had
opted-in to receiving such marketing. BT clarified that,
for the purposes of ‘opting in’, they include not just
those who have given explicit consent that they opt in,
but also those customers who have previously failed to
specifically opt out.

54

|

Privacy and Security Enforcement Tracker 2018

Further investigations revealed that, between 21
and 23 December 2015, 1,073,964 direct marketing
emails from the ‘My Donate’ campaign were sent to
subscribers who had specifically opted out of receiving
direct marketing, of which 1,064,728 were delivered. A
further 2,410,957 direct marketing emails relation to the
campaign were sent to those who failed to specifically
opt out, with 2,390,223 of those being delivered.
As a total of the three marketing campaigns combined,
between 21 December 2015 and 29 November 2016,
BT delivered a total of 4,930,141 direct marketing
emails to those subscribers who had either previously
opted out of receiving such marketing, or had failed to
specifically opt out.
ICO finding
The Commissioner found that BT had contravened
regulation 22 of PECR as, between 21 December 2015
and 29 November 2016, BT used a public electronic
telecommunications service for the purposes of
instigating the transmission of 4,930,141 unsolicited
communications by means of electronic mail to
individual subscribers for the purposes of direct
marketing contrary to regulation 22 of PECR.
In all three of the marketing campaigns, the
Commissioner was of the view that the content of the
message fell within the definition of direct marketing, as
set out under Section 11(3) of the DPA 1998.
The Commissioner was satisfied that BT did not
have the consent of the subscribers to whom it had
sent unsolicited direct marketing emails, and that the
exception afforded under regulation 22(3) did not apply.
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The Commissioner considered that BT did not
deliberately contravene regulation 22 of PECR, but
the contravention was negligent as BT knew, or ought
reasonably to have known, that there was a risk that
these contraventions would occur, especially given
that the issue of unsolicited emails had been widely
publicised by the media, and it would be reasonable to
expect an organisation of BT’s size to be aware of their
legal obligations in respect of its direct marketing.
The Commissioner considered that BT failed to take
reasonable steps to prevent the contraventions, such
as putting in place appropriate systems and procedures
to ensure that it had sent marketing emails only to
those who had specifically consented to receive them;
and putting in place adequate categorisation systems
to ensure that they were not presuming consent of
those subscribers who had not specifically opted out.

Team and Contact
Information

Harm
The Commissioner is satisfied that the contravention
was serious because, between 21 December 2015
and 29 November 2016, a total of 4,930,141 direct
marketing emails were delivered to BT to subscribers
without their consent.
Penalty
The Commissioner fined BT £77,000, which would be
reduced by 20% to £61,000 if BT paid before 20 July 2018.

Number of MPNs issued with
value of £100,000
2018
25
2017
14
2016
12
2015
9
2014
5
Source: ICO Annual report 2017-18
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Independent Inquiry into Child Sexual Abuse
5 July 2018
Breach of DPA 1998 – 7th Principle
Monetary Penalty Notice: £200,000
Factual background
On 7 July 2014, the Independent Inquiry into Child
Sexual Abuse (the ‘Inquiry’) was established to
investigate the extent to which institutions had failed
to protect children from sexual abuse. The Inquiry
provided a forum for victims and survivors of child
sexual abuse. Its participants were provided with
regular email updates on the work of the Inquiry. On
27 February 2017, a staff member sent a blind carbon
copy (‘bcc’) e-mail to 90 participants informing them
about a forthcoming public hearing. He noticed an error
in a link contained within the body of the email and
sent a correction by entering the participant’s e-mail
addresses into the ‘to’ field, instead of the ‘bcc’ field,
by mistake. The recipients of the email could therefore
see the e-mail addresses of all the other recipients.
52 of the e-mail addresses contained the full names of
the participants or had a full name label attached, and
23 included a partial name. The Inquiry was notified
about the security breach by a recipient of the email
who entered two further email addresses into the ‘to’
field before clicking on ‘Reply All’. One was a generic
contact email address for the Inquiry, and the other was
the external email address of an Inquiry panel member.
The Inquiry then sent three emails to the participants
asking them to delete the original email and not to
disseminate it further. One of these emails generated
39 ‘Reply All’ emails from 22 recipients, thereby
exacerbating the security breach.

Subsequently, the Inquiry instructed the company that
provided its IT services (‘the Company’) to create and
maintain a mailing list for the participants. The Inquiry
did not test the functionality of the mailing list before
roll-out, and relied on advice provided by the Company
that it would prevent individual recipients from replying
to the entire mailing list. On 20 July 2017, a recipient
clicked on ‘Reply All’ in response to an email from the
Inquiry via the mailing list. This revealed the recipients’
e-mail addresses to the entire mailing list, contrary to
the Company’s advice. Four more participants revealed
their email addresses to the entire mailing list by clicking
on ‘Reply All’ when replying to the recipient’s e-mail.
ICO finding
The Commissioner found that the Inquiry failed to take
appropriate technical and organisational measures
against unauthorised processing of personal data (DPA
1998– 7th Principle).
The Commissioner did not consider the contravention
deliberate, but stated that the Inquiry should have
known, or ought to have known, that there was a risk
that this contravention would occur. The ICO found
that the Inquiry had failed to take reasonable steps to
prevent the contravention.
It was also noted that the Commissioner’s office
issued two monetary penalty notices on 11 December
2015 (Bloomsbury Patients Network) and 4 May 2016
(Chelsea & Westminster Hospital NHS Trust), which
raised awareness about the risks of sending bulk emails
using the ‘bcc’ field.
Harm
The ICO was satisfied that the contravention was
serious due to the number of affected individuals, the
nature of the confidential and sensitive personal data
involved and the potential consequences.
The Commissioner held that the contravention was
likely to cause substantial damage or substantial
distress, taking into account that the Inquiry disclosed
the participant’s email addresses in contravention of the
forum registration form and its own Privacy Notice.
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AMS Marketing Ltd
The participants are likely to be distressed by a
failure to process their data in accordance with their
reasonable expectations. Further, the participants
would be distressed by justifiable concerns that their
data has been further disseminated, even if those
concerns do not actually materialise. In this context it
is important to bear in mind that the participants were
suffering from the lifelong consequences of child sexual
abuse, and therefore extremely vulnerable. They also
had a right to lifelong anonymity.
Aggravating factors:
• The Inquiry initially failed to take effective remedial
action thereby exacerbating the security breach.
•

The Inquiry and the ICO received 22 complaints
about the security breach.

Mitigating factors:
• The Inquiry apologised to the affected individuals.
•

The Inquiry has now taken substantial remedial action.

•

A monetary penalty may have a significant impact
on the Inquiry’s reputation.

•

This security breach has been widely publicised in
the media.

Penalty
The Commissioner fined the Inquiry £200,000, reduced by
20% to £160,000 if the Inquiry paid by 6 August 2018.

27 July 2018
PECR – Regulation 21
Monetary Penalty Notice: £100,000
Factual background
AMS Marketing Ltd’s (‘AMS’) business included
management consultancy services.
Between 1 October and 31 December 2017, AMS used
a public telecommunications service for the purposes
of making 75,649 unsolicited calls for direct marketing
purposes to subscribers of the TPS.
The ICO received 71 complaints about AMS from
individual subscribers of the TPS. The TPS received a
further 32 complaints.
AMS confirmed that they purchased data lists from third
parties, but that no TPS checks on that data were carried
out by it, and that it would not be possible to attribute the
complaints to a particular data set since records about the
suppliers were not kept for longer than three months.
ICO finding
The ICO found that, in contravention of regulation
21 of PECR, AMS used a public telecommunications
service for the purpose of making unsolicited calls to
subscribers registered with the TPS for direct marketing
purposes without the appropriate consent.
The ICO did not consider the contravention deliberate,
but stated that AMS knew, or ought reasonably to have
known, that there was a risk that this contravention
would occur. Given that AMS relied heavily on direct
marketing due to the nature of its business, the way in
which it sourced its data, and the fact that the issue
of unsolicited calls has been widely publicised by the
media as being a problem. Also, AMS failed to take
reasonable steps to prevent the contravention.
Harm
The Commissioner is satisfied that the contravention was
serious. This is because there were multiple breaches
of regulation 21 by AMS, arising from the organisation’s
activities over a 15 month period, and this led to a significant
number of unsolicited direct marketing calls being made
to subscribers who were registered with the TPS, and a
substantial number of complaints being made as a result.
Penalty
The Commissioner fined AMS £100,000, reduced by
20% to £80,000 if AMS paid by 28 August 2018.
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Lifecycle Marketing (Mother and Baby) Ltd
8 August 2018
DPA 1998 – 1st Principle
Monetary Penalty Notice: £140,000
Factual background
Emma’s Diary, Lifecycle Marketing (Mother and Baby)
Ltd (‘LCMB’) describes itself as ‘one of the UK’s
leading baby clubs for mums-to-be, providing expert
advice on every aspect of pregnancy and childcare.’
It describes its portfolio as including a database that
helps marketers to target their promotional activities for
baby-related brands.
In May 2017, LCMB supplied 1,065,220 records to
Experian Marketing Services under a data supply
agreement listing the Labour Party as Experian’s client.
The records comprised the personal data of both
mothers and young children up to 5 years old. LCMB
obtained that personal data via its online registration
tool on its website and, via an offline registration form.
Experian, acting as an agent or processor on behalf of
the Labour Party, loaded those records onto a database
it hosted for the Labour Party to assist the Labour Party
with a direct marketing email campaign for the general
election in 2017.
Up until LCMB provided the Labour Party with
records in May 2017, LCMB’s privacy notices gave no
indication that personal data may be shared with the
Labour Party, or any political party, for the purposes of
any political marketing. Data subjects would therefore
not have foreseen that their data would be shared with
any political party.
ICO finding
The ICO found that LCMB failed to comply with its
transparency duty in this case as it did not make
available to the affected data subjects information
about the potential disclosure of their personal data to
the Labour Party or to anyone else who might use that
data for the purposes of political marketing.
The ICO did consider LCMB’s actions deliberate and
they should have known, or ought reasonably to have
known, that there was a risk that this contravention
would occur and that they would be of a kind likely to
cause substantial damage or substantial distress. The
ICO found that LCMB had failed to take reasonable
steps to prevent the contravention.
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Harm
The ICO was satisfied that the contravention was
serious, due to the high number of affected (in excess
of a million), the data subjects including young children,
and the fact that the individuals were exposed to a
significant loss of control over their data.
The ICO found that the contravention was of a kind
likely to cause substantial distress.
Aggravating factors
• Based on its data supply agreement with Experian,
the Commissioner has concerns about the extent
to which LCMB was, in practice, able to exercise or
enforce control over the personal data it disclosed.
Mitigating factors
• The Commissioner understands that this was the
only occasion on which LCMB shared personal
data with any political party or for the purposes of
political marketing or political insight.
•

Experian has confirmed that on 28 June 2017 it
destroyed all data provided by LCMB for use in the
Labour Party’s campaign.

•

The proposed penalty will have a financial impact on
LCMB, and may also have some reputational impact.

Penalty
The Commissioner fined LCMB £140,000, reduced by
20% to £112,000 if LCMB paid by 6 September 2018.
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Everything DM Ltd
3 September 2018
PECR – Regulation 22
Monetary Penalty Notice: £60,000
Factual background
Everything DM Ltd (‘EDML’) is an independent direct
marketing agency, which designs direct mail pieces and
also offers campaign services.
EDML first came to the attention of the Commissioner
following an investigation by ‘Which? Magazine’
(‘Which’) to investigate the marketing activities of
list brokers in connection with early pension release
schemes. EDML is one such list broker, and was one of
the organisations being looked into by Which.
The Commissioner wrote to EDML on 24 January
2017 setting out their concerns regarding EDML’s
compliance with the DPA 1998 and PECR, in light of
the investigation carried out by Which. In their response
on 13 February 2017, EDML explained that, as a list
broker, they act as a data processor of the lists that
they licence and only process the data on behalf of the
list owners who are the data controllers.
During the course of the ICO’s investigation, the
Commissioner also discovered that the third party
privacy policies and fair processing notices, relied on
by EDML for marketing campaigns, only reference data
being passed to unspecified ‘partners’ and/or ‘third
party companies’. EDML are not specifically named and
did not appear to hold valid consent to engage in direct
marketing, and the Commissioner was of the view that
EDML relied wholly on indirect consent for their actions
in relation to the licenced data.

ICO finding
The ICO found that EDML used a public electronic
telecommunications service for the purposes of
transmitting 1,424,144 unsolicited communications
without the requisite consent (regulation 22 of PECR).
The Commissioner considered that, in this case, EDML
did not deliberately contravene regulation 22 of PECR.
The Commissioner was satisfied that EDML knew, or
ought reasonably to have known, that there was a risk
that these contraventions would occur.
Harm
The ICO was satisfied that the contravention was serious.
This is because, between the dates of 31 May 2016 and
30 May 2017, EDML sent a total of 1,424,144 direct
marketing emails to subscribers without their consent.
The ICO also noted that the scale of the contravention
could have been larger, as EDML had attempted to
send a total of 1,502,364 direct marketing emails.
Aggravating factors
• EDML took steps to conceal their identity from
the recipient.
•

EDML failed to engage any remedial measures to
bring their practices in line with lawful requirements.

•

EDML continue to provide email campaigns on
behalf of their clients in breach of regulation 22.

Penalty
The Commissioner fined EDML £60,000, reduced by
20% to £48,000 if EDML paid by 3 October 2018.

Further enquiries with EDML revealed that they had
sent a total of 1,502,364 direct marketing emails to
individuals, of which 1,424,144 were delivered. No
evidence of valid consent from the subscribers had
been provided for any of the emails sent by EDML.
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Equifax Ltd
19 September 2018
Breach of DPA 1998 – 1st Principles

Equifax, Inc. only informed Equifax of the data breach
late on 7 September 2017 although:

Monetary Penalty Notice: £500,0000

•

The data breach was first discovered by Equifax Inc
on 29 July 2017; and

Factual background
Equifax Ltd (‘Equifax’) is a major credit reference
agency and states that it has ‘one of the largest sources
of detailed consumer and business data in the UK’.

•

Equifax, Inc. became aware that UK data might be
affected in late August 2017.

One of the products Equifax supplies to its clients is the
Equifax Identity Verifier (‘EIV’). The EIV allows Equifax’s
clients to verify a consumer’s identity online, over the
telephone or in person, and is used, for instance, to
comply with anti-money-laundering requirements. In
order to verify an individual’s identity, the client enters
that individual’s personal information on the system,
which is then checked against other sources of data
held by Equifax. Equifax has been supplying EIV in the
UK since 2011.
Between 13 May and 30 July 2017, a cyber attack
took place in the United States affecting Equifax’s
parent company, Equifax, Inc., in which the affected
data contained up to 15 million unique records of
UK individuals. Equifax subsequently acknowledged
that another UK dataset was affected by the
breach, whereby 27,047 UK individuals had also
been compromised; and passwords and obscured
financial information of 14,961 individuals were also
compromised. The compromised personal data was
held in a plaintext form and was not encrypted, contrary
to Equifax’s applicable data handling standard.
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ICO finding
The Commissioner found that Equifax contravened
Data Protection Principles 1, 2, 5, 7 and 8.
Harm
The Commissioner considered that this contravention
was serious due to the following factors:
•

The fact that Equifax contravened multiple data
protection principles

•

The contravention entailed several systemic
inadequacies in Equifax’s technical and
organisational measures for the safeguarding of the
relevant personal data. Cumulatively, this multifaceted contravention was extremely serious

•

A number of the inadequacies related to significant
measures needed for a robust data management system

•

The multiple organisational inadequacies were
particularly problematic in light of, inter alia, the
nature of Equifax’s business, the volume of personal
data being processed, and the number of data
subjects involved

•

The Commissioner did not receive a satisfactory
explanation for those individual and cumulative
inadequacies

•

At least some of the inadequacies appear to have
been in place for a long period of time without being
discovered or addressed

International Trends
– Europe

International Trends
– Rest of World

•

The inadequacies put the personal data of millions
of data subjects at risk

•

The period of vulnerability for the affected UK data
took place over an extended period of time and the
data breach was not detected promptly. It was not
reported to the Commissioner until over two months
after the event

•

In respect of the UK records that were compromised,
there were, and remain, significant opportunities for
misuse. The relevant personal data is liable to be
useful to scammers and fraudsters.

Aggravating factors
• The security breach impacted many more individuals
than just the UK data subjects. 146 million data
subjects’ personal data was compromised and the
data of millions more was put at risk.
•

Those risks appear to have persisted for a prolonged
period of time given the systemic inadequacies.

•

Some of the failures concern failures to ensure appropriate
security measures, such as implementation of patches
and the encryption of personal data and the
appropriate securing of passwords.

•

The data breach exploited a known vulnerability and
therefore could potentially have been prevented. In
particular, the security breach arose out of a failure
to implement a patch to the affected system(s),
which it failed to identify as vulnerable.

•

Equifax’s contractual arrangements with Equifax,
Inc. were inadequate in material respects.

Team and Contact
Information

Mitigating factors
• The relevant data was, for the most part, not of
itself highly sensitive in terms of its impact on data
subjects’ privacy.
•

The affected data subjects, as well as Equifax, have
been the victim of the malicious actions of third
party individuals.

•

Equifax proactively reported this matter to the
Commissioner, promptly after learning about it from
Equifax, Inc., albeit a significant time after the actual
data breach.

•

Equifax deleted, at least, some of the data
remaining in the US environment following migration
of EIV to the UK.

•

Equifax and Equifax, Inc. took steps to minimise
potentially harmful consequences, such as engaging
specialist IT security experts to manage the data
breach, offering free credit monitoring services
to UK data subjects affected by the breach, and
working with the relevant regulators in the US,
Canada, and the UK.

•

Equifax and Equifax, Inc. have implemented
certain measures to prevent the recurrence of such
incidents. For example, Equifax, Inc. has increased
its system scanning capability and is now storing
passwords in a cryptographic hash value, whilst
strengthened procedures are now in effect.

Penalty
The Commissioner fined Equifax £500,000, reduced by
20% to £400,000 if Equifax paid by 18 October 2018.

Increase of total MPNs verses
previous years
2017

2016

19

7

-13
2018
Source: ICO Annual report 2017-18
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Bupa Insurance Services
26 September 2018
Breach of DPA 1998 – 7th Principle
Monetary Penalty Notice: £175,000
Factual background
Bupa Insurance Services (‘Bupa’) manages domestic
and global insurance policies. Bupa Global customers
are able to access healthcare services in more than
one country, and typically work abroad or travel on a
regular basis.
On 16 June 2017, a staff member in Bupa Global was
informed by an external partner that personal data of
Bupa Global’s customers was being offered for sale on
the popular dark web site, AlphaBay Market.
Following Bupa’s investigation into the matter, it
was discovered that between 6 January 2017 and
11 March 2017, a member of Bupa’s Partnership
Advisory Team (‘AA’) had extracted the relevant
personal data of 547,000 data subjects by attaching
the data to six emails in zip files and sending it to
his personal account. It was further uncovered that
between 19 December 2013 and 18 January 2017, AA
saved three more data sets to his desktop, including
credit card details for 15 data subjects.
On 12 July 2017, Bupa began a communication
programme to alert all of its customers for the
potential for scam messages and calls and received
approximately 191 complaints from Bupa Global
customers about the incident. In August 2017 Bupa
commissioned an external review of the incident which
found that the security controls to protect customer
data against the threat of a rogue employee were weak
at the time of the incident.
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ICO finding
The ICO found that Bupa did not have the appropriate
technical and organisational measures for ensuring so
far as possible that such an incident would not occur
(DPA 1998 – 7th Principle).
The ICO also held that Bupa knew or ought
reasonably to have known that there was risk that the
contravention would occur. The ICO further found that
Bupa had failed to take reasonable steps to prevent the
contravention.
Harm
The ICO was satisfied that the contravention identified
was ‘serious’ due to the following:
•

The contravention comprised a number of material
inadequacies in Bupa’s technical and organisation
measures for the safeguarding of the extracted data.

•

The ICO found that the inadequacies were systemic,
rather than arising from any specific incident or incidents.

•

Large volumes of personal data were accessed
and could be exported swiftly by 20 members of
Bupa’s Partnership Advisory Team to the customer
relationship management system to any device.

The ICO held that the contravention would likely cause
substantial distress, taking into account:
•

some of the personal data could be used for fraud
and/or criminal activity;

•

any communications that were made would
likely result in recipients providing their bank details
to scammers.

The ICO recognised that distress could be caused to
Bupa’s customers as they would be uncertain about
how the incident may adversely affect them, particularly
in the context of the dark web which can facilitate
anonymous communications and disguise criminal activity.

International Trends
– Europe

International Trends
– Rest of World

Aggravating factors
• Up to 1.5 million data subjects’ personal data
was put at risk and these risks appeared to have
persisted for a long period of time.
•

Team and Contact
Information

Penalty
The Commissioner fined Bupa £175,000, reduced by
20% to £140,000 if Bupa paid by 26 October 2018.

While additional controls were promptly put in
place by Bupa which would prevent a recurrence of
the data breach caused by AA, 100 days after the
incident it was still possible for a rogue employee to
extract personal data from Bupa’s system through
other means.

Mitigating factors
• The relevant personal data was not itself highly sensitive
in terms of its impact on data subjects’ privacy.
•

The affected data subjects, as well as Bupa, have
been the victims of the malicious actions of one
individual acting in contravention of Bupa’s policies.

•

The rogue employee was dismissed, and Sussex
police has issued a warrant for his arrest regarding
an offence under section 55 DPA 1998, although his
current whereabouts are unknown.

•

The data controller proactively report the matter to
the ICO and other relevant regulators.

•

Bupa took steps to minimise potentially harmful
consequences and treated the incident very seriously.

•

There is no evidence that the relevant personal data
was in fact used for successful fraud activities.

•

There is no evidence that the personal data was
sold to any unknown third party.

•

The incident was widely publicised in the media.

•

Bupa agreed to participate in the ICO’s annual
audit programme.

•

Bupa has now implemented certain measures to
prevent the recurrence of an incident like this.
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Oaklands Assist UK Ltd
26 September 2018
Breach of PECR – Regulation 21 and 24
Monetary Penalty Notice: £150,000
Factual background
Oaklands Assist UK Ltd (‘Oaklands’) is an
advertising agency.
On 21 February 2018 it was confirmed that there were
a total of 246,459 calls made between the period of
5 May 2017 and 12 July 2017, of which 63,724 calls
were made to subscribers who had registered with
the TPS not less than 28 days prior to receiving a call.
The Commissioner further determined that, as a result
of the direct marketing calls, a total of 59 complaints
were made, with 28 of those being made directly via the
ICO’s online reporting tool, and a further 31 being made
to the TPS.
The Commissioner sent an initial investigation letter
to Oaklands on 24 August 2017 setting out concerns
regarding Oaklands’ compliance with PECR. Oaklands
did not respond to this initial letter and as a result the
Commissioner served Oaklands with an Information
Notice. Oaklands explained that they had very little of
the information requested in the Information Notice.
Crucially Oaklands claimed not to have records of the
numbers dialed, volumes of calls made, or details of
where the data they used had been obtained from.
ICO finding
The Commissioner found that Oaklands used a public
telecommunications service for the purposes of making
63,724 unsolicited calls for direct marketing purposes
in contravention of regulation 21 of PECR.
The ICO did consider the contravention to be deliberate
in this case, as the inadequacies found were more than
matters of serious oversight and Oaklands should have
known, or ought reasonably to have known, that there
was a serious risk that the contraventions would occur.
Harm
The Commissioner was satisfied that the contravention
was serious. This is because there were multiple
breaches of regulation 21 of PECR, which led to
significant amount of complaints as a result.
The ICO was also satisfied with the evidence from
the complaints, which suggested that the callers
from Oaklands provided false company names to the
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subscribers, which the ICO concluded was an attempt
to conceal the company’s identity when engaging in
their direct marketing activity (regulation 24 of PECR).
Aggravating factors
• The Commissioner found that Oaklands were
almost thoroughly uncooperative and failed
repeatedly throughout the investigation to engage
with the Commissioner, responding only towards
the end when there was an indication that criminal
proceedings would be initiated against them.
•

When Oaklands did respond they provided vague
and obstructive answers, which failed to address
any of the Commissioner’s concerns.

•

The Commissioner has had to object to Oaklands
being struck off the register with Companies House
following their apparent cessation of business
in light of the Commissioner’s investigation,
thus demonstrating Oaklands’ efforts to escape
regulatory action.

Mitigating Factors
• There were no mitigating factors.
Penalty
The Commissioner fined Oaklands £150,000, reduced by
20% to £120,000 if Oaklands paid by 26 October 2018.

Heathrow Airport Limited
3 October 2018
Breach of DPA 1998 – 7th Principle
Monetary Penalty Notice: £120,000
Factual background
Heathrow Airport Limited (‘HAL’) is one of the UK’s
largest airports, and the world’s seventh busiest airport.
On 16 October 2017, a member of the public found
a USB memory stick in Kilburn, West London. The
individual took the USB memory stick to a local library
where they plugged it into a computer and accessed
files contained on the memory stick, which were not
encrypted or password protected. The USB stick
held 76 folders and over 1,000 files originating from
HAL and approximately 1 per cent of the information
comprised personal data, including sensitive personal
data. Following discovery of the information, the

International Trends
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Information

individual contacted a local newspaper and handed
over the USB stick on 21 October 2017. On 26 October
2017, the newspaper informed HAL that it was in
possession of the USB stick, which it returned to HAL
the following day. HAL then reported the matter to the
police. However, the newspaper had already taken
and retained a copy of the USB stick without HAL’s
knowledge or consent and declined to return or destroy
the copy despite requests by HAL.

•

HAL had no control as to whether devices used
were secured to an appropriate standard and had
no record or control over the number of devices
used containing personal data.

•

HAL failed to encrypt or password protect the data
contained on the USB stick.

•

HAL failed to provide staff with any or any
sufficient training in relation to data protection and
information security.

After being contacted by the Commissioner on
30 October 2017 about the matter, following the
Commissioner’s awareness of the incident via the media,
HAL completed a breach notification form on 7 November
2017. From HAL’s investigation, it appeared that the USB
stick was lost in transit when the employee security trainer
was commuting to or from their place of work.

•

HAL failed to monitor and ensure compliance with
existing policies and guidance in relation to the use
of removable media.

In response to the incident, on 31 October 2017, a
company-wide instruction was issued directing staff to
locate any memory sticks in their possession, delete
any files contained on the devises and then transfer the
data or destroy the device according to advice provided
by HAL’s IT department.
HAL further explained to the Commissioner that there
was limited data protection training in place, which
an estimated 2% of HAL’s 6,500 employees had
undertaken, being those deemed to be at greatest
risk of exposure to personal data. HAL also explained
that this data protection training was not in place for
security trainers, including the staff member involved in
the incident at hand.
ICO finding
The Commissioner found that HAL failed to take
appropriate technical and organisational measures
against unauthorised or unlawful processing of personal
data and against accidental loss or destruction of, or
damage to, personal data (DPA 1998 – 7th Principle).
The Commissioner further found that HAL did not take
steps to ensure that personal data on its network was
secured to a suitable standard, due to gaps in the
technical and organisational measures in place at the
time of the incident, in particular:
•

HAL failed to have in place any, or any adequate,
technical controls to prevent downloading of
personal data onto unencrypted removable media.

•

HAL failed to have in place adequate organisational
measures to prevent staff using personal devices to
remove personal data from HAL systems.

Harm
The Commissioner was satisfied that the contravention
was serious because the USB stick contained personal
and sensitive personal data, including passport details,
nationality and trade union membership.
The Commissioner further found that the contravention
was serious as insufficient measures were in place to
control the use of removable media to transfer personal
data held on its systems.
Aggravating factors
• The contravention does not appear to be contained
to one service area, suggesting long term and
sustained risk to personal data across the
organisation.
•

Data protection should have been high on HAL’s
agenda, given the industry and personal data involved.

•

Only two per cent of staff (notwithstanding that
these were those identified by HAL as having
greatest exposure to personal data) had received
training on data protection and information
security – the lowest the Commissioner had seen in
her experience.

•

Whilst measures in respect of containment of the
incident were actioned promptly, remedial measures
in respect of systemic failings across HAL were not
as compliant as the ICO would have expected.

Penalty
The Commissioner fined HAL £120,000, reduced by
20% to £96,000 if HAL paid by 5 November 2018.
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Boost Finance Limited (MPN)
3 October 2018
Breach of PECR – Regulation 22
Monetary Penalty Notice: £90,000
Factual background
Boost Finance Limited (‘BFL’) is a lead-generator in the
finance sector. Its main business is biddable media,
but it also conducts marketing through contractual
arrangements with selected marketing affiliates.
Between 1 January 2017 and 20 September 3017, BFL
(trading as findmeafuneralplan.com) instigated, via its
appointed affiliates, the transmission of approximately
4,396,780 unsolicited marketing emails promoting
funeral plans. The emails were sent to individuals who
had subscribed to a number of websites operated by
BFL’s affiliates.
As at 7 November 2017, the Commissioner had
received six complaints from individuals who had
received marketing emails promoting funeral plans
from BFL. BFL submitted that there were only four
complaints, as two were duplicated, although the
Commissioner indicated that a small reduction in the
number of complaints did not materially affect the decision.
The ICO’s investigation revealed that, in respect of all
but one affiliate website, the information provided to
subscribers about marketing, whilst in some cases
making generic mention of pre-paid funeral plan
providers, did not specifically name BFL or any of
its trading styles, and only listed ‘sponsors’, ‘related
partners’, ‘selected marketing partners’ or similar
generic descriptions.
In respect of the website, which named a trading
style of BFL, this information was embedded in a very
lengthy list of organisations from whom individual
subscribers may expect to receive marketing
communications. Further, the majority of the websites
did not provide subscribers with the opportunity to opt
out of third party marketing. For those which provided
a ‘soft opt-in’, the information was not always readily
available and did not allow subscribers to specify
means of receipt.

ICO finding
The Commissioner found that, between 1 January
and 20 September 2017, BFL, via its affiliates,
instigated the transmission of approximately 4,396,780
unsolicited communications over a public electronic
communications network by means of electronic mail
to individual subscribers for the purposes of direct
marketing (regulation 22 of PECR).
The ICO considered that BFL ought reasonably to have
known that there was a risk that this contravention
would occur, given that BFL relied heavily on direct
marketing due to the nature of its business.
Harm
The ICO was satisfied that the contravention was
‘serious’ because BFL, via its affiliate marketers, sent
direct marketing emails to subscribers without their
consent, over a 9 month period resulting in complaints
to the ICO.
Aggravating factors
• There is evidence of a lack of due diligence on
the part of BFL, which could have identified
inadequate privacy policies, thereby preventing the
contraventions.
•

There is evidence of a loss of control of personal
data by BFL leaving individuals to become exposed
to high volumes of unsolicited marketing emails.
Indeed, BFL informed the Commissioner during her
investigation that, as its email marketing campaigns
were conducted by third party marketing companies
on a performance basis, they had no control over
the volume of messages sent.

•

The sensitive nature of the emails meant there was
potential for high detriment.

•

BFL continues to operate under other live trading
names, conducting marketing campaigns for
other sectors.

Mitigating factors
• BFL has ceased its funeral planning
marketing campaign.
Penalty
The Commissioner fined BFL £90,000, reduced by 20%
to £72,000 if BFL paid by 5 November 2018.
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Facebook Ireland Ltd and Facebook Inc
(together ‘the Facebook Companies’)
24 October 2018
Breach of DPA 1998 – Principles 1 and 7
Monetary Penalty Notice: £500,000
Factual background
In 2013 Dr Aleksandr Kogan created an app named
‘thisisyourdigitallife’ (the ‘App’) for use in conjunction
with the Facebook platform. Dr Kogan acted both in
his own capacity and also through his company, Global
Science Research Limited (‘GSR’).
Dr Kogan and/or GSR were able to obtain personal
data both from individuals who opted to use the
App, and from Facebook friends of those users. The
App was able to obtain various information from the
individuals who opted to use the App, including (but not
limited to) their public Facebook profile, including their
name and gender, birthdate, news feed posts, email
addresses, friends lists and photographs in which the
users were tagged. The App collected personal data of
approximately 87 million users worldwide, with at least
one million being UK Facebook users.
Where the App collected data about the Facebook
friend of the App’s users, those friends were not
informed that the App was being given access to that
data nor where they asked to consent to such access.
Dr Kogan and/or GSR shared personal data about
both users of the App and their Facebook friends with
Toronto Laboratory for Neuroscience (University of
Toronto), Euonia Technologies Inc. and SCL Elections
Limited (which controls Cambridge Analytica). At least
some of the data shared with these companies is
likely to have been used in connection with or for the
purposes of political campaigning.

On 6 May 2014, Dr Kogan gave an undertaking to
Facebook that the App was being used for research
purposes only, and not for commercial purposes.
However, Facebook took no steps, or no sufficient
steps, to ensure that the App was being operated
consistently with the undertaking.
In breach of the undertaking, Dr Kogan and/or GSR
marketed research on a commercial basis, derived from
personal data collected by the App. The Facebook
Companies terminated the App’s access rights to the
Facebook Login API, and commenced an investigation
into the operation of the App after becoming aware of
the breach of the undertaking following an article in the
Guardian Newspaper on 11 December 2015.
ICO finding
The Commissioner found that Facebook unfairly
processed the personal data of users of the Facebook
site, including those who were users of the App; those
who exchanged Facebook messages with users of the
App; and those who were Facebook friends with users
of the App. In addition, Facebook allowed the App to
operate in such a way that it collected personal data
about Facebook friends without those friends being
informed that such data was being collected, and
without asking them to consent to such data collection
(DPA 1998 – 1st Principle).
The ICO further found that the Facebook Companies
failed to take appropriate technical and organisational
measures against unauthorised or unlawful processing
of personal data of the same categories of individuals
mentioned above. The processing that took place by Dr
Kogan and/or GSR was both unauthorised and unlawful
and the Facebook Companies took no adequate steps to
guard against such processing (DPA 1998 – 7th Principle).
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Harm
The Commissioner was satisfied that the convention
was serious because the contravention affected a very
large number of individuals, a very substantial volume
of personal data was shared with third parties and
personal data of UK users was put at serious risk of
being shared with third parties and of being used in
connection with political campaigning.
The Commissioner considered that the contravention
would likely cause substantial distress because
Facebook had permitted and/or enabled the App to
process their data in contravention of the relevant
legislation, and Facebook had failed to take adequate
steps to protect their personal data.
Aggravating factors
No mention of aggravating features.
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Mitigating factors
• Once the Facebook Companies became aware of
the matters raised in the newspaper article, they
immediately terminated the App’s access to the
Facebook Platform and investigated the way in
which the App had been operated.
•

During the course of the Commissioner’s
investigation, the Facebook Companies were
cooperative, including by providing detailed
answers to successive Information Notices served
by the Commissioner.

Penalty
The Commissioner fined the Facebook Companies
£500,000, reduced by 20% to £400,000 if the Facebook
Companies paid by 23 November 2018.
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ACT Response Ltd
29 October 2018
Breach of PECR – Regulation 21
Monetary Penalty Notice: £140,000
Factual background
ACT Response Ltd (‘ACT’) is a provider of security
systems to homes and businesses.
In February 2018 the Commissioner began an
investigation into ACT as a result of a high volume of
complaints about unsolicited direct marketing calls
being made by the company. ACT explained to the
Commissioner that marketing calls were made on
its behalf by a sister company, ACT Excel Ltd. The
data used to make the marketing calls was obtained
from ‘the telephone directory’. Whilst that data was
screened against an internal suppression list, it was
not screened against the TPS register. Call logs
obtained from ACT revealed that it had made 609,797
unsolicited marketing calls between January 2017 and
February 2018.
Between 1 January 2017 and 28 February 2018, 128
complaints were made to the TPS, or direct to the
Commissioner, about unsolicited direct marketing
calls made by ACT. All of these complaints were
made by individual subscribers who were registered
with the TPS. Upon receipt of a complaint, the TPS
informed the company concerned and invited their
response. ACT responded to the majority of those TPS
complaints by citing ‘human error’. ACT explained
to the Commissioner that the person responsible for
dealing with TPS complaints had ‘been instructed to
add complainant’s details to the suppression list, rather
than dealing in detail with the substance or the cause of
the complaint itself.’

ICO finding
Between 1 January 2017 and 28 January 2018 ACT
instigated the use of a public telecommunications
service for the purpose of making 496,455 unsolicited
direct marketing calls to subscribers, where the number
allocated to the subscriber in respect of the line called
was a number listed on the register of numbers kept by
the Commissioner (regulation 21 of PECR).
Harm
The Commissioner was satisfied that the contravention
was serious due to there being multiple breaches over
a 14 month period leading to a significant number of
complaints being made as a result.
Aggravating factors
• ACT failed to take earlier action despite the number
of TPS complaints made over a 14 month period.
Mitigating factors
• ACT ceased telemarketing activities as of the
commencement of the Commissioner’s investigation.
Penalty
The Commissioner fined ACT £140,000, reduced by
20% to £112,000 if ACT paid by 28 November 2018.
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Secure Home Systems Ltd
29 October 2018
Breach of PECR – Regulation 21
Monetary Penalty Notice: £80,000
Factual background
Secure Home Systems Ltd (‘Secure HS’) is a provider
of home security systems.
In October 2017 the Commissioner received a
high volume of complaints about unsolicited direct
marketing calls being made by the Secure HS. Secure
HS explained to the Commissioner that they purchased
data from various third parties, which they added to
a central data file and used to make marketing calls.
Secure HS further explained that they had received
assurances that the data purchased had been screened
against the TPS register. However, the Commissioner
found that Secure HS did not have contracts with
any of the third parties and had not carried out due
diligence into the companies selling the data nor into
the source or quality of the data.
The Commissioner’s analysis of the data provided
confirmed that, between 1 September 2017 and 31
December 2017, Secure HS had made calls to 84,347
subscribers who were registered with the TPS. Between
6 January 2016 and 28 February 2018, 268 complaints
were made to the TPS or direct to the Commissioner
about unsolicited direct marketing calls made by
Secure HS. All of these complaints were made by
individual subscribers who were registered with the TPS.

ICO finding
The ICO found that Secure HS used a public
telecommunications service for the purpose of
making 84,347 unsolicited calls for direct marketing
purposes to subscribers registered with the TPS
(regulation 21 of PECR).
Aggravating factors
• There were no aggravating factors.
Mitigating factors
• Secure HS stopped making unsolicited marketing
calls and closed its calls centres in early 2018,
shortly after the commencement of the
Commissioner’s investigation.
Penalty
The Commissioner fined Secure HS £80,000, reduced
by 20% to £64,000 if Secure HS paid by 28

Solartech North East Ltd
23 November 2018
Breach of PECR – Regulation 21
Monetary Penalty Notice: £90,000
Factual background
Solartech North East Ltd’s (‘SNEL’) business involved
installing solar energy equipment, with its main trading
activity involving windows, doors and roofing.
In February 2014, SNEL came to the attention of the
ICO when a monthly TPS report showed that a number
of complaints had been made about SNEL. Following
communication with SNEL, the company explained that
they had purchased the data from a third party and had
assumed that it was TPS checked. SNEL was placed
under a monitoring period of three months.
In March 2016, SNEL was again brought to the ICO’s
attention, via a monthly TPS report, which contained
further complaints about the company. SNEL attended
a compliance meeting with the ICO and agreed to carry
out a number of actions to remedy its non-compliance
with Regulation 21 of PECR. SNEL was, again, placed
on a period of monitoring, this time six months, over
which time there was a slight decrease in the number of
complaints received.
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On 13 April 2017, the ICO informed SNEL that it would be
subject to a further three month monitoring period. During
that period, there was an increase in the number of TPS
complaints received about SNEL.
An initial analysis of those complaints showed that,
between 1 January 2017 and 30 June 2017, a total of
39 complaints were received by the TPS and a further 9
received by the ICO’s online reporting tool in respect of
individuals who had received unsolicited direct marketing
calls from SNEL, despite being registered with the TPS.
ICO finding
The Commissioner found that SNEL did not have the
appropriate consent to make unsolicited direct marketing
calls to subscribers registered with the TPS (regulation 21
of PECR).
The Commissioner did not consider the contravention
to be deliberate, however SNEL should have known, or
ought reasonably to have known, that there was a risk
this contravention would occur. The ICO also found that
SNEL had failed to take reasonable steps to prevent the
contravention from taking place.
Harm
The Commissioner was satisfied that the contravention
was serious because there were multiple breaches over
a 6 month period, and this led to a significant number of
complaints about unsolicited direct marketing calls to the
TPS and the ICO.
In addition, the Commissioner further concluded that it
would be reasonable to suppose that the contravention
could have been far higher, because those who went to
the trouble to complain represent only a proportion of
those who actually received calls.

Team and Contact
Information

Aggravating factors
• During the course of the investigation, the network
provider for a number of CLIs confirmed that, in
May and June 2017, 75% of 100,103 calls sampled
were registered with the TPS for more than 28 days.
In addition, one individual reported to the TPS that
they had continued to receive calls on numerous
occasions despite having registered with the TPS
and SNEL having previously confirmed the number
was suppressed. This suggests little or no regard for
the PECR regulations or TPS registration.
•

SNEL did not screen data despite claiming to hold
a TPS licence, and there is no evidence that a TPS
licence had been purchased.

•

SNEL failed to heed ICO advice surrounding key
areas provided in May 2014 and September 2016.

•

ICO monitoring has been in place at various periods
between 2014 and 2018.

•

SNEL purchased third party data without
undertaking any or any sufficient due diligence,
clearly indicating that any steps and measures in
place to prevent such contraventions were deficient.

•

SNEL continued to make live marketing calls
despite being aware of the ICO investigation and the
reason for it. This led to 25 further complaints to the
TPS and the ICO.

Mitigating factors
• There has been a reduction in the overall number of
complaints since January 2018.
Penalty
The Commissioner fined SNEL £90,000, reduced by 20%
to £72,000 if SNEL paid by 27 December 2018.

Based upon the sample of calls analysed for May and
June 2017, an average of 75 per cent were registered with
the TPS for more than 28 days, which would suggest that
the amount of calls to TPS registered numbers is likely to
be significantly higher.
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DM Design Bedrooms Ltd
23 November 2018
Breach of PECR – Regulation 21
Monetary Penalty Notice: £160,000
Factual background
DM Design Bedrooms Ltd’s (‘DMDB’) business involves
providing kitchens, bedrooms and bathrooms.
Between 1 April 2017 and 30 September 2017, 79
complaints were received by the TPS about DMDB,
with a further 20 received by the ICO’s online reporting
tool between 1 April and 31 October 2017.
DMDB explained that they operate a suppression list
that they screen against the TPS register, which is
downloaded every month. Upon further investigation
by the ICO, it was found that the last time DMDB
downloaded the TPS register was in March 2017.
DMBD explained that the current TPS register was
held within their dialler system and was checked
automatically for them by a third party called
DXI Limited (‘DXI’). The ICO served a Third Party
Information Notice on DXI, who provided figures
showing that, between 1 April 2017 and 30 November
2017, 4,726,964 calls were made by DMDB, of which
1,661,607 were made to those who had registered with
the TPS.
ICO finding
The ICO found that DMDB did not have the appropriate
consent to make unsolicited direct marketing calls to
subscribers registered with the TPS.
The ICO considered the contravention deliberate and
held that the inadequacies were more than matters of
serious oversight. The ICO further held that, despite
being issued with a monetary penalty of £90,000 on
18 March 2013, DMDB’s current breaches illustrated a
clear lack of remedial measures being taken to address
their compliance issues.
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Harm
The ICO was satisfied that the contravention was
serious due to there being multiple breaches over an
eight month period and the number of complaints
received. In addition, there was evidence of repeat calls
despite requests of the recipients to be removed from
DMDB’s marketing lists and the complaints indicated
that the recipients suffered rude and potentially
intimidating behaviour from DMDB’s callers.
There was no evidence of sufficient contractual terms
between DMDB and the data suppliers and any due
diligence checks being carried out on the data received
to ensure that the data purchased was fit for purpose
and compliant with PECR.
Aggravating factors
• The ICO did not consider any aggravating features.
Mitigating factors
• The ICO did not consider any mitigating features.
Penalty
The Commissioner fined DMDB £160,000, reduced by
20% to £128,000 if DMDB paid by 27 December 2018.

International Trends
– Europe

International Trends
– Rest of World

Team and Contact
Information

Uber B.V., Uber London Limited, Uber Britannia
Limited, Uber Scot Limited, Uber NIR Limited
26 November 2018
Breach of DPA 1998 – 7th Principle
Monetary Penalty Notice: £385,000
Factual background
Uber is a global transport network company, which
operates through a telephone application.
Amazon Web Service’s Simple Storage Service (‘S3’) is
a cloud-based storage service that enables businesses
to store large quantities of data in a collection of cloudbased ‘buckets’. Personal data belonging to individuals
in the UK was transferred to Uber US by Uber BV via a
data processing agreement. Uber US serves as a data
processor to Uber BV and Uber UK, and used S3 as
one of the systems to store the data received.

Harm
The ICO was satisfied that the contravention was
serious because the breach involved a large amount
of personal data and Uber only took steps to institute
additional fraud monitoring of the affected accounts 12
months after the breach.
The ICO also considered that the contraventions were
likely to cause substantial distress and the delay in
reporting the breach was likely to have compounded
the distress that affected individuals suffered.
The ICO further considered that Uber knew our
ought to have known that there was a risk that
the contraventions would occur and would cause
substantial distress, and Uber failed to take reasonable
steps to prevent such a contravention.

From 13 October 2017 to 15 November 2017, Uber
US’s stored data on the S3 system was subject to a
cyberattack and the attackers were able to download
the contents of 16 files. Personal data belonging to
Uber users in the UK was contained on the downloaded
files, including information such as full names, email
addresses and the initial sign up locations for users
who had switched on the location data functionality.
Personal data of drivers were also contained in the files,
including drivers licence numbers and how much the
drivers were paid each week.

Aggravating factors
• Uber did not notify the Commissioner of the breach
upon learning of it. Instead, the Commissioner
became aware that the security breach had taken
place via reports in the media.

After alerting Uber US to the attack, the attackers
demanded a payment of at least $100,000, and implied
that the data would not be destroyed until payment had
been received. In response, Uber US paid the monies,
took steps to put an end to the attack and obtained
assurances from the attackers that the downloaded data
had been destroyed. Uber explained to the Commissioner
that since the attack a number of additional measures
have been completed, including the adoption of
multifactor authentication for access to the S3 data store.

Mitigating factors
• Uber was not aware that the security breach had
occurred and was therefore not in a position to
report the breach to the Commissioner.

ICO finding
The ICO found that Uber did not have the appropriate
technical and organisational measures for ensuring, so
far as possible, that such an incident would not occur
(DPA 1998 – 7th Principle).
In particular:
•

Uber US’s policies and practices did not adequately
cover the risk presented by the use of third party
platforms without multifactor authentication.

•

Uber US treated the incident as a bug bounty rather
than a security breach, which demonstrated an
inadequacy in its decision making.

•

None of the data subjects were notified that their
personal data had been compromised at the time of
the breach.

•

There was a significant delay in the Commissioner and
the data subjects being notified of what had occurred.

•

There was no evidence that the compromised
personal data was used for successful identity theft
or fraud activities.

•

The location history, location over time, payment
card numbers, bank account numbers, date of birth,
or government or tax identifiers were not identified
in the compromised data.

•

Uber took substantial and prompt remedial action to
prevent a recurrence of this type of incident.

•

The incident giving rise to the breach was a
cyberattack on a third party system and the integrity
of Uber’s internal systems was not compromised.

Penalty
The Commissioner fined Uber £385,000, reduced by
20% to £308,000 if Uber paid by 2 January 2019.
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Tax Returned Limited
10 December 2018
Breach of PECR – Regulation 22
Monetary Penalty Notice: £200,000
Factual background
TRL first came to the attention of the Commissioner
following review of its monthly threat assessment
for ‘July – August 2017’ which showed a number of
complaints had been received about unsolicited direct
marketing messages advertising the services of TRL,
together with a quantity of complaints being made to
the ICO’s own online reporting tool.
The ICO sent an initial investigation letter on 24
October 2017 asking questions about TRL’s practices,
and setting out the Commissioner’s concerns regarding
TRL’s compliance with the DPA and PECR. As a part of
its response, TRL indicated that it markets its services
in part by sending direct marketing text messages;
a portion of these messages are sent via a specific
third party service provider (referred to hereafter as
a ‘TPSP’), which send direct marketing messages to
prospective clients at the instigation of TRL (referred to
by TRL as ‘Type 2 messages’).
TRL confirmed that a total of 22,700,000 of these
Type 2 messages were sent over the period of the
contravention, with 14,800,000 of those being received
by subscribers. TRL indicated that for the Type 2
messages they do not themselves purchase any data,
nor do they directly obtain any consent of recipients,
or engage in the actual sending of the messages;
rather they task the TPSP to obtain this data, and to
send direct marketing messages on behalf of TRL to
subscribers who have purportedly opted-in to receive
such marketing (i.e. relying on indirect consent).
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TRL provided the Commissioner with a copy of an
‘Insertion Order’ detailing a purchase agreement
between themselves as advertiser and the TPSP as
the publisher. Whilst this ‘Insertion Order’ does contain
a single sentence stating ‘data used by Mobivate
Limited is fully opted in for the Tax Returned offer’, it
contains no further details and the Commissioner is
not satisfied that this is sufficient for TRL to meet its
due diligence obligations. There exists no other form of
contract between the parties, with TRL relying chiefly
on assurances of the TPSP as to the nature and validity
of the data used.
TRL provided the Commissioner with details of some
of the consents on which they purport to rely for the
complaints received, with reference to the websites
from which these consents were obtained and
timestamps for when they were given by the individual
subscribers. For some of the complaints, TRL indicated
that they would be unable to supply any evidence of
consent since the organisation/website from which it
had been obtained had since ceased trading.
During the investigation the Commissioner requested,
and was provided with, copies of the Privacy Policies
and Fair Processing Notices for a number of these
websites where consent had purportedly been obtained.
ICO finding
Between the dates of 1 July 2016 and 20 October
2017, TRL instigated the transmission of 14,800,000
unsolicited communications by means of electronic
mail to individual subscribers for the purposes of direct
marketing contrary to regulation 22 of PECR.
On review it was apparent to the Commissioner that
the wording of the policies was not sufficiently clear
and precise so as to give the subscriber a reasonable
expectation that they would receive direct marketing
text messages advertising the services of TRL,
moreover, in the majority of cases it was noted that
neither TRL nor their TPSP were listed as potential third
parties with whom data would be shared at all.

International Trends
– Europe

International Trends
– Rest of World

Team and Contact
Information

Companies in business, financial or
manufacturing sectors
Harm
The Commissioner is satisfied that the contravention
identified above was serious. This is because between
the dates of 1 July 2016 and 20 October 2017, a total
of 14,800,000 direct marketing text messages were
delivered at the instigation of TRL to subscribers
without their consent. This resulted in 2,146 complaints.
Aggravating factors
• TRL knew or ought reasonably to have known that
there was a risk that these contraventions would occur.
•

The Commissioner was not provided with formal
contracts or other evidence of due diligence being
carried out and she was therefore satisfied that TRL
failed to take reasonable steps to ensure that the
consents obtained were clear, specific and valid.

•

TRL had no written data protection training
procedures in place which, if there had been, may
have alerted TRL to the risks of such practices.

Penalty
The Commissioner fined TRL £200,000, reduced by
20% to £160,000 if it paid by 16 January 2019.

ICO issues the first fines to organisations that have
not paid the data protection fee
Manufacturing sector – organisations fined for nonpayment of data protection fee – November 2018
Business sector – organisations fined for nonpayment of data protection fee – November 2018
Finance sector – organisations fined for nonpayment of data protection fee – November 2018
All organisations, companies and sole traders that
process personal data must pay an annual fee to
the Commissioner unless they are exempt. This data
protection fee replaces the need to notify or register
with the Commissioner that existed under the Data
Protection Act 1998.
Organisations across the business, finance and
manufacturing sectors are among the first to be fined
by the Commissioner for not paying the data protection
fee. Since September 2018, more than 900 notices of
intent to fine have been issued by the Commissioner
and more than 100 penalty notices have been issued in
this first round. Once a penalty notice has been issued,
organisations have 28 days to pay the fine or risk
further legal action.
The fees and fines are:
•

Tier 1 – micro organisations. Maximum turnover of
£632,000 or no more than ten members of staff.
Fee: £40 Fine: £400

•

Tier 2 – SMEs. Maximum turnover of £36million or no
more than 250 members of staff. Fee: £60 Fine: £600

•

Tier 3 – large organisations. Those not meeting the
criteria of Tiers 1 or 2. Fee: £2,900. Fine £4,000

A discount of £5 is applied for payments made by
direct debit.
A higher fine, up to a maximum of £4,350, may be
issued where there are aggravating factors, including
failure to co-operate with the Commissioner, the
provision of misleading or false information or a
previous history of non-compliance.
Money collected funds the Commissioner’s work to
uphold information rights, including investigations into
data breaches and complaints, its advice line and the
production of guidance and resources for organisations
to assist in them to understand and comply with their
data protection obligations.
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Direct Choice Home Improvements Limited

Noble Design and Build of Telford

14 February 2018

2 July 2018

Direct Choice Home Improvements Limited (‘Direct
Choice’) was prosecuted at Swansea Magistrates’
Court for the offence of breaching the Enforcement
Notice issued to it in March 2016, requiring Direct
Choice to cease contacting people registered with the
Telephone Preference Service.

Noble Design and Build of Telford (‘Noble Design’) was
prosecuted at Telford Magistrates’ Court for the offence
of failing to comply with an Information Notice. The
company also failed to register with the ICO, which is a
criminal offence.

Action:
Nobody from Direct Choice appeared when the case
was heard at Swansea Magistrates’ Court and an
offence under section 47 of the DPA 1998 was proved
in absence. Direct Choice was fined £400 and was also
ordered to pay £364.08 and a victim surcharge of £40.

Action:
Noble Design was found guilty in their absence, and
fined £2,000 for failing to comply with an Information
Notice, under section 47 of the DPA 1998. Noble
Design was also fined £2,500 for processing personal
data electronically without having notified when
required to do so, under Section 17 of the DPA 1998,
and ordered to pay costs of £364.08 and a victim
surcharge of £170.00.

Daniel Short (Prosecution)

Clare Lawson

17 May 2018

24 September 2018

Daniel Short was prosecuted at Exeter Magistrates’
Court for the offence of illegally obtaining personal
information, namely information relating to clients and
service users.

Clare Lawson, a former nurse at Southport and
Ormskirk Hospital NHS Trust, has been prosecuted at
Bootle Magistrate’s Court for the offence of unlawfully
obtaining personal data. Ms Lawson inappropriately
accessed the records (including maternity and
paediatric records) of five patients, 17 times. Ms
Lawson also accessed the blood results of a friend 44
times after they had been discharged.

Mr Short handed his notice to his former employer
and intended to set up his own recruitment business.
Mr Short took a total of 272 CVs from his former
employer’s database.
Action:
Mr Short pleaded guilty to the offence under section
55 of the DPA 1998. He was fined £355, ordered to pay
a £35 victim surcharge and was also ordered to pay
£700 costs.
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Action:
Ms Lawson pleaded guilty to the offence under
section 55 of the Data Protection Act 1998 and was
fined £400, ordered to pay costs of £364.08 and a
£40 victim surcharge.
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Hannah Pepper

Darren Harrison

28 November 2018

3 December 2018

An administration assistant of a doctor’s surgery was fined
for inappropriately accessing patient and staff records.

Darren Harrison obtained personal information about
schoolchildren from two primary schools at which he
had previously worked and uploaded the data onto his
former school’s servers. Mr Harrison stated that he took
the data from the system for professional purposes.
The information included names, unique pupil numbers,
pupil attainment and progress spreadsheets, along with
performance management data for staff.

Hannah Pepper accessed the electronic clinical records
of 231 individuals (consisting of records of 228 patients
and 3 members of staff) outside of her role as an
administration assistant.
Pepper admitted a charge of breaching section 55 of
the DPA 1998 by unlawfully obtaining personal data
when she appeared at King’s Lynn Magistrates’ Court.
Action:
Pepper was fined £350 for the offence of obtaining
personal data, and ordered to pay prosecution costs of
£643.75 and a victim surcharge of £35.

Mr Harrison admitted to two offences of unlawfully
obtaining personal data, in breach of s55 of the Data
Protection Act 1998.
Action:
Mr Harrison was fined £700 and ordered to pay costs of
£364.08 and a victim surcharge of £35.

Total number of prosecutions
per year
2018
6
2017
11
2016
6
2015
7
2014
18
2013
11
2012
6
Source: ICO Annual report 2017-18
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West Midlands Police
12 January 2018
DPA 1998 – 7th Principle
Undertaking
The Commissioner was informed by West Midlands
Police (the ‘Police’) that a data breach had occurred
in relation to the publicising of a Criminal Behaviour
Order (‘CBO’), which was imposed on two individuals in
March 2015. The CBO concerned offences that involved
damage to property and threats of violence; details of
which were publicised, by the Police, in a leaflet. The
leaflet was to be distributed in the area local to where the
offences took place. The CBO prohibited the offenders
from entering certain areas of Birmingham and from
associating with one another in these areas. The CBO
also prohibited the offenders from contacting the victims
of and witnesses to the offences. A draft version of the
leaflet included this information and effectively revealed
the names of the victims and the witnesses to the
offences and was distributed to approximately 30 homes
without their consent and knowledge, leaving them at
risk of intimidation and harm. Some of the data that was
compromised related sensitive personal data as it related
to proceedings for the committal of an offence.
Whilst a detailed risk assessment was conducted
during the creation of the leaflet in relation to the use of
photographs of offenders, no equivalent risk assessment
existed for victims or witnesses to an offence. The Police
explained to the Commissioner that the draft version of
the leaflet was never intended for distribution, and that
they intended to notify the victims and witnesses of the
intention to distribute the leaflet.
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The Police shall ensure that personal data are
processed in accordance with the Seventh Data
Protection Principle and, in particular, that:
1. Risk assessments are carried out in relation to
victims of, or witnesses to, offences during the
creation of publicity materials regarding CBSs;
2. Victims of, and witnesses to, an offence are informed
before such publicity materials are published;
3. The procedure for the creation, approval and distribution
of such publicity materials is to be documented;
4. Processes for the creation of other publicity
materials are to be reviewed to ensure that these
processes comply with the DPA 1998;
5. Mandatory data protection training is to be given
to all new members of staff who have access to, or
otherwise process, personal data, on induction;
6. Data protection training is to be refreshed for all
members of staff who have access to, or otherwise
process, personal data, on an annual basis; and
7. Systems are to be introduced to monitor the uptake
of data protection training.
8. The above steps should be implemented within
three months.

International Trends
– Europe

International Trends
– Rest of World

Team and Contact
Information

Chief Constable Surrey Police
22 January 2018
Breach of DPA 1998 – 7th Principle
Undertaking
In July 2016 the Commissioner was made aware that
an unredacted Regulation 13 file, containing personal
and sensitive data, and which originated from The
Chief Constable Surrey Police (the ‘Police’), was
in the possession of a member of the public, who
subsequently published some of the data, contained
in the file, on Twitter. The file had been compiled by a
probationary police officer and contained documents
created by that officer, evidencing how they had met
performance requirements. The documents included
information regarding third parties, which included
details of crimes, and personal and sensitive data
regarding crime victims that did not need to be included
in the level of detail used. The file was initially disclosed
to the probationary police officer in June 2014.
However, prior to the disclosure of the data, the Police
(who were the data controller) did not identify that the
documents created by the officer contained the amount
of personal and sensitive data relating to third parties.
Following disclosure, the officer further disclosed the
file to the member of public, who was acting as their
representative in respect of disciplinary proceedings.
This individual subsequently posted details taken from
the file on Twitter in July 2016.

The Commissioner found that, while the Police had
some measures in place, there were limited security
procedures regarding making disclosures of Regulation
13 files. There were no checks regarding the content of
the file, nor were checks required. The Commissioner
also found that sufficient measures were not in place
at the time of the disclosure to ensure that staff
leaving the Police’s employ did not retain documents
containing personal or sensitive data.
The Police shall ensure that personal data are
processed in accordance with the Seventh Data
Protection Principle in Part I of Schedule 1 to the DPA
1998, and in particular that:
•

Checks are undertaken on Regulation 13 data
prior to disclosure to ensure that personal data is
properly redacted or minimised to only that which is
necessary, and completion of such checks is to be
appropriately recorded;

•

Staff are made aware of the appropriate checking
procedures to be conducted prior to making
disclosures of Regulation 13 data;

•

Checks are implemented to ensure that staff leaving
the data controller’s employ do not retain personal
or sensitive personal data in their possession, which
originates from the Police, and completion of such
checks is to be appropriately recorded; and

•

The Police shall implement such other security
measures as are appropriate to ensure that
personal data is protected against unauthorised
and unlawful processing, accidental loss,
destruction, and/or damage.
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Whatsapp Inc.
12 March 2018
DPA 1998 – 1st and 2nd Principles
Undertaking
On 12 March 2018, WhatsApp Inc, the operator of the
WhatsApp Messenger Service, signed an undertaking,
issued by the Commissioner, requiring that it does not
share personal data with Facebook Inc or other companies
associated with Facebook Inc (together ‘Facebook’) until it
could do so in compliance with the General Data Protection
Regulation, which entered into force on 25 May 2018.
The WhatsApp Messenger Service is a mobile
messaging service for smartphones that has end-to-end
encryption, and uses the internet to send text messages,
documents, images, video and audio messages between
users. The Commissioner’s 14 month-long investigation
focused on whether WhatsApp was sharing personal
data with Facebook, its parent company. The most
recent version of WhatsApp’s Privacy Policy, prior to
the acquisition of WhatsApp by Facebook in 2014, was
dated July 2012. This Privacy Policy did not expressly
provide for WhatsApp to share any personal data that it
held about its users with Facebook.
On 25 August 2016, WhatsApp launched an updated
version of its Terms of Service and its Privacy Policy.
The updated version of the Privacy Policy indicated that
WhatsApp planned to share UK users’ personal data
with Facebook for the following purposes:
1. The Service Analysis Purpose (using personal
data to help improve the services and offerings of
WhatsApp and Facebook),

The Commissioner further determined that, had WhatsApp
proceeded to share EU users’ (including UK users’)
personal data with the Facebook family of companies on
a controller-to-controller basis so that those companies
could use such data for the benefit of their own businesses,
whether for the Service Analysis Purpose, the System
Security Purpose, the Facebook Product and Advertising
Purpose, or otherwise, that such sharing would have
contravened the DPA 1998’s First and Second Principles.
The Commissioner’s conclusion is based on the
following deductions:
•

WhatsApp not identifying a lawful basis of
processing for any such sharing of personal data.
Hence such sharing would have contravened the
DPA 1998’s First Principle.

•

WhatsApp failing to provide adequate fair processing
information to users, in relation to any such sharing of
personal data. For this reason also, such sharing would
have contravened the DPA 1998’s First Principle.

•

In relation to existing users, such sharing would
have involved the processing of personal data for
a purpose that is incompatible with the purpose for
which such data were obtained. This would have
contravened the DPA 1998’s Second Principle.

WhatsApp and any company in the Facebook group
on a controller-to controller basis, WhatsApp Inc. and
WhatsApp Ireland Limited (together ‘WhatsApp’) both
gave the following voluntary public commitment:
•

WhatsApp will not transfer any WhatsApp EU user
data (including for UK users) to any other Facebook
company on a controller-to-controller basis, for any
purpose, prior to the GDPR coming into force on
25 May 2018;

•

WhatsApp will only commence the sharing of
WhatsApp EU user data (including for UK users)
with any other Facebook company for safety and
security purposes, or any other purposes, on a
controller-to-controller basis after the GDPR comes
into effect, and in full compliance with the GDPR’s
requirements, including concerning legal bases and
the provision of information to users; and

•

In the event that WhatsApp plans to commence the
sharing of WhatsApp EU user data (including for UK
users) with Facebook companies on a controller-tocontroller basis, for the purposes of using this data
to improve Facebook’s products and advertising
after the GDPR comes into force, it will only do so
in accordance with the requirements of the GDPR,
and working with its competent Lead Supervisory
Authority under Article 56 of the GDPR.

2. The System Security Purpose (using personal data
to fight spam, abuse or infringement activities),
3. The Facebook Product and Advertising Purpose (if
an existing user did not elect their choice to optout, their data would be shared to improve users’
experience, such as making product suggestions).
The Commissioner determined that WhatsApp’s Privacy
Policy envisaged companies in the Facebook family,
with which the personal data of WhatsApp users
was shared on a controller-to-controller basis for the
purposes outlined above, using such data for their own
business purposes and, when this sharing occurred,
they would therefore become data controllers in respect
of such data. The Commissioner was of the view that
WhatsApp processes relevant data using equipment in
the UK (i.e. smartphones of UK users), and therefore
comes within the scope of the DPA 1998.
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Humberside Police
8 June 2018

Enforced remedial action required:

Breach of DPA 1998 – 7th Principle

1. Humberside Police shall ensure all staff responsible
for handling personal data receive specific data
protection training, within six months.

Undertaking
Humberside Police informed the Commissioner on
5 October 2016 about the loss of ‘Achieving Best
Evidence’ interview disks and written notes about
an alleged rape. The disks were not encrypted nor
password protected.
The Commissioner expects organisations to provide
training to their staff so that they understand their
responsibilities under the DPA 1998, and that the
training is refreshed regularly. Such training reduces
the likelihood of data breaches occurring. The
Commissioner found there were information security
modules included in the police training package,
however completion of this training module was only
made mandatory in 2017. The force’s compliance rate
in relation to data protection training was only 16.8%
on 14 September 2017. Humberside Police did not
have a reliable method of monitoring the completion or
refresher training.
In May 2013 the Commissioner audited Humberside
Police. One of the identified areas for improvement was
that the force should provide mandatory data protection
and information security training with regular refresher
training to maintain the current knowledge and to make
staff aware of the risks relating to non-compliance
with Principle 7 of the DPA 1998. Humberside Police
provided an update at the audit follow-up, stating that
training had been evaluated and would be given on a
three yearly basis. A training package was introduced in
2015, but the Commissioner remained concerned about
the force’s failure to implement training and refresher
training and to implement an effective mechanism to
monitor uptake of that training. The Commissioner also
found awareness of DPA 1998 policies was lacking at
the time of the incident.

2. Humberside Police shall ensure all staff who
regularly handle removable media, such as CD
ROMs, DVD ROMs and USB memory sticks, receive
training about the use of encryption, including
when it is appropriate to use encryption and how
to encrypt.
3. Humberside Police should ensure that such training
should be refreshed annually.
4. Humberside Police shall ensure that all new staff
responsible for the handling of personal data are
given specific training upon induction.
5. Humberside Police shall devise and implement a
system to ensure completion of data protection
training is monitored, and procedures are in place
to ensure staff who have not completed training in
the specified time do so promptly. This should be
completed in three months.
6. Humberside Police should ensure DPA 1998 policies
and procedures are prompted and made available to
staff in all departments that handle personal data.
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Austria

Name of data protection regulatory body/ies
Datenschutzbehörde
Summary of key developments, trends and issues
Please note that the data protection authority in
Austria only publishes decisions of public interest.
The Data Protection Report 2018 of the Austrian Data
Protection Authority (‘ADPA’) shows a massive increase
in individual and cross-border complaints as well as
in the number of proceedings. However, the authority
succeeded in finalising almost all proceedings within
the legally prescribed period of six months.
The number of individual complaints amounted to
1,036, and there were 430 cross-border cases from
abroad, which the authority has had to deal with
since 25 May 2018. The number of legal opinions
issued by the ADPA has also risen by almost 1,800 to
around 4,000.
Instead of the former reporting obligation for data
applications, the controller must now keep a register
of his processing activities and, if necessary, carry out
data protection impact assessments. The register will
continue to be maintained by the ADPA as an archive
until the end of 2019.
On 25 May 2018, official responsibility for conducting
administrative criminal proceedings in the area of
data protection law was transferred from the district
administrative authorities to the ADPA. Proceedings
before the Federal Administrative Court have increased,
among other things, because the ADPA has also
assumed full responsibility for the private sector and
has since issued decisions that can be challenged at
the Federal Administrative Court.

In addition, since 25 May 2018 the ADPA has not only
conducted national proceedings, but has also dealt
with cross-border cases. These include complaints
lodged by affected parties and official investigation
proceedings, as well as notifications of security
breaches. In 2018, the ADPA dealt with 153 national
complaints involving cross-border facts. In addition,
the ADPA conducted 427 cross-border proceedings,
which were referred to the data protection authority by
another supervisory authority. The ADPA conducts three
proceedings as the lead supervisory authority.
Austrian regulatory framework
Regulatory framework is
A Local Data Protection Law
Regulation/Law name(s)
Bundesgesetz zum Schutz natürlicher Personen bei der
Verarbeitung personenbezogener Daten.
Regulator's powers
•

Request information

•

Fine or impose financial penalties

•

Entry and inspection

•

Order a stop to processing

Class actions
Can class actions be raised?
No.
The option of providing for a representative assertion of
claims for damages on behalf of the data subject under
Austrian law (Art. 80 (1)) was originally implemented in
Sec 28 Austrian Data Protection Act (in the version of
‘Datenschutz-Anpassungsgesetz 2018’); however, this
was deleted again before it came into force by a new
amendment to the law (in the version of ‘DatenschutzDeregulierungsgesetz 2018’). According to the
justification in the amendment, ‘gold plating’ is to be
avoided by referring to the merely optional character of
the regulation.
Data Controller registration
Is registration with or fee payment to regulator
required for Data Controllers?
No
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Data Protection Officer (DPO) registration
Is a DPO/primary privacy contact registration/
notification to the regulator required?
Yes
The data protection authority shall be notified (via
email) if the appointment of a DPO is obligatory or if a
controller appointed a DPO on voluntary basis.

Team and Contact
Information

Total number of regulator enforcement actions
taken during 2018
Published statistics show 134 administrative criminal
proceedings, such as those concerning video
surveillance, 129 official examination proceedings and
50 proceedings before the Federal Administrative Court
in 2018.
Breach metrics
In 2018, 69 security breaches pursuant to the Austrian
Telecommunications Act, seven cross-border security
breaches, 43 security breaches by foreign supervisory
authorities and 501 domestic security breaches were
reported to the ADPA.

Notable enforcement actions
Number of enforcement actions included = 3
1. Name undisclosed
Name/company

Name undisclosed

Initiator/claimant

Austrian data protection authority

Date of the action

12/09/2018

Type of case/action

Regulator enforcement action

Is this a class action

No

What is the current
status of the action?

Concluded (Final Decision/Settled)

Brief summary

Fine imposed in relation to video surveillance recording in the public parking lots and traffic areas in
front of the entrance area of a sports betting café. The video surveillance recording was found to be
non-compliant from a number of perspectives.

Outcome

Fine

Currency

EUR

Penalty

4,800

Enforcement case
details

The video surveillance in question was recording the public parking lots and traffic areas located in front
of the entrance area of a sports betting café, and was therefore not appropriate to the purpose of the
processing and not limited to the necessary extent.
•

There was no logging of the processing operations in connection with the video surveillance.

•

No deletion of the personal image data recorded by video surveillance within 72 hours was planned.
There is no separate logging in this respect. There is no justification for an extended storage period.

•

Video surveillance was not suitably marked.

Sector

Private Sector

Industry sector

Technology

Infringement/breach

Lawfulness fairness and transparency

Number of people
impacted

Unknown
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2. Name undisclosed
Name/company

Name undisclosed

Initiator/claimant

Austrian data protection authority

Date of the action

27/09/2018

Type of case/action

Regulator enforcement action

Is this a class action

No

What is the current
status of the action?

Concluded (Final decision/settled)

Brief summary

Fine imposed in relation to the use of dashboard cameras (dash cams)

Outcome

Fine

Currency

EUR

Penalty

300

Enforcement case
details

The video cameras (dash cams) in question captured both the public space in front of and behind the
motor vehicle and thus the public road traffic. There was no suitable marking on the vehicle referring to
the two dash cams.

Sector

Private Sector

Industry sector

N/A

Infringement/breach

Lawfulness fairness and transparency

Number of people
impacted

Unknown

3. Name undisclosed
Name/company

Name undisclosed

Initiator/claimant

Austrian data protection authority

Date of the action

20/12/2018

Type of case/action

Regulator enforcement action

Is this a class action

No

What is the current
status of the action?

Concluded (final decision/settled)

Brief summary

Fine imposed for non-compliant use of video surveillance

Outcome

Fine

Currency

EUR

Penalty

2,200
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3. Name undisclosed (cont’d)
Name/company

Name undisclosed

Enforcement case
details

The video surveillance was recording areas which are intended for the general use of the residents of
a multi-party residential complex, namely: parking lots, sidewalks, courtyard, garden and access areas
to the residential complex; in addition, the video surveillance recorded garden areas of an adjacent
property.
•

The video surveillance was therefore not limited to areas which were under the exclusive disposal
authority of the controller. The video surveillance was therefore not appropriate to the purpose and
not limited to the necessary extent.

•

The video surveillance captured the hall in front of the apartment and filmed residents entering and
leaving the surrounding apartments, thus intervening in their personal life without the consent of the
affected persons to capture their image data.

•

Video surveillance was not suitably marked.

Sector

Private Sector

Industry sector

N/A

Infringement/breach

Lawfulness fairness and transparency

Number of people
impacted

Unknown

Regulators contact details

PwC contact details

Regulator’s website address (home page)

Sabine Brunner

http://www.dsb.gv.at

E: sabine.brunner@pwc.com
M: +43 664 886 39 015

Regulator’s postal address
Wickenburggasse 8,
1080 Wien
Austria
Regulator’s phone number
+4315 21520
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Belgium
they required to have this registered in the DPA’s
public register.

Name of data protection regulatory body/ies
Data Protection Authority (Autorité de Protection
des Données/Gegevensbeschermingsautoriteit) (the
‘Belgian DPA’)

•

Entities and individuals are, however, required
to inform the police services of the use of a
surveillance camera (via an electronic form) no later
than the day before they start using the camera.

•

For existing surveillance cameras, entities and
individuals have until 20 May 2020 to inform the
police services.

Template and guidance on Register for
Processing Activities
•

The Belgian DPA has published on its website a
template of a Register for Processing Activities that
can be used by controllers and processors in order
to help them comply with their obligation provided
by Article 30 of the GDPR.

•

The Belgian DPA has also published guidance
related to the Register for Processing Activities
addressing several questions such as: who has to
keep a register, why is there an obligation to keep
a register, what information should be provided in
the register, etc. (Guidance n°6/2017 of 14 June
2017). As above, is this 2017 or 2018. If 2018 please
explain what happened in 2018.

•

The Belgian DPA released a Recommendation on
Data Protection Impact Assessment and the prior
consultation requirements under Articles 35 and
36 of the EU General Data Protection Regulation
(Recommendation n° 01/2018 du 28 février 2018).

Summary of key developments, trends and issues
New Data Protection Authority
•

•

The Belgian DPA succeeded the former Commission
for the Protection of Privacy (better known as the
‘Privacy Commission’) from 25 May 2018 and
became the new Belgian independent supervisory
authority responsible for ensuring compliance
with the fundamental principles concerning the
protection of personal data. To enforce the GDPR,
the authority received strong new investigative and
corrective powers besides its advisory powers.
As at 25 May 2018, the Belgian House of
Representatives (Parliament) had not appointed the
Belgian DPA’s members, the 2017 Data Protection
Act was amended, a day before the GDPR was to
become applicable, so that the members of the
previous Belgian Privacy Commission would, on an
interim basis, perform the tasks and exercise the
powers of the DPA during a transitional period.

New legal provisions introducing the registration of
fingerprints on e-ID for the whole Belgian population
•

The Belgian Parliament adopted new legal
provisions introducing the registration of fingerprints
on e-ID for the whole Belgian population with
the main objective to combat identity theft on 14
November 2018 (Act of 14 November 2018 bringing
various provisions related to the National Registry
and the Population Registry).

•

The provisions have effect in 2019, and they were
adopted despite the Belgian DPA issuing a negative
opinion arguing, mainly, that there was no sufficient
grounds for such intrusive measures. (Opinion
n°19/2018 of 28 February 2018).

New rules on surveillance cameras
•

94

The Belgian Parliament adopted a new law
amending the Belgian Camera Act of 2007 and the
law on the police function in order to adapt them
with the GDPR (the Act of 21 March 2018). The
new law entered into force on 25 May 2018. The
main change for entities and individuals installing
and using ‘surveillance cameras’ (as defined in the
law) is that they are no longer required to notify
the Belgian DPA of this use in advance, nor are
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Belgium regulatory framework

Team and Contact
Information

•

seize or seal goods or computer systems: for
maximum 72h – after that time, a judge’s decision
is required. The parties concerned may lodge an
appeal with the litigation chamber; and

•

request the identification of the subscriber or the
habitual user of an electronic communication service
or of the electronic means of communication used.

Regulatory framework is
Based on GDPR
Regulation/Law name(s)
Act of 30 July 2018 on the Protection of Natural
Persons with regard to the Processing of Personal Data
(the ‘2018 Data Protection Act’)
Act of 3 December 2017 establishing the Data
Protection Authority (the ‘2017 Data Protection Act’)

The individuals subject to the investigation are obliged
to cooperate.

•

Request information

•

Fine or impose financial penalties

•

Entry and inspection

•

Unannounced entry and inspection (‘Dawn Raid’)

•

Order compliance

•

Order a stop to processing

The Belgian DPA (as represented by the inspectorgeneral and the inspectors) may order the temporary
suspension, limitation, or freezing of data processing
operations subject to an investigation where such
action is necessary to avoid serious, immediate and
irreparable harm. The interim measures may last up to
3 months and can be extended once by an additional
period of maximum 3 months. Appeal is possible
against the interim measures’ decision.

•

Prosecute

•

Agree undertakings in lieu of enforcement

Class actions

•

Forced audit or inspections

Regulator's powers

Additional regulatory powers
The Belgian DPA has the power to institute legal
proceedings to ensure compliance with Belgian data
protection legislation.
When examining a matter, the Belgian DPA can (through
the inspector-general and inspectors) in line with the
2017 Data Protection Act:

Can class actions be raised?
Yes
The Belgian Economic Law Code mentions that
individuals that suffered the same damage resulting
from a breach of the GDPR can bring one action in
front of a court through a representative. This action
is named ‘action for collective repair’ (in French:
‘L’action en réparation collective’ and in Dutch: ‘De
rechtsvordering tot collectief herstel’).Data Controller
Registration.

•

identify individuals

•

question individuals

•

conduct a written questionnaire

Is registration with or fee payment to regulator
required for Data Controllers?

•

conduct on-site investigations

No

•

consult computer systems and copy the data they
contain

Data Protection Officer (DPO) registration

•

consult information electronically

Data Controller registration

Is a DPO/primary privacy contact registration/
notification to the regulator required?
Yes
The contact details of DPO shall be communicated to
the Belgian DPA via an electronic form which shall be
submitted via Internet Portal.
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Regulatory actions

•

Total number of regulator enforcement actions
taken during 2018

137 requests for advice have been received
(compared with 44 in 2017)

•

2,551 notifications for appointment of a DPO and

•

in 2018, more than 7,000 core cases (information,
mediation/conciliation, complaint and monitoring)
have been handled (compared with less than 5,000
in 2017).

In terms of GDPR enforcement, the DPA’s actions so far
have remained rather limited compared to neighbouring
countries. Based on the information available thus far,
first investigations have started but no cases have been
transferred to the Litigation Chamber to be dealt with
on the merits.
However, notwithstanding the challenges in creating a
fully functioning Belgian DPA, the authority released an
overview of its activities and actions so far in November
2018. This update announced that since 25 May 2018:

Breach metrics
317 data breaches had been notified to November 2018
(compared with 13 in 2017).
The top 5 industries data breaches are:
•

Health care
Insurance

•

148 complaints have been received (compared with
76 in 2017)

•
•

Public administration and defense

•

3,599 information requests have been received
(compared with 2,145 in 2017)

•

Telecoms

•

Financial services.

Notable enforcement actions
Number of enforcement actions included = 2
1. Facebook
Name/Company

Facebook

Initiator/claimant

Test Achats/Test Aankoop

Date of the action

30/05/2018

Type of case/action

Litigation

Is this a class action

Yes

What is the current
status of the action?

In progress

Outcome (to date)

Court Judgment (inc. Declarations and Injunctions etc.)

Enforcement case
details

On 30 May 2018, Test Achat/Test Aankoop, a Belgian consumer protection association, introduced a
‘class action’ against Facebook claiming damages for the unfair use of personal data in the Cambridge
Analytica case. Based on public sources, the first hearing is likely to be held November 2019.

Sector

Private Sector

Industry sector

Technology

Infringement/breach

Lawfulness fairness and transparency

Number of people
impacted

61,000 Facebook users (in Belgium)
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2. Facebook Ireland Limited; Facebook, Inc., Facebook Belgium BVBA
Name/company

Facebook Ireland Limited; Facebook, Inc., Facebook Belgium BVBA

Initiator/claimant

Privacy Commission (previous DPA)

Date of the action

03/01/2018

Type of case/action

Litigation

Is this a class action

No

What is the current
status of the action?

Subject to appeal

Brief summary

Facebook has been ordered to stop tracking people and monitoring their online behaviour for as long as
it does not comply with Belgian law.
The Court ruled that Facebook should cease the unlawful processing and destroy all unlawfully acquired
data. It must also publish the court’s decision on its website and certain other Belgian media.
If Facebook fails to comply with this court order it will be required to pay a penalty payment of EUR
250k per day, up to a maximum of EUR 100 million.
An appeal has been launched by Facebook.

Outcome

N/A

Currency

EUR

Penalty

EUR 250k per day if continued breach, with a maximum of EUR 100 million.

Enforcement case
details

The former Belgian Privacy Commission initiated proceedings against Facebook for an alleged
infringement of the information obligation of Facebook (as a controller) towards users and non-users
(data subjects).
The Privacy Commission found:
•

that Facebook did not adequately inform certain data subjects (non-Facebook users) about the
processing of their personal data performed by Facebook (e.g. which data was collected and the
purposes for which their data is processed) and;

•

that Facebook did not have a lawful ground for the processing of certain data, e.g. it lacked consent.

The Court of First Instance in Brussels ruled, on 16 February 2018, that the processing conducted
by Facebook using social plug-ins (cf. the ‘Like’ button) on third party’s websites constituted an
infringement of the privacy rights of data subjects, in particular as insufficient information was provided
to the data subjects, along with a lack of a valid consent or other lawful ground for the processing
concerned.
The Court ruled that Facebook should cease the unlawful processing and destroy all unlawfully acquired
data. It must also publish the court’s decision on its website and certain other Belgian media. If
Facebook fails to comply with this court order it will be required to pay a penalty payment of EUR 250k
per day, up to a maximum of EUR 100 million.
Sector

Private Sector

Industry sector

Technology

Infringement/breach

Lawfulness, fairness and transparency

Number of people
impacted

Unknown
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Regulators contact details

PwC contact details

Regulator's website address (home page)

Carolyne Vande Vorst
Attorney and (non-equity) Partner within PwC Legal
E: carolyne.vande.vorst@pwc.com
M: +32 496 27 51 29

https://www.dataprotectionauthority.be/
Regulator's postal address
Rue de la Presse, 35,
1000
Bruxelles
Regulator's phone number
+32 2 274 48 00

Leen Van Goethem
Attorney and Senior Managing Associate within
PwC Legal
E: leen.van.goethem@pwc.com
M: +32 0485 233682
Ophélie Snoy
Attorney and Senior Associate within PwC Legal
E: ophelie.snoy@pwc.com
M: +32 488 488 080
Janick Van Daele
Attorney and Associate within PwC Legal
E: janick.van.daele@pwc.com
M: +32 04729 03239
Charles Cuvelier
Attorney and Associate within PwC Legal
E: charles.c.cuvelier@pwc.com
M: +32 04729 02450
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Croatia
Additional regulatory powers.
•

Supervise the implementation of the Directive
2016/280.

•

Publish decisions brought against controllers/
processors for infringements related to minors,
special categories of data, profiling, recidivism or if
a fine of at least 100.000,00 HRK has been issued.

•

The Croatian Supervisory Authority can initiate or
take part in criminal, minor offences, administrative
or other judicial or out-of court proceedings only if
special law is applied as stipulated in the Croatian
Act on GDPR implementation (Art. 6.1).

Name of data protection regulatory body/ies
Croatian Personal Data Protection Agency/Agencija za
zaštitu osobnih podataka.

Class actions

Summary of key developments, trends and issues

Can class actions be raised?

Since the General Data Protection Regulation entered
into force, the Croatian Supervisory Authority has
focused its activities on education and awareness
raising. The number of published opinions increased
in the last period, however many points of clarification
remain unanswered.

No

During the last year, the Supervisory Authority has
equipped itself with new staff and the supervisory activities
figures are increasing. To date, no fines have been issued.

Data Protection Officer (DPO) registration

Croatia regulatory framework

Yes

Regulatory framework is

It is necessary to inform the Supervisory Authority using
the form provided, the signed and sealed form should
be delivered to the address of the Supervisory Authority
(in person or by post).

Based on GDPR
Regulation/Law name(s)
General Data Protection Regulation, The Act on
Implementation of General Data Protection Regulation
(Official Gazette, No. 44/2018).

Data Controller registration
Is registration with or fee payment to regulator
required for Data Controllers?
No

Is a DPO/primary privacy contact registration/
notification to the regulator required?

Regulatory actions

Regulator’s powers

Total number of regulator enforcement actions taken
during the calendar year = none.

•

Request information

Breach metrics

•

Fine or impose financial penalties

•

Entry and inspection

No information available. The Croatian regulator did not
issue any information on breach metrics.

•

Unannounced entry and inspection (‘Dawn Raid’)

•

Compliance Order

•

Order a stop to processing

•

Prosecute

•

Agree undertakings in lieu of enforcement

•

Forced audit or inspections
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Regulators contact details

PwC contact details

Regulator’s website address (home page)

Dznet Garibovic
E: dzenet.garibovic@pwc.com

http://www.azop.hr
Regulator’s postal address
Fra Grge Martića 14,
10000 Zagreb
Croatia
Regulator’s phone number
+385 1 4609 000
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Cyprus
Additional regulatory powers
Regulator’s powers also include the power to:

Name of data protection regulatory body/ies
The Office of the Commissioner for Personal
Data Protection.
Summary of key developments, trends and issues
The Commissioner for the protection of personal
data has published brief guidance on their website
in relation to DPIAs, Breach Reporting, Certification
Bodies and Records of Processing Activities effectively
reproducing the guidelines of (as well as making
reference to) the Guidelines of Article 29 Working Party
and the European Data Protection Board. Additionally,
the Commissioner has issued Opinions in relation to
(I) publications made by trade unions, (ii) CCTV in the
workplace and the use of biometric systems and (iii)
employer’s access to employees’ emails.

•

Carry out a review on certifications issued under
applicable law;

•

Notify the controller or the processor of an alleged
infringement of the GDPR;

•

Obtain, from the controller and the processor,
access to all personal data and to all information
necessary for the performance of its tasks;

•

Issue warnings to the controller or processor that
intended processing operations are likely to infringe
provisions of the GDPR;

•

Order the controller to communicate a personal data
breach to the data subjects;

•

Order the rectification or erasure of personal data or
restriction of processing and the notification of such
actions to relevant recipients;

•

Withdraw a certification or to order the certification
body to withdraw a certification issued or to order
the certification body not to issue certification under
applicable law;

•

Advise the controller (prior consultation procedure);

•

Issue, on its own initiative or on request, opinions
to the national parliament, the Member State
government or, in accordance with Member State
law, to other institutions and bodies as well as to
the public on any issue related to the protection of
personal data;

•

Issue an opinion and approve draft codes of
conduct under the GDPR;

•

Accredit certification bodies pursuant to provisions
of the GDPR;

•

Issue certifications and approve criteria of
certification in accordance with the GDPR;

•

Adopt standard data protection clauses; Authorise
contractual clauses;

•

Approve binding corporate rules.

Cyprus regulatory framework
Regulatory framework is
A Local Data Protection Law
Regulation/Law name(s)
Law 125(I)/2018 Providing for the Protection of Natural
Persons with Regard to the Processing of Personal
Data and for the Free Movement of Such Data.
Regulator’s powers
•

Request information

•

Fine or impose financial penalties

•

Entry and inspection

•

Unannounced entry and inspection (‘Dawn Raid’)

Class actions

•

Order compliance

Can class actions be raised?

•

Order a stop to processing

No

•

Agree undertakings in lieu of enforcement

•

Forced audit or inspections
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Data Controller registration
Is registration with or fee payment to regulator
required for Data Controllers?
No
Data Protection Officer (DPO) registration
Is a DPO/primary privacy contact registration/
notification to the regulator required?
Yes

UK
Prosecutions

UK
Undertakings

Relevant details of the DPO are communicated to the
Office of the Commissioner by email or by post.
Regulatory actions
Total number of regulator enforcement actions
taken during the calendar year
10
Breach metrics
None available

Notable enforcement actions
Number of enforcement actions included = 1
1. State Hospital
Name/company

State Hospital

Initiator/claimant

The name of the patient is hidden in order to protect their privacy

Date of the action

05/07/2018

Type of case/action

Regulator enforcement action

Is this a class action

No

What is the current
status of the action?

Concluded (Final decision/settled)

Brief summary

The patient complained to the Data Protection Commissioner that the request for access to her medical
file was not satisfied by the hospital because the dossier could not be identified/located.

Outcome

Fine

Currency

Euros

Penalty

5,000

Enforcement case
details

The patient exercised her right to access her personal data, namely her patient file kept in the records of
the hospital. The patient complained to the Data Protection Commissioner that the request for access
to her medical file was not satisfied by the hospital because the dossier could not be identified/located.
The Data Protection Commissioner imposed an administrative fine on the hospital in the amount of
5,000 Euros.
The hospital was fined as a result of being unable to fulfil the data subject’s access request.

Sector

Public sector

Industry sector

Healthcare

Infringement/breach

Data subject rights

Number of people
impacted

One

Other interesting
factor(s)

Even though many enforcement cases may impact millions of individuals the impact on a single
individual is given due attention by regulators.
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International Trends
– Europe

International Trends
– Rest of World

Team and Contact
Information

Regulators contact details

PwC contact details

Regulator’s website address (home page)

Spyros Evangelou
E: spyros.evangelou@cy.pwclegal.com
M: +3 5722 559900

http://www.dataprotection.gov.cy/dataprotection/
dataprotection.nsf/home_el/home_el?opendocument
Regulator’s postal address
Iasonos 1,
1082 Nicosia,
Cyprus
Regulator’s phone number
+3 5722 818456
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UK Monetary
Penalty Notices

UK
Prosecutions

UK
Undertakings

Estonia
Estonia regulatory framework
Regulatory framework is
Based on GDPR
Regulation/Law name(s)
General Data Protection Regulation (Isikuandmete
kaitse üldmäärus). In addition, the Personal Data
Protection Act (Isikuandmete kaitse seadus) that
addresses those parts of the GDPR where the Member
States have discretion to set their own rules.
Name of data protection regulatory body/ies

Regulator’s powers

Estonian Data Protection Inspectorate
(Andmekaitse Inspektsioon).

•

Request information

•

Fine or impose financial penalties

•

Entry and inspection

•

Order compliance

•

Order a stop to processing

•

Forced audit or inspections

Summary of key developments, trends and issues
In his overview of the activities of the Estonian Data
Protection Inspectorate for 2018, Raavo Palu, Director
General of the Estonian Data Protection Inspectorate
noted that 2018 has been a year of changes – for the
Data Protection Inspectorate, personal data controllers
and processors, as well as data subjects in Estonia.
Some of the key issues highlighted in the report
and hence which are worthy of attention by those
undertaking business in or with Estonia were:
•

Some of the previously in-force data processing
principles were turned into legal provisions. For
example, the principles of data protection by
design and by default were established as separate
requirements.

•

Employee/employer relationships and related
personal data processing.

•

Transfers to third countries.

•

Conducting DPIAs.

•

Fines: The Estonina Data Protection Inspectorate
had the option of imposing sanctions even before
the GDPR. The Director General emphasised that
they see no fundamental changes in their approach
just because GDPR is now in force: In the case
of violations, our main pattern of behaviour has
been providing explanations and warnings. We use
sanctions and compulsion as a last resort. At the
same time, this does not mean that in the case of
malevolence or a repeated serious violation, we will
only give out warnings and a new chance.
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Additional regulatory powers
All powers specified in the GDPR and Estonian Data
Protection Act (Isikuandmete kaitse seadus).
The extra powers contained in the Estonian Data
Protection Act include the following:
•

Improve the awareness and understanding of
the public, controllers and processors and give
recommended instructions for the performance of
this function;

•

Provide information to data subjects upon request
about the exercising of rights and co-operate with
supervisory authorities of other Member States of
the European Union;

•

Initiate misdemeanour proceedings and impose
punishments, in case no other administrative
measures achieve compliance with the requirements
of personal data processing;

•

Co-operate with international data protection
supervision organisations and other authorities;

•

Monitor relevant developments, insofar as they have
an impact on the protection of personal data;

•

Give advice on the personal data processing
operations (consulting);

•

Participate in the European Data Protection Board;

•

Apply administrative coercion;

International Trends
– Europe

•

•

International Trends
– Rest of World

Team and Contact
Information

Present opinions on own initiative or upon request
on issues related to protection of personal data
to the Riigikogu, the Government of the Republic,
the Chancellor of Justice and other agencies and
the public;

Data Protection Officer (DPO) registration

Perform other duties arising from legal acts.

In Estonia, when a company has appointed a DPO,
the Estonian Data Protection Inspectorate must be
notified via the Company Registration Portal. The
representative of a company can log in to the portal
and fill in the given name, surname and the personal
identification code or the date of birth of the DPO in
the respective form. When the required information is
submitted, the name of the DPO will be published in the
e-Business Register.

In addition, the Estonian Data Protection Inspectorate
has the right to warn controllers and processors that
intended processing operations are likely to infringe
the law, demand rectification, erasure, restriction
on processing and termination of processing of
personal data. Where necessary, they have the right to
immediately apply, in order to prevent damage to the
rights and freedoms of persons, organisational, physical
or information technology security measures to protect
personal data pursuant to the procedure provided for
in the Substitutive Enforcement and Penalty Payment
Act, unless the personal data are processed by a state
agency. Furthermore, they have the right to implement
temporary or permanent restrictions on processing of
personal data, including a prohibition on processing
of personal data and initiate supervision processings
where necessary.

Is a DPO/primary privacy contact registration/
notification to the regulator required?
Yes

Regulatory actions
Total number of regulator enforcement actions
taken during the calendar year
The Estonian Data Protection Inspectorate took
the following activities in 2018 regarding data
protection matters:
•

8 supervision proceedings taken of its own initiative
(out of a total 15 matters)

•

3 recommendations provided in the course
of supervision proceedings (out of a total of
10 matters)

Yes

•

Class actions can only be raised in administrative
court proceedings in cases where there may be more
than 50 third parties. Class actions are not allowed in
civil proceedings.

9 precepts issued (out of a total 46 matters) (a
precept is an administrative act which imposes an
obligation on a person to perform a required act or
to refrain from a prohibited act)

•

20 misdemeanour proceedings initiated and
completed (out of a total of 23 matters)

Data Controller registration

•

8 fines and penalty payments imposed (out of a total
of 9 matters).

Class actions
Can class actions be raised?

Is registration with or fee payment to regulator
required for Data Controllers?
No

Breach metrics
64 data breach notifications received in 2018,
according to the statistics published on the Estonian
Data Protection Inspectorate’s website.
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UK Monetary
Penalty Notices

UK
Prosecutions

Regulators contact details

PwC contact details

Regulator’s website address (home page)

Mari-Liis Orav

https://www.aki.ee/en

E: mari-liis.orav@pwc.com
M: +37 2515 4388

Regulator’s postal address
Tatari 39,
10134 Tallinn,
Republic of Estonia
Regulator’s phone number
+372 627 4135
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UK
Undertakings

International Trends
– Europe

International Trends
– Rest of World

Team and Contact
Information

France
increased from 8300 in 2017 to 11 077 in 2018 (+32%).
Complaints received related mainly to the dissemination
of data on the internet (37.5%) as large numbers of
individuals requested the deletion of their data.
The CNIL identified several specific trends such as the
remote viewing of CCTV images, installation of cameras
in care units and the use of the right to data portability
relating to bank and online services sectors. Individuals
have shown increasing concern about the kind of data
mobile applications access on their smartphones.
Name of data protection regulatory body/ies
Commission nationale de l’Informatique et des
Libertés (CNIL)
Summary of key developments, trends and issues
Legislative update
France amended its current domestic data protection
law with a new Act, Law No.2018-493 on Personal
Data Protection (DPA) dated the 20th June 2018. The
DPA incorporates certain provisions of the GDPR and
outlines further provisions where the GDPR allows
member states to decide how certain parts of the
regulation will be implemented. It also sets out the data
protection framework in France in relation to areas such
as the prevention and detection of crime.
In addition, France adopted Order No 2018-1125 of 12
December 2018 to ensure the provisions of the DPA are
consistent with those outlined in the GDPR. The Order
will enter into force on the 1st June 2019.
Update from the regulator
The CNIL updated its guidelines on the protection
of privacy for high-risk or complex data processing
following the implementation of the GDPR, to inform
data controllers of the requirements relating to DPIAs
and the maintenance of a register of data processing
activities. In addition, the CNIL released a plethora
of guidelines and articles relating to matters such
as consent and profiling and the data protection
challenges of blockchain technologies and AI activities.
In its 2018 annual report, the CNIL addressed the
increased awareness of individuals regarding the
necessity of protecting and securing their personal
data since the GDPR came into force. As an illustration,
the number of complaints to the CNIL significantly

The CNIL also noted a significant rise in enquiries
from companies and businesses around their data
protection compliance.
The CNIL also noticed a strong European cooperation
with other European Supervisory Authorities as 20%
of the complaints received were inquired into together
with other supervisory authorities.
In September 2018 the CNIL urged the French
legislature to initiate a parliamentary and democratic
debate in order to regulate new uses of CCTVs and
video software, particularly when used in cases of
public order and law enforcement. The CNIL also
launched a public consultation on the future regulation
on the use of biometric data in the workplace.
France regulatory framework
Regulatory framework is
Based on GDPR
Regulation/Law name(s)
Regulation n° 2016/679 dated 27 April 2016 on the
protection of natural persons with regard to the
processing of personal data and on the free movement
of such data, and repealing Directive 95/46/EC (General
Data Protection Regulation).
Act No.78-17 on Information Technology, Data Files and
Civil Liberties dated 6th January 1978, as amended by
Act No.2018-493 on Personal Data Protection (DPA)
dated the 20th June 2018 together forming the French
Data Protection Act.
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Regulator’s powers

Class actions

•

Request information

Can class actions be raised?

•

Fine or impose financial penalties

Yes

•

Entry and inspection

•

Unannounced entry and inspection (‘Dawn Raid’)

•

Order compliance, Order a stop to processing

Pursuant to Article 43 of the French Data Protection
Act, a class action may be raised before competent
French Courts by:

•

Prosecute

•

•

Agree undertakings in lieu of enforcement

•

Forced audit or inspections

associations regularly declared for at least five years
whose statutory purpose is the protection of privacy
and the protection of personal data;

•

representative consumer protection associations at
national level and approved pursuant to Article L.
811-1 of the Consumer Code, when the processing
of personal data affects consumers;

•

the trade union organisations of employees or
representative civil servants within the meaning of
Articles L. 2122-1, L. 2122-5 or L. 2122-9 of the Labor
Code or III of Article 8 bis of Act No. 83 – 634 of
13 July 1983 on the rights and obligations of civil
servants or the representative unions of magistrates
of the judiciary, when the treatment affects the
interests of the persons whom the statutes of these
organisations charge them to defend.

Additional regulatory powers
The CNIL is entitled to:
•

Conduct online inspections to review
documentation, information and compliance;

•

Commence summary proceedings for
necessary measures in cases of serious and
immediate violations of the rights and freedoms
of data subjects;

•

Establish and publish guidelines, opinions and
recommendations;

•

Enact specific regulations relating to IT security
especially regarding biometric, genetic and sensitive
data; and

•

Approve and publish baseline methodologies in
particular relating to sensitive data processing.

The CNIL also has a certification power. The CNIL
advises and informs public authorities regarding
evolution of information and communication
technologies. In this regard, public authorities shall
consult the CNIL in the elaboration of new law or
regulation relating to data protection issues.
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A class action may be raised on behalf of several
natural persons which are in a similar situation and
suffer damages resulting from a breach of the GDPR
and/or the French Data Protection Act provisions.
Such class action may be raised provided that the
complainant(s) (i) has duly informed the CNIL prior to
the contemplated action and (ii) files its action upon a
4 months prior written notice.
Class actions may be raised either to cease the data
breach and/or to engage the responsibility of the
person who caused the damage in order to obtain
compensation for the material and moral damages
suffered, or both. However, please note that financial
compensation can only be granted provided that the
damages occur from 25 May 2018. Please also note
that pursuant to Article 72 of French data protection Act
a specific regime applies to class action exercised in
certain territories located outside metropolitan France.

International Trends
– Europe

International Trends
– Rest of World

Team and Contact
Information

Data Controller registration

Orders and sanctions:

Is registration with or fee payment to regulator
required for Data Controllers?

In most cases, the orders issued by CNIL resulted in
the organisations’ compliance.

No

49 formal orders were adopted in 2018. Two sectors
were particularly targeted:

Data Protection Officer (DPO) registration
Is a DPO/primary privacy contact registration/
notification to the regulator required?

•

5 orders in the insurance sector

•

4 orders concerning companies that specialise in
targeted advertising via a technology (Software
Development Kit) installed in mobile applications

Yes
Article 70-17 of the French Data Protection Act and
Article 37, (7) of the GDPR requires that the controller
or the processor shall publish the contact details of the
data protection officer and communicate them to the
supervisory authority. The CNIL provides for an online
form to be completed and submitted to it. In addition,
the DPO appointment does not have to be necessarily
registered online only and can be communicated to the
CNIL by other means such as email, letter, etc.
Regulatory actions
Total number of regulator enforcement actions
taken during the calendar year

11 sanctions were pronounced by the restricted
committee and included:
•

10 monetary sanctions (including 9 public and
7 which concerned breaches of the security of
personal data)

•

1 non-public warning

•

1 nonsuit

Breach metrics
1,170 data breach were notified to the CNIL in 2018, a
significant number concerned data privacy breach.

According to the CNIL’s annual report for 2018:
Investigations:
310 inspections were performed, including:
•

204 on-site inspections (including 20 investigations
of CCTV systems)

•

51 online investigations

•

4 hearings
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Notable enforcement actions
Number of enforcement actions included = 4
1. Google LLC
Name/company

Google LLC

Initiator/claimant

Association None Of Your Business (NOYB)
Association Quadrature du Net (LQDN)

Date of the action

28/05/2018

Type of case/action

Regulator enforcement action

Is this a class action

Yes

What is the current
status of the action?

In Progress/Subject to appeal

Brief summary

The CNIL imposed a €50 million financial penalty against Google LLC pursuant to GDPR provisions
for lack of transparency, unsatisfactory information and lack of valid consent for the personalisation of
advertising. The CNIL received complaints dated 25 and 28 May 2018 from the associations None Of
Your Business (‘NOYB’) and La Quadrature du Net (‘LQDN’). This latter was appointed by 10 000 data
subjects. The complainants argued that Google processed user personal data without legal basis as
regards advertising personalisation.

Outcome

TBC

Penalty

TBC

Enforcement case
details

In May 2018, the CNIL received complaints from None of your Business (NOYB) and La Quadrature du
Net (LQDN) acting on behalf of approximately 10,000 individuals. The complaints related to the fact that
Google was processing the personal data of users, particularly for targeted and personalised advertising
without a valid legal basis.
NOYB claimed that users of Android mobile devices were required to accept Google’s privacy policy and
general terms and conditions of use of Google’s services and that, in the absence of such acceptance,
they could not use their device. The LQDN association held that, regardless of the terminal used, Google
did not have a valid legal basis for processing personal data for behavioural analysis and advertising
targeting purposes.
Following discussions in June 2018 with other supervisory authorities, it was established that the
‘one stop shop’ mechanism was not applicable in this case and so the CNIL was able to take on
the investigation of the complaints raised. The CNIL proceeded to undertake online inspections in
September 2018 with the aim of verifying Google’s processing activities by analysing the browsing
pattern of a user and the documents they would have access to when creating a Google account during
the configuration of Android mobile equipment.
It is expected that the outcome of the CNIL’s investigations will be available in 2019.

Sector

Private Sector

Industry sector

Technology

Infringement/breach

Lawfulness fairness and transparency
Lack of valid consent
Unlawfully obtaining or disclosing personal data
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International Trends
– Europe

International Trends
– Rest of World

Team and Contact
Information

1. Google LLC (cont’d)
Name/company

Google LLC

Number of people
impacted

TBC

Other interesting
factor(s)

The case will have potential impact on the interpretation of the ‘one-stop shop’ provision introduced by
the GDPR. The CNIL considered that although Google has EU headquarters in Ireland, this Irish entity
‘did not have a decision-making power’ in relation to the purposes and means of the relevant crossborder data processing activities. For that reason, the CNIL decided that the one-stop shop mechanism
did not apply and that the CNIL were therefore competent to make a decision on the case. This could
potentially mean that the ‘one-stop shop’ mechanism may, de facto, not be available for non-EU
controllers (such as Google), as their EU administrative headquarters will rarely independently decide
on the purposes and means of its cross-border processing activities in the EU (these being part of their
global service offerings).

2. UBER France SAS
Name/company

UBER France SAS

Initiator/claimant

CNIL

Date of the action

20/12/2018

Type of case/action

Regulator enforcement action

Is this a class action

No

What is the current
status of the action?

Concluded (Final Decision/Settled)

Brief summary

The CNIL levied a 400,000 Euro fine for failure to implement basic security measures pursuant to the
French Data Protection Act. As the personal data breach took place before the GDPR entered into force,
the GDPR provisions were not applicable.
When setting the amount of the fine, the CNIL took into account the fact that hackers gained access
to the data, thereby possibly allowing them to make further use of the data. The CNIL stressed that,
although no damage suffered by affected individuals had been reported at that time, evidence of a
complete absence of damage could not be invoked by Uber. British and Dutch regulatory bodies also
pronounced sanctions against UBER for failing to secure and protect users personal data.

Outcome

Penalty notice (i.e. fine)

Currency

Euro

Penalty

400,000
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2. UBER France SAS (cont’d)
Name/company

UBER France SAS

Enforcement case
details

In November 2017, Uber reported that it had faced a personal data breach that affected 57 million users,
including 1.4 million users in France. The CNIL, in cooperation with other European Data Protection
Authorities commenced an investigation into the breach. The investigation revealed that two external
individuals had gained access to account user credentials stored in plain text on the collaborative
development platform ‘GitHub’ used by Uber’s software engineers. The hackers were then able to find
an access key recorded in a plain text source code file, giving them remote access to Uber’s Amazon
Web Services Account server in which Uber users’ data were stored. The individuals then downloaded
personal data relating to 57 million users, including 1.4 million in France (1.2 million riders and
163,000 drivers).
The CNIL found the breach could have been avoided if:
•

Uber had required its employees to connect to ‘GitHub’ with a stronger authentication measure.

•

Not stored credentials that allowed access to the ‘GitHub’ platform in plain text on the server.

•

Implemented an IP filtering system to access the Amazon Web Services Account server containing
the personal data.

•

The CNIL therefore concluded that Uber had failed to implement appropriate technical safeguards to
secure the personal data of its users.

Sector

Private sector

Industry sector

Technology

Infringement/breach

Integrity and confidentiality

Number of people
impacted

57 million worldwide and about 1.4 million in France

Other interesting
factor(s)

The CNIL also considered the data controllership of Uber Technologies Inc. and found that Uber
Technologies Inc. was acting as a joint data controller with Uber B.V for the processing purposes
outlined in the case. The CNIL found that the management of a data breach, due to its intrinsic
connection as to the means of data processing, can only be determined by a data controller. The CNIL
considered the processing of Uber riders’ and drivers’ personal data to be carried out in the context of
the activity of the French establishment of the data controllers, Uber B.V. and Uber Technologies Inc and
therefore French data protection law applied to the breach.
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International Trends
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International Trends
– Rest of World

Team and Contact
Information

3. Vectuary
Name/company

Vectuary

Initiator/claimant

CNIL

Date of the action

09/11/2018

Type of case/action

Regulator enforcement action

Is this a class action

No

What is the current
status of the action?

Concluded (Final Decision/Settled)

Brief summary

The CNIL ordered that, within three months, Vectuary:
•

Stop the processing of individual’s geolocation data for advertising and targeting purposes where
there was no compliant lawful basis i.e. because the lawful basis of consent used by Vectuary was
not valid under the requirements of the GDPR.

•

Ensures it obtains GDPR-compliant consent from users of the apps from whom it receives real-time
bidding opportunities before processing the personal data.

•

Delete any personal data currently held that had been obtained without valid consent.

Outcome

Enforcement notice

Penalty

N/A

Enforcement case
details

Vectaury is an electronic marketing company. It specialises in establishing the travel habits of mobile
users in order to offer them targeted advertising through partner apps on behalf of its customers (the
advertisers). It achieves this by purchasing the advertising space on behalf of its customers in ‘real time’
auction bids. On the 30 October 2018, the CNIL published a decision declaring that Vectuary had failed
to meet the requirements of consent under the GDPR because it was not informed, specific, and given
by an affirmative action.
•

The consent notice given to users was not specific and was misleading as to how their personal
data would be used. Users were not adequately informed of the collection of their geolocation data
by Vectaury for the purposes of profiling and targeted advertising. It was also not clear who would
be processing the user’s data as they were not sufficiently informed of the identities of the third
party companies.

•

The options given for users to consent to the use of their data were not specific enough to allow
them to agree for the purpose of displaying targeted advertising, or for the development of a
commercial profile for marketing focus.

•

The consent was collected using pre-ticked boxes and so was not based on a free and positive
action by the user.

Sector

Private sector

Industry sector

Ad-tech and marketing

Infringement/breach

Unlawfully obtaining or disclosing personal data

Number of people
impacted

42 million ad IDs and location-based data from more than 32,000 apps

Other interesting
factor(s)

The decision of the CNIL may have wider implications in relation to the fundamental nature of the real
time bidding process, including the IAB’s Transparency and Consent Framework. The CNIL found that
consent can’t be passed to another controller via a contractual relationship; it needs to be specifically
given by the data subject for each controller that is relying on that consent for the processing of their
personal data.
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4. Dailymotion
Name/company

Dailymotion

Initiator/claimant

CNIL

Date of the action

02/08/2018

Type of case/action

Regulator enforcement action

Is this a class action

No

What is the current
status of the action?

Concluded (Final decision/settled)

Brief summary

The CNIL pronounced a sanction of 50.000 euros, considering that the company had breached its
obligation to protect the security of personal data, in breach of Article 34 of the law Informatique
et Libertés.

Outcome

Fine

Currency

Euro

Penalty

50,000

Enforcement case
details

On December 5, 2016, an online article posted on the WWW.ZDNET.COM website reported a personal
data breach relating to the email addresses and passwords of several million users of Dailymotion’s
video sharing platform.
The breach was the result of a cyber-attack where hackers took advantage of a vulnerability in
Dailymotion’s collaborative development platform, ‘GitHub’, allowing them access to administrator
credentials. This then allowed the hackers remote access to user’s personal information held on the
company’s database.
While stressing that the attack suffered by the company was sophisticated, the regulator nevertheless
noted that the attack could not have succeeded if certain basic security measures had been put in place
by Dailymotion.
These were cited as
a) the company had stored the identifiers for its administrator account in its source code and
b) remote connections to the internal network were not protected by an IP address filtering system or a
virtual private network (VPN).
This security measure was subsequently implemented by Dailymotion following the cyber-attack.

Sector

Private sector

Industry sector

Entertainment and Media

Infringement/breach

Integrity and confidentiality

Number of people
impacted

82.5 million (email addresses) 18.3 million (encrypted passwords)

Other interesting
factor(s)

When considering its fine, the regulator took into account the large number of individuals affected and,
as a potential mitigating factor, the fact that all passwords accessed were encrypted.
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International Trends
– Rest of World

Team and Contact
Information

Regulators contact details

PwC contact details

Regulator’s website address (home page)

Michael Chan
E: michael.chan@pwcavocats.com
M: +33 39040 2643

https://www.cnil.fr
Regulator’s postal address
3 Place de Fontenay
TSA 80715
75334 PARIS CEDEX 07

Lea Rudloff
E: lea.rudloff@pwcavocats.com
M: +33 7 60 47 32 86

Regulator’s phone number
+33 01 53 73 22 22
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Germany

Name of data protection regulatory body/ies
Regulatory bodies in Germany are the data protection
authorities of the German states and the Federal
Commissioner for Data Protection and Freedom of
Information for the federal government. The jurisdiction
of these bodies depends on the data controller’s
address of record (territorial jurisdiction) as well
as its nature and the corporate purpose
(subject-matter jurisdiction).
Federal regulatory bodies:
•

Bundesbeauftragter für den Datenschutz und die
Informationsfreiheit (BfDI)

•

Bundesnetzagentur

Provincial regulatory bodies:

•

Landesbeauftragte für den Datenschutz
Niedersachsen

•

Landesbeauftragte für Datenschutz und
Informationsfreiheit Nordrhein-Westfalen

•

Landesbeauftragte für den Datenschutz und die
Informationsfreiheit Rheinland-Pfalz

•

Unabhängiges Datenschutzzentrum Saarland
– Landesbeauftragte für Datenschutz und
Informationsfreiheit

•

Sächsische Datenschutzbeauftragte

•

Landesbeauftragter für den Datenschutz
Sachsen-Anhalt

•

Unabhängiges Landeszentrum für Datenschutz
Schleswig-Holstein

•

Thüringer Landesbeauftragte für den Datenschutz
und die Informationsfreiheit

Summary of key developments, trends and issues
Many German regulatory bodies granted a period
of grace to all data controllers concerning their duty
to register their DPO with the respective body. For
example, the regulatory bodies in Bavaria (grace period
until 08/31/2018) or North Rhine-Westphalia (grace
period until 12/31/2018).
Since grace periods have ended, spokesmen from the
regulatory bodies have reported that fine proceedings
are now picking up pace and an increasing number of
proceedings are being initiated. The focus will change
from advice to supervision.

•

Landesbeauftragte für den Datenschutz und die
Informationsfreiheit Baden-Württemberg

•

Bayerische Landesbeauftragte für den Datenschutz

•

Bayerisches Landesamt für Datenschutzaufsicht

•

Berliner Beauftragte für Datenschutz und
Informationsfreiheit

Germany regulatory framework

•

Landesbeauftragte für den Datenschutz und für das
Recht auf Akteneinsicht (Brandenburg)

Based on GDPR

•

Landesbeauftragte für Datenschutz und
Informationsfreiheit der Freien Hansestadt Bremen

•

Hamburgische Beauftragte für Datenschutz und
Informationsfreiheit

•

Hessische Beauftragte für Datenschutz und
Informationsfreiheit

•

Landesbeauftragte für den Datenschutz
Mecklenburg-Vorpommern
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Regulatory framework is
Regulation/Law name(s)
EU General Data Protection Regulation,
GDPR (EU-Datenschutzgrundverordnung, DSGVO)
Federal Data Protection Act, FDPA
(Bundesdatenschutzgesetz, BDSG)
Telecommunications Act, TCA
(Telekommunikationsgesetz, TKG)

International Trends
– Europe

International Trends
– Rest of World

Team and Contact
Information

Regulator’s powers

Regulatory actions

•

Request information

•

Fine or impose financial penalties

Total number of regulator enforcement actions
taken during the calendar year

•

Entry and inspection

•

Unannounced entry and inspection (‘Dawn Raid’)

•

Order compliance

•

Order a stop to processing

•

Prosecute

•

Forced audit or inspections

Class actions
Can class actions be raised?
Yes
The German Civil Code (Zivilprozessordnung, ZPO)
allows class actions to be brought before court by
certain non-profit organisations, when an action for a
declaratory judgement affecting the legal relationship
between a company and one or more consumers is
sought (§ 606 ZPO).

According to the German Newspaper Handelsblatt, a
total of 41 fines have been awarded:
•

North Rhine-Westphalia: 33

•

Hamburg: 3

•

Baden-Wuerttemberg: 2

•

Berlin: 2

•

Saarland: 1

According to the regulatory bodies, there are also many
ongoing fine proceedings. Precise figures, however, are
not provided by the regulatory bodies.
Breach metrics
No information available

Data Controller registration
Is registration with or fee payment to regulator
required for Data Controllers?
No
Data Protection Officer (DPO) registration
Is a DPO/primary privacy contact registration/
notification to the regulator required?
Yes
Registration may be completed via either Online-Tool,
E-Mail, Telefax or Letter. Most regulatory bodies prefer
the use of an Online-Tool. Thus, they will ask you to use
their web page to register, which will present you with
either a two-factor sign up tool or a one-time fill out
form. A few still rely on you sending in a printed form
or letter.
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UK Enforcement
Notices

UK Monetary
Penalty Notices

UK
Prosecutions

UK
Undertakings

Notable enforcement actions
Number of enforcement actions included = 1
1. Kolibri Image Regina und Dirk Maass GbR
Name/company

Kolibri Image Regina und Dirk Maass GbR

Initiator/claimant

Hessische Beauftragte für Datenschutz und Informationsfreiheit

Date of the action

17/12/2018

Type of case/action

Regulator enforcement action

Is this a class action

No

What is the current
status of the action?

Subject to appeal

Brief summary

A fine was imposed because no data processing contract was in place between the parties, the
regulator concluded that sensitive personal data had been transferred to the third party processor in
violation of the GDPR requirements.

Outcome

Penalty Notice (i.e. fine)

Currency

Euro

Penalty

5,000

Enforcement case
details

On the 17 December 2018, data protection authorities in Hamburg sent a €5,000 penalty notice to
a small company named Kolibri Image, citing a violation of the GDPR due to the absence of a data
processing agreement. The company had a data processor in Spain who refused to submit/draft a data
processing agreement in accordance with Art. 28 of the GDPR. For this reason, the company asked the
Hessische Beauftragte für Datenschutz und Informationsfreiheit for help.
The regulatory body said that the obligation to conclude the contract sat with both parties to the
agreement. Despite this clear guidance from the regulatory body, the company declined to draft a
contract and translate it into Spanish by themselves. They said, their lack of knowledge of the internal
processes of the data processor as well as the allegedly high costs of the translation prevented them
from doing so.
Given this response, the Hessische Beauftragte für Datenschutz und Informationsfreiheit informed the
competent regulatory body in Hamburg, which then initiated an action. Because no data processing
contract was in place between the parties, the regulator concluded that sensitive personal data had
been transferred to the third party processor in violation of the GDPR requirements.

Sector

Private sector

Industry sector

Retail and consumer

Infringement/breach

Unlawfully obtaining or disclosing personal data
Accountability

Number of people
impacted
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Regulators contact details
Regulator’s website address (home page)
Federal:
BfDI:
https://www.bfdi.bund.de/DE/Home/home_node.html
Provincial:

Team and Contact
Information

Landesbeauftragte für Datenschutz und
Informationsfreiheit Nordrhein-Westfalen:
http://www.ldi.nrw.de
Landesbeauftragte für den Datenschutz und die
Informationsfreiheit Rheinland-Pfalz:
http://www.datenschutz.rlp.de

Bundesnetzagentur:

Landesbeauftragte für Datenschutz und
Informationsfreiheit:

https://www.bundesnetzagentur.de

http://www.datenschutz.saarland.de

Landesbeauftragte für den Datenschutz und die
Informationsfreiheit Baden-Württemberg:

Sächsische Datenschutzbeauftragte:

http://www.baden-wuerttemberg.datenschutz.de

http://www.datenschutz.sachsen.de

Bayerische Landesbeauftragte für den Datenschutz:

Landesbeauftragter für den Datenschutz
Sachsen-Anhalt:

https://www.datenschutz-bayern.de

http://www.datenschutz.sachsen-anhalt.de

Bayerisches Landesamt für Datenschutzaufsicht:

Unabhängiges Landeszentrum für Datenschutz
Schleswig-Holstein:

http://www.lda.bayern.de
Berliner Beauftragte für Datenschutz und
Informationsfreiheit:
https://www.datenschutz-berlin.de
Landesbeauftragte für den Datenschutz und für das
Recht auf Akteneinsicht:
http://www.lda.brandenburg.de
Landesbeauftragte für Datenschutz und
Informationsfreiheit der Freien Hansestadt Bremen:
http://www.datenschutz.bremen.de

http://www.datenschutzzentrum.de
Thüringer Landesbeauftragte für den Datenschutz
und die Informationsfreiheit:
http://www.tlfdi.de
Regulator’s postal address
Federal Regulatory Bodies:
•

Bfdi: Address: Husarenstr. 30, 53117 Bonn

Provincial regulatory bodies:
•

Bundesnetzagentur: Tulpenfeld 4, 53113 Bonn

•

Landesbeauftragte für den Datenschutz und
die Informationsfreiheit Baden-Württemberg:
Königstraße 10a, 70173 Stuttgart

Hessische Beauftragte für Datenschutz und
Informationsfreiheit:

•

Bayerische Landesbeauftragte für den Datenschutz:
Wagmüllerstr. 18, 80538 München

http://www.datenschutz.hessen.de

•

Landesbeauftragte für den Datenschutz
Mecklenburg-Vorpommern:

Bayerisches Landesamt für Datenschutzaufsicht:
Promenade 27 (Schloss), 91522 Ansbach

•

Berliner Beauftragte für Datenschutz und
Informationsfreiheit: Berliner Beauftragte für
Datenschutz und Informationsfreiheit, Friedrichstr.
219, 10969 Berlin

•

Landesbeauftragte für den Datenschutz und für das
Recht auf Akteneinsicht: Stahnsdorfer Damm 77,
14532 Kleinmachnow

Hamburgische Beauftragte für Datenschutz und
Informationsfreiheit:
https://www.datenschutz-hamburg.de

https://www.datenschutz-mv.de
Landesbeauftragte für den Datenschutz
Niedersachsen:
http://www.lfd.niedersachsen.de
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UK Enforcement
Notices

•

UK Monetary
Penalty Notices

Landesbeauftragte für Datenschutz und
Informationsfreiheit der Freien Hansestadt Bremen:
Arndtstraße 1, 27570 Bremerhaven

UK
Prosecutions

Regulator’s phone number
Federal regulatory bodies:
BfDI:

•

Hamburgische Beauftragte für Datenschutz und
Informationsfreiheit: Ludwig-Erhard-Str. 22 7.OG,
20459 Hamburg

•

Hessische Beauftragte für Datenschutz und
Informationsfreiheit: Gustav-Stresemann-Ring 1,
65189 Wiesbaden

Bundesnetzagentur

Landesbeauftragte für den Datenschutz
Mecklenburg-Vorpommern: Lennéstraße 1, Schloss
Schwerin, 19053 Schwerin

Provincial regulatory bodies:

•

UK
Undertakings

T: +49 228 99 7799 0
F: +49 228 997799 5550
T: +49 228 14 0
F: +49 228 14 8872
Bayerische Landesbeauftragte für den Datenschutz:
T: +49 89/21 26 72 0
F: +49 89/21 26 72 50

•

Landesbeauftragte für den Datenschutz
Niedersachsen: Prinzenstraße 5, 30159 Hannover

•

Landesbeauftragte für Datenschutz und
Informationsfreiheit Nordrhein-Westfalen:
Kavalleriestraße 2-4, 40213 Düsseldorf

Bayerisches Landesamt für Datenschutzaufsicht

•

Landesbeauftragte für den Datenschutz und die
Informationsfreiheit Rheinland-Pfalz: Hintere Bleiche
34, 55116 Mainz

Berliner Beauftragte für Datenschutz und
Informationsfreiheit

•

Unabhängiges Datenschutzzentrum Saarland
Landesbeauftragte für Datenschutz und
Informationsfreiheit: Fritz-Dobisch-Straße 12, 66111
Saarbrücken

T: +49 981/53 1300
F: +49 981/53 5300

T: +49 30 13889 0
F: +49 30 2155050
Landesbeauftragte für den Datenschutz und für das
Recht auf Akteneinsicht (Brandenburg)

•

Sächsische Datenschutzbeauftragte: Devrientstraße
1, 01067 Dresden

T: +49 3 32 03/356 0
F: +49 3 32 03/356 49

•

Landesbeauftragter für den Datenschutz SachsenAnhalt: Leiterstraße 9,39104 Magdeburg

Landesbeauftragte für Datenschutz und
Informationsfreiheit der Freien Hansestadt Bremen

•

Unabhängiges Landeszentrum für Datenschutz
Schleswig-Holstein: Holstenstraße 98, 24103 Kiel

T: +49 4 21/361 2010
F: +49 4 21/496 18495

•

Thüringer Landesbeauftragte für den Datenschutz
und die Informationsfreiheit: Häßlerstraße 8,
9096 Erfurt.

Hamburgische Beauftragte für Datenschutz und
Informationsfreiheit
T: +49 40/428 54 40 40
F: +49 40/428 54 40 00
Hessische Beauftragte für Datenschutz und
Informationsfreiheit
T: +49 6 11/140 80
F: +49 6 11/14 08-900
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Landesbeauftragte für den Datenschutz MecklenburgVorpommern
T: +49 385/59494 0
F: +49 385/59494 58

Team and Contact
Information

PwC contact details
Jan-Peter Ohrtmann
E: jan-peter.ohrtmann@pwc.com
M: +49 17176 14597

Landesbeauftragte für den Datenschutz Niedersachsen
T: +49 5 11/120 45 00
F: +49 5 11/120-45 99
Landesbeauftragte für Datenschutz und
Informationsfreiheit Nordrhein-Westfalen
T: +49 2 11/384 24 0
F: +49 2 11/384 24 10
Landesbeauftragte für den Datenschutz und die
Informationsfreiheit Rheinland-Pfalz
T: +49 61 31/208-24 49
F: +49 61 31/208-24 97
Unabhängiges Datenschutzzentrum Saarland
– Landesbeauftragte für Datenschutz und
Informationsfreiheit
T: +49 6 81/947 81 0
F: +49 6 81/947 81 29
Sächsische Datenschutzbeauftragte
T: +49 3 51/85471 101
F: +49 3 51/85471 109
Landesbeauftragter für den Datenschutz SachsenAnhalt
T: +49 3 91/818 03 0
F: +49 3 91/818 03 33
Unabhängiges Landeszentrum für Datenschutz
Schleswig-Holstein
T: +49 4 31/988 12 00
F: +49 4 31/988 12 23
Thüringer Landesbeauftragte für den Datenschutz und
die Informationsfreiheit
T: +49 3 61/57 311 29 00
F: +49 3 61/57 311 2904
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Notices

UK Monetary
Penalty Notices

UK
Prosecutions
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Undertakings

Greece
In addition the Authority imposed the following fines:

Name of data protection regulatory body/ies
Hellenic Data Protection Authority
Summary of key developments, trends and issues
The HDPA sets out on its website that its primary
goal is the protection of citizens from the unlawful
processing of their personal data and their assistance
in case it is established that their rights have been
violated in any sector (financial, health, insurance,
education, public administration, transport, mass
media, etc.).
Furthermore, another goal of the HDPA is to offer
support and guidance to controllers in their effort to
comply with their obligations vis-a-vis the Law, while
taking into account the needs of the services in the
Greek society, as well as the growing use of modern
digital communications and networks. As a result of
the above, the HDPA focuses, among others, on the
identification and solution of problems which arise
from the advancements of new technologies and
their applications.
Prior to the 25 May 2018 the HDPA imposed several
fines on data controllers based on the provisions of
pre-GDPR legislation (national law 2472/1997 which
incorporated Directive 95/46):
In decisions no. 60/2018, 61/2018, 62/2018 and
63/2018, the Authority imposed a fine of 150.000€
on the telecommunication providers Wind, Vodafone,
OTE and Cosmote for nuisance marketing calls.
Further details on these fines can be read in the case
summary below.
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•

50.000€ on a Greek law firm for illegal use of CCTV
in the workplace (decision no. 41/2018).

•

10.000€ on a Greek bank for non-identification of
individuals prior to starting a recorded conversation
regarding their financial data (decision no. 47/2018).

•

10.000€ each on three Greek banks for failing to
fulfil their obligation to process accurate personal
data of their debtors (decision nos. 55/2018,
56/2018 and 57/2018)

From 25 May 2018 to 31 December 2018, the HDPA
issued the following decisions in accordance with
the provisions of the GDPR, all of which constitute
reprimands to data controllers:
•

In decision no 66/2018, the Authority reprimanded
a data controller for unlawful data processing for
marketing purposes via Viber messages.

•

In decision no. 67/2018, the Authority reprimanded
a data controller for infringement of articles 5
and 32 of the GDPR regarding the security of
data processing, because the company had not
a) updated the software, b) implemented the
appropriate mechanisms for the detection of
security attacks and c) established procedures for
the regular assessment of the security measures.

•

And, by decisions 68/2018 and 69/2018, the
Authority reprimanded Greek Banks for failing to
report data breach incidents in a timely manner.

In December 2018, the Hellenic DPA, initiated an ‘ex
officio’ investigation in order to
•

explore the level of compliance with the General
Data Protection Regulation (GDPR) – six months
after its entry into force – and the specific legislation
on e-privacy,

•

raise the awareness of data controllers and data
subjects, and

•

exercise its envisaged powers.

International Trends
– Europe

International Trends
– Rest of World

Team and Contact
Information

The investigation looked at 65 controllers operating
online in the fields of financial services, insurance
services, e-commerce, ticket services and Public
sector services, exploring how they met specific
requirements in the areas of transparency, the use
of cookies, the sending of online messages and the
security of websites through indicative checkpoints,
perceived to the citizen in their navigation and the use
of internet services.

Class actions

Greece regulatory framework

Data Protection Officer (DPO) registration

Regulatory framework is
Based on GDPR
Regulation/Law name(s)
Regulation 2016/679, Law 2472/1997 incorporating
Directive 95/46, Law 3471/2006 incorporating
Directive 2002/58 as in force after its amendment by
Directive 2009/136
Regulator’s powers

Can class actions be raised?
No
Data Controller registration
Is registration with or fee payment to regulator
required for Data Controllers?
No

Is a DPO/primary privacy contact registration/
notification to the regulator required?
Yes
The controller/processor should announce the DPO’s
contact details to the HPDA by sending a mandatory
form to ‘dpo-announcement@dpa.gr’. The document at
issue can be downloaded from HDPA’s website.
Regulatory actions
Total number of regulator enforcement actions
taken during the calendar year

•

Request information

•

Fine or impose financial penalties

•

Entry and inspection

•

Order compliance

Breach metrics

•

Order a stop to processing

None available

•

Agree undertakings in lieu of enforcement

•

Forced audit or inspections

No statistics available
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Notable enforcement actions
Number of enforcement actions included = 1
1. Wind, Vodafone, OTE and Cosmote
Name/company

Wind, Vodafone, OTE and Cosmote

Initiator/claimant

Hellenic Data Protection Authority

Date of the action

10/18/2018

Type of case/action

Regulator enforcement action

Is this a class action

No

What is the current
status of the action?

Concluded (Final decision/settled)

Brief summary

The Hellenic DPA imposed a fine of EUR 150.000 on each company (Wind, Vodafone, OTE and
Cosmote) for conducting unsolicited phone calls. This was the highest fine possible pursuant to the
legislation before the General Data Protection Regulation, given that the violations arose in the period
before GDPR came into force.
The relevant Decisions (60, 61, 62 and 63/2018) are available in www.dpa.gr (in Greek).

Outcome

Fine

Currency

Euro

Penalty

150,000 to each company

Enforcement case
details

The Hellenic Data Protection Authority conducted a coordinated series of audits of companies for which
it had received a large number of complaints concerning unsolicited phone calls for the promotion of
goods and services.
The activities of Wind, Vodafone, OTE and Cosmote were examined with on-the-spot audits both at the
companies’ own premises and the premises of the cooperating companies which conduct phone calls.
The DPA collected records of the calls made, which were cross-checked with the registries provided
for in Article 11 of Law 3471/2006 on the ‘Protection of personal data and privacy in the electronic
telecommunications sector’ (‘do not call’/’opt-out’ registries) that are held by the telephony service
providers. From the aforementioned cross-check, a large numbers of unlawful calls was discovered.
At the same time, the DPA examined the procedures applied by these companies and judged that,
although they have improved some of them, they do not apply, in practice, appropriate technical and
organisational measures to ensure the complete lawfulness of their activity, despite the fact that they
had sufficient time since the issuance and communication of Decisions 66, 65, 63 and 64/2016, which
had addressed the same matter with regard to the aforementioned companies.

Sector

Private sector

Industry sector

Telecommunications

Infringement/breach

Data Subject rights – unsolicited phone calls

Number of people
impacted

Unknown

Marketing channel

Telephone
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International Trends
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Team and Contact
Information

1. Wind, Vodafone, OTE and Cosmote (cont’d)
Name/company

Wind, Vodafone, OTE and Cosmote

Other interesting
factor(s)

One of the reasons for the high fines imposed was that the DPA had previously addressed the same
matter with these companies (Decisions 66, 65, 63 and 64/2016).
The DPA judged that, although they have improved some of their processes, they were still not applying,
in practice, appropriate technical and organisational measures to ensure the complete lawfulness of
their activity, despite the fact that they had sufficient time to do so since the previous issuance and
communications on the topic.

Regulators contact details

PwC contact details

Regulator’s website address (home page)

Michael Samiotakis
E: michalis.samiotakis@pwc.com
M: +30 6951 804785

http://www.dpa.gr/portal
Regulator’s postal address
Data Protection Authority
Kifissias 1-3,
115 23 Athens,
Greece
Regulator’s phone number
+30 2106 475600
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Hungary
The authority also looked into the issue of offering
marketing benefits to data subjects if they decide to
subscribe to a newsletter. It brought the attention to the
requirement of voluntary consent, which might not be
met if the benefit offered influences the voluntary nature
of the opt-in. Therefore the nature of the benefit and its
effects on the consent must be considered on a caseby-case basis.

Name of data protection regulatory body/ies
National Authority for Data Protection and Freedom
of Information.
Summary of key developments, trends and issues
The supervisory authority has begun enforcing the
GDPR. To date, no substantial fines have been
imposed. Fines usually range between HUF 500,000
(cca EUR 1,500) and HUF 1,000,000 (cca EUR 3,000),
which may be regarded by some as not dissuasive.
The authority applies an increased level of tolerance
towards small and medium enterprises and in most
cases, imposes fines against larger data controllers
such as banks and supermarket chains or organisations
that process an excessive amount of special categories
of personal data such as certain registered religious
organisations. Investigations (and in some cases) fines
extend to the Public sector as well.
The authority has increased its activity in the field of
providing guidance and opinions to data controllers and
is a regular participant in various professional events
such as conferences.
The authority has released a number of guidance
documents clarifying various issues related to sectorspecific privacy rules. In the framework of this, it issued
an opinion on the photocopying of individuals’ ID cards
by companies and employers. The authority argued
that most data controllers are not in a position to check
the ID document’s authenticity in official records, and
therefore, keeping a copy of it is against the principle of
purpose limitation and data minimisation.

In one of its opinions the authority underlined the
importance of including the list of data recipients
in privacy notices, as well as the categories of
data transferred and the purposes of the transfer.
It highlighted that in cases where the recipients are
numerous, specifying merely the recipient categories
is sufficient, as otherwise, the data subject might
be confused by an excessively long list of specific
recipients and as a result the privacy notice might not
meet the requirement of clarity.
As regards the implementation of the GDPR, the
Hungarian legislator took the approach of amending the
Information Act as a first step. This primarily focused on
removing the former Hungarian – specific privacy rules
from the Information Act so that its provisions do not
overlap with or contradict the GDPR.
As a second step, the legislator accepted a package
of amendments to several sectoral laws in order to
bring their provisions in line with the GDPR and avoid
contradictions. The package affected a variety of
sectors ranging from banking to private security firms
among others. It also brought significant changes
to the privacy aspects of Hungarian labour law as it
clarified for instance the rules of monitoring employees’
activities, processing certificates of no criminal record
or deploying electronic access control systems, which
use biometric data.
Hungary regulatory framework
Regulatory framework is
Based on GDPR
Regulation/Law name(s)
General Data Protection Regulation
Act XII of 2011 on the right to informational selfdetermination and data protection (‘Information Act’)
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Team and Contact
Information

Regulator’s powers

Data Controller registration

•

Request information

•

Fine or impose financial penalties

Is a DPO/primary privacy contact registration/
notification to the regulator required?

•

Entry and inspection

No

•

Unannounced entry and inspection (‘Dawn Raid’)

Data Protection Officer (DPO) registration

•

Order compliance,Order a stop to processing

•

Prosecute

Is a DPO/primary privacy contact registration/
notification to the regulator required?

•

Agree undertakings in lieu of enforcement

Yes

•

Forced audit or inspections

The supervisory authority operates an electronic form
used for registering DPOs. The process is simple and
takes minutes to complete. Receipt confirmations are
sent to the email address provided during registration.
The registration is acknowledged by the authority and
takes effect upon receiving this confirmation.

Additional regulatory powers
•

Initiate a civil lawsuit if the data controller subject
to the preceding administrative proceeding fails to
adhere to the authority’s resolution.

•

Initiate criminal, infraction or disciplinary
proceedings if, based on its administrative
proceeding, the authority has reason to believe that
these are necessary.

Class actions
Can class actions be raised?
Yes
Class action has been possible in Hungarian law
even before the GDPR and continues to be a valid
alternative. If the right to privacy of multiple individuals
is infringed and the specific conditions in the applicable
procedural laws are met, class action lawsuits can
be brought.

A search interface operated by the supervisory
authority can be used to find a specific DPO. If the
search is successful, the name and contact details of
the DPO as well as the basic data of the related data
controller organisation will display.
Regulatory actions
Total number of regulator enforcement actions
taken during the calendar year
In the 2018 calendar year, a total of 18,654 cases were
registered by the authority.
Out of these, a total of 827 investigatory proceedings
were launched. Actual fines were imposed in
approximately 10 cases.
Breach metrics
None available.
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Notable enforcement actions
Number of enforcement actions included = 3
1. Name undisclosed
Name/company

Name undisclosed

Initiator/claimant

The name of the data subject is hidden in order to protect their privacy.

Date of the action

27/08/2018

Type of case/action

Regulator enforcement action

Is this a class action

No

What is the current
status of the action?

Concluded (Final decision/settled)

Outcome

Fine

Currency

HUF

Penalty

1,000,000

Enforcement case
details

The data controller in question failed to provide video recordings containing the image of the data
subject upon request. It failed to keep the recordings despite the request by the data subject to use
them in other proceedings. Further, it did not provide adequate information on remedies available to the
data subject.

Sector

Private sector

Industry sector

Telecoms

Infringement/breach

Data subject rights

Number of people
impacted

One

2. Name undisclosed
Name/company

Name undisclosed

Initiator/Claimant

The name of the claimant is hidden in order to protect their privacy.

Date of the Action

13/10/2018

Type of Case/Action

Regulator enforcement action

Is this a class action

No

What is the current
status of the action?

Concluded (Final decision/settled)

Outcome

Fine

Currency

HUF

Penalty

500,000
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Team and Contact
Information

2. Name undisclosed (cont’d)
Name/company

Name undisclosed

Enforcement case
details

Text messages were erroneously sent to the data subject despite the fact that no contractual
relationship existed between the data subject and the data controller. The messages did not contain
marketing content but were notifications related to credit card indebtedness.

Sector

Private sector

Industry sector

Banking

Infringement/breach

Purpose limitation

Number of people
impacted

One

3. Municipality of the City of Kecskemét
Name/company

Municipality of the City of Kecskemét

Initiator/claimant

The name of the individual taking the whistleblowing action is hidden in order to protect their privacy

Date of the action

11/10/2018

Type of case/action

Regulator enforcement action

Is this a class action

No

What is the current
status of the action?

Concluded (Final decision/settled)

Outcome

Fine

Currency

HUF

Penalty

1,000,000

Enforcement case
details

The municipality made available the personal data of an individual taking whistleblowing action against a
data controller connected to the municipality.
The personal data was disclosed to the data controller against which the action was taken.
Subsequently, the data controller terminated the whistleblower’s employment relationship.

Sector

Public sector

Industry sector

Government and Public sector

Infringement/breach

Purpose limitation

Number of people
impacted

One
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Regulators contact details

PwC contact details

Regulator’s website address (home page)

Laszlo Reti
E: laszlo.reti@pwc.com
M: +36 30 940 7774

http://naih.hu
Regulator’s postal address
H-1125 Budapest,
Szilágyi Erzsébet fasor 22/c,
Hungary

Csilla Dekany
E: csilla.dekany@pwc.com
M: +36 30 528 1907

Regulator’s phone number

Andras Csenterics
E: andras.csenterics@pwc.com
M: +36 30 866 1797

+36 1 391 1400
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Ireland
In October 2018 an Irish newspaper report highlighted
that the DPC’s workload continued to increase
‘significantly’ since the application of the GDPR citing
that since May 25th, some 1,700 complaints and
2,500 data breach notifications were received by the
commission, representing a doubling of the number
of complaints and almost three times the number
of breach notifications compared with the same
period last year.

Name of data protection regulatory body/ies
Data Protection Commission (DPC).
In Ireland the office of the Data Protection
Commissioner ended on 25th May 2018 after which the
new Data Protection Commission came into force under
the Data Protection Act 2018.

The DPC plans to continue building out the depth
and breadth of its resource with 40 new staff to be
recruited in 2019, bringing the total number employed
to about 180.

Summary of key developments, trends and issues

In April 2018, the Irish High Court issued its reference
case for a preliminary ruling to the Court of Justice of
the European Union, seeking its judgement in relation
to the validity of Standard Contractual Clauses (SCCs)
to legitimise transfers of EU personal data to the US.

In Ireland the office of the Data Protection
Commissioner ended on 25th May 2018 after which
the new Data Protection Commission (DPC) came into
force under the Data Protection Act 2018.

Brexit is an issue that remains on the DPCs agenda
and in December 2018 the DPC issued guidance on
personal data transfers to and from the UK in event of a
‘no deal’ Brexit.

The role which the Irish DPC plays – and will continue
to play – in European and indeed global privacy matters
should not be underestimated. The fact that so many
significant multinational data controllers have their EU
headquarters located in Ireland, including for example
Facebook, LinkedIn, Google, Microsoft, Twitter, Oath
EMEA, Ancestry and SurveyMonkey, means that the
DPC fulfils the role of Lead EU Supervisory Authority
for these companies under the GDPR ‘OneStopShop’ model.

The DPC is funded directly by government and
was allocated an extra €3.5m for 2019 bringing its
overall funding total for 2019 to €15.2m. Helen Dixon
commented ‘This lead EU regulatory role places
the DPC at the frontline of global data protection
regulation. The 2019 budget increase is therefore
critical to continuing to build the DPC’s capacity as an
internationally respected, professional and effective
supervisory authority.’

The following extract from the Data Protection
Commissioner’s final report before the Data Protection
Commission came into force, evidences the demands
experienced: The first five months of 2018 were a truly
extraordinary time for the DPC. Business as usual had
to continue with 1,046 complaints resolved, 1,198
breach notifications handled, and a range of audits
and inspections concluded. Our telephone and email
query services were particularly busy, with over 9,900
emails and 10,200 telephone calls received during the
period — an increase of around 30% on the preceding
six months.
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Ireland regulatory framework

Data Controller registration

Regulatory framework is

Is registration with or fee payment to regulator
required for Data Controllers?

Based on GDPR
Regulation/Law name(s)

No

Irish Data Protection Act 2018

Data Protection Officer (DPO) registration

Regulator’s powers

Is a DPO/primary privacy contact registration/
notification to the regulator required?

The Data Protection Commission (DPC) is the national
independent authority responsible for upholding the
fundamental right of individuals in the EU to have
their personal data protected. The DPC is the Irish
supervisory authority for the General Data Protection
Regulation (GDPR), and also has functions and powers
related to other important regulatory frameworks
including the Irish ePrivacy Regulations (2011) and the
EU Directive known as the Law Enforcement Directive.
DPC powers include:
•

Request information

•

Fine or impose financial penalties

•

Entry and inspection

•

Unannounced entry and inspection (‘Dawn Raid’)

•

Order compliance

•

Order a stop to processing

•

Prosecute

•

Agree undertakings in lieu of enforcement

•

Forced audit or inspections

Class actions
Can class actions be raised?
Yes
Class actions, with multi-parties or a non-profit acting
on behalf on multi-parties, are not strictly allowed,
where the result will be a direct financial compensation
to the parties. However, there is a possibility to permit
class actions here, as demonstrated by the recently
published Private Members’ Multi-Party Actions Bill
2017, the use of this mechanism for GDPR related
cases has yet to be seen or properly articulated by the
Irish courts or the Data Protection Commission.

Yes
In Ireland, the Office of the Data Protection
Commissioner (the ‘DPC’) has released an online
registration form, which organisations can complete
and submit to notify the DPC of their DPO. There is
no fee for organisations looking to register a DPO with
the DPC.
Regulatory actions
Total number of regulator enforcement actions taken
during the calendar year.
Irish High Court:
•

Litigation concerning Standard Contractual Clauses
(continued from 2017)

•

Savage v. Data Protection Commissioner and
Google Ireland Ltd, 9 February 2018

•

Nowak v Data Protection Commissioner and
Institute of Chartered Accountants in Ireland,
26 February 2018

•

Nowak v Data Protection Commissioner and
PriceWaterhouseCoopers, 26 February 2018

•

Nowak v Data Protection Commissioner,
12 July 2018

Workplace Relations Commission:
A Separated Father v Data Protection Commissioner,
10 April 2018.
Statutory inquiries:
Twitter
Facebook
Breach metrics
1,184 Data breach reports in 2018
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Notable enforcement actions
Number of enforcement actions included = 1
1. Yahoo/Yahoo! EMEA Limited
Name/company

Yahoo/Yahoo! EMEA Limited

Initiator/claimant

Data Protection Commissioner following notification of the breach in September 2016.

Date of the action

07/06/2018

Type of case/action

Regulator enforcement action

Is this a class action

No

What is the current
status of the action?

Concluded (Final decision)

Brief summary

No penalty fine was issued by the Regulator. However, Yahoo has been directed to undertake the
following actions:
•

Ensure that all data protection policies which it uses and implements take account of the applicable
data protection law, and that such policies are reviewed and updated at defined regular intervals.

•

Update its data processing contracts and procedures associated with such contracts to comply with
data protection law.

•

Ensure it monitors the compliance of its data processors on an ongoing basis.

Outcome

Enforcement notice

Currency

N/A

Penalty

N/A

Enforcement case
details

The Irish Data Protection Commission was notified of a data breach by Yahoo in September 2016. The
Commissioner established that the breach dated back to 2014 and involved one or more unauthorised
third parties copying and taking data from approximately 500 million user accounts from Yahoo! Inc
infrastructure.
The commissioner found:
•

Yahoo’s oversight of the data processing operations performed by its data processor did not meet
the standard required by EU data protection and Irish law.

•

Yahoo relied on global policies which defined the appropriate technical security and organisational
measures implemented by Yahoo. Those policies did not adequately take into account Yahoo’s
obligations under data protection law.

•

Yahoo did not take sufficient and reasonable steps to ensure that the data processor it engaged
complied with appropriate technical security and organisational measures as required by data
protection law.

Sector

Private sector

Industry sector

Technology

Infringement/breach

Integrity and confidentiality

Number of people
impacted

39 million
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Regulators contact details

PwC contact details

Regulator’s website address (home page)

Pat Moran
E: pat.moran@pwc.com
M: +353 (0) 8638 03738

https://www.dataprotection.ie
Regulator’s postal address
Data Protection Commission
21 Fitzwilliam Square South
Dublin 2
D02 RD28
Ireland
Regulator’s phone number
+353 5786 84800
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E: rodesh.govender@pwc.com
M: +353 87 164 5515
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Italy
•

controls over homogeneous groups of players,
either public or private, as to the respect of
fundamental provisions such as those relevant to
lawfulness of processing, consent, information
notice and retention periods.

The DPA indicated that it planned to perform 30
inspections on its own initiative; and that further
action would be taken on the basis of complaints or
infringements potentially reported.
Name of data protection regulatory body/ies
Garante per la protezione dei dati personali (the
‘Italian DPA’).
Summary of key developments, trends and issues
An assessment published by the Italian DPA showed
that in the period between May and December 2018,
the following activities have been registered in Italy:
•

4,704 complaints and infringement reported by
natural persons;

•

43,269 DPO contact details communications; and

•

13,835 contacts with the DPA public relations office.

Italy regulatory framework
Regulatory framework is
Based on GDPR
Regulation/Law name(s)
•

Regulation (EU) 2016/679 (‘GDPR’).

•

Legislative Decree June 30, 2003, No. 196, ‘Italian
Data Protection Code’, as modified by Legislative
Decree August 10, 2018, No. 101, entered into force
on September 18, 2018.

•

Legislative Decree May 18, 2018, No. 51,
implementing the Directive (EU) 2016/680 on the
protection of natural persons with regard to the
processing of personal data for the purposes of the
prevention, investigation, detection or prosecution
of criminal offences or the execution of criminal
penalties, and on the free movement of such data.

Telemarketing rules revised:
Law January 11, 2018, No. 5 (‘Law No. 5/2018’)
provides for more stringent rules for telemarketing by
renewing the provisions governing the Italian Robinson
List (the so-called ‘Registro delle Opposizioni’).
In particular, data subjects has been granted the
possibility to register to this opt-out list both their
landline (either publicly available or private) and mobile
numbers. Law No. 5/2018 has entered into force
already, but it is not yet enforceable law, since its
implementing regulation has not been issued so far.

Regulator’s powers
•

Request information

•

Fine or impose financial penalties

•

Entry and inspection

•

Order compliance

•

Order a stop to processing

DPA’s inspection plan(s):

Additional regulatory powers

On July 26, 2018, the DPA published its six-monthly
inspection plan for the second half of 2018. DPA
declared it would focus mainly on the following:

In addition to the above, the Italian DPA is also allowed/
required to:
•

provide authorisations and opinions

•

•

collaborate with other authorities in the application
of the GDPR

•

examine complaints

•

notify to the Parliament the need to legislate in
the field

checking aspects of general interest for data
subjects in the context of processing activities
carried out by organisations/entities managing
databases with large dimensions, banks/credit
institutions, and entities for telemarketing purposes;
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•

lay down an annual report for the Parliament/
Government

•

collective measures issued: 517

•

complaints addressed: 130

•

hold public consultations

•

injunction orders: 159

•

participate to the activity of the EU and other
international institutions

•

inspections carried out: 150

•

ensure the application of the Regulation/Code

•

sanctions issued: 488

•

promote ethical rules

•

amount collected from sanctions: about
€ 8.16 millions.

•

adopt guidelines, and

•

stand in a legal proceeding against the controller/
processor.

Class actions
Can class actions be raised?
Yes
Class action law was introduced in Italy at the end of a
protracted and challenging legislative process. Law no.
99/2009, effective January 1, 2010, allows consumers
to group together to file a single suit bringing joint court
claims. This legislation introduced article 140-bis in
the Consumers Code which regulates the exercise of
class actions.

In July 2018, the Italian DPA published a Newsletter
with a summary of the enforcement actions undertaken
in the first semester of 2018. In particular, the Authority
highlighted that the overall amount of fines issued in the
period has been around €4.5m – an increase of 162%
compared to the first semester of 2017. The Italian DPA
also revealed that the main fines were issued to telcos.
Please note, all the fines issued by the Italian DPA
during the first semester of 2018 were issued on the
basis of the former data protection law.
In addition to the enforcement actions summarised
below, sanctions imposed by the Italian DPA during
2018 also included the following:
•

€160k fine to a telco for sharing personal data with
third parties without consent (May 2018)

•

€10k fine to a health professional for failing to adopt
adequate organisational and security measures for
protecting personal data (i.e. dentist) (July 2018)

•

€36k fine to a health service provider for breaching
the Italian DPA’s guidelines on sanitary dossiers
(June 2018)

•

€4k fine to a public entity for sharing personal data
in the absence of a lawful basis (December 2018)

•

€4k fine to an insurance company for sharing
personal data in the absence of a lawful basis
(September 2018)

•

€18k fine to a hospitality organisation for breaching
their transparency requirements towards the data
subjects concerned (i.e. lack of privacy notice)
(July 2018).

Data Controller registration
Is registration with or fee payment to regulator
required for Data Controllers?
No
Data Protection Officer (DPO) registration
Is a DPO/primary privacy contact registration/
notification to the regulator required?
Yes
Under Article 37(7) of the GDPR, the contact details
of the designated DPO must be communicated to
the supervisory authority. In Italy, this can be done
online by using the form published on the Italian
DPA’s website.
Regulatory actions
Total number of regulator enforcement actions
taken during the calendar year
According to information made available by the Italian
DPA in its Annual Report for 2018, these are the
statistics relating to their activity undertaken in 2018:

136

|

Privacy and Security Enforcement Tracker 2018

Breach metrics
The Italian DPA reported receiving 630 data breach
notifications in the period between May and December
2018. Further details can be found in the italian DPA’s
annual report.
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Information

Notable enforcement actions
Number of enforcement actions included = 5
1. Telecom Italia S.p.A.
Name/company

Telecom Italia S.p.A.

Initiator/claimant

The name of the data subject is hidden in order to protect their privacy.

Date of the action

16/05/2018

Type of case/action

Injunction order

Is this a class action

No

What is the current
status of the action?

Fine issued. Unknown whether Telecom Italia S.p.A. has appealed against this decision.

Outcome

Administrative pecuniary sanction

Currency

Euro

Penalty

800,000

Enforcement case
details

Telecom italia S.p.A. has been fined €800k by the Italian DPA for unlawful processing and sharing of
personal data.

Sector

Private sector

Industry Sector

Telecommunications

Infringement/breach

Unlawful processing of personal data (lack of legal basis)

Infringement/breach
– other

Under Article 164 bis of the Privacy Code, a surcharge is applied due to the significant number and/or
sensitivity of the personal data involved in the perpetrated violations.

Number of people
impacted

44,397

2. Telecom Italia S.p.A.
Name/company

Telecom Italia S.p.A.

Initiator/claimant

Data subjects

Date of the action

26/07/2018

Type of case/action

Injunction order

Is this a class action

No

What is the current
status of the action?

Fine issued. Unknown whether Telecom Italia S.p.A. has appealed against this decision.

Outcome

Fine

Currency

Euro

Penalty

600,000

Enforcement case
details

Telecom Italia S.p.A. has been fined €600k by the Italian DPA for nuisance calls and unlawful profiling.

Privacy and Security Enforcement Tracker 2018

|

137

UK Enforcement
Notices

UK Monetary
Penalty Notices

UK
Prosecutions

UK
Undertakings

2. Telecom Italia S.p.A. (cont’d)
Name/company

Telecom Italia S.p.A.

Sector

Private sector

Industry sector

Telecommunications

Infringement/breach

Nuisance calls and unlawful profiling of data subjects.

Infringement/breach
– other

Under Article 164 bis of the Privacy Code, a surcharge is applied due to the significant number and/or
sensitivity of the personal data involved in the perpetrated violations.

County/state

N/A

Country

Italy

Number of people
impacted

2.7 million

Marketing channel

Telephone

3. Vodafone Italia S.p.A.
Name/company

Vodafone Italia S.p.A.

Initiator/claimant

Data subjects

Date of the action

05/07/2018

Type of case/action

Injunction order

Is this a class action

No

What is the current
status of the action?

Fine issued. Unknown whether Vodafone Italia S.p.A. has appealed against this decision.

Outcome

Fine

Currency

Euro

Penalty

800,000

Enforcement case
details

Vodafone Italia S.p.A. has been fined €800k by the Italian DPA for carrying out promotional calls and
sending promotional texts to prospects without any lawful ground for processing.

Sector

Private Sector

Industry Sector

Telecommunications

Infringement/breach

Unlawful processing of personal data (lack of legal basis)

Infringement/breach
– other

Under Article 164 bis of the Privacy Code, a surcharge is applied due to the significant number and/or
sensitivity of the personal data involved in the perpetrated violations.

Number of people
impacted

38 million

Marketing channel

Telephone
SMS
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4. Wind Tre S.p.A.
Name/company

Wind Tre S.p.A.

Initiator/claimant

Data subjects

Date of the action

29/11/2018

Type of case/action

Injunction order

Is this a class action

No

What is the current
status of the action?

Fine issued. Unknown whether Wind Tre S.p.A. has appealed against this decision.

Outcome

Fine

Currency

Euro

Penalty

600,000

Enforcement case
details

Wind Tre S.p.A. has been fined €600k by the italian DPA for processing (and sharing with third parties)
personal data without the data subject’s consent.

Sector

Private sector

Industry Sector

Telecommunications

Infringement/breach

Unlawful processing and sharing of personal data.

Infringement/breach
– other

Under Article 164 bis of the Privacy Code, a surcharge is applied due to the significant number and/or
sensitivity of the personal data involved in the perpetrated violations.

Number of people
impacted

10 million

Marketing channel

Telephone

5. Individual (name undisclosed)
Name/company

Individual (name undisclosed)

Initiator/claimant

Italian DPA (subsequent to a law enforcement investigation)

Date of the action

21/03/2018

Type of case/action

Injunction order

Is this a class action

No

What is the current
status of the action?

Fine issued. It is not known whether or not the individual concerned has appealed against this decision.

Outcome

Fine

Currency

Euro

Penalty

92,000

Enforcement case
details

Subsequent to a law enforcement investigation, an individual has been fined €92k by the Italian DPA
for processing personal data with no legal basis while practicing as a health professional without the
required licence.

Sector

Private sector
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5. Individual (name undisclosed) (cont’d)
Name/company

5. Individual (name undisclosed) (cont’d)

Industry sector

Health care

Infringement/breach

Unlawful processing of personal data (no legal basis – lack of consent)

Number of people
impacted

23

Regulators contact details

PwC contact details

Regulator’s website address (home page)

Andrea Lensi
E: andrea.lensi@pwc.com
M: +39 3479 162891

http://www.garanteprivacy.it
Regulator’s postal address
Piazza Venezia n. 11
00187
Roma
Regulator’s phone number
+39 0669 6771
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Lithuania

Name of data protection regulatory body/ies

•

A recommendation on the procedure for detection,
investigation, notification and filing of personal data
security breaches;

•

A recommendation on requirements for draft legal
acts regulating personal data processing;

•

A recommendation on records to be made about
data processing operations;

•

An explanation regarding the application of the General
Data Protection Regulation for processing data
about members of managing bodies of legal entities;

•

An explanation as to whether the GDPR provisions
applies to natural persons who have published
personal data of other individuals on the social media;

•

An explanation of how controllers should publish
on-going video surveillance in an information table;

•

Summary of results from inspections in municipal
administrations regarding publishing of personal
data in website sections related to on-going
urban planning;

•

Summary of results from inspections investigating
the lawfulness of receiving personal data from
immovable property registers;

•

Summary of results from inspections investigating
the lawfulness of personal data processing for
the purposes.

State Data Protection Inspectorate (Valstybinė
duomenų apsaugos inspekcija).
Summary of key developments, trends and issues
The Lithuanian State Data Protection Inspectorate is
focusing on preventing violations by raising awareness
of the data processing rules and advising people
in different sectors. The regulator reserves fines for
those cases that concern a serious, malicious and/
or continuing violation. The regulator has sought
to raise awareness through preventive inspections,
consultations and the provision of information to
the public.
In 2018, the regulator carried out sectoral inspections
on health care organisations, major food producers,
household appliance companies and pharmaceutical
companies. The inspections looked at direct marketing
and loyalty programmes. In 2019, the regulator intends
to perform preventive inspections in the sectors of
sport activities, hospitality, public administration
and financial.
The results of the regulator’s preventive inspections
are helpful to businesses as guidelines and
recommendations. In 2018 the Inspectorate prepared 9
methodological tools:
•

Guidelines on appropriate organisational and
technical data protection safeguards for controllers
and processors;

•

Recommendations to small and medium-sized
businesses on the application of General Data
Protection Regulation;

•

Lithuania regulatory framework
Regulatory framework is
Based on GDPR
Regulation/Law name(s)
Law on Legal Protection of Personal Data
Regulator’s powers
•

Request information

•

Fine or impose financial penalties

•

Entry and inspection

•

Unannounced entry and inspection (‘Dawn Raid’)

•

Order compliance

•

Order a stop to processing

•

Prosecute

A standard template for a data protection
impact assessment;

Privacy and Security Enforcement Tracker 2018

|

141

UK Enforcement
Notices

UK Monetary
Penalty Notices

UK
Prosecutions

UK
Undertakings

Class actions

Regulatory actions

Can class actions be raised?

Total number of regulator enforcement actions
taken during the calendar year

Yes
A class action may be brought only if the lawsuit is
based on the same or a similar factual background
and it seeks to protect the same or similar interests
of a group of persons in the same way. A person is
considered to be a member of the group only if they
expressed their wish to join it. After the class action is
accepted by the court, a judge shall give up to 90 days
for gathering and enlarging the group.

None
Breach metrics
100 breach notifications were made during 2018.

Regulators contact details

The group must be represented by an advocate.

Regulator’s website address (home page)

Data Controller registration

https://www.ada.lt

Is registration with or fee payment to regulator
required for Data Controllers?

Regulator’s postal address

No
Data Protection Officer (DPO) registration
Is a DPO/primary privacy contact registration/
notification to the regulator required?

L. Sapiegos g. 17
10312 Vilnius
Lithuania
Regulator’s phone number
+37 052127532

Yes

PwC contact details

The following information should be provided on
registering/notifying the appointment of a DPO:

Evelina Kisieliute
E: evelina.kisieliute@pwc.com
M: +370 618 55813

•

Name of the controller or data processor,
contact details.

•

Information on whether the DPO is designated by
the data controller or by data processor.

•

Name and surname of the DPO.

•

If the appointed DPO is an employee of the data
controller or data processor – their job title; if the
appointed DPO is an employee of another legal
entity – the name that legal entity.

•

DPO‘s address, phone number, email address, other
means of communication.

The information mentioned above must be set out in
a document which is signed by an authorised person.
Registration/Notification can take place by sending this
document by email to: ada@ada.It.
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E: rokas.bukauskas@pwc.com
M: +370 657 99250
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Information

Netherlands
Regulator’s powers

Name of data protection regulatory body/ies
Autoriteit Persoonsgegevens (the ‘Dutch DPA’)
Summary of key developments, trends and issues
A total of 32.808 individuals had contact with the Dutch
DPA to obtain information about the GDPR or to file a
complaint with the Dutch DPA.
In its Supervisory Framework 2018-2019, the Dutch
DPA formulated three ambitions which define how it
intends to fulfill its mission to foster and monitor the
protection of personal data in the Netherlands. These
ambitions are as follows:
•

Working to ensure that the value to society of
protecting personal data is viewed as self evident;

•

Being aware of latest developments and being
proactive where the protection of personal data is at
risk; and

•

Assuming an active role in the development
of European rules and cooperation with other
European supervisory authorities.

Netherlands regulatory framework

•

Request information

•

Fine or impose financial penalties

•

Entry and inspection

•

Order compliance

•

Order a stop to processing

•

Prosecute

•

Agree undertakings in lieu of enforcement

•

Forced audit or inspections

Additional regulatory powers
The Dutch DPA also has the power to send ‘prima facie
letters’ to organisations to stop suspected violations.
Class actions
Can class actions be raised?
Yes
In the Netherlands, it is possible for a representative
entity to bring a ‘collective action’ on an ‘opt-out basis’
under Article 3:305a of the Dutch Civil Code. However,
under the current provisions in Dutch law (Dutch Act
on Collective Settlement of Mass Claims 2005), the
representative entity is not entitled to claim monetary
damages. This limitation is likely to be removed in the
near future with the introduction of the Dutch Act on
Collective Settlement of Mass Claims 2019.
Data Controller registration
Is registration with or fee payment to regulator
required for Data Controllers?
No

Regulatory framework is

Data Protection Officer (DPO) registration

Based on GDPR

Is a DPO/primary privacy contact registration/
notification to the regulator required?

Regulation/Law name(s)
General Data Protection Act (Algemene verordening
gegevensbescherming).
General Data Protection Regulation Implementation
Act (Uitvoeringswet Algmemene verordening
gegevensbescherming).

Yes
Organisations must register their DPO with the Dutch
DPA. Registrations must be done via the submission of
an online form.
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Regulatory actions

Breach metrics

Total number of regulator enforcement actions
taken during the calendar year

20,881 data breach notifications were received in 2018,
which is a double of the total data breach notifications
that the Dutch DPA received in 2017. Most notifications
came from the health industry, the financial service
industry and public administration.

Eight in total. One fine, five correcting measures and
two collected penalties.

Notable enforcement actions
Number of enforcement actions included = 2
1. Uber B.V. and Uber Technologies INC (‘UTI’)
Name/company

Uber B.V. and Uber Technologies INC (‘UTI’)

Initiator/claimant

Dutch DPA

Date of the action

11/06/2018

Type of case/action

Regulator enforcement action

Is this a class action

No

What is the current
status of the action?

Concluded (Final decision/settled)

Brief summary

In addition to the fine imposed by the Dutch DPA, the UK regulator, the ICO, fined the company
$490,760 as during the incident in October and November 2016, records of nearly 82,000 drivers based
in the U.K. were also breached. The information reportedly included details of journeys made and how
much the drivers were paid.

Outcome

Penalty notice (i.e. fine)

Currency

EUR

Penalty

600,000

Enforcement case
details

The Dutch DPA imposed an administrative fine of €600.000 on Uber B.V. and Uber Technologies, Inc.
(UTI) jointly, because the taxi service provider was too late with the reporting of a data breach that took
place the 15th of November 2016.

Sector

Private sector

Industry sector

Technology

Infringement/breach

Integrity and confidentiality

Number of people
impacted

57 million people, 174,000 of whom were Dutch
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International Trends
– Europe

International Trends
– Rest of World

Team and Contact
Information

2. The Dutch Employee Insurance Agency – known as UWV
Name/company

The Dutch Employee Insurance Agency – known as UWV

Initiator/claimant

Dutch DPA

Date of the action

31/07/2018

Type of case/action

Regulator enforcement action

Is this a class action

No

What is the current
status of the action?

Concluded (Final decision/settled)

Brief summary

The Dutch DPA imposed a conditional fine on a Dutch public agency for its continued failure to
adequately safeguard sensitive employee data.

Outcome

Penalty notice (i.e. fine)

Currency

EUR

Penalty

900,000 (Conditional fine)

Enforcement case
details

On 30 October 2018 the Dutch DPA ordered the Employee Insurance Agency – known as UWV – to
implement appropriate security mechanisms by 1 November 2019. If the employee insurance agency
fails to comply, it will be forced to pay a €150,000 fine each month, up to a maximum of €900,000.
The authority said UWV’s current level of security – which relies on single-factor authentication –
was insufficient as it grants access to information such as employees’ social security numbers and
medical information.

Sector

Public sector

Industry sector

Government and Public sector

Infringement/breach

Lawfulness fairness and transparency
Integrity and confidentiality

Number of people
impacted

Unknown

Regulators contact details

PwC contact details

Regulator’s website address (home page)

Yvette Van Gemerden
E: yvette.van.gemerden@pwc.com
M: +31 08879 25442

https://autoriteitpersoonsgegevens.nl/en
Regulator’s postal address
Autoriteit Persoonsgegevens,
Postbus 93374
2509 AJ DEN HAAG
Regulator’s phone number
+31 070 888 85 00
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Poland
Class actions
Can class actions be raised?
Yes
Class actions were introduced in Poland in 2009
and are commonly used legal instruments to defend
personal goods of multiple plaintiffs. In the preGDPR era Polish law did not recognise personal data
protection issues as grounds for class actions. Personal
data breaches are also not regarded by Polish courts as
infringements of personal goods.
Name of data protection regulatory body/ies
Prezes Urzędu Ochrony Danych Osobowych (‘PUODO’)
Summary of key developments, trends and issues
•

Privacy and data protection became a major theme
in the media, which raises awareness of both
controllers and data subjects.

•

Entrepreneurs have been frequently targeted in
scam and phishing campaigns, forcing them to
pay a ransom in order to avoid administrative fines,
class actions and leakage of personal data.

•

•

Various data protection issues were identified in
the public health and education sector. The Polish
Ministry of Digitalisation issued dedicated guides to
address these issues.
Substantial amendments to the Polish Labour Code
were introduced, in particular but not limited to the
use of CCTV in the workplace and email monitoring.

Poland regulatory framework
Regulatory framework is
Based on GDPR
Regulation/Law name(s)
Polish Act of 10 May 2018 on Personal Data Protection
(Ustawa z dnia 10 maja 2018 r. o ochronie danych
osobowych (Dz.U. z 2018 r. poz. 1000)).
Regulator’s powers
•
•
•
•
•
•
•
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Request information
Fine or impose financial penalties
Entry and inspection
Order compliance
Order a stop to processing
Agree undertakings in lieu of enforcement
Forced audit or inspections
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However, Article 82 of the GDPR is often commented
upon by Polish jurisprudence as enabling class actions
for personal data protection issues.
Summing up, class actions are present in the
Polish legal framework and include personal data
protection issues.
Data Controller registration
Is registration with or fee payment to regulator
required for Data Controllers?
No
Data Protection Officer (DPO) registration
Is a DPO/primary privacy contact registration/
notification to the regulator required?
Yes
The appointment, change or recall of a DPO needs to
be notified to PUODO within 14 days. The Polish Act
on Personal Data Protection sets forth the categories
of information that need to be submitted along with the
notification. The notification is free of charge and can
be made online (using electronic signature or trusted
ePUAP profile) or in writing.
Regulatory actions
Total number of regulator enforcement actions
taken during the calendar year
No finished regulator enforcement actions that involved
the imposition of administrative fines were identified
in Poland.
Breach metrics
None available

International Trends
– Europe

International Trends
– Rest of World

Team and Contact
Information

Regulators contact details

PwC contact details

Regulator’s website address (home page)

Gerard Karp
E: gerard.karp@pwc.com
M: +48 502 184 707

https://uodo.gov.pl
Regulator’s postal address
Urząd Ochrony Danych Osobowych
ul. Stawki 2
00-193 Warszawa
Regulator’s phone number
+48 606 950 000
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Portugal
Class actions
Can class actions be raised?
Yes
Consumer associations have raised class actions
regarding data protection matters (e.g. Facebook)
Data Controller registration
Is registration with or fee payment to regulator
required for Data Controllers?
Name of data protection regulatory body/ies

No

Comissão Nacional de Proteção de Dados (the ‘CNPD’)

Data Protection Officer (DPO) registration

Summary of key developments, trends and issues

Is a DPO/primary privacy contact registration/
notification to the regulator required?

The updated Data Protection Law is expected to be
published in the next 2 to 3 months.

Yes

The CNPD has claimed that it does not have the
operational capacity to execute inspections and data
privacy violations.

Regulatory actions

Portugal regulatory framework
Regulatory framework is

A form on the CNPD’s website should be completed.

Total number of regulator enforcement actions
taken during the calendar year
Unknown

Based on GDPR

Breach metrics

Regulation/Law name(s)

222 Data Breaches notified to the Regulator by Public
and Private Entities

Law No. 67/98 (Lei nº 67/98) – Transposition of
Directive 94/46/EC.
Portugal is in the process of designing its local law
to complement the GDPR. So, the Data Protection
Regulatory Framework is the GDPR itself, but where
there is member state discretion, the local law derives
from the Law No. 67.98. This is expected to be
updated shortly.
Regulator’s powers
•

Request information

•

Fine or impose financial penalties

•

Entry and inspection

•

Unannounced entry and inspection (‘Dawn Raid’)

•

Forced audit or inspections
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Four sanctions have been issued:
1. Hospital do Barreiro – 100k€ (DPO unable to assure
data confidentiality and integrity)
2. Hospital do Barreiro – 150k€ (data integrity and
availability violation)
3. Hospital do Barreiro – 150k€ (data
minimisation violation)
4. Private Entity – 20k€ (refused to provide access to
recorded call)
768 investigation procedures have been initiated
following complaints, or by the authorities including
the CNPD.

International Trends
– Europe

International Trends
– Rest of World

Team and Contact
Information

Notable enforcement actions
Number of enforcement actions included = 1
1. Hospital do Barreiro
Name/company

Hospital do Barreiro

Initiator/claimant

Medical association

Date of the action

01/10/2018

Type of case/action

Regulator enforcement action

Type of case/action –
other

N/A

Is this a class action

Yes

Brief summary

The Centro Hospitalar Barreiro Montijo systems provided doctors with unrestricted access to patient
data. A fine was issued by the Portuguese regulator (the ‘CNPD’) for violations of the GDPR.

What is the current
status of the action?

Subject to appeal

Outcome

Fine

Currency

EUR

Penalty

400,000

Enforcement case
details

The Centro Hospitalar Barreiro Montijo was fined by the Portuguese regulator (the ‘CNPD’) for violations
of the GDPR.
The Centro Hospitalar Barreiro Montijo systems provided doctors with unrestricted access to patient
data. However, despite the hospital only having 296 doctors, there were 985 registered profiles. These
included hospital staff, psychologists, dietitians and other professionals. Not only did the false profiles
of these employees provide unrestricted access to patient data, but those who were doctors also had
full access to this personal data, regardless of their speciality.
The CNPD highlighted this unrestricted and unlawful access to personal data, as well as the lack of
appropriate technical and organisational measures, as the reason for issuing this fine. In taking this
decision the CNPD considered the lack of documentation detailing access controls, the frequency in
which user accounts were deactivated and the fact that the hospital was aware of these failings as
factors when making its decision.

Sector

Public sector

Industry sector

Healthcare

Infringement/breach

Data minimisation
Integrity and confidentiality

Number of people
impacted

Unknown
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Regulators contact details

PwC contact details

Regulator’s website address (home page)

Jorge Sacadura Costa
E: jorge.sacadura.costa@pwc.com
M: +351 914 142 752

https://www.cnpd.pt
Regulator’s postal address
Av. D. Carlos I, 134 – 1.º
1200-651
Lisboa
Regulator’s phone number
+351 21 392 84 00
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International Trends
– Europe

International Trends
– Rest of World

Team and Contact
Information

Spain
One of the most prominent privacy issues in Spain
during 2018 was when the Spanish DPA initiated
a procedure under the GDPR against the national
Football League (LaLiga) (E/03318/2018) for offering
an app which accessed the microphone of users’
mobile phones once per minute in order to detect
pubs screening football matches without paying
a fee. For further detail see the enforcement case
summary below.

Name of data protection regulatory body/ies
National Regulatory body
•

Spanish Data Protection Agency (Agencia Española
de Protección de Dato).

Regional Regulatory bodies
•

Transparency and Data Protection Council
of Andalusia (Consejo de Transparencia y
Protección de Datos de Andalucía).

•

Basque Data Protection Agency (Agencia Vasca de
Protección de Datos).

•

Catalonian Data Protection Authority (Autoridad
Catalana de Protección de Datos).

Summary of key developments, trends and issues
Legislative update
Spain implemented a new national data protection
law in December 2018, Organic Law 3/2018 on Data
Protection and Digital Rights Guarantees (Ley Orgánica
3/2018, de 5 de diciembre, de Protección de Datos
Personales y garantía de los derechos digitales)
bringing Spanish Data Protection law in line with the
requirements of the GDPR.
Some of the key activities that the Spanish DPA
focused on during 2018 included:

Over the course of the year, the Spanish DPA has
issued several guides on specific topics related to the
GDPR, including the following:
General guides:
•

Guide for the use of video surveillance technologies
for security and other purposes;

•

Guide to manage and report security breaches;

•

Data protection guide for citizens;

•

Checklist of requirements for regulatory compliance;

•

Guide for data controllers;

•

Practical guide on personal data risk analysis;

•

Guide on personal data impact assessments;

•

Guide to comply with the duty to inform;

•

Guidelines to draft data protection agreements;

•

Guide on drones and data protection.

Sectoral guides:
•

Guide for schools;

•

Guide for Real Property Administrators;

•

Internet Privacy and Security guide;

•

Data Protection for Local Authorities;

•

Code of good practice for data protection in big
data projects;

•

Guidance on personal data anonymisation processes;

•

Guide for customers who contract cloud
computing services;
Guidance for cloud computing service providers.

•

Investigating the level of GDPR compliance in websites;

•

Stopping cyberbullying;

•

•

Issuing recommendations regarding (i)
secure internet shopping practices and on (ii)
connected toys.

The Spanish DPA also issued ‘Facilita’, a GDPR
compliance tool developed for organisations that
process low-risk personal data. The tool consists of an
online questionnaire that organisations can complete
to assess whether the data they process may be
considered low risk.
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Spain regulatory framework
Regulatory framework is
GDPR and a Local Data Protection Law. The Local
law adapts the Spanish legal system to the GDPR and
further provides specifications or restrictions of its rules
as permitted by the GDPR.
Regulation/Law name(s)
Organic Law 3/2018, of December 5th, 2018, on Data
Protection and Digital Rights Guarantees (Ley Orgánica
3/2018, de 5 de diciembre, de Protección de Datos
Personales y garantía de los derechos digitales).
Regulator’s powers

UK
Prosecutions

UK
Undertakings

to the regional data protection regulatory bodies, the
designations, appointments and cessations of functions
of data protection officers, both in the cases in which
they are obliged to nominate them and in the case in
which said nomination is voluntary. From a practical
standpoint, the registration/notification procedure is
completed through an online application to the DPA.
Regulatory actions
Total number of regulator enforcement actions
taken during the calendar year
During 2018, the Spanish DPA has imposed 369
monetary penalties. However, since the GDPR went
live the Spanish DPA’s main enforcement activity has
been the issuance of warning notices. Since May
25th 2018, the Spanish DPA has issued 156 of these
warning notices.

•

Request information

•

Fine or impose financial penalties

•

Entry and inspection

•

Unannounced entry and inspection (‘Dawn Raid’)

•

Order compliance

•

Order a stop to processing

•

Prosecute

•

Agree undertakings in lieu of enforcement

Breach metrics

•

Forced audit or inspections

From a general standpoint, the following data should
be highlighted:

Class actions

Since May 25th 2018, the Spanish DPA has analysed
1,026 cases from other European Authorities, acting
as a concerned authority in 539 of them and being the
leading authority in 18.

•

547 notifications were received, of which 48 were
notifications with additional information. A total of
499 different security breaches have been notified.

•

90% of notifications came from private
organisations.

•

71% confidentiality breaches, 10% integrity
breaches and 36% availability breaches (some
breaches have more than one typology).

Data Protection Officer (DPO) registration

•

Is a DPO/primary privacy contact registration/
notification to the regulator required?

16% of breaches involve special categories of data,
of which 91% refer to health data.

•

65% of the notifications determined a low impact
for the affected data subjects.

•

2% indicate very high impact.

•

54 notifications of breaches had cross-border
implications.

•

The breach with the highest volume of affected
data subjects was 3.5 million, with 11 million
affected records.

Can class actions be raised?
No
Data Controller registration
Is registration with or fee payment to regulator
required for Data Controllers?
No

Yes
The GDPR was incorporated in Spanish national law by
means of Organic Law 3/2018, of December 5th, 2018
(hereinafter ‘Data Protection Law’ or ‘DPL’). Pursuant
to Article 34 of the DPL, controllers and processors
must communicate within 10 days to the Spanish
Data Protection Agency (DPA) or, as the case may be,
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Notable enforcement actions
Number of enforcement actions included = 3
1. National Football League (LaLiga) Association
Name/company

National Football League (LaLiga) Association

Initiator/claimant

Spanish DPA

Date of the action

2018 (Exact date not known)

Type of case/action

Started as an investigation procedure, which resulted in a sanctioning procedure

Is this a class action

No

What is the current
status of the action?

Subject to appeal

Brief summary

Yet to be determined but it is anticipated that the Spanish DPA will issue a fine on LaLiga.

Outcome

Penalty notice (i.e. fine)

Currency

EUR

Penalty

Undisclosed

Enforcement
case details

In 2018 the Spanish DPA initiated a procedure under the GDPR against the national Football League
(LaLiga) (E/03318/2018) for offering an app which accessed the microphone of the users’ mobile phones
once per minute in order to detect any pubs that were screening football matches without paying the
mandatory fee.
*Note that at the time of writing, the Spanish DPA’s full resolution had not yet been published.

Sector

Private sector

Industry sector

Sports, Entertainment and Media

Infringement/breach

Lawfulness fairness and transparency

Number of people
impacted

Unknown

2. Facebook INC.
Name/company

Facebook INC.

Initiator/claimant

Spanish DPA

Date of the action

15/03/18

Type of case/action

Started as an investigation procedure, which resulted in a sanctioning procedure

Is this a class action

No

What is the current
status of the action?

Concluded (Final decision/settled)

Brief summary

As a result of an investigation initiatied in 2016, on March 2018 the Spanish DPA fined Facebook
300.000,00 €.

Outcome

Penalty notice (i.e. fine)
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2. Facebook INC. (cont’d)
Name/company

Facebook INC.

Currency

EUR

Penalty

300,000

Enforcement case
details

In 2016, the Spanish DPA initiated an investigatory procedure under Spain’s pre GDPR Data Protection
Law (‘Ley Orgánica 15/99, de Protección de Datos’), against Facebook (case number E/05325/2019).
The Spanish DPA found that (i) Whatsapp had disclosed personal data to Facebook without
obtaining the data subjects’ consent and (ii) Facebook was unlawfully processing personal data for
its own purposes.

Sector

Private sector

Industry sector

Entertainment and Media, Information communication technology and Social Network

Infringement/breach

Lawfulness fairness and transparency

Number of people
impacted

21 million (estimated)

Other interesting
factor(s)

Whatsapp was also fined for disclosing personal data to Facebook without obtaining the data
subjects’ consent.

3. Whatsapp INC
Name/company

Whatsapp INC

Initiator/claimant

Spanish DPA

Date of the action

3/15/2018

Type of case/action

Started as an investigation procedure, which resulted in a sanctioning procedure

Is this a class action

No

What is the current
status of the action?

Concluded (Final decision/settled)

Brief summary

As a result of the investigation initiated in 2016, on March 2018 the Spanish DPA fined Whatsapp
300.000,00 €.

Outcome

Penalty notice (i.e. fine)

Currency

EUR

Penalty

300,000

Enforcement
case details

In 2016, the Spanish DPA initiated an investigatory procedure under Spain’s pre GDPR Data Protection
Law (‘Ley Orgánica 15/99, de Protección de Datos’), against Facebook (case number E/05325/2019).
The Spanish DPA found that Whatsapp had disclosed personal data to Facebook without obtaining the
data subjects’ consent.

Sector

Private sector

Industry sector

Software technology for communication (messasges and calls)

Infringement/breach

Lawfulness fairness and transparency
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3. Whatsapp INC (cont’d)
Name/company

Whatsapp INC

Number of people
impacted

37 million (estimated)

Other interesting
factor(s)

Facebook was also fined for processing personal data disclosed by Whatsapp for its own purposes.

Regulators contact details

PwC contact details

Regulator’s website address (home page)

Alejandra Matas Brancos
E: alejandra.matas.brancos@pwc.com
M: +34 618 052 130

http://www.aepd.es
Regulator’s postal address
Calle de Jorge Juan, 6,
28001 Madrid
Spain

Assumpta Zorraquino
E: assumpta.zorraquino@pwc.com
M: +34 629 266 573

Regulator’s phone number
+34 912663517
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Sweden
•

Order compliance

•

Order a stop to processing

•

Agree undertakings in lieu of enforcement

•

Forced audit or inspections

Additional regulatory powers
It is unclear if the authorities can perform forced entry
at controllers.
Class actions
Name of data protection regulatory body/ies
Datainspektionen
Summary of key developments, trends and issues
Key points to note:
•

The authority has so far kept a low profile and has
not automated the breach notification process.

•

There has been a relatively large number of incident
reports submitted.

•

The authority is specifically investigating the use of
consent and data processing agreements.

•

The authority has initiated an investigation into
Google’s use of location data.

•

A major breach in the healthcare sector involving the
publication of millions of phone calls on the internet
was discovered. An investigation is pending.

No fines have been issued so far.

Can class actions be raised?
Yes
The ability to raise class actions is regulated by
Swedish civil law.
Data Controller registration
Is registration with or fee payment to regulator
required for Data Controllers?
No
Data Protection Officer (DPO) registration
Is a DPO/primary privacy contact registration/
notification to the regulator required?
Yes
DPO registration/notification is mandatory for all public
institutions and controllers that process sensitive and/
or large amounts of personal data.

Sweden regulatory framework

A PDF form should be completed by hand and sent to
the authority by e-mail.

Regulatory framework is

Regulatory actions

Based on GDPR

Total number of regulator enforcement actions
taken during the calendar year

Regulation/Law name(s)
Law (2018: 218) with supplementary provisions to
the EU data protection regulation (Lag (2018:218)
med kompletterande bestämmelser till EU:s
dataskyddsförordning)
Regulator’s powers
•

Request information

•

Fine or impose financial penalties

•

Entry and inspection

•

Unannounced entry and inspection (‘Dawn Raid’)
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One
Breach metrics
From 25 May to 31 December the number of personal
data incidents filed with the Regulator = 2,263

International Trends
– Europe

International Trends
– Rest of World

Team and Contact
Information

Notable enforcement actions
Number of enforcement actions included = 1
1. Multiple private and government organisations
Name/company

Multiple private and government organisations

Initiator/claimant

The Data Inspection Authority (Datainspektionen)

Date of the action

31/10/2018

Type of case/action

Regulator enforcement action

Is this a class action

No

What is the current
status of the action?

Concluded (Final decision/settled)

Brief summary

The regulatory authority performed an audit of 362 organisations (comprising both public authorities
and private companies) to identify whether they had appointed a DPO. Following the audit, the authority
categorised the organisations into four categories.
The first category where those entities that were compliant from the beginning and had appointed a
DPO no later than May 25, 2018.
The second category consisted of organisations that appointed a DPO only after May 25, 2018, however
did so before the investigation was concluded.
The third category consisted of organisations that at the time of the supervisory decisions, still had not
appointed a DPO.
In addition, there was a fourth category that included one case where the authority found that there was
no obligation for the organisation to appoint a DPO.

Outcome

Notice

Currency

N/A

Penalty

N/A
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1. Multiple private and government organisations (cont’d)
Name/company

Multiple private and government organisations

Enforcement case
details

The regulatory authority performed an audit of 362 organisations (comprising both public authorities
and private companies) to identify whether they had appointed a DPO. Following the audit, the authority
categorised the organisations into four categories.
Category 1 and 4 (comprising 303 organisations of the 362 audited) have been left without action. They
have either done the right thing from the beginning or the authority has found that there is no obligation
to appoint a DPO.
Cases in category 2 (comprising 57 organisations) were concluded where each of the offending
organisations were given a written reprimand for the infringement. The main reason why the decisions
remained at a reprimand instead of a penalty fee is the relatively short time elapsed since 25 May 2018.
The category 2 cases were in the following sectors;
•

31 National authorities

•

3 Banks

•

4 insurance companies

•

1 public transport company

•

4 telecommunication operators

•

12 union organisations

•

2 private healthcare providers

Cases in category 3 (comprising 2 organisations) that at the time of the supervisory decisions still had
not appointed a DPO, were ordered under the threat of a penalty fee by the authority to do so.
Sector

Public and Private

Industry sector

Banking
Energy and Utilities
Financial Services
Government and Public sector
Telecoms

Infringement/breach

Failure to appoint a DPO

Number of people
impacted

N/A

Regulators contact details

PwC contact details

Regulator’s website address (home page)

Kristoffer Andersson
E: kristoffer.x.andersson@pwc.com
M: +46 (0)729 952590

https://www.datainspektionen.se
Regulator’s postal address
Datainspektionen
Box 8114,
104 20 Stockholm
Regulator’s phone number
+46 08 657 61 00
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United Kingdom
•

Produced a range of information for individuals
and businesses alike. They undertook various
consultations (e.g. in relation to its increased
powers), produced a variety of informative blogs
(e.g. demystifying myths), set up innovation hubs
and announced a new model for funding its data
protection work.

•

Produced guidance such as the Age Appropriate
Design Code.

•

Assisted the Government by advising on certain
proposals during the passing of the Data Protection
Act 2018. Throughout this process the ICO provided
detailed guidance on its website.

•

And of course there was the issue of Brexit, the
impact of which cannot be underestimated.

Name of data protection regulatory body/ies
Information Commissioner’s Office (‘ICO’)
Summary of key developments, trends and issues
In the UK:
•
•

•

The GDPR and Data Protection Act 2018 came into
force on 25 May

United Kingdom regulatory framework

In order to ensure they had sufficient resources
to meet the increased demand, changes were
made by the Government, allowing the Information
Commissioner’s Office (ICO), the UK privacy
regulator, pay flexibility for a three-year period

Based on GDPR

Accordingly the ICO hired more staff (total staff
numbers in 2016 were 442, 472 by March 2017 and
537 In March 2018).

The ICO is supervisory authority for data protection
in the UK – they offer advice and guidance, promote
good practice, monitor breach reports, conduct audits
and advisory visits, consider complaints, monitor
compliance and take enforcement action.

In addition, the ICO:

Regulatory framework is
Regulation/Law name(s)
Data Protection Act 2018 (‘DPA 2018’)
Regulator’s powers

•

Published its Technology Strategy 2018-2021 which built
on their Information Rights Strategic Plan 2017-2021.

•

Announced it was planning to launch a
‘regulatory sandbox’.

•

information notices (s.142);

•

assessment notices (s.146);

•

Created the new role of Innovation Director to which
Simon McDougall was appointed.

•

enforcement notices (s.149); and

•

penalty notices (s.155).

•

•

Investigated over 30 organisations in relation
to the processing of personal data for political
campaigning. The report Democracy Disrupted?
was released in June 2018 detailing the progress of
these investigations.
Launched its Your Data Matters Campaign, its
consumer awareness campaign.. This campaign
was also designed to provide organisations with
adaptable messages which could be used to
better inform the individuals whose personal data
they process.

The ICO has the power to issue four types of notice:

Information notices
An information notice is a formal request for a controller,
processor or individual to provide the ICO with
information, within a specified time frame, to assist the
ICO with her investigations. In some circumstances it
may be a criminal offence to provide a response which
is false in any material respect.
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UK Enforcement
Notices

UK Monetary
Penalty Notices

UK
Prosecutions

UK
Undertakings

Assessment notices

Data Controller registration

The DPA contains a provision for the ICO to issue an
‘assessment notice. This is, essentially, a notice which
is issued by the ICO to a controller or processor to
allow the ICO to investigate whether the controller or
processor is compliant with data protection legislation.
The notice may, for example, require the controller or
processor to give us access to premises and specified
documentation and equipment.

Is registration with or fee payment to regulator
required for Data Controllers?

Enforcement notices

There are three tiers of fees ranging between £40 to
£2,900:

Enforcement notices may be issued in the circumstances
set out in section 149 of the DPA. For example, where
a controller or processor has breached one of the data
protection principles, or where a certification provider
or monitoring body for a code of conduct is failing to
meet their obligations. The purpose of an enforcement
notice is to mandate action (or halt action, such as
processing or transfer) to bring about compliance with
information rights and/or remedy a breach. Failure
to comply with an enforcement notice invites further
action, including the possibility of the ICO issuing a civil
monetary penalty. An enforcement notice will require
the recipient to take specified steps, to refrain from
taking specified steps, or both.
Penalty notices
The ICO’s aim in applying penalty notices is to
ensure compliance with legislation and information
rights obligations. To do this, penalties must provide
an appropriate sanction for any breach of
information rights or legislation, as well as act as an
effective deterrent.

Yes
The Data Protection (Charges and Information)
Regulations 2018 require every organisation or sole
trader who processes personal data to pay a data
protection fee, unless exempt.

Tier 1 – fee is £40 – for those with maximum turnover of
£632,000 or no more than 10 members of staff;
Tier 2 – fee is £60 – for those with maximum turnover of
£36 million or no more than 250 members of staff;
Tier 3 – fee is £2,900 – for those who do not meet the
criteria of Tiers 1 or 2.
Data Protection Officer (DPO) registration
Is a DPO/primary privacy contact registration/
notification to the regulator required?
Yes
The DPO’s contact details should be emailed to the
ICO at (dataprotectionfee@ico.org.uk) with the subject
line ‘Add a DPO’. The email should also include: the
registration number of the organisation; whether the
DPO is mandatory or voluntarily appointed; the name,
address, phone number and/or email address of the
DPO and whether or not the organisation wishes to
publish the name of the DPO on the ICO’s website.

Monetary penalties (i.e. fines) can be issued for up
to the greater of EUR20 million or 4% of annual
worldwide turnover.

Regulatory actions

Class actions

These case summaries can be found in the first section
of this publication as well as in our interactive online
UKPrivacy and Security Enforcement tracker which
contains details of enforcement cases taken by the ICO
in the UK in 2017 and 2018.

Can class actions be raised?
Yes
Section 168 of the DPA 2018 supplements Article 82
of the GDPR which provides individuals with a right to
compensation for material or non-material damage,
including distress. This Section also enables claims to
be brought on mass on behalf of an individual.
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Total number of regulator enforcement actions
taken during the calendar year = 68

International Trends
– Europe

International Trends
– Rest of World

Team and Contact
Information

Breach metrics

Regulators contact details

In her annual report for 2017 – 2018 published in
July 2018 and covering the period to 31 March
2018, the ICO reported the following figures relating
to breaches:

Regulator’s website address (home page)

Self reported breaches
The number of self-reported data breaches has
increased by 29% from 2,447 last year to 3,156
this year. Under GDPR, from 25 May 2018 it is a
requirement for organisations to report serious data
breaches to the ICO and awareness of this could be
a factor in the increase. Cyber incidents also make
up part of the increase, with 361 such cases reported
this year. The sector that reported the largest number
of breaches was health, making up 37% of all cases.
Breach reporting is already mandatory in this sector.

https://ico.org.uk/
Regulator’s postal address
Information Commissioner’s Office
Wycliffe House
Water Lane
Wilmslow
Cheshire
SK9 5AF
Regulator’s phone number
+44 0303 123 1113
PwC contact details
Stewart Room
E: stewart.room@pwc.com
M: +44 07711 588 978
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Australia
•

Consumer Data Right: Under these new rules,
consumers will be able to access and safely transfer
their data from one service provider to another
(starting with the banking sector).

•

ACCC digital platform inquiry: The inquiry is
looking at the effect that digital search engines,
social media platforms and other digital content
aggregation platforms have on competition in media
and advertising services markets. In particular, the
inquiry is looking at the impact of digital platforms
on the supply of news and journalistic content and
the implications of this for media content creators,
advertisers and consumers.

•

Endorsement by APEC of Australia’s application
to participate in Cross Border Privacy Rules
system: Now that Australia’s participation has
been endorsed, the Attorney-General’s Department
will work with Australia’s privacy regulator, the
Office of the Australian Information Commissioner
(OAIC) and businesses during 2019, to implement
the CBPR system requirements in a way that will
ensure long term benefits for Australian businesses
and consumers.

Name of data protection regulatory body/ies
Office of the Australian Information Commissioner (the
‘OAIC’) (which also exercises some of the functions
of the Australian Capital Territory Information Privacy
Commissioner).
State/Territory Regulatory Bodies:
•

Office of the Information Commissioner Queensland

•

Information and Privacy Commission New
South Wales

•

Office of the Victorian Information Commissioner

•

Privacy Committee of South Australia

•

Tasmanian Ombudsman

•

Northern Territory: Office of the Information
Commissioner

•

Office of the Information Commissioner
Western Australia

A Local Data Protection Law

•

Office of the Australian Information Commissioner

Federal Law

Australian regulatory framework
Regulatory framework is
Regulation/Law name(s)

Summary of key developments, trends and issues

•

We have seen various initiatives introduced/
recommended relating to data protection and privacy in
Australia recently, including:

State/Territory Law

•

•

166

The Notifiable Data Breach regime: This is a
mandatory data breach notification regime under
which the Office of the Australian Information
Commissioner (OAIC) must be notified when a data
breach is likely to result in serious harm to individuals
whose personal information is involved in the breach.
New data encryption laws: Essentially these laws
could give police the power to force technology
companies to develop a ‘backdoor’ to allow access
to encrypted data (without the users’ knowledge).
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Privacy Act 1988 (Cth)

•

Information Privacy Act 2014 (ACT)

•

Privacy and Personal Information Protection Act
1998 (NSW)

•

Information Act (NT)

•

Information Privacy Act 2009 (Qld)

•

Personal Information and Protection Act 2004 (Tas)

•

Privacy and Data Protection Act 2014 (Vic)

•

Freedom of Information Act 1992 (WA)

International Trends
– Europe

International Trends
– Rest of World

Team and Contact
Information

Regulator’s powers

Regulatory actions

•

Request information

•

Fine or impose financial penalties

Total number of regulator enforcement actions
taken during the calendar year.

•

Order compliance

•

Prosecute

•

Agree undertakings in lieu of enforcement

•

Forced audit or inspections

Class actions
Can class actions be raised?
Yes
A representative complaint may be lodged under
section 36 of the Privacy Act only if:

None that we are aware of. We understand that there
have been no enforcement actions taken by the OAIC in
the last 12 months but there are a number of inquiries
on foot.
Breach metrics
Extract from OAIC Notifiable Data Breaches Scheme
12‑month Insights Report (covering 1 April 2018 to
31 March 2019)
•

There were 964 eligible data breach notifications
under the NDB scheme from 1 April 2018 to
31 March 2019

•

the class members have complaints against the
same person or entity, and

•

•

all the complaints are in respect of, or arise out of,
the same, similar or related circumstances, and

This represents an increase in notifications of 712%
since the introduction of the NDB scheme

•

•

all the complaints give rise to a substantial common
issue of law or fact.

153 breaches were attributed to phishing, making
phishing and spear phishing as the most common
and highly effective methods by which entities are
being compromised

Data Controller registration

•

Is registration with or fee payment to regulator
required for Data Controllers?

83% of data breaches affected fewer than
1,000 people

•

Human error was the leading cause of data
breaches in the health sector, at 55%, and in the
finance sector at 41%, compared with an average of
35% for all sectors

No
Data Protection Officer (DPO) registration
Is a DPO/primary privacy contact registration/
notification to the regulator required?
Yes
Only required if the collecting entity is an ‘agency’ for
purposes of the Privacy Act 1988 (Cth).
There is no specific process or registration link
available. The relevant agency only needs to ‘keep
the OAIC notified in writing of the contact details for
the Privacy Officer, or if an agency has more than one
Privacy Officer, for one of those Privacy Officers’.
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Regulators contact details

Regulator’s phone number

Regulator’s website address (home page)

•

https://www.oaic.gov.au
Regulator’s postal address
•

•

Information and Privacy Commission
New South Wales
–– Postal Address: GPO Box 7011,
Sydney NSW 2001

•

Office of the Victorian Information Commissioner
–– Postal Address: PO Box 24274, Melbourne
VIC 3001

•

•

Northern Territory: Office of the
Information Commissioner
–– Postal Address: GPO Box 1344, DARWIN
NT 0801

•

Office of the Information Commissioner
Western Australia
–– Postal Address: Office of the Information
Commissioner, Albert Facey House, 469
Wellington Street, PERTH WA 6000

•

Office of the Australian Information Commissioner
–– Postal Address: GPO Box 5218, Sydney
NSW 2001
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Information and Privacy Commission
New South Wales
–– General Enquiries: 1800 472 679

•

Office of the Victorian Information Commissioner
–– Phone Number: 1300 006 842

•

Privacy Committee of South Australia
–– Phone Number: +61 8 8204 8786

•

Tasmanian Ombudsman
–– General Enquiries: 1800 001 170

•

Northern Territory: Office of the Information
Commissioner
–– General Enquiries: 08 8999 1500

•

Tasmanian Ombudsman
–– Postal Address: GPO Box 960, HOBART
TAS 7001

•

•

Privacy Committee of South Australia
–– Postal Address: GPO Box 464, ADELAIDE SA
5001, DX 336

Office of the Information Commissioner Queensland
–– Enquiry service: (07) 3234 7373 or 1800 642 753

Office of the Information Commissioner Queensland
–– Postal Address: PO Box 10143, Adelaide Street,
Brisbane, Queensland 4000

UK
Undertakings

Office of the Information Commissioner Western
Australia
–– General Enquiries: (08) 6551 7888

•

Office of the Australian Information Commissioner
–– Phone Number: 1300 363 992

PwC contact details
Sylvia Ng
E: sylvia.ng@pwc.com
D: +61 (2) 8266 0338
M: 0408 569 532

International Trends
– Europe

International Trends
– Rest of World

Team and Contact
Information

Canada
any other formality, such as model contract clauses.
However, PIPEDA does not apply wholesale; for
instance, PIPEDA does not apply to employees’ data
unless the employees are employed by organisations
under the federal jurisdiction (such as banks or airlines).
Provincial privacy laws were not formally recognised as
adequate under the 1995 Directive.

Name of data protection regulatory body/ies
Federal Regulatory Body:
•

Office of the Australian Information Commissioner
(the ‘OAIC’) (which also exercises some of the
functions of the Australian Capital Territory
Information Privacy Commissioner).

State/Territory Regulatory Bodies:
•

Office of the Information Commissioner Queensland

•

Information and Privacy Commission
New South Wales

•

Office of the Victorian Information Commissioner

•

Privacy Committee of South Australia

•

Tasmanian Ombudsman

•

Northern Territory: Office of the Information
Commissioner

•

Office of the Information Commissioner
Western Australia

•

Office of the Australian Information Commissioner

Summary of key developments, trends and issues
The federal law, PIPEDA, was recognised as providing
an ‘adequate’ regime for the protection of personal data
under the Data Protection Directive 95/46/EC (‘1995
Directive’). Therefore, transfers from the EU to Canada
are permitted where the PIPEDA applies without

Canada’s adequacy is likely going to be reviewed
against the more stringent requirements of the
GDPR. Historically, there were divergences in breach
requirements and the approach towards ‘informed
consent’. However, PIPEDA was updated to include
mandatory breach regulation requirements (effective
November 1 2018) and the OPC released guidance on
‘meaningful consent’ (which came into effect January
2019). Additionally, the Privacy Commissioners of
Canada, Alberta and British Columbia jointly issued
guidelines on ‘meaningful consent’, with the goal
of closing any gaps with the GDPR’s standards
on consent.
Looking ahead, Canada will be subject to new NAFTA
requirements, which are being modelled after APEC’s
Cross Border Privacy Rules. Canadian laws impose
certain requirements on onward transfers and cross
border data flows. Some provincial Public sector
and health case privacy laws prohibit the transfer of
personal data and at the very least require express
consent of the data subject.
The OPC initiated a reference to the Federal Court
of Canada to determine a question of law – whether
the right to be forgotten can be implied under the
current law.
Canada regulatory framework
Regulatory framework is
A local law deemed GDPR adequate
Regulation/Law name(s)
In Canada, data protection is governed by a patchwork
of laws and regulations, a summary of which is
provided below (note: this does not include federal and
provincial Public sector laws which address privacy and
often freedom of information in the Public sector).
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Federal legislation:
Personal Information Protection and Electronic
Documents Act (‘PIPEDA’): governs the commercial
use, collection and disclosure of personal information.
This applies to private sector organisations and within
provincial jurisdictions provided that a province has
not passed its own law which has been recognised
as ‘substantially similar’. PIPEDA does not apply to
employee data unless the sector is a federally regulated
business (e.g. banks, telecom).

UK
Prosecutions

UK
Undertakings

•

Canadian Anti-Spam Legislation (under review)
governs provides a regulatory regime for
commercial electronic messages and software
installed on users devices. The enforcement
agency is the Canadian Radio-Telecommunications
Commission (‘CRTC’). This law is currently subject
to review.

•

The Genetic Anti-Discrimination Act (subject to
constitutional challenge) criminalises requirements
to provide genetic data for obtaining insurance.

Provincial legislation:

Regulator’s powers

Provinces with privacy legislation deemed ‘substantially
similar’ to PIPEDA include the following:

•

Request information

•

Fine or impose financial penalties

•

Alberta’s Personal Information Protection Act
(AB PIPA)

•

Order compliance

•

British Columbia’s Personal Information Protection
Act (BC PIPA)

•

Agree undertakings in lieu of enforcement

•

Forced audit or inspections

•

Québec’s An Act Respecting the Protection of
Personal Information in the Private Sector (PPIPS)

Note: that a law is deemed ‘substantial similar’
does not automatically bring it under Canada’s
adequacy finding.
Provinces with privacy health privacy laws, that have
been declared substantially similar to PIPEDA:
•

Ontario – Personal Health Information Protection Act
(ON PHIPA)

•

New Brunswick – Personal Health Information
Privacy and Access Act (NB PHIPAA)

•

Newfoundland and Labrador’s – Personal Health
Information Act (NL PHIA)

•

Nova Scotia – Personal Health Information Act
(NS PHIA)

Class actions
Can class actions be raised?
Yes
Several class actions have been brought to date in
relation to privacy protection. These include a data
breach class action lawsuit (Condon et al. v. Canada)
and a class action which raised claims that ON
PHIPA was violated through the sale of new mothers’
information for RESP selling purposes (Norman T.
Mizobuchi and – Nicholas Habets v. Patrick J. Hawkins,
Markus Kremer, and Daniel Girlando, et al). For this
latter action, certification of a class was refused.
Data Controller registration
Is registration with or fee payment to regulator
required for Data Controllers?

In addition to the above:

No

•

Data Protection Officer (DPO) registration
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Public sector legislation exists for federal and
provincial governments each which address privacy
in the Public sector and freedom of information.
This impacts organisations that are dealing with the
Public sector, but are not set out here.
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Is a DPO/primary privacy contact registration/
notification to the regulator required?
No

International Trends
– Europe

International Trends
– Rest of World

Team and Contact
Information

Regulatory actions

Breach metrics

Total number of regulator enforcement actions
taken during the calendar year

•

PIPEDA data breach reports: 116 (source: OPC
2017 – 2018 Annual Report to Parliament)

The total number of regulator enforcement actions
taken during the calendar year in Canada is unknown.

•

Privacy Act data breach reports: 286

Notable enforcement actions
Number of enforcement actions included = 1
1. 9118-9076 QUBEC INC. and 9310-6359 QUBEC INC., both operating as 514-BILLETS
Name/company

9118-9076 QUBEC INC. and 9310-6359 QUBEC INC., both operating as 514-BILLETS

Initiator/claimant

Canadian Radio-television and Telecommunications Commission (CRTC)

Date of the action

01/05/2018

Type of case/action

Regulator enforcement action

Is this a class action

No

What is the current
status of the action?

Concluded (Final decision/settled)

Brief summary

Companies 9118-9076 QUBEC INC. and 9310-6359 QUBEC INC., both operating as 514-BILLETS were
fined a total of $100,000

Outcome

Penalty Notice (i.e. fine)

Currency

CAD

Penalty

100,000

Enforcement case
details

On May 1, 2018 Companies 9118-9076 QUBEC INC. and 9310-6359 QUBEC INC., both operating
as 514-BILLETS were fined a total of $100,000 after sending marketing text messages which offered
recipients an opportunity to receive future commercial offers, but did not include certain prescribed
information, Recipients were unable to easily identify and contact the sender.
As a result of this action from the CRTC, the joint retailers have agreed to put in place a compliance
program that includes employee training, adequate disciplinary measures for non-compliance with
internal procedures, and corporate policies to ensure compliance with CASL.

Sector

Private sector

Industry sector

Retail and Consumer

Infringement/breach

Direct marketing texts

Number of people
impacted (exact or
estimated)

Exact number was not identified

Marketing channel

Text

Other interesting
factor(s)

The action was taken under Canadian Anti-Spam Legislation.
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Regulators contact details

Regulator’s postal address

Regulator’s website address (home page)

Federal:

Federal:

•

•

OPC:
https://www.priv.gc.ca/en/

Provincial:
•

Office of the Information and Privacy
Commissioner Alberta:
https://www.oipc.ab.ca

•

Office of the Information and Privacy Commissioner
for British Columbia:
https://www.oipc.bc.ca/

•

Manitoba Ombudsman:
https://www.ombudsman.mb.ca/

•

Office of the Integrity Commissioner for New
Brunswick:
http://www.info-priv-nb.ca/default.asp

UK
Undertakings

OPC: Address: 30, Victoria Street Gatineau,
Quebec K1A 1H3

Provincial:
•

Edmonton, Alberta: #410, 9925 – 109 Street
Edmonton, Alberta T5K 2J8

•

Calgary, Alberta: Suite 2460, 801 6 Avenue SW,
Calgary, Alberta, T2P 3W2

•

British Columbia: PO Box 9038 Stn. Prov. Govt.
Victoria B.C. V8W 9A4

•

Winnipeg, Manitoba: 750 – 500 Portage Avenue
(Colony Square) Winnipeg, MB R3C 3X1

•

Brandon, Manitoba: 202 – 1011 Rosser Avenue
(Scotia Towers) Brandon, MB R7A OL5

•

New Brunswick: 65 Regent Street, Suite 230,
Fredericton, N.B. E3B 7H8

•

Newfoundland and Labrador: P.O. Box 13004,
Station ‘A’ St. John’s, NL A1B 3V8

•

Office of the Information and Privacy Commissioner
Newfoundland and Labrador:
http://www.oipc.nl.ca/

•

Office of the Information and Privacy Commissioner
Northwest Territories:
http://atipp-nt.ca/

•

Northwest Territories: P.O. Box 382, Yellowknife, NT,
X1A 2N3

•

Nova Scotia: P.O. Box 181 Halifax, NS B3J 2M4

Office of the Information and Privacy Commissioner
Nova Scotia:
https://foipop.ns.ca/

•

Nunavut: P.O. Box 382, Yellowknife, NT, X1A 2N3

•

Ontario: 2 Bloor Street East, Suite 1400 Toronto, ON
M4W 1A8

•

Prince Edward Island: P.O. Box 2000 Charlottetown,
PE C1A 7N8

•

•

Office of the Information and Privacy
Commissioner of Nunavut:
http://www.info-privacy.nu.ca/

•

Information and Privacy Commissioner of Ontario:
https://www.ipc.on.ca/

•

Québec City, Québec: Bureau 2.36 525, boul. René
– Lévesque Est Québec (Québec) G1R 5S9

•

Office of the Information and Privacy Commissioner
of Prince Edward Island:
http://www.assembly.pe.ca/index.
php3?number=1013943

•

Montréal, Québec: Bureau 18.200 500, boul. René –
Lévesque Ouest Montréal (Québec) H2Z 1W7

•

Saskatchewan: 503 – 1801 Hamilton Street, Regina
SK S4P 4B4

•

Commission d’accès à l’information Québec:
www.cai.gouv.qc.ca/english/

•

Yukon: 211 Hawkins Street, Suite 201 Whitehorse,
Yukon Y1A 1X3

•

Saskatchewan Information and Privacy
Commissioner:
https://oipc.sk.ca/

•

Yukon Information and Privacy Commissioner:
http://www.ombudsman.yk.ca/
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Regulator’s phone number

Team and Contact
Information

Federal:

Office of the Information and Privacy Commissioner
of Nunavut

OPC:

•

Phone: 1-867-669-0976

•

Phone: (819) 994-5444

•

Toll Free: 1-888-521-7088

•

Toll-free: 1-800-282-1376

•

TTY: (819) 994-6591

Information and Privacy Commissioner of Ontario –
Toronto Area:

Provincial:
Office of the Information and Privacy Commissioner
(Edmonton, Alberta):
•

Phone: (780) 422-6860

•

Toll Free: 1-888-878-4044

Office of the Information and Privacy Commissioner for
British Columbia:
•

Phone: (250) 387-5629

Office of the Information and Privacy Commissioner for
British Columbia – Vancouver:
•

Phone: (604) 660-2421

•

Phone: 416-326-3333

•

Long distance: 1-800-387-0073

•

TDD/TTY: 416-325-7539

Office of the Information and Privacy Commissioner of
Prince Edward Island:
•

Phone: (902) 368-4099

Commission d’accès à l’information
Québec – Québec City
•

Phone: 418 528-7741

Commission d’accès à l’information Québec – Montréal
•

Phone: 514 873-4196

Office of the Information and Privacy Commissioner for
British Columbia – elsewhere in BC:

Saskatchewan Information and Privacy Commissioner
•

Phone: 306-787-8350

•

•

Toll Free (within Saskatchewan): 1-877-748-2298

Phone: (800) 663-7867

Manitoba Ombudsman (in Winnipeg):
•

Phone: (204) 982-9130, 1-800-665-0531

•

Toll Free: (204) 942-7803

Manitoba Ombudsman (in Brandon)
•

Phone: (204) 571-5151, 1-888-543-8230

•

Toll Free: (204) 571-5157

Office of the Integrity Commissioner New Brunswick:
•

Phone: (506) 453-5965

•

Toll-Free: 1-877-755-2811

Yukon Information and Privacy Commissioner
•

Phone: 867-667-8468

•

Toll Free (within the Yukon): 1-800-661-0408
(ext. 8468)

PwC contact details
David Craig
E: david.craig@pwc.com
T: +1 416 814 5812
M: +1 416 399 8088

Office of the Information and Privacy Commissioner
Newfoundland and Labrador:
•

Phone: (709) 729-6309

•

Toll Free: 1-877-729-6309

Office of the Information and Privacy Commissioner
Northwest Territories:
•

Phone: 1-867-669-0976

•

Toll Free: 1-888-521-7088

Office of the Information and Privacy Commissioner
Nova Scotia
•

Phone: (902) 424-4684

•

Toll Free: 1-866-243-1564
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Chile
Data Protection Agency that will oversee the regulation,
control and compliance of data protection.
Please note that the legislative discussion is only in its
first phase, and it is not possible to estimate how long
it will take to be passed and apropos by both Congress
chambers, along with the other formalities requested to
be published and in force. Furthermore, once published
and in force, the Bill considers an adaptation period of
2 years.
Regulator’s powers
Name of data protection regulatory body/ies
Currently Chile does not have a Data Protection
Regulatory Body/ies.
The current Chilean Transparency Council (CPLT), an
independent public entity currently in charge of granting
and guaranteeing everyone’s access to public or
governmental information of any kind may well fulfil the
role in the future.
Summary of key developments, trends and issues
The right to personal data protection was incorporated
at a constitutional level in Chile on 16 June 2018, when
Law No.21.096 introduced an amendment to Article 19
No4 of the Constitution. The Amendment specifically
recognises the protection of personal data within the
scope of the constitutional guarantee of the protection
of private life and honour, stating that the ‘treatment
and protection of this data will be subject to the forms
and conditions established by law’. This legislative
effort is aimed at creating higher protection standards,
in line with the OECD directives.
Chile regulatory framework
Regulatory framework is

The new Agency proposed in the new Bill will have a
string of powers both to construe and issue regulations
according to the applicable law, as well as to approve
and certify proposed data privacy policies. Also, the
Agency will be entitled to process data holders claims,
inspect and investigate possible infringements along
with the power to impose fines.
The government is considering that these functions will
be fulfilled by the current Chilean Transparency Council
(CPLT), an independent public entity currently in charge
of granting and guaranteeing everyone’s access to
public or governmental information of any kind.
Class actions
Can class actions be raised?
No
Data Controller registration
Is registration with or fee payment to regulator
required for Data Controllers?
No
Data Protection Officer (DPO) registration

A Local Data Protection Law

Is a DPO/primary privacy contact registration/
notification to the regulator required?

Regulation/Law name(s)

No

Currently Law No. 19.628 on the Protection of Private
Life (1999) applies.

Breach metrics

Since 2017 Chile has made some progress towards
the reform of the data protection regime. A new data
protection Bill introduced by the Ministry of Finance in
2017 seeks to modernise the Law No. 19.628 on the
Protection of Private Life (1999). This Bill stands out
for incorporating a public and autonomous Personal
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None available

International Trends
– Europe

International Trends
– Rest of World

Team and Contact
Information

Regulators contact details
No regulator yet appointed
PwC contact details
Astrid Schudeck
E: astrid.schudeck@cl.pwc.com
M: +56 229400000
Pamela Flores
E: pamela.flores@cl.pwc.com
M: +569 96792681

Privacy and Security Enforcement Tracker 2018

|

175

UK Enforcement
Notices

UK Monetary
Penalty Notices

UK
Prosecutions

UK
Undertakings

China – Mainland
•

Technology companies continued to be key targets
for regulators. Regulators also paid particular
attention to network broadcasting platforms,
E-commerce platforms and instant-messaging
platforms.

•

Sanctions are being refined constantly; while regular
face-to-face talks and entreaties to rectify practices
continue to be used, more diverse punishment
measures are being taken, including heavy fines,
removing products from the shelf, and suspending a
platform’s services for a definite period of time.’

Name of data protection regulatory body/ies
•

The Cyberspace Administration of China (‘CAC’);

China regulatory framework

•

Ministry of Industry and Information Technology
(‘MIIT’);

Regulatory framework is

•

The Ministry of Public Security (‘MPS’);

Regulation/Law name(s)

•

The State Secrets Bureau (‘SSB’);

•

Cyber Security Law (‘CSL’);

•

Standardisation Administration of China (‘SAC’);

•

•

Multiple industry associations, such as the
China Banking and Insurance Regulatory
Commission(‘CBRC’), the China Securities
Regulatory Commission (‘CSRC’), and so forth.

Decision on Strengthening Network Information
Protection;

•

State Security Law;

•

Measures on Security Examination for Online
Products and Services (Trial Implementation);

Summary of key developments, trends and issues

•

National Cybersecurity Incident Emergency Plan;

From a legislative point of view the publication of the
Personal Information Security Specification has clarified
the meaning of the national standards for personal
data protection.

•

Provisions on Protection of Critical Information
Infrastructure Security (Draft for Consultation);

•

Regulation on Multi-level Protection Scheme of
Cyber Security (Draft for Consultation).

Compared with the cases in the year of 2017,
law enforcement actions in 2018 had the
following characteristics:

Regulator’s powers

•

•

176

Law enforcement cases paid more attention to
the protection of personal information and the
management of the release of users’ information. In
particular, high attention was paid to network users’
security (including the security of their personal
information). Organisations were also found to have
failed to (i) obtain user consent for the collection of
their personal information and to (ii) fully guarantee
the security of users’ personal information.
Regulators (the CAC and its local communications
administrations, and the Cyberspace
Administrations) participated more actively at all
levels of law enforcement actions.
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A Local Data Protection Law

The Cyber Security Law (‘CSL’) and a variety of
implementing rules set forth the extensive enforcement
powers of regulators. Generally speaking, regulators
can investigate a case by the following means:
•

Interview;

•

Inspection;

•

Appraisal;

•

Evidence collection, including on-site or remote
e-discovery;

•

Seizure;

•

On-site inspection;

•

Detention (police only).

International Trends
– Europe

International Trends
– Rest of World

Team and Contact
Information

Class actions

Regulatory actions

Can class actions be raised?
No

The total number of regulator enforcement actions
taken during the calendar year in China is unknown.

Data Controller registration

Breach metrics

Is registration with or fee payment to regulator
required for Data Controllers?

None available

No
Data Protection Officer (DPO) registration
Is a DPO/primary privacy contact registration/
notification to the regulator required?
No

Notable enforcement actions
Number of enforcement actions included = 4
1. Alipay and Zhima Credit
Name/company

Alipay and Zhima Credit

Initiator/claimant

Cyber Security Coordination Bureau of the CAC

Date of the action

2018 (Exact date not known)

Type of case/action

Regulatory action

Is this a class action

No

What is the current
status of the action?

Concluded (Final decision/settled)

Outcome

Notice

Currency

N/A

Penalty

N/A

Enforcement case
details

The Cyber Security Coordination Bureau of the CAC was reported to have held face-to-face talks with
the relevant persons in charge of Alipay and Zhima Credit in which the companies were asked to take
remedial action so that their collection and use of personal information conformed to the spirit of the
national standard and the Personal Information Security Specification, and covenants in the Written
Proposal on the Protection of Personal Information. The companies were also required to take effective
measures to avoid the same or similar events occuring again in the future.

Sector

Private sector

Industry sector

Financial Services

Infringement/breach

Lawfulness fairness and transparency
Accountability

Number of people
impacted (exact or
estimated)

Unknown

Privacy and Security Enforcement Tracker 2018

|

177

UK Enforcement
Notices

UK Monetary
Penalty Notices

UK
Prosecutions

UK
Undertakings

2. Beijing Baidu Network Information Technology Co. Ltd.; Ant Financial Services Group (Alipay) and
Beijing ByteDance Technology Co., Ltd. (Toutiao)
Name/company

Beijing Baidu Network Information Technology Co. Ltd.
Ant Financial Services Group (Alipay) and
Beijing ByteDance Technology Co., Ltd. (Toutiao)

Initiator/claimant

The Cyberspace Administration of China

Date of the action

2018 (Exact date not known)

Type of case/action

Other

Is this a class action

No

What is the current
status of the action?

Concluded (Final decision/settled)

Brief summary

Mobile applications provided by the three companies were found to infringe users’ personal privacy. The
companies were asked to take remedial action to protect users’ rights.

Outcome

Notice

Currency

N/A

Penalty

N/A

Enforcement case
details

The Cyberspace Administration of China, submitted a warning to Ant Financial Services Group,
Alibaba’s payment affiliate, for compromising user privacy after many users of its Alipay service were
automatically enrolled in its credit scoring system therefore failing to meet the country’s personal
information security standards.
Alipay has a popular end-of-year feature that allows its customers to analyse how they have spent their
money over the year. At the end of 2017, the feature began enrolling users who wanted to look at their
bills into the credit scoring system, Sesame Credit. This process allowed Sesame Credit to collect their
data and share the analysis with its partners. Users could only opt out if they unchecked a button on the
feature’s landing page. Users who did not notice the pre-checked box would have agreed by default to
opt into the scoring service. Sesame Credit has apologised and canceled the default option.

Sector

Private sector

Industry sector

Financial Services

Infringement/breach

Lawfulness fairness and transparency
Data subject rights

Number of people
impacted

Unknown
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International Trends
– Europe

International Trends
– Rest of World

Team and Contact
Information

3. Wang and Zhou
Name/company

Wang and Zhou

Initiator/claimant

Jiangsu Huai’an Huai’an District People’s Procuratorate

Date of the action

08/08/2018

Type of case/action

Criminal activity

Is this a class action

No

What is the current
status of the action?

In Progress

Outcome

Conviction (Individuals)

Currency

N/A

Penalty

N/A

Prosecution cost

N/A

Prosecution fine

N/A

Prosecution victim
surcharge

N/A

Court awards/
compensation

N/A

Enforcement case
details

On August 8, 2018, the Jiangsu Huai’an Huai’an District People’s Procuratorate approved the arrest
of individuals on a charge of suspected infringement of citizens’ personal information. It was detected
that the website ‘Black Python’ developed and maintained by Wang and Zhou enabled data interface
docking with a number of internet-based loan platforms and other third party websites whereby
registered members of Black Python could pay to gain access to information concerning their (the
registered members’) clients. This information included credit card and loan information and photos from
citizens’ ID cards.

Sector

Private sector

Industry sector

Technology

Infringement/breach

Lawfulness fairness and transparency

Number of people
impacted

Unknown
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4. Name undisclosed
Name/company

Name undisclosed

Initiator/claimant

Wucheng Public Security Sub-Bureau

Date of the action

2018 (Exact date not known)

Type of case/action

Other

Is this a class action

No

What is the current
status of the action?

In Progress

Outcome

Conviction (Individual)

Currency

N/A

Penalty

N/A

Prosecution cost

N/A

Prosecution fine

N/A

Prosecution victim
surcharge

N/A

Court awards/
compensation

N/A

Enforcement case
details

These regulatory actions arise out of the theft of funds from individuals’ bank or Alipay accounts. From
April 2018, the Wucheng Public Security Sub-Bureau received mass reports from people stating that
they had been the victim of a fraud. The victims reported that they had received mobile verification
messages, which are sent as part of a transaction process, from their banks or Alipay but that they had
not authorised the transactions. The Wucheng Internet police discovered that a network of criminals
had illegally intercepted information from individuals’ short messages by using self-made SMS sniffing
(i.e. interception) equipment. The information intercepted was then used to log on to victims’ network
accounts and obtain their personal information (including names, ID card numbers, phone numbers
and bank card numbers). The stolen funds were used by the perpetrators to buy items, which they then
resold.
Over the course of a month, the Wucheng Public Security Subbureau undertook activities in several
places including Zhengzhou, Henan; Shijiazhuang, Hebei; Nanning, Guangxi; and, Jinan, Shandong. As
at April 2019, 11 suspects were arrested, about 200 cases have been solved all over the country, 21 sets
of SMS sniffing equipment have been seized, more than 110,000 pieces of short message infringement
of citizens’ personal information have been detected, and illicit money amounting to CNY800,000 has
been seized.

Sector

Private sector

Industry sector

Financial Services

Infringement/breach

Lawfulness fairness and transparency

Number of people
impacted

More than 100,000
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International Trends
– Europe

International Trends
– Rest of World

Team and Contact
Information

Regulators contact details

Regulator’s phone number

Regulator’s website address (home page)

•

CAC: +86 (10) 88050686

•

CAC (http://www.cac.gov.cn/)

•

MIIT: +86(10) 68208028

•

MIIT (http://www.miit.gov.cn/)

•

MPS:+86(10) 66262319

•

MPS (http://www.mps.gov.cn/n2254536/n4904355/
c6159136/content.html)

•

SSB: +86(10) 59703789

•

SAC: +86(10) 82262618

•

SSB (http://www.sca.gov.cn/sca/index.shtml)

•

•

SAC (http://www.sac.gov.cn/)

CBRC:+86(10) 66278454 and
CSRC:+86(10) 66210182

•

CBRC (http://www.cbrc.gov.cn/chinese/newIndex.
html)

•

CSRC (http://www.csrc.gov.cn/pub/newsite/)

Regulator’s postal address
•

CAC: 100044, No.11 Chegongzhuang Street,
Xicheng District, Beijing, China

•

MIIT: 100804,No.13 West Chang An Street, Beijing,
China

•

MPS: 100741, No.14 East Chang’an Street, Beijing,
China

•

SSB: 100036, No.7 Yuchang Road, Fengtai District,
Beijing

•

SAC:100088, No.9 Madian East Road,
Haidian District, Beijing

•

CBRC:100033, No.15 Financial Street,
Xicheng District, Beijing; and CSRC: 100033,
No.19 Financial Street, Xicheng District, Beijing

PwC contact details
Jing Wang
E: jing.wang@ruibailaw.com
M: +86 135 1106 6532
Annie Xue
E: annie.xue@ruibailaw.com
M: +86 (10) 8540 4602
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Colombia
Class actions
Can class actions be raised?
Yes
In principle it is possible that a group of individuals
affected by a breach of the Colombian habeas data
right to use a class action to enforce the compliance of
the law and claim for damages caused by the breach of
their rights.

Name of data protection regulatory body/ies
Superintendence of industry and commerce/
Superintendence of Finance.
Summary of key developments, trends and issues
All companies that manage personal data must comply
with habeas data regulation which implies that all
companies that manage personal data must have
Data protection policies, obtain authorisation from
the data owners in order to manage their data, keep
up to date the data, answer the requirements made
by data owners regarding their information. They are
also required to register the data bases before the
Superintendence of Industry and trade if the company
complies with certain amounts of equity or assets
determined yearly by such authority.
Colombia regulatory framework
Regulatory framework is

In Colombia Class actions are those interposed by a
plural number or a set of people who meet uniform
conditions with respect to the same cause of action
resulting in the damages. The uniform conditions must
also take place with respect to all the elements that
make up the responsibility.
The group action will be exercised exclusively to
obtain recognition and payment of compensation
for damages.
Data Controller registration
Is registration with or fee payment to regulator
required for Data Controllers?
Yes
Registration should be made through the
Superintendence of Industry and commerce. This is
known as National Registry of Databases (RNBD as
per its acronym in Spanish) and this process has no
related fees.

A Local Data Protection Law

Data Protection Officer (DPO) registration

Regulation/Law name(s)

Is a DPO/primary privacy contact registration/
notification to the regulator required?

Law 1266 of 2008
Regulator’s powers

Yes
On the registry at the National Registry of Databases
shall be included the contact details of the DPO.

•

Request information

•

Fine or impose financial penalties

•

Entry and inspection

Regulatory actions

•

Order compliance

•

Order a stop to processing

Total number of regulator enforcement actions
taken during the calendar year

•

Forced audit or inspections

60 enforcement per year, and total fines amount to
above two million dollars.
Breach metrics
None available
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International Trends
– Europe

International Trends
– Rest of World

Team and Contact
Information

Notable enforcement actions
Number of enforcement actions included = 3
1. Linio Colombia SAS
Name/company

Linio Colombia SAS

Initiator/claimant

The name of the claimant is hidden in order to protect her personal data

Date of the action

26/04/2018

Type of case/action

Regulator enforcement action

Is this a class action

No

What is the current
status of the action?

Concluded (Final decision/settled)

Brief summary

The Superintendence of Industry and Trade imposed the following sanctions:
Fine in Colombian Peso’s to the equivalent of up to: approx. USD 115.000

Outcome

Penalty notice (i.e. fine)

Currency

COP

Penalty

351,558,900

Enforcement case
details

The company’s ‘unsubscribe’ link on its emails was not working and the claimant continued to
receive emails from the company despite numerous requests to be removed from unsubscribed from)
the email list.

Sector

Private sector

Industry sector

Retail and Consumer

Infringement/breach

Direct marketing emails

Infringement/breach
– other

Not attending the multiple request made by the data owner to erase her contact information from the
company’s mailing list.

Number of people
impacted (exact or
estimated)

One

Marketing channel

Email

Other interesting
factor(s)

The Superintendence of Industry and trade ordered the legal representatives of the entity to establish
the measures required in order to this kind of case does not repeat in the future.
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2. Instituto de diagnóstico médico S.A. – Idime S.A.
Name/company

Instituto de diagnóstico médico S.A. – Idime S.A.

Initiator/claimant

The name of the claimant is hidden in order to protect their privacy

Date of the action

04/09/2018

Type of case/action

Regulator enforcement action

Is this a class action

No

What is the current
status of the action?

Subject to appeal

Brief summary

Imposed fines and exhorted the company to improve their data protection policies and procedures.

Outcome

Penalty notice (i.e. fine)

Currency

COP

Penalty

156,248,400

Enforcement case
details

The company provided private information of another client when someone requested a
password reminder.

Sector

Private sector

Industry sector

Medical

Infringement/breach

Integrity and confidentiality
Accountability

Number of people
impacted

One

3. Colombia Telecomunicaciones S.A. E.S.P.
Name/company

Colombia Telecomunicaciones S.A. E.S.P.

Initiator/claimant

The name of the claimant is hidden in order to protect their privacy

Date of the action

24/08/2018

Type of case/action

Regulator enforcement action

Is this a class action

No

What is the current
status of the action?

Concluded (Final decision/settled)

Brief summary

Imposed fines for the breach of the data protection laws

Outcome

Penalty notice (i.e. fine)

Currency

COP

Penalty

140,623,560

Enforcement case
details

The company’s did not attend the claimant request in order to remove his data from their databases and
the claimant continued to receive emails from the company despite numerous requests to be removed
from (unsubscribed from) the email list.

Sector

Private sector
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Team and Contact
Information

3. Instituto de diagnóstico médico S.A. – Idime S.A. (cont’d)
Name/Company

Instituto de diagnóstico médico S.A. – Idime S.A.

Industry sector

Telecommunications

Infringement/breach

Integrity and confidentiality
Accountability

Number of people
impacted

One

Marketing channel

Email

Regulators contact details

PwC contact details

Regulator’s website address (home page)

Fabian Andres Osorio
E: fabian.andres.osorio@co.pwc.com
M: +1 057-634-0555

http://www.sic.gov.co
Regulator’s postal address
Carrera 13 No. 27 – 00,
Pisos. 1 y 3 Bogota D.C.,
Colombia
ZIP code: 110311

Duarte Juan
E: duarte.juan@co.pwc.com
M: +1 057-634-0555

Regulator’s phone number
+5715920400
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Hong Kong
Hong Kong regulatory framework
Regulatory framework is
A Local Data Protection Law
Regulation/Law name(s)
Personal Data (Privacy) Ordinance (CAP 486 of the
Laws of Hong Kong)
Regulator’s powers

Name of data protection regulatory body/ies
Privacy Commissioner for Personal Data Hong Kong
Summary of key developments, trends and issues
In 2019, expect the PCPD to:
•

•

•

Continue to enforce the law fairly, promote
and educate all stakeholders about personal
data protection;
Continue to engage organisations (especially the
SMEs) in promoting compliance in protecting
personal data and implementing the privacy
governance mechanisms and data ethics;
Strengthen the working relationship with Mainland
China and overseas data protection authorities
to handle cross-jurisdiction data contravention
incidents, and explain the newly implemented
rules and regulations on data protection of
other jurisdictions to the local stakeholders for
compliance with the requirements, and the free
flow of information and privacy protection being
considered one of Hong Kong’s unique and
irreplaceable attributes;

•

Facilitate Government initiatives involving personal
data privacy, including making recommendations on
the review of the PDPO; and

•

Issue guidance on Fintech and ‘de-identification’
and publish a booklet on major personal data
regulations in the mainland for industries and
members of the public.

186

|

Privacy and Security Enforcement Tracker 2018

•

Request information

•

Fine or impose financial penalties

•

Entry and inspection

•

Order compliance

•

Prosecute (via Hong Kong police)

Class actions
Can class actions be raised?
No
Data Controller registration
Is registration with or fee payment to regulator
required for Data Controllers?
No
Data Protection Officer (DPO) registration/overview
Is a DPO/primary privacy contact registration/
notification to the regulator required?
No
Regulatory actions
Total number of regulator enforcement actions
taken during the calendar year
In 2018, warning notices were issued to 16 recipients
but, as all of the recipients remediated, no enforcement
action was necessary and none was taken. Six cases
concerning direct marketing were referred to the Police
and, of those, two prosecutions were made.

International Trends
– Europe

International Trends
– Rest of World

Team and Contact
Information

Breach metrics
In 2018:
•

there were 1,890 complaints, an increase of 23%;

•

data breach notifications were up 22%;

•

129,289 compliance checks undertaken, which was
an increase of 14%;

•

there were four compliance investigations, which
was a threefold increase; and

•

16,875 enquiries were received, an increase of 8%.

Regulators contact details

PwC contact details

Regulator’s website address (home page)

David Tiang
E: david.wp.tiang@tiangandpartners.com
M: +852 2833 4928

https://www.pcpd.org.hk
Regulator’s postal address
12/F Sunlight Tower,
248 Queens’ Road East,
Wanchai,
Hong Kong

Chris Cartmell
E: chris.c.cartmell@tiangandpartners.com
M: +852 6113 5879

Regulator’s phone number
+852 2827 2827
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India
•

Establishes State Electronic Health Authority

•

Data ownership, Security and Standardisation

•

Civil damages and criminal offences

Supreme Court judgement on Aadhaar Act 2016
(September 2018)
Legitimacy of the Aadhaar Act 2016: The Act has
been upheld, strengthened and stands legitimate. It
continues to meet the purpose for which it was passed.
The Act includes sufficient safeguards against profiling.
Name of data protection regulatory body/ies
India does not have a national regulatory authority
for protection of data. The Ministry of Electronics
and Information Technology (Meity) is responsible for
enforcement of the Information Technology Act 2000,
which gives a right to compensation for improper
disclosure of personal information.
Summary of key developments, trends and issues
Personal Data Protection Bill 2018 has been shared in
July 2018 and is expected to be tabled in Parliament in
2019 session. Key areas are:

Section 57 – the Act will not prevent use of Aadhaar
number for other purposes under law: In our opinion,
the part of the section 57 of the Aadhaar Act which
enabled State or body corporate or individuals to seek
online authentication from CIDR pursuant to a contract
has been struck down. But the judgement upholds the
part of the section where a strong purpose is welldefined and backed by the law. However, the strong
purpose shall be capable of passing the triple test set
in the K.S. Puttaswamy judgement in 2017.
Till date, three most common services that mandatorily
required Aadhaar authentication and linking include:

•

Personal Data includes Passwords and Official
identifiers

•

Linking with PAN under section 139AA of the
Income Tax Act 1961.

•

Data localisation requirement

•

•

Applicability on both private and government
sectors

Linking with bank account and other financial
instruments under the Rule 9 of PMLA Act 2005.

•

•

Scope includes processing of personal data beyond
Indian boundaries

Linking with Mobile SIM cards under DOT circular
23-Mar-2017.

•

Penalties upto 2 to 4% of Global annual turnover

•

Role of Data Protection officers

•

Inline with GDPR

•

Establishes Data Protection Authority to govern
and enforce

Draft Digital Information Security in Healthcare Act 2018
was circulated for public consultation in March 2018.
Key areas:
•

Defines ‘Digital health Data’

•

Establishes Health Information exchange

•

Establishes National Electronic health Authority
of India
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The mandatory linking of Aadhaar with PAN under
Section 139AA of the Income Tax Act has been upheld.
But the mandatory linking of Aadhaar with bank
account under Rule 9 of PMLA Act 2005 has been
removed. The Rule 9 has been found inconsistent with
the PMLA Act 2005 as it did not pass the triple test set
in the K.S. Puttaswamy judgement in 2017.
The judgement also eliminates the mandatory linking of
Aadhaar with mobile numbers. The requirement also did
not pass the triple test.
India regulatory framework
Regulatory framework is
A Local Data Protection Law

International Trends
– Europe

International Trends
– Rest of World

Team and Contact
Information

Regulation/Law name(s)

Regulators contact details

Information Technology Act Section 43 A, Aadhaar
Act 2016 (specifically for Aadhaar numbers), DOT
(Department of Telecom) guidelines for security
of subscribers.

As India does not have a national regulatory authority
for the protection of data there are no contact
details available.

Regulator’s powers
•

Request information

•

Fine or impose financial penalties

•

Entry and inspection

•

Unannounced entry and inspection (‘Dawn Raid’)

•

Order a stop to processing

•

Prosecute

•

Forced audit or inspections

PwC contact details
Rajinder Singh
E: rajinder.singh@pwc.com
M: +91 9873264886

Additional regulatory powers.
Civil Damages under IT Act section 43 A, Under
Aadhaar Act 2016 Criminal penalties and financial
disincentives.
Class actions
Can class actions be raised?
No
Registration Requirements, Metrics etc.
As India does not have a national regulatory authority
for the protection of data there are no registration
requirements or metrics available:
Is registration with or fee payment to regulator
required for Data Controllers?
No
Is a DPO/primary privacy contact registration/
notification to the regulator required?
No
Total number of regulator enforcement actions
taken during the calendar year
None available
Breach metrics
None available
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Japan
Regulation/Law name(s)
Act on the Protection of Personal Information (Act
No.57 of May 30, 2003) (‘APPI’).
In May 2017, an amendment to APPI became fully
effective. Among others, the amendment introduced (i)
restrictions on the provision of personal information to
foregin third party, and (ii) extraterritorial application of
APPI to foregin entities are important revisions for nonJapanese entities.
Name of data protection regulatory body/ies
Personal Information Protection Commission
Japan (‘PPC’)
Summary of key developments, trends and issues
In Japan, the commencement of the enforcement of
GDPR was a hot topic. In connection with the GDPR,
the adequacy decision by the European Commission
came into effect on 23 January 2019.
To transfer personal information from the EEA to Japan
relying upon the adequacy decision, the business
operator in Japan must comply with ‘supplemental
rules’ in addition to regulations under APPI. The
purpose of the supplemental rules is to fill the gaps
between APPI and GDPR. Under the supplemental
rules, business operators are subject to additional
obligations such as the requirement to treat additional
information as sensitive data. Reciprocally, the PPC
has recognised countries in the EEA to have equivalent
standards to those of Japan, which means that
business operators in Japan may provide business
operators in the EEA with personal information in the
same manner as providing personal information to
business operators in Japan.
Japan regulatory framework
Regulatory framework is
A local law deemed GDPR Adequate
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Regulator’s powers
•

Request information

•

Entry and inspection

•

Order compliance

•

Order a stop to processing

Class actions
Can class actions be raised?
No
Data Controller registration
Is registration with or fee payment to regulator
required for Data Controllers?
No
Data Protection Officer (DPO) registration/overview
Is a DPO/primary privacy contact registration/
notification to the regulator required?
No
Whilst there is no requirement to register/notify the
regulator with details of a DPO/primary privacy contact,
personal information handlers are required to take
necessary and proper measures for the prevention
of leakage, loss, or damage of personal data. The
appointment of a person responsible for dealing with
personal data is listed in the guidelines as an example
of such security measures.

International Trends
– Europe

International Trends
– Rest of World

Team and Contact
Information

Regulatory actions

Breach metrics

Total number of regulator enforcement actions
taken during the calendar year

According to this material disclosed by PPC, between
1 April, 2018 and 31 March, 2019, there were 4,380
cases of reports to PPC of personal data leakage.

According to the materials disclosed by PPC, between
1 April 2018 and 31 March 2019, there were:
•

2 cases of on-site inspection

•

391 cases of report collection and

•

238 cases of instructions and advice given.

With respect to the extraterritorial application of APPI
to foregin business operators, 15 cases of instructions
and advice were given.

Regulators contact details

PwC contact details

Regulator’s website address (home page)

Hiroki Yamada
E: hiroki.yamada@pwc.com
M: +81 03 5251 2600

https://www.ppc.go.jp/en/index.html
Regulator’s postal address
Kasumigaseki Common Gate West Tower 32nd Floor,
3-2-1, Kasumigaseki,
Chiyoda-ku,
Tokyo,
100-0013,
Japan

Mitsuhisa Watanabe
E: mitsuhisa.watanabe@pwc.com
M: 81 03 5251 2782

Regulator’s phone number
+81 03 6457 9680
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Liechtenstein
security, the right of access according to Art. 15, data
protection in an enterprise, employee data protection,
media privilege and blockchain. In parallel, the data
protection authority will support those responsible
in drawing up codes of conduct in accordance with
Art. 40 of the GDPR or binding corporate rules in
accordance with Art. 47 GDPR if corresponding
applications are submitted.
New Developments from the Data
Protection Authority
Name of data protection regulatory body/ies
Data Protection Office: Datenschutzstelle
Fürstentum Liechtenstein.
Summary of key developments, trends and issues
Regulatory update
Lichtenstein is part of the EEA. On 6 July 2018, the EEA
Joint Committee decided to incorporate the EU-DSGVO
into the EEA Agreement. The GDPR thus applies to the
EEA states Liechtenstein, Norway and Iceland since
20 July 2018 and has been directly applicable since
that date.
The revised Data Protection Act (DPA) will come
into force on 1 January 2019. Liechtenstein made
use of the opening clauses contained in the GDPR
(Data Protection Act of Liechtenstein). The new DPA
essentially follows the structure and content of the
German Federal Data Protection Act (BDSG) with some
exceptions that are specific to Liechtenstein such as
the regulation regarding genealogical research projects
or additions regarding the priority of professional
secrets. The DPA extends among other things the
competences of the Data Protection Authority, so
that it is now expressly designated as the supervisory
authority and is entitled to impose fines.

Due to the understaffing of the Data Protection
Authority, a broad-based supervisory approach was
adopted in 2018 with no formal fines or sanctions
being administered. The Data Protection Authority has
since appointed new positions and new competencies
have been approved allowing it to impose fines and
sanctions. The year 2018 brought 40 complaints from
citizens of Liechtenstein, some of which were invalid.
With the remaining complaints a solution was obtained
in all cases.
Some of the key issues we have seen raised and
investigated by the Data Protection Authority
include:
•

Data processing agreements not being in place.

•

An EEA representative not being implemented.

•

General breaches of personal data i.e. a public
institution published the names and private
addresses of its employees.

•

Complaints in relation to the valid use of consent,
including whether it was given ‘freely’ by the
data subject.

•

Eight complaints were raised by German citizens
against a company in Liechtenstein which the Data
Protection Authority is currently investigating.

General trends:

Liechtenstein regulatory framework

The Data Protection Authority recognises a trend
towards more complex data protection issues
that will require addressing in the future. The data
protection authority will continue to assist businesses
in implementing data protection requirements. Further
guidance from the data protection authority in relation
to the following areas is being planned: password

Regulatory framework is
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Based on GDPR
Regulation/Law name(s)
Data Protection Act 2018 (Datenschutzgesetz) and
General Data Protection Regulation.

International Trends
– Europe

International Trends
– Rest of World

Team and Contact
Information

Regulator’s powers

Breach metrics

•

Request information

•

Fine or impose financial penalties

•

Entry and inspection

•

Order compliance

•

Order a stop to processing

•

Prosecute

•

Agree undertakings in lieu of enforcement

•

Forced audit or inspections

There have been 15 reported data breaches to the
Data Protection Authority, the majority from the
insurance sector, one from a bank and one from
a telecommunications company. The reason for
the breaches were mainly due to employee error
(e.g. incorrect indexing, packaging or address). No
immediate measures were recommended by the Data
Protection Authority, since the responsible companies
themselves had taken appropriate measures to remedy
the situation and avoid it in the future.

Class actions
Can class actions be raised?
No

Regulators contact details
Regulator’s website address (home page)

Data Controller registration

https://www.datenschutzstelle.li

Is registration with or fee payment to regulator
required for Data Controllers?

Regulator’s postal address

No
Data Protection Officer (DPO) registration
Is a DPO/primary privacy contact registration/
notification to the regulator required?

Datenschutzstelle
Städtle 38
Postfach 684
9490 Vaduz
Regulator’s phone number

Yes

+423 236 60 90

The following information should be provided on
registering/notifying the appointment of a DPO:

PwC contact details

•

Designation/name of organisation/authority,
address, country, phone and email

•

Organisation name (if external), address, country,
phone and email address of appointed data
protection officer

•

Place/medium of publication, where contact details
have been published (e.g. internet address of
organisation)

•

The application may be submitted electronically
without a signature. If necessary, the signature
will be requested subsequently. There are no
costs associated with the notification by the Data
Protection Officer.

Susanne Hofman
E: susanne.hofmann@ch.pwc.com
M: +41 79 286 8367

Regulatory actions
Total number of regulator enforcement actions
taken during the calendar year
None
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Mexico
Convention 108
The Convention for the protection of individuals with
regard to Automatic Processing of Personal Data
(also known as ‘Convention 108’) and its Protocol
entered into force in respect of Mexico on 1 October
2018, becoming the 53rd party and the second Latin
American country to adhere.

Name of data protection regulatory body/ies
National Data Protection Regulatory Body:
The National Institute of Transparency, Access to Public
Information and Data Protection (‘INAI’).
Provincial Data Protection Regulatory Bodies:
The INAI works in coordination with 32 institutes
throughout the states, which together form the National
System for Transparency, Access to Public Information
and Data Protection (the ‘SNT’).
Summary of key developments, trends and issues

The Convention is an international treaty which
establishes: i) principles for the protection of personal
data aiming also to prevent any abuses which may
accompany the processing of these data; ii) rules
regarding the transfer of personal data between
Parties to the Treaty; and, iii) provisions that enable
international cooperation.
Mexico regulatory framework
Regulatory framework is
A Local Data Protection Law
Regulation/Law name(s)
In Mexico there is a data protection legal framework for
both the public and private sector as follows:

USMCA – The United States, Mexico and Canada
Agreement (‘USMCA’) sets out e-commerce,
cybersecurity and data protection requirements,
with the aim of addressing the challenges posed by
increased digital trade. The negotiators of the current
USMCA, considered that it was necessary to include
provisions on the following subject matters:

Private sector:

•

Non-discriminatory treatment of digital products

Public sector:

•

National framework of electronic transactions

•

•

Electronic authentication and electronic signatures

General Law of Personal Data Protection held by
Regulated Parties;

•

Online consumer protection

•

•

Personal data protection

General guidelines of Personal Data Protection for
Public sector; and

•

Cross-border data transfer through electronic means

•

•

Cybersecurity

Federal Law of Transparency and Access to Public
Information, among others.

The USMCA was agreed in October 2018, but it has not
yet been ratified.
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•

The Federal Law on Protection of Personal Data
held by Private Parties (the ‘Federal Data Protection
Law’) and its Regulation;

•

Guidelines for Data Protection notice; and

•

Self-regulation standards, among others.

International Trends
– Europe

International Trends
– Rest of World

Team and Contact
Information

Regulator’s powers

Class actions

•

Request information

Can class actions be raised?

•

Fine or impose financial penalties

Yes

•

Entry and inspection

•

Order compliance

Class actions are based on the Mexican civil legal
framework

•

Order a stop to processing

•

Prosecute

•

Agree undertakings in lieu of enforcement

Additional regulatory powers
•

•

•

Monitor and verify that individuals or corporations
processing personal data comply with the Federal
Data Protection Law.
Carry out investigations requested by data
subjects or INAI itself (these can follow one of three
procedural routes: the data protection procedure,
the verification procedure or the penalty procedure).
Make determinations in respect of the above
investigations, which may include recommending
actions to be taken and/or imposing penalties.

•

Apply to the court for a criminal judgement.

•

The INAI’s has the power to issue fines on a per
breach basis, calculated from 100 to 320,000
days using the General Current Minimum Wage in
Mexico, which currently amounts to MXP$88.49
or UMAs (which is a Measure and Adjust Unit) per
day. Where a breach includes processing sensitive
personal data, the sanctions may be doubled.

Data Controller registration
Is registration with or fee payment to regulator
required for Data Controllers?
No
Data Protection Officer (DPO) registration/overview
Is a DPO/primary privacy contact registration/
notification to the regulator required?
No
Regulatory actions
Total number of regulator enforcement actions
taken during the calendar year
As at April 2019, INAI has not published its 2018 Annual
Report with said statistics; therefore, there is no official
information about enforcement actions.
Breach metrics
Not available

Regulators contact details

PwC contact details

Regulator’s website address (home page)

Wendolin Sanchez
E: wendolin.sanchez@pwc.com
M: +52 55 5263 8578

http://inicio.inai.org.mx/SitePages/ifai.aspx
Regulator’s postal address
Av. Insurgentes Sur # 3211,
Col. Insurgentes Cuicuilco,
Delegación Coyoacán,
C.P. 04530,
Ciudad de México.
Regulator’s phone number
+52 55 5004 2400
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New Zealand
Regulation/Law name(s)
The Privacy Act 1993
Note: The New Zealand Government is currently in the
process of making reforms to the Privacy Act. The final
Privacy Bill report of the Justice Committee, provides
for mandatory reporting of privacy breaches. We expect
adequacy will be reassessed once the legislation
is passed.

Name of data protection regulatory body/ies
Office of the Privacy Commissioner
Summary of key developments, trends and issues
The Office of the Privacy Commissioner has
indicated that:
•

The Government is currently in the process of
making changes to the Privacy Act.

•

The Minister of Justice introduced a Bill amending
the current Act on 20 March 2018.

•

Reform proposals include stronger powers for the
Privacy Commissioner, mandatory reporting of
privacy breaches, new offences and increased fines.

•

In particular, the reforms aim to encourage private
and Public sector agencies to identify risks and
prevent incidents that could cause harm.

•

The law reform process is the culmination of many
years of preparatory work by the Law Commission
and the Office of the Privacy Commissioner.

At the time of publication, the latest Privacy Bill report
of the Justice Select Committee from March 2019
sets out, for example, recommendations on the extent
to which the Privacy Act will apply to organisations
based outside of New Zealand and to data processing
activities that take place outside of New Zealand.
The draft Bill also provides for mandatory reporting
of privacy breaches and the notification threshold of
such breaches.
New Zealand regulatory framework
Regulatory framework is
A local law deemed GDPR adequat
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Although the Bill was originally due to be passed into
law by July 2019, delays to the second reading (the
next stage of the parliamentary process) means that
no estimated deadline has been officially confirmed at
this time.
Regulator’s powers
The functions, responsibilities and powers of the
Privacy Commissioner are:
•

To promote, by education and publicity, an
understanding and acceptance of the information
privacy principles and of the objects of those
principles.

•

When requested to do so by an agency, to conduct
an audit of personal information maintained by that
agency for the purpose of ascertaining whether or
not the information is maintained according to the
information privacy principles.

•

To monitor the use of unique identifiers, and to
report to the Prime Minister from time to time
on the results of that monitoring, including any
recommendation relating to the need for, or
desirability of taking, legislative, administrative, or
other action to give protection, or better protection,
to the privacy of the individual.

•

To maintain, and to publish, in accordance with
section 21, directories of personal information.

•

To monitor compliance with the public register
privacy principles, to review those principles from
time to time with particular regard to the Council
of Europe Recommendations on Communication
to Third Parties of Personal Data Held by Public
Bodies (Recommendation R (91) 10), and to report
to the responsible Minister from time to time on the
need for or desirability of amending those principles.

International Trends
– Europe

•

International Trends
– Rest of World

To examine any proposed legislation that makes
provision for:

Team and Contact
Information

•

To undertake research into, and to monitor
developments in, data processing and computer
technology to ensure that any adverse effects of
such developments on the privacy of individuals are
minimised, and to report to the responsible Minister
the results of such research and monitoring.

•

To examine any proposed legislation (including
subordinate legislation) or proposed policy of the
Government that the Commissioner considers may
affect the privacy of individuals, and to report to the
responsible Minister the results of that examination.

•

To report (with or without request) to the Prime
Minister from time to time on any matter affecting
the privacy of the individual, including the need for,
or desirability of, taking legislative, administrative, or
other action to give protection or better protection
to the privacy of the individual.

•

To report to the Prime Minister from time to time on
the desirability of the acceptance, by New Zealand,
of any international instrument relating to the
privacy of the individual.

•

To report to the Prime Minister on any other matter
relating to privacy that, in the Commissioner’s
opinion, should be drawn to the Prime Minister’s
attention.

•

To gather such information as in the Commissioner’s
opinion will assist the Commissioner in carrying out
the Commissioner’s functions under this Act.

•

To do anything incidental or conducive to the
performance of any of the preceding functions.

•

To exercise and perform such other functions,
powers, and duties as are conferred or imposed on
the Commissioner by or under this Act or any other
enactment. The Privacy Commissioner is not able to
issue formal rulings and cannot initiate prosecution
proceedings or impose fines.

–– the collection of personal information by any
Public sector agency; or
–– the disclosure of personal information by
one Public sector agency to any other Public
sector agency, or both; to have particular
regard, in the course of that examination, to
the matters set out in section 98, in any case
where the Commissioner considers that the
information might be used for the purposes of an
information matching programme; and to report
to the responsible Minister the results of that
examination.
•

or the purpose of promoting the protection of
individual privacy, to undertake educational
programmes on the Commissioner’s own behalf or
in co-operation with other persons or authorities
acting on behalf of the Commissioner.

•

To make public statements in relation to any matter
affecting the privacy of the individual or of any class
of individuals.

•

To receive and invite representations from members
of the public on any matter affecting the privacy of
the individual.

•

To consult and co-operate with other persons and
bodies concerned with the privacy of the individual.

•

To make suggestions to any person in relation
to any matter that concerns the need for, or the
desirability of, action by that person in the interests
of the privacy of the individual.

•

To provide advice (with or without a request) to a
Minister or an agency on any matter relevant to the
operation of this Act.

•

To inquire generally into any matter, including any
enactment or law, or any practice, or procedure,
whether governmental or non-governmental, or
any technical development, if it appears to the
Commissioner that the privacy of the individual is
being, or may be, infringed thereby.

The Commissioner will aim to settle complaints by
remediation. If the complaint cannot be settled, a
formal investigation may be undertaken so that the
Commissioner can form an opinion on how the law
applies to the complaint in question. Although these
opinions are persuasive, they are not legally binding.
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If the Privacy Commissioner is of the opinion that an
individual’s privacy has been breached, the matter
may be taken by the individual, or in exceptional cases
referred to, the Director of Human Rights Proceedings,
who may in turn chose to bring the case before the
Human Rights Review Tribunal. The Tribunal’s decision
is legally binding and it can award damages for
privacy breaches.
It is anticipated however that some increased powers
for the Privacy Commissioner would take effect as part
of the ongoing law reform process. These are limited
to specific circumstances under the draft revised law
and it is expected that most enforcement action would
still be required to be decided by the Human Rights
Review Tribunal.
Class actions
Can class actions be raised?
No

UK
Prosecutions

Breach metrics
As breach reporting is voluntary under the current
Law in New Zealand, there is no way of knowing what
proportion of all breaches that occur are reported to
the Office of the Privacy Commissioner. However, 168
breaches were reported to the Office of the Privacy
Commissioner in 2018, with 91 notifications coming
from public agencies and 77 from private agencies. The
reported breaches can be broken down as follows:
•

59 – Other (this might include, for example
–– an individual being denied access to personal
information
–– information not being corrected on request
–– information being disposed of insecurely
–– inappropriate redaction methods)

•

51 – Electronic information sent to wrong recipient

•

22 – Physical information sent to wrong recipient

•

15 – Loss/theft of physical file

Data Controller registration

•

9 – Website problem

Is registration with or fee payment to regulator
required for Data Controllers?

•

6 – Employee browsing

•

6 – Loss/theft of portable device

No
Data Protection Officer (DPO) registration/overview
Is a DPO/primary privacy contact registration/
notification to the regulator required?
No
Regulatory actions
Total number of regulator enforcement actions
taken during the calendar year
The following statistics have been taken from the Office
of the Privacy Commissioner’s Annual Report 2018:
•

Office of the Privacy Commissioner answered
9,147 enquiries;

•

50% of investigations undertaken were resolved
through settlement;

•

706 investigation files were closed for the 2018
reporting year; and

•

5 cases were referred to the Director of Human
Rights Proceedings.
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International Trends
– Europe

International Trends
– Rest of World

Team and Contact
Information

Notable enforcement actions
Number of enforcement actions included = 6
1. Department of corrections
Name/company

Department of corrections

Initiator/claimant

The name of the data subject is hidden in order to protect their privacy

Date of the action

01/02/2018

Type of case/action

Department of Corrections employee accessed complainant’s record and disclosed information

Is this a class action

No

What is the current
status of the action?

Concluded (Final decision/settled)

Brief summary

The Office of the Privacy Commissioner (OPC) found that there had been an interference with privacy
due to a breach of Principles 5 and 11 and actual harm to the individual concerned.
The complainant had a reasonable expectation that his record, which contained inherently sensitive
information, would be securely stored by the Department.
The OPC found that the complainant had suffered stress and anxiety and that his feelings had been
injured. The OPC facilitated a settlement and closed the file.

Outcome

Settlement

Currency

N/A

Penalty

Undisclosed

Enforcement case
details

A man complained that his criminal record had been accessed by a Department of Corrections
employee who had no legitimate reason to access this information. This information was then
inappropriately disclosed to an ex-partner of the man.
This complaint raised issues under the following principles of the Act:
Principle 5: requiring that information is reasonably protected from unauthorised access; and
Principle 11: agencies shall not disclose information unless a valid exception applies.
It was found by the Office of the Privacy Commissioner in this case that both of these principles had
been breached by the Department of Corrections, because:
•

unauthorised access occurred and was not detected until the complaint was made, and whilst
policies were in place, these were not sufficient;

•

employees of the Department disclosed information without having a legitimate reason for doing so.

The case was settled and closed.
Sector

Public sector

Industry sector

Government and Public sector

Infringement/breach

Integrity and confidentiality

Number of people
impacted (exact or
estimated)

One
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2. NZ Post
Name/company

NZ Post

Initiator/claimant

NZ Post-delivery agent whose name is hidden in order to protect their privacy.

Date of the action

01/10/2018

Type of case/action

Employee vs Employer

Is this a class action

No

What is the current
status of the action?

Concluded (Final decision/settled)

Brief summary

A delivery agent of the national postal service, NZ Post, complained that audio recordings were also
being captured by the cameras installed on the new fleet of electric delivery vehicles.
The OPC found that there had been ‘an interference with the Delivery Agent’s privacy as the breach of
principles 1, 3, and 4 had caused him emotional harm’.
The OPC facilitated a mediation of this complaint and the parties reached a settlement. NZ Post
changed their policy and no longer uses cameras with an audio function on its delivery vehicles.

Outcome

Settlement

Currency

N/A

Penalty

Undisclosed

Enforcement case
details

A delivery agent of the national postal service, NZ Post, complained to the OPC that audio recordings
were also being captured by the cameras installed on the new fleet of electric delivery vehicles.
The delivery agent had discovered personal phone calls and conversations with members of the public
during his postal delivery round had been recorded. The audio recording capability of the cameras was
not disclosed to NZ Post employees when they were deployed.
The man’s complaint raised issues under principles 1, 3, and 4 of the Privacy Act.
Principle 1 says that personal information must only be collected if the collection is for a lawful purpose
connected with what the agency does.
Principle 3 says that when collecting information, agencies must make people aware of the fact
that information is being collected, the purpose for the collection and the intended recipients of the
information.
Principle 4 says that personal information should not be collected by an agency by unlawful means, or
means that are unfair or are unreasonably intrusive.

Sector

Public sector

Industry sector

Logistics

Infringement/breach

Lawfulness fairness and transparency
Purpose limitation
Data subject rights

Number of people
impacted (exact or
estimated)

One
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3. A home improvement company
Name/company

A home improvement company

Initiator/claimant

The name of the data subject is hidden in order to protect their privacy.

Date of the action

11/07/2018

Type of case/action

A woman complained to the OPC that a home improvement company had information beyond her
phone number and was not responding to enquiries about how they obtained her information.

Is this a class action

No

What is the current
status of the action?

Concluded (Final decision/settled)

Brief summary

The home improvement company’s privacy officer had provided the complainant with:
•

an explanation of how the company had obtained her information

•

assurance that their marketing teams would now not be able to contact her in the future

•

deletion of the complainant’s personal information, even though the Privacy Act does not give
individuals the right to compel an organisation to delete the information.

The complainant said she was satisfied with the steps the company had taken to resolve the complaint.
The OPC has since then closed the file.
Outcome

Resolved

Currency

N/A

Penalty

N/A

Enforcement case
details

A woman complained to the OPC that a home improvement company had information beyond her
phone number and was not responding to enquiries about how they obtained her information.
At the time of a cold call from the home improvement company, the complainant had asked the caller to
remove her details from the company’s marketing list.
Upon enquiries after the call, the complainant was not provided with a response on what information the
home improvement company held about her and how this was obtained.
Having not received a response, she tried again, and still receiving no response then complained to
the OPC.
Principle 6 of the Privacy Act gives individuals the right to access information an organisation holds
about them, this includes the right to receive confirmation the organisation holds information about
them. There are specified timelines within which organisations must respond to such a request. As the
woman did not receive a response from the company confirming what information was held about her,
principle 6 was involved. During the investigation by the OPC the home improvement company provided
the information requested.
In response to confirmation of the information held, the woman requested the information be deleted.
This is not currently required within the Privacy Act (there is a right to have information corrected under
principle 7, but not deleted). However, in this instance the company agreed to delete the information as
part of closing the complaint.

Sector

Private sector

Industry sector

Retail and Consumer

Infringement/breach

Data subject rights
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3. A home improvement company (cont’d)
Name/company

A home improvement company

Infringement/breach
– other

Direct marketing calls

Number of people
impacted (exact or
estimated)

One

4. An airline
Name/company

An airline

Initiator/claimant

Passenger

Date of the action

05/03/2018

Type of case/action

Other

Type of case/action –
other

A passenger makes repeated and ‘vexatious’ requests to the airline after a ticket dispute, the requests
were initially for all information related to the dispute and were then extended to include a wider range of
recorded calls.

Is this a class action

No

What is the current
status of the action?

Concluded (Final decision/settled)

Brief summary

The OPC’s investigation concluded that ‘the airline could rely on section 29(1)(j) of the Privacy Act to
refuse the man’s requests’.
Section 29(1)(j) lets an agency withhold personal information if the request is frivolous or vexatious or
the information being requested is trivial.
This was disputed by the passenger, to which the OPC informed him of his right to bring the case before
the Human Rights Review Tribunal. The OPC subsequently closed the file.

Outcome

Closed case

Currency

N/A

Penalty

N/A
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Team and Contact
Information

4. An airline (cont’d)
Name/company

An airline

Enforcement case
details

A passenger contacted an airline, requesting all the information they had about him relating to a ticket
dispute. Over the next few months, he emailed the airlines CEO, made a number of further calls and
then emailed the CEO again saying he hadn’t received the requested information and also requesting
recordings of calls that he had made to call centre staff.
The calls and requests for recordings continued, which the airline refused on the grounds they were
‘vexatious’, so the man complained to the Office of the Privacy Commissioner. The complaint was
focussed on the fact that the airline had not provided the requested information within the 20 days
specified under the Privacy Act.
The man told the Office of the Privacy Commissioner that he wanted all the recorded calls he’d
previously requested.
This relates to principle 6 of the Privacy Act 1993. Principle 6 says individuals have a right to access
personal information an agency holds about them. However, there are some valid reasons for an agency
to refuse access.
One of the reasons for refusal by an agency is that the request is frivolous or vexatious. Which was the
reason applied by the airline in this instance.
A separate element of the complaint, was that the complainant was told he must make the request in
writing, which is not required under the Privacy Act 1993.

Sector

Public sector

Industry sector

Airline

Infringement/breach

Data subject rights

Number of people
impacted

One

5. Name undisclosed
Name/company

Name undisclosed

Initiator/claimant

The name of the employee is hidden in order to protect their privacy.

Date of the action

21/02/2018

Type of case/action

Other

Type of case/action –
other

A woman was dismissed for drugs related matters. This was disclosed to all staff of the company by
email. The woman complained to the OPC when she became aware of the disclosure.

Is this a class action

No

What is the current
status of the action?

Concluded (Final decision/settled)
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5. Name undisclosed (cont’d)
Name/company

Name undisclosed

Brief summary

The OPC’s final view was the woman had suffered significant humiliation, loss of dignity or injury
to her feelings as a result of the disclosure made by the employee’s manager to over 100 staff on
the circumstances around the termination of her employment. This was decided as an interference
of privacy.
The OPC informed both parties of their final view and attempted to facilitate a meeting between both
parties. The parties declined to participate as they had decided to resolve it themselves and had later
settled the matter.

Outcome

Settlement

Currency

N/A

Penalty

Undisclosed

Enforcement case
details

A woman was dismissed for drugs related matters. This was disclosed to all staff of the company by
email. The woman complained to the OPC when she became aware of the disclosure.
This complaint is under principle 11 of the Privacy Act 1993, which places limits on the disclosure of
personal information. In this instance the OPC investigated the complaint as a disclosure for a purpose
other than that for which it was obtained.
The company sought to rely on the exception for disclosure of information which is publicly available, as
a number of staff sent the email were already aware of the drugs related matters.
However, prior case law had determined that this exception is about information that is truly publicly
available, not about information that may be available to the recipient.

Sector

N/A

Industry sector

N/A

Infringement/breach

Unlawful disclosure

Number of people
impacted

One

6. An insurance company
Name/company

An insurance company

Initiator/claimant

Customer

Date of the action

18/01/2018

Type of case/action

Other

Type of case/action –
other

A woman requested an insurance company delete all personal information held about her. The insurance
company refused to do so. This resulted in a complaint to the OPC.

Is this a class action

No

What is the current
status of the action?

Closed case

Brief summary

The OPC concluded that the insurance company had complied with the Privacy Act by having legitimate
grounds to not delete the customer’s information.
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6. An insurance company (cont’d)
Name/company

An insurance company

Outcome

Closed case

Currency

N/A

Penalty

N/A

Enforcement case
details

A woman requested an insurance company delete all personal information held about her. The insurance
company refused to do so. This resulted in a complaint to the OPC.
This complaint was assessed under principle 7 of the Privacy Act 1993, which gives individuals the
right to request correction of their personal information and to have a note attached to that information
in the event that a correction is sought but not made. The definition of correction may include deletion
of information.
The Privacy Act 1993 does not have any clauses that require an agency to delete information if
requested. Provided that they still require that information for the purpose for which it was collected.
The privacy officer at the insurance company had already provided the reasons for retaining the
information under Principle 7 to the complainant.
This was therefore dealt with as a request for correction sought but not made.

Sector

Private sector

Industry sector

Financial Services

Infringement/breach

Data subject rights

Number of people
impacted

One

Other interesting
factor(s)

Although a person can ask an agency to correct personal information, they cannot compel an agency to
delete information.

Regulators contact details

PwC contact details

Regulator’s website address (home page)

Robyn Campbell
E: robyn.k.campbell@pwc.com
M: +64 27 592 1352

https://www.privacy.org.nz
Regulator’s postal address
PO Box 10 094,
The Terrace,
Wellington 6143
New Zealand
Regulator’s phone number
Wellington: Phone + 64 04 474 7590
Auckland: Phone +64 09 302 8680
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Norway
Class actions
Can class actions be raised?
Yes
The Norwegian Civil Procedure Act includes the
possibility for both opt-in and opt-out class actions.
According to the preparatory works, the main rule for
class action shall be deemed to be opt-in. Which of the
two procedures that is most suitable for a specific class
action is ultimately left to the court to decide.
Name of data protection regulatory body/ies
Datatilsynet (Data Protection Authority)
Personvernnemnda (Privacy Appeals Board)
Summary of key developments, trends and issues
The GDPR entered into force in Norway on 20th of July
2018. The Norwegian Data Protection Authority held a
presentation on the 28th of January 2019 during which
it stated it had received 821 reported breaches in the
period 20th of July 2018 – 28th of January 2019.
Over the course of 2018, Norway has seen an
increase in complaints to Datatilsynet (especially in
relation to consumer law issues (access, deletion) and
working life).
Norway regulatory framework
Regulatory framework is
Based on GDPR
Regulation/Law name(s)
Data Protection Regulation (Personopplysningsloven)
Regulator’s powers
•

Request information

•

Fine or impose financial penalties

•

Entry and inspection

•

Unannounced entry and inspection (‘Dawn Raid’)

•

Order compliance

•

Order a stop to processing

•

Agree undertakings in lieu of enforcement

•

Forced audit or inspections
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Class actions may be brought either by a claimant
meeting the conditions for becoming a group member
provided that the action is approved or representative
or public bodies, provided that the action falls within
their purpose and natural sphere of activity (e.g. the
Consumer Council).
Class actions are heard before the ordinary courts (i.e.
there are no specialised courts for class actions).
Data Controller registration
Is registration with or fee payment to regulator
required for Data Controllers?
No
Data Protection Officer (DPO) registration
Is a DPO/primary privacy contact registration/
notification to the regulator required?
Yes
Controllers and processors that designate a DPO
(pursuant to Articles 37-39 of the GDPR) shall register
the DPO’s contact information with the Data Protection
Authority. In most cases this is done via Altinn (an
internet portal for digital dialogue between businesses,
private individuals and public agencies in Norway). This
applies to both Controllers/Processors that are required
to have DPOs and those who voluntarily choose to
appoint a DPO.

International Trends
– Europe

International Trends
– Rest of World

Team and Contact
Information

Regulatory actions

Breach metrics

Total number of regulator enforcement actions
taken during the calendar year

Over the course of the whole of 2018, Norway
experienced strong growth in the number of reported
breaches to Datatilsynet. In 2018 Datatilsynet received
1275 reported breaches. By comparison, the number of
reported breaches in 2017 was 349.

The Norwegian Data Protection Authority has
performed 20 controls and issued administrative/
coercive fines in 18 cases during 2018. Please note
that all fines were imposed according to the prior data
protection regulation in Norway.

Notable enforcement actions
Number of enforcement actions included = 1
1. Sykehuset i Vestfold, Sykehuset Østfold HF, Sykehuset Innlandet HF, Sykehuset Telemark HF, Sørlandet
sykehus HF, Vestre Viken HF, Oslo universitetssykehus HF, Akershus universitetssykehus HF, Sunnaas
sykehus HF
Name/company

Sykehuset i Vestfold, Sykehuset Østfold HF, Sykehuset Innlandet HF, Sykehuset Telemark
HF, Sørlandet sykehus HF, Vestre Viken HF, Oslo universitetssykehus HF, Akershus
universitetssykehus HF, Sunnaas sykehus HF

Initiator/claimant

The Norwegian Data Protection Authority

Date of the action

19/04/2018

Type of case/action

Regulator enforcement action

Is this a class action

No

What is the current
status of the action?

Concluded (Final decision/settled)

Brief summary

The Norwegian Data Protection Authority issued a fine to nine Norwegian Health Trusts as a result of
inadequate security and risk assessments before outsourcing parts of their IT-infrastructure.

Outcome

Penalty notice (i.e. fine)

Currency

NOK

Penalty

800,000 x 9

Enforcement case
details

The Norwegian Data Protection Authority issued a fine to nine Norwegian Health Trusts as a result of
inadequate security and risk assessments before outsourcing parts of their IT-infrastructure.

Sector

Public sector

Industry sector

Government and Public sector
Healthcare

Infringement/breach

Integrity and confidentiality

Number of people
impacted

Unknown
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Regulators contact details

PwC contact details

Regulator’s website address (home page)

Christine Ask Ottesen
E: christine.ask.ottesen@pwc.com
M: +47 92 80 92 29

https://www.datatilsynet.no
Regulator’s postal address
Datatilsynet
P.O. Box 458 Sentrum
NO-0105 Oslo
Norway
Regulator’s phone number
+47 22 39 69 00
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E: line.engebretsen@pwc.com
M: +47 98 21 46 00
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International Trends
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Information

Switzerland
initiative or at the request of a third party, and may
issue recommendations that a specific data processing
practice be changed or abandoned.
Within a criminal proceeding, a sanction system permits
the imposition of fines where the FDPA is violated.
Sanctions can be issued against responsible natural
persons within the company only and not against the
company itself as a separate legal person.
Class actions
Name of data protection regulatory body/ies
Federal Data Protection and Information Commissioner
(the ‘FDPIC’)
Summary of key developments, trends and issues
The revision of the FDPA is still in progress and the new
law will enter into force in 2020, at the earliest.

Can class actions be raised?
No
Data Controller registration
Is registration with or fee payment to regulator
required for Data Controllers?
Yes

The revision was split into two parts in summer 2018.
The first part secured parliamentary approval in
September 2018 and relates to the implementation of
the EU Directive 2016/680 regarding the Schengen/
Dublin treaty. The actual comprehensive revision of
the FDPA is in the second part. This revision seeks
to strengthen data protection in general and align the
FDPA with the GDPR’s

A Data Controller must register their data collection
if they are federal bodies or private persons who
regularly process sensitive personal data or create
personality profiles or regularly disclose personal data
to third parties.

Switzerland regulatory framework

Data Protection Officer (DPO) registration

Regulatory framework is
A local law deemed GDPR adequate

Is a DPO/primary privacy contact registration/
notification to the regulator required?

Regulation/Law name(s)

Yes

Federal Data Protection Act (‘FDPA’)

If the Data Controller wishes to be exempted from the
duty to register his data files, the appointment of a DPO
is compulsory. Otherwise, there is no legal obligation
under Swiss data protection law to appoint a DPO.

Ordinance to the Federal Act on Data Protection
Regulator’s powers
•

Request information

•

Prosecute

Additional regulatory powers
The FDPIC does not have specific direct powers to
enforce the FDPA, but it has a supervisory and an
advisory function. The FDPIC advises and supervises
companies, private organisations and the federal
administration regarding data protection. Furthermore,
the FDPIC is able to investigate cases on its own

The obligation to register does not apply to any other
private persons, even if such other private persons
appoint a DPO.

Nevertheless, a Data Controller may voluntarily
appoint a third party or an employee as a DPO. If a
DPO is appointed, the FDPIC has to be notified of
the appointment.
The DPO must carry out their duties autonomously
and independently, they must be able to recommend
corrective measures when detecting any breaches,
they must have access to all data files, data processing
and other relevant information and they must maintain
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provide this list to the FDPIC or to the affected data
subjects if requested.
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Breach metrics
None available

Regulatory actions
Total number of regulator enforcement actions
taken during the calendar year
No figures available.

Notable enforcement actions
Number of enforcement actions included = 2
1. Health insurance company
Name/company

Health insurance company

Initiator/claimant

FDPIC

Date of the action

26/04/18

Type of case/action

Action filed by FDPIC with the Federal Administrative Court

Is this a class action

No

What is the current
status of the action?

Concluded (Final Decision/Settled)

Brief summary

Data collection under the app-based bonus program was qualified as illegal because there was no valid
consent to the disclosure of personal data obtained from compulsory health insurance to third parties.
In particular, the usage and data protection provisions must be adapted in accordance with the principle
of transparency, even taking into account the adjustments already made in the registration process.
Participants in the bonus programme must be able to see clearly and unambiguously which data
processing operations they consent to, and their consent must be limited to what is actually necessary
in terms of proportionality. According to the Federal Administrative Court, consent to the disclosure of
data to third parties by a federal body can only be obtained in individual cases.
According to the Federal Administrative Court, data processing for an unlawful purpose can only be
regarded as unlawful data processing within the meaning of the Data Protection Act if it violates a norm
which at least – directly or indirectly – also aims to protect the personality of a person.

Outcome

Court Judgment (inc. Declarations and Injunctions etc.)

Currency

N/A

Penalty

N/A

Prosecution cost

N/A

Prosecution fine

N/A

Prosecution victim
surcharge

N/A

Court awards/
compensation

CHF 1’000 processing costs
CHF 1’800 party compensation
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1. Health insurance company (cont’d)
Name/company

Health insurance company

Enforcement case
details

The health insurance company operates an app-supported bonus programme, promoting health
awareness and social and societal commitment. The participants in the program can earn points through
completing certain activities, which can be paid out in bonuses such as cash payments, benefits in
kind or vouchers of partner companies. Only the policyholders of the health insurance company are
entitled to bonus benefits. The app does not transmit any health or movement data; the participants
provide the data required for the collection of plus points necessary evidence in other ways, for example
via photo upload. Different bonuses are granted to policyholders of compulsory health insurance and
supplementary insurance.
To determine the eligibility for participation as well as the calculation of the amount of bonuses, the
health insurance company clarifies the insured person characteristics of the participants. To this end,
it is requesting their consent to transfer data from the health insurance company to supplementary
insurance as part of the registration process via the app. Questions arose in connection with consent
and the disclosure of personal data by basic insurers.
Another controversial question was whether the bonification of app users violated the prohibition
of premium refunds under health insurance law and – if so – whether it resulted from this that the
related data processing was also unlawful (within the meaning of Art. 4 para. 1 DSG) (which the FDPIC
had asserted).

Sector

Private sector

Industry sector

Financial Services

Infringement/breach

Lawfulness fairness and transparency
Purpose limitation

Number of people
impacted

Unknown

2. Retail business
Name/company

Retail business

Initiator/claimant

FDPIC

Date of the action

03/05/2018

Type of case/action

Regulatory Investigation

Is this a class action

No

What is the current
status of the action?

In Progress

Brief summary

The FDPIC is currently undertaking an investigation into the retail business’ practices. Once complete, it
will release a recommendation.

Outcome

Notice

Currency

N/A

Penalty

N/A

Prosecution cost

N/A
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2. Retail business (cont’d)
Name/Company

Retail business

Prosecution fine

N/A

Prosecution victim
surcharge

N/A

Court awards/
compensation

N/A

Enforcement case
details

The FDPIC became aware that a Retail business requires customers in Switzerland to provide their
contact details in order to be able to shop in the business’ premises. Following a first exchange of
letters with the company, the FDPIC came to the conclusion that the data processing by the company
had to be analysed more closely. For this reason, on 3 May 2018, the FDPIC opened a fact-finding
investigation in accordance with Art. 29 DSG. Once its investigation is concluded, the FDPIC will release
a recommendation. If the company does not follow this, the FDPIC can file a complaint with the Federal
Administrative Court. No further information available at the point of writing.

Sector

Private sector

Industry sector

Retail and Consumer

Infringement/breach

Not yet known

Number of people
impacted

Unknown

Regulators contact details

PwC contact details

Regulator’s website address (home page)

Susanne Hofmann
E: susanne.hofmann@ch.pwc.com
M: +41 79 286 8367

https://www.edoeb.admin.ch/edoeb/de/home.html
Regulator’s postal address
Eidgenössischer Datenschutz – und
Öffentlichkeitsbeauftragter
Feldeggweg 1
CH – 3003 Bern
Regulator’s phone number
+41 058 462 43 95
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The Russian Federation

Name of data protection regulatory body/ies
The Federal Service for Supervision of
Communications, Information Technology, and Mass
Media (Roskomnadzor) under the Ministry of Digital
Development, Communications and Mass Media of the
Russian Federation (Mincomsvyaz).
Summary of key developments, trends and issues
Since 1 September 2015 data controllers, while
collecting the personal data of Russian citizens, are
obliged to store and process such data in databases
located within the territory of the Russian Federation
(data localisation requirement). Data localisation
requirements apply to all data controllers who are
targeting Russian citizens through their business
activities (e.g. by using Russian language on the
websites or geographic domains, having pricing in
Russian rubles, etc.) therefore, the data localisation
requirements also apply to foreign companies that meet
these criteria. Roskomnadzor is increasingly enforcing
these data localisation laws: the access to LinkedIn
was already restricted on the territory of Russia for noncompliance in 2016, and Facebook and Twitter may
face similar blocking action in the future.
The Russian Federation signed the Protocol CETS
No. 223 amending the Convention for the Protection
of Individuals with regard to Automatic Processing of
Personal Data ETS No. 108 which takes a GDPR-alike
approach to the protection of personal data.

Roskomnadzor takes a formalistic approach towards
explicit consents and during its inspections, pays
special attention to the paperwork of a data controller.
Written consent which contains passport data, address
and handwritten or advanced electronic signature of a
data subject is required by the law in many situations
(e.g. for processing of special categories of personal
data and transfer to ‘non-adequate’ countries). Also
according to Roskomnadzor’s approach, each consent
given shall be related to one purpose of processing.
Legitimate interest as a legal basis for processing is
provided by the law, but it is almost never used due
to the lack of court practice and negative opinion of
Roskomnadzor in respect of it.
During the 2018 Roskomnadzor received a record
number of data subjects’ complaints. Most of those
were related to the unlawful transfer of personal data
to debt collection agencies by financial institutions
and the dissemination of personal data on websites
without consent.
The Russian Federation regulatory framework
Regulatory framework is
A Local Data Protection Law
Regulation/Law name(s)
Federal Law of the Russian Federation on Personal
Data No. 152-FZ as of 27.07.2006
Regulator’s powers
•

Request information

•

Fine or impose financial penalties

•

Entry and inspection

•

Order compliance

•

Order a stop to processing

•

Agree undertakings in lieu of enforcement

•

Forced audit or inspections

Additional regulatory powers
Systematic monitoring
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Class actions

Data Protection Officer (DPO) registration

Can class actions be raised?

Is a DPO/primary privacy contact registration/
notification to the regulator required?

No
Data Controller registration
Is registration with or fee payment to regulator
required for Data Controllers?
Yes
Generally, Data Controllers shall be registered with
Roskomnadzor and file a notification to be included
into the Register of Data Controllers, which is publicly
available. No fee is required.

Yes
The registration form for an application to the Register
of Data Controllers contains a mandatory field with the
contact details of a controller’s DPO.
Regulatory actions
Total number of regulator enforcement actions
taken during the calendar year
•

832 scheduled inspections;

Data Controllers may process personal data without
registration if the data:

•

49 unscheduled inspections;

•

768 orders of compliance as a result of inspections;

•

•

2,118 events of systematic monitoring and
569 revealed incompliances;

•

6,575 protocols on administrative offences in total
and RUB 4,443,900 (approx. EUR 61,900) in fines
imposed; and
39,335 complaints from personal data subjects to
Roskomnadzor in 2018.

Are being processed solely for the purpose of
fulfilment Data Controller’s obligations under the
labour legislation; or

•

Are collected by the Data Controller under the
execution of an agreement with the data subject; or

•

Are related to members of public association or a
religious organisation; or

•

•

Are made public by the data subject; or

Breach metrics

•

Include only family name, given name and
patronymic; or

None available

•

Are required to issuing a single pass to Data
Controller’s territory; or

•

Are included into governmental IT systems; or

•

Are being processed manually; or

•

Are being processed under the transport security
legislation.
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Notable enforcement actions
Number of enforcement actions included = 3
1. Murmansk regional unitary training and sports centre
Name/company

Murmansk regional unitary training and sports centre

Initiator/claimant

Roskomnadzor

Date of the action

05/03/2018

Type of case/action

Litigation

Is this a class action

No

What is the current
status of the action?

Concluded (Final decision/settled)

Brief summary

Roskomnadzor’s order to stop processing biometric personal data without written consent of data
subjects was upheld.

Outcome

Court Judgment (inc. Declarations and Injunctions etc.)

Currency

N/A

Penalty

N/A

Enforcement case
details

The Training and sports center (the ‘Controller’) provided swimming pool services. The terms of visiting
the pool included the requirement to have a pass with the client’s photo on it. Clients provided their
paper photos to the Controller, the Controller made passes and returned them to clients. The pass had
to be shown every time a client visited the pool at the entrance.
As a result of an inspection Roskomnadzor claimed that the Controller is processing photos as biometric
personal data without the written consent of its clients. Article 11 of the Federal Law on Personal data
states that ‘the information which characterises the physiological and biological features of a single
individual whereby he/she can be identified (biometric personal data) and is used by a controller to
identify a personal data subject may be processed only if there is consent in writing of the personal data
subject’.
The Controller was ordered to stop the unlawful processing of biometric personal data and obtain
written consent from the data subjects.
The Controller appealed Roskomnadzor’s order stating that it does not perform any processing of such
photos during clients’ short visits to the pool and that the clients provided those photos voluntarily for
the creation of the passes.
The courts including the Supreme Court of the Russian Federation did not accept this position arguing
that a pass with a photo, which reflects physical and biological characteristics of its owner, identifies
whether such pass belongs to the person showing it. Therefore, as the Controller used this data for the
establishment of identity of a person it must be processed in compliance with the requirements of Article
11 of the Federal Law on Personal data.

Sector

Public sector

Industry sector

Government and Public sector

Infringement/breach

Lawfulness fairness and transparency

Number of people
impacted (exact or
estimated)

Unknown
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2. OOO Mayak
Name/company

OOO Mayak

Initiator/claimant

Roskomnadzor

Date of the action

07/02/2018

Type of case/action

Litigation

Is this a class action

No

What is the current
status of the action?

Concluded (Final decision/settled)

Brief summary

The Roskomnadzor’s order requiring the Data Controller to register with it and to notify it of certain
personal data processing activities was declared invalid.

Outcome

Court Judgment (inc. Declarations and Injunctions etc.)

Currency

N/A

Penalty

N/A

Prosecution cost

N/A

Prosecution fine

N/A

Prosecution victim
surcharge

N/A

Court awards/
compensation

N/A

Enforcement case
details

OOO Mayak (the ‘Controller’) used automatic means of processing of applicants’ resumes.
Roskomnadzor claimed that, as this type of processing is not in the list of exceptions, the Controller
should be included in the Register of Data Controllers. However, the Court of Appeal held that the
processing of personal data of applicants to a job position via software can be treated as carried out
[done] under the labor legislation which is an exception for registration. It therefore, [so it] does not
require the data controller to notify the Roskomnadzor about the processing and to apply to be included
on the Register of Data Controllers.

Sector

Private sector

Industry Sector

Professional Services

Infringement/breach

Data Controller’s obligations

Number of people
impacted

N/A
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3. Gandi SAS, a foreign entity, the registrar of the website and Aleksey Navalny (politician), the actual owner
of the website.
Name/company

Gandi SAS, a foreign entity, the registrar of the website.
Aleksey Navalny (politician), the actual owner of the website.

Initiator/claimant

Roskomnadzor

Date of the action

19/12/2018

Type of case/action

Regulator enforcement action
Litigation

Is this a class action

No

What is the current
status of the action?

Concluded (Final decision/settled)

Brief summary

Access to the defendant’s website was blocked in the territory of the Russian Federation due to the
unlawful processing of personal data.

Outcome

Court Judgment (inc. Declarations and Injunctions etc.)

Currency

N/A

Penalty

N/A

Prosecution cost

N/A

Prosecution fine

N/A

Prosecution victim
surcharge

N/A

Court awards/
compensation

N/A

Enforcement case
details

During its regular online monitoring activities, Roskomnadzor revealed that the political website
belonging to Aleksey Navalny used Google Analytics services without notifying website visitors. The
website did not contain a valid privacy policy notifying data subjects about the nature of processing. In
addition, Roskomnadzor concluded that the website stored users’ data abroad in violation of the data
localisation requirements. Roskomnadzor filed a suit against the Gandi SAS in defense of data subjects’
rights. The court concluded that the website processing violates numerous provisions of the Federal
Law on Personal data and that the activity of the website was illegal and violated the rights of citizens to
privacy, personal and family secrets. Access to the website was therefore to be restricted in the territory
of the Russian Federation.

Sector

Public sector

Industry sector

Political party

Infringement/breach

Lawfulness fairness and transparency

Number of people
impacted

Unknown
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Regulators contact details

PwC contact details

Regulator’s website address (home page)

Artem Dmitriev
E: artem.y.dmitriev@pwc.com
M: +7 961 806 2776

https://rkn.gov.ru
Regulator’s postal address
Kitay-Gorodskoy proezd, d. 7, str. 2,
Moscow,
Russia,
109074
Regulator’s phone number
+7 495 983 33 93
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Turkey
Regulation/Law name(s)
Law on Protection of Personal Data No. 6698 and
Criminal Code No. 5237
Regulator’s powers
•

Request information

•

Fine or impose financial penalties

•

Entry and inspection

•

Unannounced entry and inspection (‘Dawn Raid’)

•

Order compliance

Name of data protection regulatory body/ies

•

Order a stop to processing

Personal Data Protection Authority (the ‘Authority’)

•

Prosecute

Summary of key developments, trends and issues

Class actions

The Turkish Data Protection Board has issued decisions
in order to harmonise Data Protection Law No:6698
with European Union data protection laws, primarily the
General Data Protection Regulation.

Can class actions be raised?

In particular, the Board’s decision numbered 2019/10
on data breach notifications requires a data controller
to notify the Board within 72 hours after being aware of
a breach.

Is registration with or fee payment to regulator
required for Data Controllers?

The Board has also taken broader actions by its
decisions to protect the personal data of data subjects.
In this regard, the Board’s decision numbered 2018/119
aims to prevent nuisance calls via SMS, e-mail
or telephone.
In 2019 it is expected that the most controversial topic
will be international data transfers (especially through
cloud systems) since the countries deemed to have
adequate protection mechanisms (as per the Personal
Data Protection Law) have not yet been announced.
However, the Board’s latest decision on international
transfers sets out criteria to be taken into consideration
while deciding on the countries deemed to have
adequate data protection regimes.

No
Data Controller registration

Yes
Data controllers must register with the Data Controller
Registry (‘VERBIS’) without any fee payment. Data
Controllers located abroad are required to appoint a
representative in Turkey and also register to VERBİS
regardless on the turnover and employee criteria.
Detailed timing for the VERBİS requirement are
as follows:
•

Real person or legal entity Data Controllers having
50 or more employees per year and the annual
financial balance of which exceeds 25 million TL
and real person or legal entity Data Controllers
located abroad are required to register to VERBIS
until 30.09.2019.

•

Real person or legal entity Data Controllers having
less than 50 employees per year, the annual
financial balance of which is below 25 million
TL whereas the main field of activity of which is
processing sensitive personal data are required to
register to VERBIS until 31.03.2020.

•

Public institution and authorities are required to
register to VERBIS until 30.06.2020.

Also in 2019 we expect that the Board will initiate
its random audits for any data controller, rather than
basing most of its decisions on the basis of complaints
that lead to significant decisions
Turkey regulatory framework
Regulatory framework is
A Local Data Protection Law
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Data Protection Officer (DPO) registration/overview

Regulatory actions

Is a DPO/primary privacy contact registration/
notification to the regulator required?

Total number of regulator enforcement actions
taken during the calendar year

Yes

The Authority handles more than 100 decisions per year
relating to breaches of the Personal Data Protection
Law. Some of them are published on their website.

A primary privacy contact person shall be registered
via the VERBIS system. The contact person is not
authorised with representative power and he/she does
not carry any responsibility, like a DPO.

Breach metrics
None available

Regulators contact details

PwC contact details

Regulator’s website address (home page)

Nilgun Simsek
E: nilgun.simsek@pwc.com
M: +90 212 326 6368

https://kvkk.gov.tr
Regulator’s postal address
Nasuh Akar Mahallesi Ziyabey Cad.
1407. Sok. No:4,
06520 Çankaya/Ankara
Regulator’s phone number
+90 0312 216 50 00
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UAE
It is also understood that more than one federal
data protection law may be published in the future,
from both the financial services regulator (for all
banks and financial services organisations) and the
Telecommunications Regulatory Authority (TRA) (for all
other public and private organisations). However, this
has not been confirmed.

Name of data protection regulatory body/ies
The UAE does not have a comprehensive federal data
protection law. However, privacy laws do exist within
the Dubai International Financial Centre (DIFC) and Abu
Dhabi Global Market (ADGM) financial free zones.
The Abu Dhabi Global Market Registration Authority is
listed as a member of the Global Privacy Enforcement
Network (GPEN) for the UAE.
Summary of key developments, trends and issues
The UAE does not have a comprehensive federal data
protection law. However, where privacy laws do exist
(within the Dubai International Financial Centre (DIFC)
and Abu Dhabi Global Market (ADGM) financial free
zones), the principles and requirements underpinning
those laws reflect those enshrined in the GDPR. In
some cases, those same principles are reflected
in other types of laws and frameworks across the
region, such as cybercrime laws. It is understood that
a draft law modelled largely on the GDPR has been
circulated internally amongst certain UAE Government
Departments. It is expected that this draft will become
law by the end of 2019/early 2020. At the time of writing
no further information is available.
On 31 January 2018 Dubai International Financial
Centre Authority (DIFC Authority) announced the
enactment of the DIFC Laws Amendment Law, DIFC
Law No. 1 of 2018 (Law) to facilitate amendments to the
Data Protection Law of 2007 aimed at bringing clarity to
the law. The DIFC Authority also made changes to the
Data Protection Regulations to bring them in line with
international best practices and, in their words, ‘to stay
ahead of recent regulatory developments in Europe’.

A draft ‘Internet of Things Framework’ (IOT Framework)
was reportedly circulated internally by the TRA in
late 2018. Reports suggest that the IOT Framework
contains provisions similar to a draft framework
published by the Kingdom of Saudi Arabia in February
2019. What is known is that the IOT Framework
requires any government secret, confidential data or
sensitive data to be stored inside the UAE and that
Personal Data may only be stored outside of the UAE,
provided that the destination country for data storage
meets or exceeds any data security and user protection
policies/regulations followed within the UAE.
The bodies of which the ADGM’s three independent
authorities – the Registration Authority (RA), the
Financial Services Regulatory Authority (FSRA) and
ADGM Courts – are members, include: the Global
Privacy Enforcement Network (GPEN); and the
International Conference of Data Protection and Privacy
Commissioners (ICDPPC).
United Arab Emirates regulatory framework
Regulatory framework based on
Where privacy laws do exist (in the DIFC and ADGM),
the principles and requirements underpinning those
laws reflect those enshrined in the GDPR. In some
cases, the same principles are reflected in other types
of laws and frameworks across the region, such as
cybercrime laws.
Regulation/Law name(s)
ADGM’s Data Protection Regulations 2015
DIFC Data Protection Regulations (DPR)
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Regulator’s powers

DIFC

The Abu Dhabi Global Market (ADGM) Office of
Data Protection is responsible for promoting data
protection within ADGM, maintaining the register of
Data Controllers, enforcing the obligations upon Data
Controllers and upholding the rights of individuals. It
provides a range of information, guidance and tools
not only to entities operating within ADGM, but also to
individuals and the general public. As part of ADGM’s
data protection regime, all ADGM registered entities
that process personal data are required to register as
a Data Controller. Additionally, businesses must not
process an individual’s data without their knowledge or
consent and they must provide individuals with access
to any personal information they hold, on request.

•

The Commissioner of Data Protection is responsible for
administering the Data Protection Law in the DIFC.
Class actions
Can class actions be raised?
No
Data Controller registration
Is registration with or fee payment to regulator
required for Data Controllers?
Yes in the Dubai International Financial Centre (DIFC)
and Abu Dhabi Global Market (ADGM) financial
free zones.
ADGM

Notification by a Data Controller is carried out by
completing a notification available in the ‘DIFC
Client Portal ‘and sending it to the Commissioner of
Data Protection at the DIFC.

Regulatory actions
Total number of regulator enforcement actions
taken during the calendar year
Unknown
Breach metrics
None available

Regulators contact details
Regulator’s website address (home page)
https://adgm.com/
https://www.difc.ae/
Regulator’s postal address
Abu Dhabi Global Market Building,
ADGM Square,
Al Maryah Island,
PO Box 111999,
Abu Dhabi,
UAE
DIFC Authority
The Gate,
Level 14,
DIFC
P.O. Box 74777,
Dubai,
UAE

•

ADGM’s Data Protection Regulations 2015 require
every ADGM registered entity that processes
personal information (i.e. a ’Data Controller’) to
register with the Office of Data Protection at the
Registration Authority and renew its registration
annually. Failure to do so is a contravention of the
Data Protection Regulations 2015.

•

The Office of Data Protection maintains a register of
Data Controllers in ADGM as a part of its regulatory
functions and publishes the register publically in
order to promote transparency and openness.

ADGM: +971 2 333 8888

The Data Controller Register is incorporated within
the ADGM Public Register of companies.

Richard Chudzynski
E: richard.chudzynski@pwc.com
M: +971 564 176 591

•
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Regulator’s phone number
DIFC: +971 4 362 2222
PwC contact details
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Team and Contact
Information

United States

Name of data protection regulatory body/ies
Whilst 2018 saw a few U.S. states (and two cities)
implement, or indicate that they are planning to
implement, their own privacy laws (most of which
encompass elements of the GDPR) there is still
no federal law in place. What impact this localised
approach will have on the potential ultimate
introduction of a federal proposal is unknown. If the
pattern continues as it has begun then similar to the
situation that has emerged for cybersecurity and data
breaches, where all 50 U.S. states now have their
own data breach statutes, we can anticipate that the
approach will remain fragmented.
At present the Federal Trade Commission (FTC), the
Federal Communications Commission (FCC), The U.S.
Department of Health and Human Services (HHS) Office
for Civil Rights (OCR) and State Attorney Generals
who play active regulatory roles in data protection and
privacy issues in the US.

•

The Commerce Department’s Likely Promulgation
of Export Controls for Emerging Technologies: On
November 19, 2018, the Commerce Department’s
Bureau of Industry and Security published an
advance notice of proposed rulemaking (‘ANPRM’)
seeking public comment on criteria for identifying
and defining ‘emerging technologies’ essential to
US national security. A number of technologies
flagged in the ANPRM can clearly be used to the
detriment of national security.

•

The Department of Health and Human Service’s
‘Health Industry Cybersecurity Practices: Managing
Threats and Protecting Patients’

State level
Some 20 US states now have some type of general
requirement for businesses engaged in data-based
products. Specific examples include:
•

–– Signed into law a bill regulating the security
of the IoT. This defines a ‘connected device’
as ‘any device, or other physical object that is
capable of connecting to the Internet, directly
or indirectly, and that is assigned an Internet
Protocol address or Bluetooth address.’
–– Passed the ‘California Consumer Privacy Act’
(‘CCPA’) that would grant Californians ‘increased
control’ over their data. The CCPA will come into
force on January 1, 2020.
•

Summary of key developments, trends and issues
Relevant laws enacted or proposed in 2018 in the
US included:

•

The Economic Growth, Regulatory Relief, and
Consumer Protection Act: From a privacy
perspective, there is debate arising whether as a
result of this Act, plaintiffs in data breach class
actions will be able to argue that accounts were
opened in their names after they received a breach
notification.
The SEC’S Statement And Guidance On Public
Company Cybersecurity Disclosures.

Ohio
–– Became the first state to pass legislation that
defines ‘reasonable’ cybersecurity safeguards.

•

Federal Laws
•

California

Vermont
–– Introduced its ‘Data Broker and Consumer
Protection Legislation’, which aims to ensure
individuals have access to more information
about data brokers, data collection practices,
and to provide the right to opt out.

•

Alabama, Colorado and Louisiana
–– Also passed local data protection laws.

•

Some 20 states now have some type of general
requirement for businesses engaged in databased products.
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City level
•

City of Chicago
–– In June 2018 the City of Chicago proposed the
introduction of the Personal Data Collection
and Protection Ordinance which would require
businesses to:
◦◦ (have Chicago residents opt-in before
businesses may disclose or sell their
information;
◦◦ register with the City of Chicago if the
business qualifies as a ‘data broker’; and
◦◦ provide notice and obtain consent before
collecting mobile device data, including
location data.

•

The City of San Francisco
–– In November 2018 voters in The City of San
Francisco approved the proposed privacy first
policy which set out 11 ‘privacy principles’ that
encourage local businesses to respect San
Francisco residents’ privacy.

UK
Prosecutions

UK
Undertakings

Consumers may sue companies directly using privacy
counsel. The consumer must receive certification from
the court that they meet the legal requirements to
certify a class of individuals. Alternatively a government
entity, like the FTC can sue a company in federal court.
In this case the FTC would need to meet the legal
requirements to have the class certified by the court.
Once the court certifies the class, a class action lawsuit
may proceed.
Data Controller registration
Is registration with or fee payment to regulator
required for Data Controllers?
No
Data Protection Officer (DPO) registration/overview
Is a DPO/primary privacy contact registration/
notification to the regulator required?
The requirement varies by state
Regulatory actions

United States regulatory framework

Total number of regulator enforcement actions
taken during the calendar year

Regulatory framework is

FTC: 15

State Laws typically reflect many of the provisions of
the GDPR

Examples:
•

FTC Reaches Settlements with Four Companies
That Falsely Claimed Participation in the EU-U.S.
Privacy Shield;

•

Texas Company Will Pay $3 million to Settle
FTC Charges That it Failed to Meet Accuracy
Requirements for its Tenant Screening Reports;

•

PayPal Settles FTC Charges that Venmo Failed to
Disclose Information to Consumers About the Ability
to Transfer Funds and Privacy Settings; Violated
Gramm-Leach-Bliley Act;

•

TC Approves Final Consent Order Requiring Sears
to Disclose the Installation of Tracking Software
Placed on Consumers Computers; and

•

FTC Approves Final Consent Order in Matter
Concerning Enhanced Vision Systems, Inc.; Online
Talent Search Company Settles FTC Allegations it
Collected Children’s Information without Consent
and Misled Consumers) (https://www.ftc.gov/
enforcement/cases-proceedings/172-3171/trucommunication-inc)

Regulation/Law name(s)
Section 5 of the FTC Act
Regulator’s powers
•

Request information

•

Fine or impose financial penalties

•

Entry and inspection

•

Unannounced entry and inspection (‘Dawn Raid’)

•

Order compliance

•

Order a stop to processing

•

Prosecute

•

Agree undertakings in lieu of enforcement

•

Forced audit or inspections

Class actions
Can class actions be raised?
Yes
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FCC:
•

•

28 Court Orders in 2018 (https://www.fcc.gov/
proceedings-actions/fcc-and-courts)

HHS:
•

Team and Contact
Information

632 (Investigated and Corrective Action Taken)
(https://www.hhs.gov/hipaa/for-professionals/
compliance-enforcement/data/enforcement-resultsby-year/index.html)

Total Number of Complaints Received: 25,912
(https://www.hhs.gov/hipaa/for-professionals/
compliance-enforcement/data/complaints-receivedby-calendar-year/index.html)

Breach metrics
None available

Notable enforcement actions
Number of enforcement actions included = 10
1. Uber Technologies, Inc. (‘Uber’)
Name/company

Uber Technologies, Inc. (‘Uber’)

Initiator/claimant

The People of the State of California.

Date of the action

25/10/2018

Type of case/action

Litigation

Is this a class action

No

What is the current
status of the action?

Concluded (Final decision/settled)

Brief summary

The People of the State of California and Uber entered into a settlement agreement before the Superior
Court of the State of California (the Final Judgement and Permanent Injunction). This imposed several
obligations on Uber, including:

Outcome

•

Implementing specific data security safeguards for a period of 10 years, such as determining
appropriate security measures and access controls to personal information and documenting
its decisions;

•

Implementing a detailed Information Security Program and ensuring it assigns all the necessary
resources for it to work as well as designating a Security Executive;

•

Obtaining Information Security Program Assessments biannually for a period of 10 years and
providing a copy of these to the Attorney General of California (who will distribute it to the Attorneys
General of the other States);

•

Reporting at least quarterly for 2 years, any significant data security incidents that occur to the
Attorney General of California;

•

Introducing a Corporate Integrity Program, which includes a hotline for employees to report
misconduct, ethical concerns etc. and the obligation to create and maintain a process to include
privacy by design principles in its applications and products; and

•

Paying the total amount of $148 million to the States (distributed as the States deem appropriate).

Settlement
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1. Uber Technologies, Inc. (‘Uber’) (cont’d)
Name/Company

Uber Technologies, Inc. (‘Uber’)

Currency

USD

Penalty

148,000,000

Prosecution cost

Unknown but agreed in the Final Judgement that Uber would pay all associated court costs

Prosecution fine

N/A

Prosecution victim
surcharge

N/A

Court awards/
compensation

N/A

Enforcement case
details

On November 2016, Uber discovered that it had suffered a breach, when hackers contacted the
company demanding payment in exchange for deleting the information. Uber did not notify the affected
individuals nor the state regulators. In August 2017, a new Chief Executive Officer joined the company.
The new CEO learnt of the breach and confirmed it had occurred by hiring a third party to conduct
a cyber-security assessment. In November 2017, Uber notified regulators of the breach and started
notifying the affected individuals.
The Attorneys General of California and San Francisco, representing the People of the State of
California, filed a claim alleging that Uber had infringed California’s Civil Code and in particular the
obligation to (i) disclose a security breach and to notify such breach to the affected individuals without
unreasonable delay and (ii) to implement and maintain appropriate security procedures to protect the
personal information processed.

Sector

Private sector

Industry sector

Technology

Infringement/breach

Integrity and confidentiality

Number of people
impacted (exact or
estimated)

174,000 names and driver’s license in California Uber drivers
25.6 million riders and drivers in the United States
*Note that this breach affected 57 million people globally

Other interesting
factor(s)

The civil penalty of $148 million was distributed amongst the States that conducted an investigation
on Uber’s 2016 breach under their respective State laws. The distribution was unequal amongst the
States, e.g. California received $25 million. The Final Judgement states that the money received by
the Attorneys General of each state will be used for the purposes chosen by the respective Attorney
General, including consumer protection law enforcement fund, consumer education, etc.
Also note that as a result of the 2016 breach, Uber also reached a settlement with the Federal Trade
Commission which amongst others, included the obligation to implement a privacy program and to
undergo privacy assessments by a third party every biannually for a period of 20 years.
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2. Hearst Communications Inc (Hearst)
Name/company

Hearst Communications Inc (Hearst)

Initiator/claimant

Class Representatives on behalf of Hearst’ subscribers

Date of the action

12/06/2018

Type of case/action

Civil litigation

Is this a class action

Yes

What is the current
status of the action?

Concluded (Final decision/settled)

Brief summary

A settlement agreement of $50 million was agreed between the parties following mediation. Settlement
Class Members who submit a valid claim are entitled to a pro rata portion after payment of notice
and administrative expenses, attorneys’ fees, costs, and expenses, and an incentive award to the
Class Representative.

Outcome

Preliminary approval of settlement

Currency

USD

Penalty

50,000,000

Prosecution cost

$10,000 for the class representative (subject to Court approval)

Prosecution fine

N/A

Prosecution victim
surcharge

N/A

Court awards/
compensation

Approximately $155 for each Class Member who files a valid claim

Enforcement case
details

Hearst Communications is an American mass media and business information conglomerate based in
New York City. Hearst owns newspapers, magazines, television channels, and television stations.
On the 12th June 2018, Hearst reached a $50 million settlement of a lawsuit claiming that it had violated
Michigan privacy law by trading its magazine subscribers’ personal information, including subscription
histories and personal reading habits.
It was alleged that Hearst used this information to further enhance its own customer profiles, then selling
the enhanced profiles to unrelated third parties for a profit. This disclosure of personal data to third
parties was undertaken without consent of the individuals involved. The company, based in Manhattan,
denied wrongdoing but settled to avoid the uncertainty and the risk of further litigation.

Sector

Private sector

Industry sector

Retail and Consumer

Infringement/breach

Unlawfully obtaining or disclosing personal data

Number of people
impacted

Unknown

Other interesting
factor(s)

The Hearst class action claimed that the media company’s actions violated Michigan’s Video Rental
Privacy Act (VRPA), which protects consumers from having their personal information shared,
specifically their habits in purchasing or renting media. At the time, this settlement was the largest ever
made under the ‘VRPA’.
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3. Feature Films for Families, Inc.; Corporations for Character, L.C.; and Family Films of Utah
Name/company

Feature Films for Families, Inc.; Corporations for Character, L.C.; and Family Films of Utah

Initiator/claimant

The Federal Trade Commission (FTC)

Date of the action

16/03/2018

Type of case/action

FTC enforcement action

Is this a class action

No

What is the current
status of the action?

Concluded (Final Decision/Settled)

Brief summary

The court order imposed a civil penalty of almost $45.5 million and prohibited future telemarketing
abuses, including the misrepresentation of or omission of facts and initiating calls to individuals on the
‘Do Not Call’ (DNC) Registry. $487,735 of the total penalty charge was conditionally suspended and will
become due if the court later finds that defendants misrepresented their financial condition.
In addition, the entities were required to provide sufficient training to and monitoring of staff undertaking
telemarketing calls, review the scripts used by staff and carry out a full investigation of any complaints
made. They must submit a compliance report one year following the court order and be liable to submit
further compliance reports for a period of 15 years.

Outcome

Civil penalty and permanent injunction

Currency

USD

Penalty

45,487,735

Prosecution cost

N/A

Prosecution fine

N/A

Prosecution victim
surcharge

N/A

Court awards/
compensation

N/A

Enforcement case
details

Three Utah-based firms (Feature Films for Families, Inc.; Corporations for Character, L.C.; and Family
Films of Utah) and their owner, which a federal court jury in 2016 found illegally made more than 117
million calls to consumers pitching their movies, agreed to a proposed court order settling the Federal
Trade Commission’s (FTC) charges against them. The court found a number of illegal practices under the
FTC Act and the Telemarketing and Consumer Fraud and Abuse Prevention Act, including calling phone
numbers on the Do Not Call (DNC) Registry and deceiving customers about where the proceeds from
their movie purchases would go.

Sector

Private sector

Industry sector

Retail and Consumer

Infringement/breach

Marketing – telephone

Number of people
impacted

117 million

Marketing channel

Telephone marketing

Other interesting
factor(s)

At the time the case was the first-ever jury verdict in an action to enforce the Telemarketing Sales Rule
and the Do Not Call Registry rules.
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4. Home Depot/Home Depot U.S.A
Name/company

Home Depot/Home Depot U.S.A

Initiator/claimant

Attorney General of the State of California and District and City Attorneys/People of the State
of California

Date of the action

07/03/2018

Type of case/action

Civil litigation

Is this a class action

No

What is the current
status of the action?

Concluded (Final decision/settled)

Brief summary

As part of the settlement, Home Depot was required to:
•

Pay $16,637,000 in civil penalties, $2,513,000 for projects furthering environmental protection, and
$1,850,000 for reimbursement of law enforcement and investigation costs;

•

Spend $6,840,000 on environmental compliance activities beyond those currently required by law in
lieu of payment of $3,420,000 in additional civil penalties; and

•

Be bound by a permanent injunction prohibiting similar violations of law, including ensuring that
appropriate arrangements are in place for the secure disposal of customer records.

Outcome

Financial settlement and injunction

Currency

USD

Penalty

27,840,000

Prosecution cost

$1,850,000 for reimbursement of law enforcement and investigation costs

Prosecution fine

$16,637,000 in civil penalties
$6,840,000 on environmental compliance activities beyond those currently required by law in lieu of
payment of $3,420,000 in additional civil penalties

Prosecution victim
surcharge

N/A

Court awards/
compensation

$2,513,000 for projects furthering environmental protection

Enforcement case
details

On the 8th March 2018, a settlement agreement of $27,840,000 by Home Depot was announced by
Attorney General of California Xavier Becerra. The settlement was made for Home Depot’s alleged
breaches of Californian law for the unlawful disposal of waste, including the failure to securely dispose
of customer records containing personal information.
The settlement was the result of a partnership between the Attorney General’s Office, local prosecutors,
local regulatory agencies, and the California Department of Toxic Substances Control.

Sector

Private sector

Industry sector

Retail and Consumer

Infringement/breach

Failure to take appropriate technical and organisational safeguards

Number of people
impacted

Unknown
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5. Anthem
Name/company

Anthem

Initiator/claimant

Department of Health and Human Services (HHS) Office for Civil Rights (OCR)

Date of the action

05/10/2018

Type of case/action

Regulator Enforcement Action Breach of Health Insurance Portability and Accountability Act (HIPAA)

Is this a class action

No

What is the current
status of the action?

Concluded (Final decision/settled)

Brief summary

Breach of Health Insurance Portability and Accountability Act (HIPAA) resulting in a Resolution
Agreement: OCR’s investigation revealed that Anthem failed to conduct an enterprise-wide risk analysis,
had insufficient procedures to regularly review information system activity, failed to identify and
respond to suspected or known security incidents, and failed to implement adequate minimum access
controls to prevent cyber-attackers from accessing sensitive health information, beginning as early as
February 18, 2014.
As part of the Resolution Agreement, in addition to the $16 million settlement, Anthem must undertake a
robust corrective action plan to ensure compliance with the HIPAA Rules.

Outcome

Financial settlement

Currency

USD

Penalty

16,000,000

Prosecution cost

N/A

Prosecution fine

N/A

Prosecution victim
surcharge

N/A

Court awards/
compensation

N/A

Enforcement case
details

On March 13, 2015, Anthem filed a breach report with the Department of Health and Human Services
(HHS) Office for Civil Rights (OCR) detailing that, on the 29th January 2015, they discovered cyberattackers had gained access to their IT system. The cyber-attack took place through the use of phishing
emails sent to employees of an Anthem subsidiary. After at least one employee responded to the
malicious email, this opened the opportunity to further attacks.
OCR’s investigation revealed that between December 2, 2014 and January 27, 2015, the cyberattackers stole the electronic health data of almost 79 million individuals, including names, social
security numbers, medical identification numbers, addresses, dates of birth, email addresses, and
employment information.

Sector

Private sector

Industry sector

Healthcare

Infringement/breach

Integrity and confidentiality

Number of people
impacted

78,800,000

Marketing channel

N/A

Other interesting
factor(s)

At the time of the Resolution Agreement, this was the largest U.S health data breach in history and,
correspondingly, the HIPAA settlement was the largest ever made.
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6. Oath Inc.
Name/company

Oath Inc.

Initiator/claimant

New York Attorney General

Date of the action

04/12/2018

Type of case/action

Regulator enforcement action

Is this a class action

No

What is the current
status of the action?

Concluded (Final decision/settled)

Brief summary

Oath Inc. agreed to pay $4,950,000 in a settlement agreement with the New York Attorney General for
violating the Children’s Online Privacy Protection Act.

Outcome

Penalty

Currency

USD

Penalty

4,950,000

Enforcement case
details

Oath Inc. formerly known as AOL, operated multiple advertising exchanges. Oath Inc. used these to
knowingly sell image based advertising space, which was directed at children, through an auction
process.
This activity was in breach of the Children’s Online Privacy Protection Act (COPPA). COPPA does not
allow operators of certain websites from processing children’s personal data without the consent of
the parent.
Oath Inc. further violated COPPA by using other advertising exchanges to place its own advertising.
However, in doing so it chose to ignore information provided from the advertising exchanges that such
advertising space was subject to COPPA.
This activity was undertaken by Oath Inc. in part as it was known it would help increase revenues. A
manager within Oath Inc. also represented to clients that Oath Inc.’s advertising exchange could be
used to sell advertising space in a COPPA compliant manner.
Following the investigation by the New York Attorney General, Oath Inc. agreed the following:
•

to reform policies and procedures designed to protect children’s privacy;

•

to put in place the ability for those selling advertising through Oath Inc. system to indicate where a
website is subject to COPPA; and

•

to destroy the children’s data which is had in its possession from this activity.

Sector

Private sector

Industry sector

Technology

Infringement/breach

Lawfulness fairness and transparency

Number of people
impacted

Unknown

Other interesting
factor(s)

At the time this was the largest penalty ever in a Children’s Online Privacy Protection Act
enforcement matter.

Privacy and Security Enforcement Tracker 2018

|

231

UK Enforcement
Notices

UK Monetary
Penalty Notices

UK
Prosecutions

UK
Undertakings

7. VTech Electronics Ltd and VTech Electronics North America LLC
Name/company

VTech Electronics Ltd and VTech Electronics North America LLC

Initiator/claimant

Federal Trade Commission (FTC)

Date of the action

08/01/2018

Type of case/action

FTC enforcement action

Is this a class action

No

What is the current
status of the action?

Concluded (Final decision/settled)

Brief summary

VTech violated both the Children’s Online Privacy Protection Act and the Federal Trade Commission Act.
In addition to the monetary settlement, VTech is permanently prohibited from violating the Federal Trade
Commission Act in the future and from misrepresenting its security and privacy practices as part of the
proposed settlement. It is also required to implement a comprehensive data security program, which will
be subject to independent audits for 20 years.

Outcome

Settlement

Currency

USD

Penalty

650,000

Enforcement case
details

In January 2018, the Federal Trade Commission (FTC) found that VTech had violated the Children’s
Online Privacy Protection Act by collecting personal information from children via its Kid Connect
app, used by some of its electronic toys, without providing direct and prominent privacy notices and
obtaining verifiable parental consent. The FTC also alleged that VTech failed to use reasonable and
appropriate data security measures to protect the personal information it collected.
The FTC also alleged that VTech violated the FTC Act by falsely stating in its privacy policy that most
personal information submitted by users through its Learning Lodge and Planet VTech chat platform
would be encrypted. VTech, however, did not encrypt any of this information.

Sector

Private sector

Industry sector

Retail and Consumer

Infringement/breach

Unlawfully obtaining or disclosing personal data
Integrity and confidentiality

Number of people
impacted

Approximately 485,000 consumers in the United States had created Kid Connect accounts for almost
638,000 children. Approximately 134,000 parents in the United States had created Planet VTech
accounts, for 130,000 children.
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8. Uber Technologies, Inc. (‘Uber’)
Name/company

Uber Technologies, Inc. (‘Uber’)

Initiator/claimant

Federal Trade Commission (‘FTC’)

Date of the action

25/10/2018

Type of case/action

Regulator enforcement action

Is this a class action

No

What is the current
status of the action?

Concluded (Final decision/settled)

Brief summary

In October 2018, the FTC and Uber reached a settlement that imposed the following obligations
on Uber:
•

Embedding and implementing a ‘comprehensive privacy program’ that must be documented in
writing and which includes, amongst others, the appointment of an employee(s) to be responsible of
the program, risk assessments and the constant improvement of the program based on feedback;

•

Undergoing third party privacy assessment (approved by the FTC) at the time of the settlement and
every two years for a period of 20 years;

•

Reporting to the FTC any incident/breach that Uber reports to any US federal, state or local
government entity within a limited period of time;

•

Acknowledging the FTC’s order and requiring all of its workers during the next 20 years, to
acknowledge their understanding of the FTC’s order;

•

Submitting a compliance report regarding its obligations to the FTC, a year after the settlement;

•

Creating certain records for the next 20 years. These should include records of consumer complaints
and the records necessary to prove compliance with the FTC’s order; and

•

Replying within 10 days of receipt of any written request from the FTC to submit compliance reports
or other requested information.

Outcome

Settlement

Currency

N/A

Penalty

N/A

Enforcement case
details

Uber suffered a personal data breach on May 2014. On November 2016, Uber discovered that it
had suffered a second breach but it did not notify it to the FTC or its users. In August 2017, the FTC
and Uber reached a settlement regarding the 2014 personal data breach. In November 2017, the
organisation notified the FTC and the affected individuals about the breach that took place in November
2016. In this context, the FTC decided to review the settlement reached with Uber in August 2017.
In April 2018, the FTC issued a first draft of the revised complaint. This explained that Uber had (i)
posted notices in its website assuring its users that employee access to drivers’ and riders’ personal
data was limited and monitored and (ii) reassured customers that were hesitant to submit their personal
data of its high security measures to safeguard it. The FTC found that both of these communications
did not correspond to the organisation’s real functioning and infrastructure. As a result, FTC’s complaint
included two counts:
•

Uber falsely or misleadingly represented itself as monitoring and auditing access to drivers’ and
riders’ personal information by company employees; and

•

Uber falsely or misleadingly represented itself as operating proper measures to ensure security in the
databases where it stored consumers personal information.
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8. Uber Technologies, Inc. (‘Uber’) (cont’d)
Name/company

Uber Technologies, Inc. (‘Uber’)

Sector

Private sector

Industry sector

Technology

Infringement/breach

Lawfulness fairness and transparency
Integrity and confidentiality

Number of people
impacted

In the May 2014 breach, intruders accessed the following information of Uber drivers:
(i) 100,000 names and driver’s license numbers initially (Uber discovered on May and July 2016 that
60,000 more names and driver’s license numbers had been accessed during May 2014 breach);
(ii) 215 names and bank accounts;
(iii) 84 names and Social Security numbers.
On the November 2016 breach, intruders accessed the following information of US riders and drivers:
(i) 25.6 million names and email addresses;
(ii) 22.1 million names and mobile phone numbers;
(iii) 607,000 names and driver’s license numbers.
*Note that this breach affected 57 million people globally.

Other interesting
factor(s)

As a result of Uber’s 2016 personal data breach, Uber also reached a court settlement with the Attorney
Generals of 50 states and the District of Columbia to enter a final judgement without trial, agreeing to
pay $148 million to settle the claims. The monetary penalty was split between all the 50 states and the
District of Columbia with California receiving $26 million.

9. Lenovo Inc
Name/company

Lenovo Inc

Initiator/claimant

Federal Trade Commission (‘FTC’)

Date of the action

02/01/2018

Type of case/action

Regulator enforcement action

Type of case/action –
other

N/A

Is this a class action

No

What is the current
status of the action?

Concluded (Final decision/settled)

Brief summary

Following settlement with the Federal Trade Commission, Lenovo was ordered, amongst other things,
to: not make misrepresentations, in connection with the advertising, promotion, offering for sale, sale,
or distribution of the covered software; only preinstall the covered software with express consent,
whilst also providing instructions as to how this consent could be revoked; establish and maintain
a comprehensive security program; obtain initial and biennial assessments, which consider the
administrative, technical and physical safeguards put in place; submit a compliance report; and create
certain records (e.g. accounting, consumer complaints) for 20 years and retain these for 5 years.

Outcome

Settlement
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9. Lenovo Inc (cont’d)
Name/company

Lenovo Inc

Currency

USD

Penalty

Each violation of the consent order may result in a civil penalty of up to $40,654. It is not known if
Lenovo have violated any terms of the consent order.

Prosecution cost

N/A

Prosecution fine

N/A

Prosecution victim
surcharge

N/A

Court awards/
compensation

N/A

Enforcement case
details

A consent order was issued against Lenovo Inc. by the Federal Trade Commission for the harm caused
by preinstalling software onto some customer laptops that compromised security protections. This
software delivered advertising to consumers. However, the security vulnerabilities meant that customers
were not warned when they visited potentially malicious websites. These vulnerabilities also allowed
rogue agents to potentially intercept personal data such as financial and health data.
Following its complaint and subsequent settlement the Federal Trade Commission stated ‘Lenovo
compromised consumers’ privacy when it preloaded software that could access consumers’ sensitive
information without adequate notice or consent to its use’ and that ‘this conduct is even more serious
because the software compromised online security protections that consumers rely on.’

Sector

Private sector

Industry sector

Technology

Infringement/breach

Security vulnerability on customer devices owing to preinstalled software

Number of people
impacted

Unknown

10. BLU Products Inc
Name/Company

BLU Products Inc

Initiator/Claimant

The Federal Trade Commission’s (‘FTC’) Bureau of Consumer Protection (‘BCP’)

Date of the Action

25/10/2018

Type of Case/Action

Enforcement action

Is this a class action

No

What is the current
status of the action?

Concluded (Final decision/settled)
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10. BLU Products Inc (cont’d)
Name/company

Lenovo Inc

Brief summary

Under the settlement with the FTC, BLU and Samuel Ohev-Zion (owner and President of BLU Products
Inc) are prohibited from misrepresenting the extent to which they protect the privacy and security of
personal information including:
•

The extent to which they collect, use or share personal data;

•

The extent to which consumers exercise control over the use of their personal data; and

•

The extent to which they implement physical, electronic, and managerial security procedures to
protect personal data.

They must implement and maintain a comprehensive security program that addresses security risks
associated with new and existing mobile devices and protects consumer information. They must clearly
disclose to consumers, separate to any privacy policy or terms of use statement, the categories of
personal data they process, the identity of any third parties that receive personal data and the purposes
of use for personal data they process and obtain consumers’ affirmative and express consent. In
addition, BLU will be subject to third-party assessments of its security program every two years for 20
years, as well as record keeping and compliance monitoring requirements.
Outcome

Decision order

Currency

N/A

Penalty

N/A

Enforcement case
details

On the 6 September 2018, the Federal Trade Commission (FTC) gave final approval to a settlement
agreement in its administrative complaint which alleged that BLU and its co-owner and President falsely
claimed that they limited third-party data collection from BLU device users to only information needed to
perform requested services. The entity also falsely represented that they had implemented appropriate
procedures to protect consumers’ personal information.
The FTC alleged that the entity failed to implement appropriate security procedures and to oversee
the practices of their service providers. As a result, a China based third party, ADUPS Technology Co.,
retained by BLU to provide security and operating system updates, collected far more information
from consumers’ devices – including the full contents of their text messages and real time location
data – than was needed for the job they were contracted to perform. This was done without consumer
knowledge or consent.

Sector

Private sector

Industry sector

Technology and Telecoms

Infringement/breach

Failure to take appropriate technical and organisational safeguards
Unlawfully obtaining or disclosing personal data

Number of people
impacted

Unknown
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Regulators contact details

PwC contact details

Regulator’s website address (home page)

Jay Cline
E: jay.cline@pwc.com
M: +1 6125966403

https://www.ftc.gov
https://www.fcc.gov
https://www.hhs.gov
Regulator’s postal address
Bureau of Consumer Protection
Federal Trade Commission
600 Pennsylvania Ave., NW
Washington,
DC 20580
Regulator’s phone number
+1-(202) 326-2222
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Uruguay
Sections 38 and 39 of Law No.10,670 refer to a
regulation concerning how to manage breach reporting
and the appointment of a DPO-style individual
responsible for data protection at organisations. The
regulation is still pending, but is expected to be passed
into law in 2019 or 2020.
Uruguay regulatory framework
Regulatory framework is
A local law deemed GDPR adequate
Name of data protection regulatory body/ies

Regulation/Law name(s)

The Electronic Government and Information and
Acknowledgment Society Agency (Agencia de
Gobierno Electrónico y Sociedad de la Información y
del Conocimiento or ‘AGESIC’) is the body in charge of
the development of the digital policy within the State of
Uruguay. It is primarily responsible for suggesting and
advising the Government on the formulation of policies
and the development of systems.

Law N° 18.331 on Protection of Personal Data and
Habeas Data Action. Regulatory Decree N° 414/009.
Regulator’s powers
•

Request information

•

Fine or impose financial penalties

•

Entry and inspection

•

Order compliance

The Regulatory Office (Unidad Reguladora y de Control
de Datos Personales or ‘URCDP’) is a controller body
created by virtue of Law No. 18,331 (Personal data
Protection law), which is under the authority of AGESIC
and operates according to its guidelines.

•

Prosecute

•

Agree undertakings in lieu of enforcement

The URCDP must take all necessary actions for
the purpose of accomplishing the objectives of the
above law, such as assisting and advising individuals
regarding the scope of the law, issuing regulations, and
enforcement with the law.

No

Summary of key developments, trends and issues
AGESIC has developed a digital Government plan
towards 2020 that includes the different objectives and
priority initiatives to make progress towards the digital
transformation of the government. It seeks to promote
the intensive use of technologies such as the Internet,
mobile devices, shared platforms and the use of data.
Privacy is a core component of the plan.

238

|

Privacy and Security Enforcement Tracker 2018

Class actions
Can class actions be raised?

Data Controller registration
Is registration with or fee payment to regulator
required for Data Controllers?
No
Data Protection Officer (DPO) registration/overview
Is a DPO/primary privacy contact registration/
notification to the regulator required?
Yes
Pursuant to the regulation, a Data Protection Officer is
required for public, state or non-state entities, private or
partially state-owned entities, as well as private entities
whose main business is to deal with sensitive data
and those that deal with large volumes of data. DPOs
register using a dedicated online system.

International Trends
– Europe

International Trends
– Rest of World

Team and Contact
Information

Regulatory actions

Regulators contact details

Total number of regulator enforcement actions
taken during the calendar year

Regulator’s website address (home page)

According to this news from URCDP on
December 26, 2018:
•

Number of complaints received via the ‘complaint
system’ during 2018 is 67.

•

Total number of queries received during 2018 is
1,688 (635 via email, 562 by telephone, 446 in
person, and 45 via the ‘query system’).

At the time of writing the URCDP has not yet published
its 2018 annual report, where it publishes the number of
enforcement actions and penalties.

https://www.gub.uy/unidad-reguladora-control-datospersonales
Regulator’s postal address
Liniers 1324 Piso 4° – Montevideo
Regulator’s phone number
+598 2901 0065
PwC contact details
Andrea Chanquet
E: andrea.chanquet@uy.pwc.com
M: +598 29160463

Breach metrics
None available
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Team and
Contact
Information

International Trends
– Europe

International Trends
– Rest of World

Team and Contact
Information

Co-Global Data Protection Leaders
Stewart Room
Global Head of Cyber Security and
Data Protection Legal Services;
UK Data Protection National Leader
M: +44 (0)7711 588978
E: stewart.room@pwc.com

Jay Cline
Co-Global Leader, USA Data Protection
Leader
M: +1 (612) 596 6403
E: jay.cline@pwc.com

Directors
Jane Wainwright
Director

James Drury-Smith
Director

M: +44 (0)7715 034015
E: jane.a.wainwright@pwc.com

M: +44 (0)7841 803538
E: james.drury-smith@pwc.com

Polly Ralph
Director

Fedelma Good
Director

M: +44 (0)7843 332567
E: polly.ralph@pwc.com

M: +44 (0)7730 598342
E: fedelma.good@pwc.com

Keily Blair
Director
M: +44 (0)7710 033759
E: keily.blair@pwc.com
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PwC UK Data Protection Leaders
Umang Paw
Partner, Data Protection Forensics Lead

Andrew Paynter
Partner, Data Protection Assurance Lead

M: +44 (0)7931 304666
E: umang.paw@pwc.com

M: +44 (0)7802 788403
E: andrew.paynter@pwc.com

Craig McKeown
Partner, Data Protection Computer
Forensics and Data Analytics

Johan Jegerajan
Partner, Data Protection Risk Assurance,
Commercial

M: +44 (0)7841 494473
E: craig.l.mckeown@pwc.com

M: +44 (0)20 7212 1234
E: johan.j.Jegerajan@pwc.com

Michael Campbell
Partner, Data Protection Risk Assurance,
Commercial

Raoul Rambaut
Partner, Data Protection Risk Assurance,
Commercial

M: +44 (0)7702 678053
E: michael.campbell@pwc.com

M: +44 (0)7801 216660
E: raoul.c.rambaut@pwc.com

Rav Hayer
Partner, Data Protection Risk Assurance,
Financial Services
M: +44 (0)7841 468296
E: rav.hayer@pwc.com
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PwC UK Data Protection Directors
Chris Neill
Director, Data Protection Risk Assurance,
Commercial

Denzil Coelho
Director, Data Protection Forensics Services
and Investigations

M: +44 (0)7738 844762
E: chris.r.neill@pwc.com

M: +44 (0)7725 706596
E: denzil.a.coelho@pwc.com

Craig Skinner
Director, Data Protection Risk Assurance,
Financial Services

Tayyaba Arif
Director, Data Protection Risk Assurance,
Financial Services

M: +44 (0)7734 974406
E: craig.skinner@pwc.com

M: +44 (0)7725 068158
E: tayyaba.arif@pwc.com

Lola Ladejobi
Director, Data Protection Risk Assurance,
Commercial
M: +44 (0)7718 979744
E: lola.m.ladejobi@pwc.com

Privacy and Security Enforcement Tracker 2018

|

245

UK Enforcement
Notices

246

|

UK Monetary
Penalty Notices

Privacy and Security Enforcement Tracker 2018

UK
Prosecutions

UK
Undertakings

Thank you

This content is for general information purposes only,
and should not be used as a substitute for consultation
with professional advisors.
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