






Organising your surveillance 
capabilities
Surveillance target operating model

How do you define surveillance?

Who owns and is accountable 
for surveillance?

Is surveillance combined across 
business divisions?

Will surveillance be managed 
and applied globally 
or regionally?

How do you define the role of 
the Front Office and Compliance 
with respect to surveillance?

How do you minimise 
duplication of effort and 
increase efficiency?

How do you make decisions 
on your long-term 
technology partner?

Regulatory pressures and 
changes within the industry

The regulatory landscape for surveillance 
is changing in response to recent high 
profile events in the Financial Services 
sector. Regulators increasingly expect 
financial institutions to have sufficient 
surveillance capabilities to cover all 
regulatory scenarios, incorporating an 
increased number of data sources and 
communications channels.

As a consequence, surveillance 
procedures and controls have become 
increasingly important for financial 
institutions. Many industry participants are 
evaluating whether their current 
surveillance operating model is fit for 
purpose and deciding upon the level of 
investment required to manage the 
business risks to within their appetite. 

Your surveillance operating model needs to 
be proportionate to your requirements 
which will depend on both the businesses 
you have and the jurisdictions you operate 
in. These differences means that there is 
no ‘right answer’ and it can be hard to 
know what will suit your needs.

Emerging operating models

The regulatory direction of travel 
encourages a ‘new normal’ for the 
surveillance operating model, which 
suggests, but does not prescribe, that 
surveillance responsibilities are allocated 
across the lines of defence (‘LoD’s). Many 
financial institutions are therefore 
considering the extent of 1LoD and 2LoD 
mandates for surveillance to ensure an 
appropriate balance of surveillance activity. 
The development of the Senior Managers 
and Certification Regime will also influence 
the balance and injection of surveillance 
activities across the lines of defence.

Our expectation is for the 1LoD surveillance 
tools to be sufficiently calibrated to capture 
business critical issues that present a 
significant operational risk to the financial 
institutions, while the 2LoD would be 
responsible for monitoring compliance with 
regulatory rules, internal policies and 
controls. The 2LoD has to be independent 
from the 1LoD and use surveillance 
techniques to support monitoring efforts, 
for example identifying and developing risk 
based surveillance scenarios that can be 
run across asset classes.

Emerging operating models

Emerging 1LoD 
surveillance functions

2LoD surveillance 
functions

Model 1: Front Office supervisory team
Separate teams have been established 
in the Front Office that are responsible 
for creating, maintaining, supporting and 
enforcing the Front Office supervisory 
control framework. This team acts as a 
conduit for passing information to the 
supervisor, and subsequently holds the 
supervisor to account by monitoring the 
completion of surveillance activities by 
the supervisor.

Model 2: Front Office risk and 
controls team
This model establishes a level of 
independence within the 1LoD, with a 
separate team responsible for 
conducting Front Office surveillance 
activities. Results of surveillance 
activities will be closed down or 
escalated to Front Office supervisors for 
their independent review and decision.

•	 The 2LoD Surveillance Function 
resides within Compliance and is 
independent from the 1st Line.

•	 2LoD surveillance activity is driven by 
regulatory requirements, internal 
standards and responding to 
emerging market issues.

•	 The 2LoD Surveillance Function will 
own and build independent scenarios 
to identify instances of unusual 
trading patterns, or communications 
(both electronic and voice).

•	 The 2LoD will review and escalate any 
unusual findings to relevant 
committees and other functions for 
onward investigation.













0

50

100

150

200

250

300

350

400

450

500

 -  5,000  10,000  15,000  20,000  25,000

R
el

ev
an

t i
te

m
s 

fo
un

d

Items reviewed

Minimising false positives, 
maximising the right alerts
E-comms and voice analysis optimisation

How do I increase the relevance of 
my search lexicons? 

What is the most efficient way to 
review responsive items? 

How do I undertake an effective 
review of voice data?

How can I use other data sources 
or techniques to increase the 
effectiveness of e-comms review?

How can meta-data analysis 
support the review strategy?

Electronic communications

Monitoring of electronic communications 
(‘e-comms’) and voice communications are 
becoming increasingly important 
components of an effective 
surveillance capacity. 

A key challenge faced by financial 
institutions is how to refine lexicon-based 
search techniques to target 
communications of interest. Key word 
search approaches are highly dependent on 
the quality of the lexicon used.

The use of key word and key word cluster 
searches is well established in automated 
surveillance over e-comms. Voice-to-text 
surveillance software uses the same 
principles to automate some of the 
surveillance function’s work, by triggering 
alerts when sus`picious words or 
combinations of words are used by the Front 
Office staff. Automated voice surveillance has 
the additional challenges of audio quality and 
accents. It is also more onerous to review, 
irrespective of whether phonetic or 
transcription techniques have been applied. 

The consequences of high numbers of 
false positives generated by lexicon-based 
surveillance tools is an increase in the work 
effort and size of communication 
surveillance review teams. This in turn 

leads to concerns over the effectiveness of 
the review, and whether the reviewers in 
the first or second lines of defence have 
the requisite skills and experience to find 
the more subtle instances of market abuse.

The challenges for efficient review

Financial institutions are grappling with the 
challenge of whether to review all responsive 
Instant Messaging communications or to 
only review a sample. Vendor solutions 
provide the ability to review all e-comms. 
Analysis of all e-comms will have a 
consequent effect on the size of the review 
team required. Analytics can be applied both 
to optimise lexicons and also to drive review 
efficiency. We can apply meta-data analysis 
in combination with advanced analytical 
techniques to model who talks to whom, at 
what times of the day and how many 
participants are involved in the 
conversations. Application of social network 
analysis to identify interactions can be used 
to drive a targeted review strategy.

We use Response Optimisation Curves 
(‘ROCs’) to measure the effectiveness of 
search strategies.

Through this analysis we can optimise 
which search terms to use to return the 
highest number of relevant items for further 
review and escalation.

Prioritised review
Search terms with higher historic relevancy 
rates are given more weight, leading to a 
higher proportion of relevant documents 
being found at the start of the review process.

Linear review
All search terms are treated as equally 
important.

Prioritised review Linear review

In this example, the prioritised review 
returns 275 relevant documents from a 
population of 2,500. 

However, a linear review would need to 
review 13,000 items to find the same 
number of relevant documents.
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