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The last 12 months have tested the higher education sector like no other year. The pace 
and scale of change and the challenges faced by universities is unprecedented; the 
COVID-19 pandemic has disrupted every aspect of university life and both staff and 
students have had to show tremendous resilience.

Before March 2020, many universities were already 
experiencing significant financial pressures, with tuition fees 
not increasing in line with cost inflation, pension costs 
threatening to scale out of control, and the potential for fee 
reductions based on Philip Augar’s review into Post-18 
Education. This has been exacerbated by the COVID-19 
pandemic, which has resulted in significant cost pressures 
through accommodation fee refunds, reductions in commercial 
and enterprise income, a slow down in the delivery of research, 
and a reduction in international student recruitment. 

The student recruitment cycle for the 2020/21 academic year 
also brought uncertainty, in terms of the number of students 
accepting offers and enrolling, continued disruption and 
changes to the expected student experience, and how many 
students would continue their studies during the academic 
year. The challenges around exam grades during confirmation 
only increased this uncertainty further. To compound matters, 
the sector is still unclear on how exam gradings will be 
awarded for the 2021 confirmation and clearing round. 

The international student recruitment market, which is so 
important for many institutions, has also been difficult to 
predict and it will continue to react to changes in the 
COVID-19 regulations in the coming months. 

Outside of the COVID-19 pandemic, 2020 was the year that the 
UK left the EU and while the UK’s trade agreement with the EU 
will bring some economic certainty, at the time of writing the 
sector is expecting ongoing challenges with EU student 
recruitment, research funding and difficulties in attracting 
talented staff from the EU. 

In March 2020, universities switched their mode of teaching to 
online learning in a matter of days with inevitable impact on 
student experience. More broadly, the wants and needs of 
students and broader stakeholders has continued to change. 
Today’s student population have high expectations that their 
education provider and future employer is demonstrating a 
social and environmental conscience.

Operating conditions in the COVID-19 pandemic have paved 
the way to an increased prevalence of cyber security attacks in 
the sector. Many universities have been targeted by a number 
of high profile malware, ransomware and data loss issues in 
the last 12 months, which has renewed technology investment 
conversations across the sector.

The volatile environmental and operational issues as described 
above has meant that universities have constantly needed to 
update the way that COVID-19 and other broad risks are 
represented within risk registers. Generally, institutions began 
the pandemic with a specific risk associated with COVID-19 
and, over time, have moved to incorporating risks and 
mitigations associated with COVID-19 into wider risks.

The good news is that we have continued to see universities 
seeking to strengthen their risk management processes and 
this, along with a broader control environment which is robust 
and effective, will be important factors for success in the years 
to come. The pandemic has shown us the need to be more 
agile and forward thinking in managing risks. It is encouraging 
to see the sector improve in this respect. 

Our sample, scope and methodology
We reviewed the risk registers of 22 higher education 
institutions. For each institution, we examined the issues cited, 
identified those similar in nature and grouped them by theme. 
The average likelihood of a risk materialising, and its possible 
impact were then calculated. This allowed us to determine the 
greatest threats to an institution and how serious each risk is. 
The detailed findings of our analysis are set out in the remainder 
of this paper. We’ve also included commentary on the top 
themes, a comparison with prior years, and the types of 
individual challenges included within each theme.

Introduction and scope







 PwC | Managing risk in higher education | 5

Mental wellbeing
The importance of mental wellbeing has been on the HE agenda 
for a number of years with steady increases in the numbers of 
reported mental health conditions in students – analysis by the 
Office for Students (OfS) indicates an increase from 1.5 per cent 
to 4.4 per cent over the five years from 2013/14 to 2018/19.

The COVID-19 pandemic has brought health and wellbeing into 
focus more as students adapt to new ways of living and 
studying, including remote and blended learning, and potential 
periods of self isolation. Universities have had to react quickly 
and adapt the support mechanisms on offer to ensure these can 
be accessed by students on and off campus.

COVID-19
The impact of the COVID-19 pandemic on an institution’s 
ability to deliver its ‘business-as-usual’ has been 
unprecedented. This has included moving to online teaching, 
remote working for staff and academics, and responding often 
quickly to changing guidance. Even institutions with well 
established crisis management teams and business continuity 
plans have had to evolve their approaches to manage the 
prolonged impact as the COVID-19 pandemic situation 
has unfolded.

COVID-19 is an area which has had a pervasive effect on 
risks that apply to universities. Of note, this has affected the 
use of buildings and facilities on a campus (such as teaching, 
laboratories, retail, theatre, offices, restaurants, library, etc.). 
In the short-term, institutions needed to apply relevant 
government guidance by detailing a risk assessment on a 
building-by-building basis with appropriate consideration to 
sign in/sign out, hand sanitation, one way systems, lift 
capacities, personal protective equipment (PPE), etc.

However, in the long-term, there will be implications for future 
space demand for institutions with large campuses as they 
evaluate the optimum balance of on-site versus distance 
learning and/or remote working. This may result in the change 
of use of some buildings/facilities and will have implications for 
campus master planning. Nevertheless, this presents an 
opportunity to optimise estate investment to support the new 
curriculum model and student expectations of a modern campus.

Across the sector, key areas of focus for institutions include:
• The adoption of a ‘whole institution’ approach, supporting 

students and staff struggling with their mental health as a 
strategic priority.

• The development and strengthening of links between 
support service teams and student facing staff in faculties 
and departments, supplemented by the provision of training 
and resources for staff to better enable them to appropriately 
signpost or refer students.

• Regular assessment of the existing student wellbeing 
support provision, including consideration of staff and 
students expectations, feedback and accessibility.

• Using more intelligent data analysis to identify those in need 
more quickly. 

The long term impact of changes in teaching models and 
student time on campus is unknown but will likely require 
universities to adapt how services are delivered and accessed 
long term. Technological advances such as artificial intelligence, 
cloud services and advanced data and analytics all provide 
opportunities to change the way in which services are delivered 
and accessed, presenting opportunities for universities to create 
a more compelling experience.

Student experience 

2020/21 is possibly the most difficult academic year in the 
modern history of the higher education sector for ensuring a 
consistent and high quality student experience, and the 
inclusion of this risk high on institutional risk registers is to be 
expected. There are numerous links to other risks identified, 
showing the breadth of challenge to an institution’s ability to 
manage continued high quality delivery.

In particular, institutions have commonly identified risks 
around maintaining student engagement, and the impact of 
this on academic achievement, student wellbeing, the National 
Student Survey and league tables. Ensuring that institutions 
are engaging regularly with all students and tracking 
interactions with students are key risk mitigations, both in 
terms of preventing the risk from being realised and limiting 
the impact of any associated complaints if issues do arise.

The quality of a student’s experience is more linked than ever 
to the quality of an institution’s IT systems and infrastructure. 
This is likely to remain the case post-COVID. It means that 
institutions who previously delayed investments in this area 
now have a critical need to do so.

Student recruitment

Student recruitment risk is one of the highest recurring risks 
across institutional risk registers and the message is 
relatively simple: ‘student recruitment targets are not met’. 
Student recruitment risk has been a constant over the years 
where we have published our sector risk benchmarking. 
With market competition increasing year on year, the perceived 
risk has been further heightened with the referendum result 
and negotiations over the UK’s withdrawal from the EU and 
subsequent trade deal. But the uncertainty of Brexit paled 
into insignificance when compared with the potential uncertainty 
caused by the impact of the COVID-19 pandemic.

Universities have been agile in their response during the 
pandemic in relation to recruitment; whether this is how 
universities have adapted their marketing and approaches 
to reaching out to applicants, for example through online 
open days; the response to the A-Level results announcements 
and how a number are now using the pandemic as an 
opportunity to re-focus their recruitment strategies and targets. 

Yet our review suggests there is more that universities can 
do in articulating where their particular vulnerabilities are on 
student recruitment and, in turn, be clear on the intervention 
needed in risk registers to manage these. 

While student recruitment risk is perceived to be high, this 
may be as a result of the importance attached to achieving 
student number targets to ensure long term sustainability 
rather than an actual dip in overall numbers. Indeed, 
undergraduate applications increased in 2020 by 1.6% with 
record numbers now attending university. Where there have 
been falls in international student recruitment, this has, in 
the main, been offset by a stronger domestic market, 
although a number of institutions are acutely aware of their 
reliance on the international student recruitment market.

Universities are expecting 2021/22 to be a tough year for 
recruitment – the ongoing measures to combat the virus; 
the negative impact on the student experience; and the new 
points based immigration system are all expected to 
adversely impact the demand for places. There are some 
encouraging signs from early figures in the admissions 
cycle, but many institutions, quite rightly, are keeping a very 
close eye on applications and recruitment activity as we 
enter 2021/22.
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Other common risk areas

Brexit 

With Brexit came a wide-ranging impact on the higher education 
sector, affecting not only students and staff, but research too. The 
UK retracted from the Erasmus+ programme at the end of the 
transition period, meaning the cultural student (and later staff) 
mobility exchanges that were possible for over thirty years will no 
longer be possible to the same extent.

EU students starting their course after August 2021 will be subject 
to fees set by universities themselves, as well as needing to apply 
for a student visa. The challenge will be for UK universities to 
remain an attractive study option, as for many EU students, the 
fees they may be facing could be prohibitively expensive. The 
Turing Scheme is planned to be the UK’s new alternative to 
Erasmus+, but as the details are still being worked through, the 
impact on student numbers, and thus income, over the coming 
years remains uncertain.

Reputational risk 

With the higher education sector under ever increasing 
scrutiny and pressure due to the changes and uncertainty in 
the economy, the reputation of higher education institutions 
will be tested and will play a key role in the operational 
stability and the achievement of institutions’ objectives 
across the UK. Many feel that the UK university ‘brand’ and 
the perception of the contribution universities make to the 
community and UK economy, has been eroded.

Reputational risk arises from fundamental aspects of a 
university’s operations including financial sustainability, 
business continuity, student experience, regulatory 
compliance, research and strategic partnerships. Failure to 
manage these areas effectively could result in significant 
damage to a university’s reputation and profile, but more 
widely to the sector as a whole.

IT capability and infrastructure

The higher education sector has been embracing digital 
transformation over the recent years, ranging from simple 
automation and online lecture capture and delivery to better 
utilising data to enhance the student journey.

The COVID-19 pandemic has accelerated this trend as 
organisations have seen the benefit and resilience of 
technology during lockdown periods. It has also increased the 
focus on the importance of IT platforms, systems and 
applications to deliver daily services and operations, with large 
scale remote working, teaching and access now in place.

The pace of digital transformation will only increase going 
forward as institutions adapt to the new normal and create a 
competitive advantage in the global education space. In doing 
so, they will need to be mindful that pace without appropriate 
governance can introduce significant risks impacting the 
success of technology change, business resilience and 
exposing potential security weaknesses e.g. data loss or 
leakage. In an effort to get ahead, organisations are deploying 
new technologies without appropriate enterprise change, 
reducing the impact and benefits expected from sizeable 
financial investments.

Although there were enormous doubts over the financial 
sustainability of institutions brought about by potentially no longer 
being able to participate in EU research programmes, the deal 
reached does mean that the UK will participate in Horizon Europe. 
This will likely go some way to providing some certainty to 
universities and research staff; however, as with many things 
post-Brexit, the full impact of this is yet to be understood.

University funding and student finance 

The COVID-19 pandemic has necessitated unpredicted levels of 
government spending to support individuals/organisations that 
have been required to stop their work during multiple lockdowns. 
However, this cannot continue indefinitely and will result in the 
government having to make difficult decisions regarding 
departmental spending. This, in turn, may result in reductions on 
the central funding available to the higher education sector. 

The COVID-19 pandemic, alongside Brexit, is also impacting on 
the potential availability of broader research funding. Cash 
constraints and legislative change are resulting in a reducing pot 
of available research funding and an innovatively tougher market 
to try and obtain what is left. Higher education institutions may 
need to reassess their balance of income streams if longer term 
financial sustainability is to be obtained.


















