











@F raudulent

Pharmacists could claim more in
repayment from the Government than
they have spent.

Paper prescriptions are endorsed with
codes and quantities so as to allow
pharmacies to claim payment from the
government for the medication and

services that have been provided. Every

month the prescriptions are gathered,
processed and submitted to a
government body.

¢ Emma has the potential to claim for
more than what she actually
dispensed. If a prescriber, makes a
quantity error for example, 100
tablets are prescribed instead of 10,
and Emma notices the error yet
claims for 100 tablets regardless, she
is committing fraud.

e James can deceive a prescriber by
claiming the loss of the paper

prescription. The prescriber involved
can reprint the prescription and may

not know another prescriber has
dealt with the prescription request.

Multiple prescriptions are issued and

James has access to large quantities

of medication. Emma should query if
multiple prescriptions are prescribed

by different people on the same day
for the same item. If James were to
collect a prescription from multiple
pharmacies, Emma would not be
able to detect that the prescription
had already been dispensed.

In summary, the current system leads to a number of clearly defined issues for clinicians, pharmacists and patients alike:

* Prescriptions can be delayed in
development and also take time
to collect.

Prescriptions will be released in
batches from surgeries, therefore
huge volumes can appear for

» If presented with the prescriptions, there
is the opportunity for Emma to dispense
all or just one prescription and claim
payment for all, regardless of what has
actually been given to the patient.

@An emergency .

Dr Green needs a prescription dispensed
urgently. He phones Emma to dispense
the prescription and he will post the
paper prescription to her.

* When a prescription is phoned or
faxed over to the pharmacy, this is
not a legal document and Emma
must make an ethical decision to
dispense the medication as an
emergency or wait for the legal
document to arrive. If Emma were to
dispense the medication she must
ensure that:

— The prescriber is registered to
prescribe.

— The prescriber is not being
impersonated by a criminal.

¢ Prescriptions can be lost in transit so
Emma has to keep track of prescriptions
owed to her from Dr Green.

* Dr Green might forget to write up the
prescription and, hence, there is no
audit trail in relation to the
medication that Emma has dispensed.

dispensing. This can also affect time
management of the pharmacy, the
security of the data held must be
considered, as measures in place
currently are not adequate to protect
patient data.

A foreign prescription

o

Pierre has a French paper prescription
from Dr Bleu. He needs the item
dispensed by Emma.

UK pharmacies are allowed to dispense
European economic area (EEA)
prescriptions.

e It can be hard to determine if the
prescriber is registered and legally
allowed to prescribe.

* [Itis hard to see if the prescription has

already been dispensed.

@ Outdated and opaque

How does Emma know if the
prescription is the most up to date

version? When dispensing a prescription

for James, how does Emma know for
certain that the medication prescribed
will not interact with something James
is already on or taking?

* Emma cannot tell:

— Ifthe doctor has updated the
prescription or medication,

— If the patient has stopped the
medication,

— Ifthe patient is due for a
medication review,

— If the doctor has cancelled the
prescription issued.

e Unless James is a regular patient with

Emma, she can only rely on the

information that James provides or try

and speak to the doctor to obtain a

recent history which could be extremely

time consuming and unrealistic.

* Poor visibility of prescription data
and medication history can cause
serious health implications for

patients and also medication waste if

a prescription is not needed.

Although this example is pharmacy based, the issues apply across the whole of the NHS to anyone who might issue and handle
prescriptions. With patient safety as key, it is essential that prescribers do everything they can to maximise the information they have
in order to make an informed decision on a patient and give them the best possible care.
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' The difference blockchain would make

A blockchain is a secure, decentralised ledger holding all transactions in a network. Using blockchain technology, participants
in the network can confirm transactions without the need for a trusted third party intermediary.

We have identified six areas where significant improvements to the current electronic prescriptions system can be made
through the use of blockchain technology:

The need for multiple
parties to share data

Multiple parties able to Verification

update data "
p Prescriptions can be trusted.

* Prescribers can add information Prescribers registration status is
to the system to ensure verified.
prescribing data is relevant and
accurate.

* Prescriptions can be accessed by
the appropriate authorised

individuals. Prescribing details are accurate

and precise thus avoiding
Dispensing errors are minimised. dispensing errors.

e Authorised users know the
prescription is the most up to
date version and who the

= Fraudulent prescriptions are
prescriber is.

minimised.
* Data is transparent and visible to
authorised parties.

Intermediaries

Time Transaction efficiency

* Prescriptions can be directly
transferred from prescriber to
dispenser.

* Quick transfer of prescriptions in * Pharmacists able to query a

a secure environment. prescription.

Improved patient safety and Prescribing and dispensing data

patient experience. available to authorised

Monthly prescription audits individuals to ensure effective

completed more efficiently. and accurate prescribing.
Prescribers, dispensers and
patient sable to interact
effectively and efficiently.

¢ Reduction in translation and
data transfer errors.
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The benefits of using blockchain in
electronic prescribing are clear:

* Prescriptions could be transferred
from GP to Pharmacy with ease.

e James could walk into his pharmacy
and collect the prescription without
having to visit the surgery. (Although
this can already occur with
pharmacy collection services, the
pharmacy can only collect
prescriptions at specific time slots.
By implementing a blockchain
system, the pharmacist could access
the prescription at any time of day
after the prescription has been issued
by the doctor).

* There would be no need for the
prescription to be physically signed
as when the prescriber has written
the prescription, an electronic
signature could be generated or a
biometric measure could be used to
confirm and verify the prescriber.
Currently smart cards are being used
in some platforms that identify the
user and hence an electronic
signature is created.

* Pharmacists or dispensers (those
authorised to access prescriptions)
could use thumbprint scanning to
accept the blockchain and ‘unlock’
the prescription preventing
unauthorised access.

* The patient can dictate the
scheduling of his prescription
thereby improving the convenience
of the prescription process for him
and also allowing for better time
management within the pharmacy
and the surgery reception.

¢ The pharmacist can plan their day
more effectively meaning better
quality of care for patients and
greater concentration on dispensing
checks, to reduce error rates.
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As a prescription secured by
blockchain, I become:

Instant

L]

As soon as Dr Green types the
prescription, Emma has instant
access to it.

Prescriptions from emergency
prescriber requests or EEA countries
can be accessed without delay.

In emergency situations, a valid
prescription can be issued and
received with limited inconvenience
to all parties involved.

@) Traceable .

Emma can see when prescriptions
were prescribed or dispensed and by
whom.

The time, date and pharmacist
involved can all be traced, important
in identifying those responsible for
errors and hence a virtual dispensing
log can be created.

Emma can ensure that the
interaction and communication
between herself and the prescriber
has been recorded, with a time and
date stamp. This is important if any
harm comes to a patient from a
medication. Emma can show her
communication trail, secured
through blockchain. The same
applies to the prescriber. The audit
trail offers a ‘safety net’ for health
professionals when providing
evidence to support their actions.

@)Visible .

Emma should be able to access the
prescription history and hence make
better informed decisions when
counselling patients, prescribing or
selling a product. Through a
Blockchain electronic prescribing
system, all prescribers involved with
one patient can see the prescribing
history of the individual.

In terms of out of hours services, all
parties are able to see the visible trail
of interaction between out of hours
doctors and pharmacists. GPs can see
exactly what has been prescribed in
real time, without the delay for the
service to update. All of this
improves the quality of patient care,
reduces error rates and reduces
potential fraud.

@Accurate .

Typographical errors and
miscommunication are less likely to
occur as the information is clear and
easy to read. If there are any errors
present, Emma can refuse the
prescription and add comments
either to query or rectify any
mistakes. This would allow the
doctor to receive an automatic
message and thus resolve queries
and errors at a faster rate.

Prescriptions from EEA countries can
be verified with more accuracy.
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Conclusion

The future impact of electronic prescribing, through the use of blockchain, will:

Improve Reduce fraud Reduce

traceability prescription
and dispensing
errors

Reduce patient Reduce drug Improve time
harm wastage efficiency

Improve patient Improve
experience organisation

Improve stock Improve cost
management efficiencies
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