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In an era of constant motion: resilience, trust and
assurance fuel confident reinvention.

Today’s risks are changing quickly and affecting organisations in more connected ways than
everbefore. Big shifts like artificial intelligence (Al), climate change, and global instability
arereshaping where and how value is created. PwC's Value in Motion study shows that to
stay ahead, organisations need to rethink how they operate, grow, and use energy. The
stakes are high: Al has the potential to boost global growth significantly, while unmanaged
climate risks could drag it down.

Internal Audit (IA) has a vital role to play: helping organisations adapt with confidence. By
offering independent insight and forward-looking assurance, 1A supports leaders in making
smarter, safer decisions during times of change.

The UK economic picture adds to the challenge. Inflation remains high inessentials like
food and transport, growth is fragile, and job losses in some sectors are changing consumer
behaviour. These dynamics amplify the importance of resilient financial and operational
models, effective customer and stakeholder support frameworks, and robust scenario
planning to safeguard performance and stability in the face of continued volatility.

Across sectors, organisations are being pulled in two directions: managing short-term
pressures while planning for long-term change. From rising costs and shifting demand to
new rules and expectations around sustainability and digital transformation, pressures on
resources are growing.

In this context, IA’s role is more important than ever, providing assurance that governance,
operations, and key programmes are robust and ready for the road ahead.

This year, our document covers the following areas:

*  Macro Risk Landscape: This sets out the latest view on geopolitical uncertainty and
the UK economic outlook.

* Risk HotSpots: We have curated alist of risk hot spots that are shaping boardroom
discussions and impacting the commercial and government sector. These represent
emerging and evolving areas of risk that assurance functions should be mindful of when
setting priorities for the year ahead.

* Internal Audit Practices and Capabilities: This section includes what is front of
mind for Chief Audit Executives. We share our point of view on the early experience on
implementation of the I nstitute of Internal Auditor (11A)'s Global Internal Audit
Standards and Chartered I nstitute of Internal Auditors (CI1A) UK Code of Practice for |A
which came into effect during 2025. Finally, we consider good practice inrelation to the
adoption of Al in IA.

We hope you find this a helpful document to guide planning for the year ahead and to spark
meaningful conversations on risk and reinvention. If you would like to discuss any aspect
further, please do not hesitate to contact me or one of my colleagues whaose contact details
are at the end of this paper.
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PricewaterhouseCoopers LLP is a limited liability partnership registered in England with registered number OC303525. The registered office of PricewaterhouseCoopers LLP is 1 Embankment Place, London WC2N
6RH. PricewaterhouseCoopers LLP is authorised and regulated by the Financial Conduct Authority for designated investment business and by the Solicitors Regulation Authority for regulated legal activities.
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Macro Risk
Landscape
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Geopolitical uncertainty

Summary

We continue to live in an era of geopolitical uncertainty. The
systems and structures that have helped govern the global system
in recent decades are weakening and changing. Global powers,
responding to this changing environment, are competing for
influence, and looking to new diplomatic, economic and security
relationships. The level and pace of geopolitical shifts and shocks
looks unlikely to lessen in the months ahead.

For businesses, changes in the geopolitical environment impact
supply chains and production, regulatory and fiscal environments,
global trade and tax norms, the movement of information, and the
security of workforces, facilities and technology. In the coming
year, organisations will be faced with the challenges emerging
from three strategic themes:

The Decline of
Multilateralism

Political Globalism to
Realignment Regionalism

01 02 O3
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What organisations should be doing

Against the backdrop of this continued volatility business leaders
remain focused on adaptability and resilience:

Adaptability

As uncertainty increases,
predicting the trajectory of
international events will
become increasingly difficult.
Businesses need an effective
monitoring and scenario
analysis capability to provide
early warning of emerging risks
and opportunities. Agility in
response is required to
effectively mitigate risks.
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Resilience

With the pace of change
accelerating, businesses will not
be able to plan for every
scenario. Resilience means
building the capacity to absorb
shocks, maintain critical
operations, and adapt quickly to
new realities, ensuring the
organisation can withstand
disruption while positioning for
recovery and growth.




Geopolitical
uncertainty
(continued)

Strategic themes

Looking to the year ahead, there
are a number of strategic

trends shaping the operating
environment for UK

and international organisations.

Political Realignment

Many of the world’s democracies are in transition following the

‘year of elections’. Accompanying this is the growing popularity of

far-right politics, increased political polarisation and a resulting
rise in societal tensions.

Political realignments will be felt differently in different countries.

This is most significant for businesses with an international
footprint, where the political cultures of particularly Western

democracies may be increasingly diverse. Organisations managing

global workforces will need to navigate issues ranging from
Diversity, Equity & Inclusion (DE&I) to immigration and
regulation.

Political Transitions

2025 will be defined by political transitions as the anti-
incumbent wave of 2024 elections reshapes governments
worldwide. With opposition movements gaining influence and
voter frustration fuelling polarisation, geopolitical uncertainty
is set torise.

The EU’s (European Union) New Normal

Westemn Europe faces challenges from US tariffs, slow
economic growth, and insecurity. Lasting solutions to these
challenges will be extremely challenging.

PwC The Risk Agenda for Assurance Functions 2026 | Commercial and Government
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Globalism to Regionalism

Multilateralism - the cooperation of multiple countries through international institutions and agreements -
has long underpinned global diplomacy and trade. As approaches to multilateralism evolve, we are seeing a
shift away from Western-led structures towards alternative models of influence. This is driving greater
emphasis on regional alliances, national security priorities, protectionist trade barriers, and heightened
competition over control of emerging technologies.

An increased focus on regionalism could impact global trade practices and encourage more localised
models. Securing resilient and cost-effective supply chains will be increasingly challenging as organisations
navigate complex regulatory environments, rising trade barriers and the weaponisation of trade as a
geopolitical tool.

Trade re-orientation: Politically motivated and national security-related trade barriers are
continuing to reshape the global trade environment. Divergence between the West and other global
regions could result in incompatible trading and market regulations across all sectors, affecting,
for example, data sharing.

Technology: Competition is at the forefront of technological innovation and will remain a key
geopolitical driver. The focus on artificial intelligence, quantum computing and other advancements,
including blockchain and digital assets, will lead to continuing competition across all aspects of
innovation, from critical minerals to data, Intellectual Property (IP) and financial infrastructure.
Control over tokenisation, central bank digital currencies (CBDCs) and digital payment systems is
becoming increasingly linked to national security, digital sovereignty and future economic influence.

Changing international alignments: Emerging coalitions are gaining momentum and offer small
and medium powers alternatives to a Western-led order. This could have implications for global
security, as well as creating new norms and opportunities in global trade.
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Geopolitical uncertainty (continued)

The Decline of Multilateralism

International institutions and

norms that have long governed states’
behaviour are weakening, leading to some
states taking bolder unilateral actions
with fewer consequences. Conflicts,

cyber and physical sabotage attacks

are continuing to proliferate

as a result, and an increased sense of
uncertainty and insecurity is driving
defence spending globally.

I O ] Europe-Russia relations
Russian influence campaigns and ‘grey zone’ attacks such as cyber,

sabotage, assassination attempts on defence industry executives, and
attacks on undersea infrastructure will likely continue. This could
undermine EU and North Atlantic Trade Organisation (NATO) unity,
complicate the operating environment,

and raise direct security threats.

I O : ! Shifting approaches to defence

Rising geopolitical uncertainty, combined with US pressure on its allies to
increase contributions, is likely to reshape approaches to defence spending.
This could trigger action—reaction cycles, boosting opportunities for defence
and security industries while reducing government funding available to
other sectors.

O 3 Conflict proliferation
As international norms break down, and the strength of international

institutions weaken, there is a growing risk of interstate conflict. Even
limited conflict events can impact security, operations, markets and supply,
particularly if organisations are faced with multiple crises at once.

The decline of multilateralism could
lead to shifting global alliances,
increased insecurity, and adisregard

of international rules and conventions.
Such changes can impact supply chains
and production, regulatory and fiscal
environments, global trade and tax
norms, free movement of information,
and the security of workforces,
facilities and technology.
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% economic outlook

UK economic outlook: key themes and assurance implications

PwC

Inflation and Monetary
Policy Trends

Recent data from the Office for
National Statistics (ONS)
shows persistent inflationary
pressures, particularly in
categories such as food,
clothing, and transport. While
market expectations point
towards an interest rate cut in
the near term, likely aimed at
stimulating demand,
uncertainty remains high.

For financial services organisations, a lower-rate
environment could compress lending margins, affect pricing
strategies for savings products, and shift investment portfolio
performance. IA functions should assess interest rate sensitivity
across key areas of the business and test how well institutions are
positioned to manage profitability in this changing landscape. Risk
models may also require recalibration, particularly as high inflation
combined with slowing growth revives the prospect of stagflation,
prompting the need for targeted stress testing and scenario
planning.

Commercial organisations face sustained input cost pressures,
particularly in consumer-facing sectors such as retail, logistics, and
consumer goods. These inflationary challenges, coupled with
softening wage growth, are likely to squeeze margins and suppress
consumer demand. Internal audit teams should consider reviewing
pricing strategy governance, cost pass-through mechanisms, and
inventory management to ensure resilience.

Public sector bodies must navigate heightened volatility in
energy and transport prices, which may disrupt budget planning
and forecasting accuracy. In addition, as the Bank of England
adjusts its monetary policy stance, departments and regulators
should closely monitor implications for debt servicing, benefit
indexation, and funding allocations at the local authority level.

The Risk Agenda for Assurance Functions 2026 | Commercial and Government

Gross Domestic Product
(GDP) and Growth
Outlook

According to the latest ONS
figures, UK GDP contracted for
a second consecutive month in
May 2025. This slowdown
follows a period of modest
momentum earlier in the year
and reflects declining output in
key sectors such as automotive
and pharmaceuticals.

For financial services organisations, weaker GDP growth translates into
heightened credit risk and increased scrutiny over capital adequacy and
liquidity buffers. 1A functions should test whether credit models are calibrated
to reflect current macroeconomic risks and ensure that provisioning
frameworks are responsive to a changing risk profile. This outlook also calls
for strengthened governance over investment portfolios, including emerging
exposures to tokenised assets and digital instruments, where market volatility
and valuation methods may require additional scrutiny. Stress testing and
scenario planning should also consider less liquid or novel assets held on or
off-balance sheet.

Commercial organisations will need to reassess demand-side
assumptions as growth slows. Lower consumer and corporate confidence may
require businesses to revisit sales forecasts, pricing strategies, and cost
control measures. Sectors like automotive and pharmaceuticals, which are
experiencing contraction, should place renewed emphasis on supply chain
resilience and export control effectiveness. Internal audit can add value by
evaluating cost optimisation strategies, contract compliance, and supplier
performance.

For public sector bodies, slowing economic activity may result in reduced
tax receipts and put further pressure on public spending plans. Assurance
functions should revisit fiscal planning assumptions, including contingency
allocations and expenditure tracking. In addition, the economic environment
may delay or reshape public programmes requiring closer oversight of risk
registers, budget forecasts, and delivery milestones.
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UK economic outlook (continued)

UK economic outlook: key themes and assurance implications (continued)

Labour market trends

June 2025 provisional figures show Pay As You Earn (PAYE)
employment is down almost 180,000 over the past year. This

looks like the second phase of aslowdown that began nearly two
years ago, when organisations pulled back on hiring. Now they’re

starting to cut roles.

Three labour-intensive sectors that are highly exposed to

cost pressures are hospitality, wholesale and retail, and admin
services which account for nearly two-thirds of the losses. Al
may also be a factor, but our analysis indicates that a higher
proportion of UK jobs are more likely to be augmented by Al
rather than replaced by it. The question now is how far the job
cutting goes, and what that means for household spending
patterns. Job losses affect not just those who are out of work,
but also others who are worried they might be next. This at
least partly explains why the household savings ratio has more
than doubled in recent years, even as wages are growing more
slowly in real terms.

Looking ahead, much will depend on whether ;O\f:

the government's recently announced capital

) : : oV,
spending plans can help rebuild confidence =

)r',l'l.u
')
\ = ]

and support job growth in affected sectors. A/

frameworks are being deployed. Treasury teams may also need to reassess their

In financial services sector, rising unemployment and strong wage growth
may affect borrower capacity and increase demand for hardship support J
products. Internal audit teams should ensure credit models incorporate B

updated labour market assumptions and validate how customer assistance

rate-related planning and hedging strategies, which audit can support through
review of scenario planning and governance processes.

Commercial organisations will likely continue to focus on operational
efficiency, including headcount reductions and contract renegotiation. 1A should
evaluate whether staffing changes are aligned with business plans and whether
labour compliance (e.g. IR35) is being maintained. Weaker demand may also
necessitate adjustments to revenue forecasts, requiring assurance over forecasting
processes and business planning.

Public sector bodies may experience rising demand for welfare services,

with increased caseloads placing pressure on operational capacity. Internal audit
teams should assess readiness and response planning, including how workforce
constraints are being managed across critical public services. Additionally, greater
coordination between fiscal and employment policy may be necessary, requiring
assurance over data use, performance monitoring, and resource allocation

PwC The Risk Agenda for Assurance Functions 2026 | Commercial and Government 9
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Al — Governance of Agentic and Generative Al

Artificial Intelligence (Al) systems with agentic capabilities (which make decisions and take actions to achieve goals), and generative capabilities (which create new content
such as text, code, or images), are introducing complex governance risks that many organisations are not yet prepared to manage.

Governing Agentic and Generative Al: Managing autonomy, ethics,
and accountability in intelligent systems

Agentic and Generative Al systems are transforming how organisations operate,
innovate, and engage with stakeholders. These advanced Al systems are capable

of autonomously making decisions, generating content, and executing tasks in
complex enterprise settings without constant human intervention. As their capabilities
grow, the boundary between human-led decisions and Al-driven actions becomes
increasingly blurred.

Traditional governance models, designed for static and rule-based technologies, are not
equipped to handle the dynamic nature of these new systems. Emerging risks include
loss of control, misalignment with human intent, hallucinations or incorrect outputs,
and unintended consequences that scale rapidly. The lack of visibility into how
generative models work also raises concems around explainability, ethical use,

and regulatory compliance.

Governance of these technologies must evolve to include a broader view of risk,
oversight, and assurance. Regulatory developments, such as the EU Al Act

and the UK’s emerging Al governance principles, signal a shift towards stronger
expectations for transparency, accountability, and safe deployment. Organisations need
to act now to build effective governance frameworks that enable innovation while
managing the risks associated with intelligent and autonomous systems.

PwC The Risk Agenda for Assurance Functions 2026 | Commercial and Government

Key considerations for organisations

As organisations scale the use of Al, especially agentic and

generative capabilities, they must address business-critical
risks including loss of control, reputational damage,
regulatory non-compliance, and ethical misalignment.

Implement explainability and transparency practices

to ensure that users and stakeholders understand
how outputs are generated, and decisions are made.

Continuously evaluate training data and model performance

to detect bias, drift, and harmful content,
and ensure responsible data sourcing and documentation.

Embed Al governance within existing enterprise risk, control,
and compliance frameworks to ensure consistency and avoid
siloed approaches.

Design Al-specific risk frameworks that account

for autonomy, decision-making thresholds, safe
failure modes, and alignment with human intent.

Clarify decision boundaries by mapping out where Al can

operate independently and where human judgment must
intervene, including escalation protocols for deviations.

Prepare for compliance with fast-evolving Al regulations,

including sector-specific expectations from regulators
such as the Financial Conduct Authority (FCA),
Information Commissioner’s Office (ICO), and National
Health Service (NHS).

Promote a culture of responsible Al use, supported by

values-based principles and cross-functional collaboration
across data, risk, legal, compliance, and assurance teams.

11
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Al — Governance of Agentic and Generative Al (continued)

Understanding Agency in Artificial Intelligence (Al): Use case complexity, risk, and enterprise readiness

Understanding the path to Agentic
Al and Enterprise Transformation

As organisations adopt more advanced Al
capabilities, they are progressing beyond
simple embedded applications toward
complex, adaptive, and agentic systems. This
shift involves not only increased technological
sophistication but also a step-change in how
Al systems are designed, governed, and
integrated into enterprise operations.

Agentic systems are defined by their ability to
make decisions and act independently in
pursuit of goals. The level of agency depends
not just on the Al model itself but also on the
complexity and openness of the tasks
assigned. As organisations move toward these
more autonomous systems, they must address
heightened risks around control, assurance,
and alignment with strategic objectives.

A clear roadmap is needed to support this
evolution, one that connects technical
capability with organisational transformation.
This includes planning for Al embedded
solutions, process reinvention, and
eventually, the emergence of the agentic
enterprise.

PwC

Use case positioning shows
how autonomy and task
complexity increase risk

The diagram to the bottom-right illustrates
how different Al use cases vary in autonomy
and task complexity, helping to highlight
where stronger governance and assurance
are most needed.

Systems like thermostats are simple and rule
based, while agentic examples like strategy
director or production optimisation operate
independently in dynamic environments.

As systems move up and to the right,
they require stronger governance, clearer
accountability, and more advanced
assurance frameworks tailored to
dynamic and autonomous behaviour.

The Risk Agenda for Assurance Functions 2026 | Commercial and Government

Last 18 months

Alembedded Reinvention
Agentic
Al enterprise
An Al strategy System
Aut
should address & mgency.

aroadmap for
embedded,
process
reinvention
and agentic
optionations

:

4 ‘Reasoning
GenAl Agents

3. Adaptive Al

2. Static ML

1. Deterministic
logic

Next 12 months

FY26 into FY27

Alembedded Reinvention Alembedded
Agentic Agentic
Alled = HOCTH Al-led gentl
enterprise enterprise
h
“Claims “Production “Strategy
“HR query : line : o]
bot” management optimisation” director
Algorithmic “Self-driving
trading cars”
“Quality “Weather
control” forecasting”
" . “Air traffic
Thermostat sl
1. 2. Multi-dimensional/ 3. Multi-dimensional/ 4 Task
Simple/ tightly bounded loosely bounded Highly complex Complexity
tightly bounded Unbounded & Boundaries

12



Macro Risk Landscape Risk Hot Spots  Internal Audit Practices and Capabilities <— —> @

Al — Governance of Agentic and Generative Al (continued)

Q0O
M\

Internal Audit focus areas
000

£\

01

Governance and Accountability

* Review governance structures, escalation
protocols, and board-level oversight.

» Assess integration of Al risks into the enterprise
risk taxonomy.

« Evaluate assurance arrangements for third-
party Al tools, models, and APIs.

04

Ethics and Security

» Examine how fairness, transparency, and
accountability are embedded in Al design and
deployment.

« Evaluate security measures protecting Al data
and models from manipulation or hacking.

02

Model and Data Lifecycle Management

Review development and data lifecycle
practices (version control, retraining,
validation, model drift).

Confirm audit trails, logs, and documentation
exist for traceability and explainability.

05

People and Strategy

Investigate training programmes for users and
employees on Al risks and functionality.
Review the organisation’s Al strategy to
ensure alignment with business objectives

and long-term value.

PwC The Risk Agenda for Assurance Functions 2026 | Commercial and Government

03

Monitoring and Resilience

» Test monitoring controls, feedback loops,
and anomaly detection protocols.

» Validate disaster recovery and continuity
plans for Al systems.
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Al — Al Talent and Skills Gap (Al enabled workforce)

Despite rapid adoption of Artificial Intelligence (Al) across business functions, most organisations lack the skills and workforce models needed to deploy Al responsibly
and effectively at scale, exposing them to operational, ethical, and regulatory risks.

Governing Al talent and the skills gap: enabling a responsible,
adaptive, and Al literate workforce

Organisations are investing heavily in Al, but their people and operating models are

not always prepared to keep pace. Across business functions, employees are increasingly
interacting with Al tools and relying on Al generated outputs to support decisions.

This shift is not limited to data scientists or engineers. It includes assurance
professionals, operational teams, legal and compliance functions, and executives

using Al to drive strategy.

The skills gap is broader than just technical knowledge. It includes awareness

of Al risks, responsible use, ethical boundaries, and the ability to interpret Al
supported insights. Without this understanding embedded across the workforce,
organisations face increased exposure to mistakes, misuse, reputational damage,
and regulatory non-compliance.

To safely scale Al adoption, organisations must align workforce planning with Al
maturity, establish role clarity and guidance, and embed capability building across their
governance, control, and assurance environments.

Refer to the link below for PwC’s 2025 Global AI Jobs Barometer, which explores AT's
impact on jobs, skills, and wages. The report provides valuable insight into how Al is
shaping labour markets, redefining skills requirements, and influencing productivity.

PwC The Risk Agenda for Assurance Functions 2026 | Commercial and Government

Key considerations for organisations

To realise the benefits of Al safely and effectively, organisations must ensure their workforce is equipped with the right skills,
governance clarity, and cultural readiness to support responsible adoption across all areas of the business.

Identify the Al related skills and responsibilities

needed across leadership, risk, operations, assurance,
and frontline roles.

Establish clear rules and oversight around Al tool usage,

including who can use them, for what purposes, and under
what control conditions.

Invest in upskilling programmes, cross functional teaming,

and partnerships that expand organisational capability
beyond technical specialists.

Promote a responsible innovation culture where employees
are encouraged to experiment with Al in a controlled and
supported environment.

Develop and embed an Al skills strategy that promotes

awareness, critical thinking, and ethical use across
all business units.

Build internal understanding of core Al concepts

such as model limitations, explainability, data quality,
and the need for human judgment.

Implement acceptable use policies for public or third-party Al

platforms and ensure these are actively communicated,
governed, and enforced.

Align learning and development with emerging regulatory

expectations and integrate it into performance, compliance,
and change programmes.
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Al Talent and Skills Gap (Al enabled workforce) (continued)

22
Internal Audit focus areas
000

.-},._)I'_, o, I.l.
bl
4 j
o n
- P e o
Roles and responsibilities Governance and access controls ’
« Evaluate whether critical roles requiring Al fluency or » Assess governance over access to and use of Al tools, ensuring
responsible usage awareness are defined, and whether skills control conditions, permissions, and monitoring are clearly
gaps are identified and tracked. defined.
« Reviewworkforce and resourcing plans to confirm they reflect « Test whether acceptable use policies for Al are clearly
the organisation’s Al objectives and whether assurance communicated, embedded into daily practice, and applied
functions are adapting their skills accordingly. consistently in regulated or sensitive areas.
Escalation and issue management Training and awareness

« Determine if employees understand how to escalate concerns < Review the availability, content, and coverage of Al risk and
about Al outputs, misuse, or unintended consequences, and ethics training across all organisational levels.

whether escalation channels are effective. «  Assess how cross-functional collaboration supports safe

and effective use of Al tools across business units and
lines of defence.

PwC The Risk Agenda for Assurance Functions 2026 | Commercial and Government 15
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Cyber — Identity and Access Management

Identity attackers are increasingly using compromised identities as an entry way into organisations to exfiltrate data. Robust identity managementis the key to defend
against modern identity threats such as phishing, credential stuffing, and social engineering.

Attacks on identities are increasingly becoming the primary cause of significant cyber
breaches. The conventional perimeter is disappearing, and identity has emerged as the
new perimeter. In increasingly hybrid and cloud-native environments users are
accessing systems from multiple locations, devices, and networks. As such infrastructure
is increasingly virtualised with third parties and customers connecting via platforms

and portals.

Identity is complex across sectors where potentially thousands of internal users and
extensive third parties have access and where legacy systems do not integrate well with
modern systems. lIdentity is not just a tech problem, it is a governance problem as well,
and many organisations struggle with orphaned accounts, overprivileged roles, lack of
Joiner-Mover-Leaver enforcement and minimum identity assurance for non-human
accounts.

R

Y
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Key considerations for organisations

In the FS sector alone, 93% of organisations experienced

at least two identity-based attacks in the last 12 months. As a
result, increased investment in identity security is more
pertinent than ever, especially if there has been a lack of
investment previously. Organisations should look at
leveraging modern identity controls from the outset to bolster
identity security.

Uplifting security programmes to defend against the

compromise of identities can be done by implementing a
zero-trust access principle to modernise identity and
access controls. Identity controls also need to be hardened
against evolving threats with specific training rolled out
around new social engineering threats and dedicated
training for help desk staff.

80% of data breaches stem from compromised identities

with third-party access which is considered an increasingly
common identity governance challenge for organisations.
The evolution in threat requires an evolution in strategy to
move from compliance-led to more threat-led.

Building threat focused identity capabilities can be done

by focusing on:

» Continuous identity security posture and exposure
management

* ldentity threat detection and response

» Justin time and just enough access

* Risk based access controls

Threat management tooling should also be extended
to cover identity by deploying identity specific threat
detection and response tooling and expanding red
and purple teaming to cover identity-based attacks
and social engineering.

16
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Cyber — Identity and Access Management (continued)

Internal Audit focus areas

02

User access provisioning and
lifecycle management

01

Governance and strategy

» Assess whether Identity and Access .
Management (IAM) governance
structures, roles, and accountabilities
are clearly defined and aligned to the
organisation’s overall security strategy .
and risk appetite.

Test the adequacy and timeliness of
access provisioning, modification, and
de-provisioning processes (e.g., joiners,
movers, leavers).

Validate segregation of duties controls
to ensure access conflicts are identified
* Review Board and senior management and appropriately mitigated.
oversight, including reporting
mechanisms, KPIs/KRls, and

escalation protocols.

» Confirm whether privileged access
management (PAM) processes are in
place and effective.

* Evaluate whether 1AM policies,
standards, and procedures are up-to-
date, approved, and consistently
implemented across the organisation.
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03

Authentication and access
controls

Evaluate the use and effectiveness
of multi-factor authentication
(MFA), password standards, and
session management.

Review system-enforced access
controls and role-based access models
to confirm alignment with the principle
of least privilege.

Test access restrictions to critical
systems, applications, and sensitive
data, including cloud and third-party
hosted environments.

04

Monitoring, logging, and
incident management

Review the design and effectiveness of
monitoring controls, including logging,
alerting, and anomaly detection

for unusual access activity.

Assess whether escalation and
incident response processes for IAM-
related breaches are defined, tested,
and aligned to broader operational
resilience frameworks.

Validate the adequacy of periodic user
access reviews, certification processes,
and reconciliations across business
critical systems.

05

Regulatory and compliance
alignment

+ Evaluate alignment of IAM controls
with regulatory requirements (e.g.,

PRA/FCA, DORA, ISO 27001, NIST).

« Confirm that IAM practices are
adequate to support audit trails,
accountability, and regulatory
reporting expectations.
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Cyber — Response and Recovery

Response and recovery is a crucial part of cyber security to ensure business continuity and to minimise damage from security breaches. Only 2% have implemented cyber
resilience actions across their organisation in all areas surveyed.

Response: Prompt and decisive actions are crucial when a cyber breach occurs.
Initially, it's imperative to quickly detect the incident, ensuring anomalies are recognised
and reported immediately. Following detection, the swift isolation of compromised
systems is essential to halt the attack's progression and prevent the threat from
spreading further, allowing the response team to focus on mitigation strategies without
incurring additional damages.

Recovery: Preserving evidence is vital during the recovery process. This involves
capturing system logs, taking snapshots, and rigorously documenting all actions taken
throughout the incident response. Such measures not only support investigations but
also enhance the organisation’s ability to bolster future defences. Equally important is
the restoration of systems, data, and services to their original state safely and securely.
Resilience in recovery processes is pivotal for maintaining operational integrity and
rebuilding stakeholder confidence.

In the past 12 months, cyber incidents such as those targeting a prominent UK retailer
and attributed to Scattered Spider have had considerable repercussions. These attacks
led to significant operational disruptions, including an inability to process online orders
and shortages on store shelves. Additionally, they caused a sharp decline in share prices
and eroded customer trust, highlighting the profound impact of cyber threats on
businesses. The necessity for robust response and recovery strategies has never been
more apparent, as organisations strive to protect their assets and uphold their
reputations in the face of increasingly sophisticated threats.
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Key considerations for organisations

There are time sensitive actions that should be taken in the first

moments of a ransomware incident, including:

» Embarking on immediate action to limit the damage (e.qg.
disconnecting critical systems).

* Appointing / consulting with specialist third parties including:

— External Legal Counsel; and

— Incident Response (IR) provider(s).
* Invoking a command-and-control structure.
» Deciding whether to operate under legal privilege.
* ldentifying safe channels for communications.

Organisations are often not prepared for the rapid and complex
response required, with complex IT environments and often
unclear information about critical systems restoration can
present asignificant challenge.

Organisations must engage constructively with regulators and
ensure they understand the obligations in managing the response
potentially across multiple jurisdictions.

Sustaining business operations while I T systems are being
recovered presents achallenge, often necessitating the
continuation of business activities without IT support,
potentially lasting several weeks or longer.

In the initial stages of a ransomware incident, timely actions
are crucial. Organisations should ask critical questions like:
+ Have we identified and mapped out essential
business processes?
+ Do we have immutable backups in place, and have we
tested our ability to restore from them?
» Arethere contingency plans for vital business operations?

« Can we restore our most privileged assets and accounts,
including identity management systems like Entra and 1AM
services, if needed?

Further considerations include in the following:

* Have we established clear communication channels for
crisis management?

» Do we have an incident response team ready to engage
immediately?

» Arethe security patches and system updates current?

+ Can we quantify the potential financial and reputational
impacts?

These questions help assess readiness and resilience in facing

IT risks and ensuring business continuity.
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Cyber — Response and recovery (continued)

“’{1—5,?} Internal Audit focus areas | u

Governance and oversight Incident detection and response Recovery and continuity

» Assess clarity of roles, responsibilities, « Review monitoring, detection, and « Evaluate recovery strategies, playbooks,
escalation protocols, and Board/ response processes, including and restoration plans for critical
executive oversight during cyber timeliness and effectiveness of systems and data to confirm alignment
events. escalation. with resilience requirements.

» Assess how cyber response and
recovery arrangements incorporate

third parties, suppliers, and outsourced

services.
Testing and exercises Regulatory and reporting compliance
» Validate the adequacy and frequency of * Reviewalignment with regulatory requirements (e.g.,
cyber incident simulations, crisis PRA/FCA, DORA, NIS2) forincident reporting,
management exercises, and lessons- notification timelines, and recovery expectations.

learned integration.
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Cyber — Threats emerging from Al

Advancements in Artiifcial Intelligence (Al) have led to exploitation shifts and a widening gap between development and detection capabilities.

PwC

In the world of cyber threat actors, automation is not a new concept.
Whether it is automating the scanning of vulnerable internet facing
devices or scripting functions that easily propagate ransomware
across a network, the modern threat has evolved to be an automated
attack system. This notion raises the question of how will new Al
technologies change the way attackers conduct their malicious
activities, which in many cases, are already relying less on human-
input.

The degree to which Al, particularly GenAl, technologies have
advanced over the past year is significant and indicative of an
ongoing race among those seeking to develop, invest in, embrace,
operationalise, and exploit these solutions. This advancement,
however, has caused a widening gap between these technologies and
the technologies developed to detect Al-generated content and
media.

Threat actors have, and will, continue to capitalise on this widening
gap, exploiting Al solutions and developments to enhance their
operations and impact on victims. By leveraging Al, threat actors are
able to enhance their attacks making them faster, more
sophisticated and more targeted than ever before. This targeting at
scale underpins the importance for continuous threat exposure
management to proactively identify, assess and mitigate risk

and highlights the need for organisations to prioritise robust and
timely vulnerability management.

Key considerations for organisations

The potential use cases for a threat actor leveraging Al could
theoretically be endless, however, there are several areas that stand out
and have potential for improving the success of attacks:

+ Social engineering and access operations;

» Targeting at scale;

» ldentification or processing of targets; and

« Attack playbooks.

As the threat landscape is constantly evolving and with the

advancements in Al contributing to that it is key that organisations:

+ Haveadynamic and proactive approach to identifying and
responding to new attack vectors;

* Maintain robust supply chain and third-party management;

* Haveclear accountability and responsibility of Al and machine
learning security within the organisation;

» Ensure security is factored in any decisions on the adoption of Al
tools;

» As Al provides increased capabilities in reconnaissance and social
engineering it is imperative the training and awareness programs of
organisations are adapted to address this accordingly; and

» Al should also be leveraged to improve the detection and triage of
cyber attacks, helping to identify malicious emails and phishing
campaigns.
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The following exploitation trends have also been
identified:

Threat actors using Al tools to conduct reconnaissance activities
against a target organisation, its operations and employees, as well

as the broader industry, for use in follow-on activities, such as
financially motivated attacks, exploitation of identified vulnerabilities,
disinformation campaigns, and social engineering against key roles.

Threat actors targeting Al tools that may be adopted by an

organisation, such as customer-facing chatbots or internal tools
used by the organisation’s employees, to steal sensitive information
(e.g., userinputs involving proprietary information, biometrics, user
behaviour analytics, etc.).

The use of deepfake video content and Al generated voice-based

technology pose detection challenges. Voice or audio is one of the most
important channels of human communication, and GenAl
developments in this space therefore have potentially significant
ramifications for security. There have already been numerous
documented examples of where malicious threat actors have sought to
exploit this type of content generation. Application to date has largely
although not exclusively been financially motivated, but the potential
application of this technology is much wider, including for espionage or
disinformation purposes.
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Cyber — Threats emerging from Al (continued)

L LA Internal Audit focus areas
olele
= r_"“ﬁ
Governance and risk assessment Al system security Threat detection and monitoring
» Assess how Al-related cyber risks are identified, evaluated, and « Evaluate safeguards protecting Al models, data, and algorithms from * Review controls for detecting and responding to Al-enabled attacks,
integrated into the enterprise risk taxonomy and cyber risk appetite. manipulation, adversarial attacks, or unauthorised access. including anomaly detection, behavioural analytics, and incident

escalation processes.

04 05 06

Third-party and supply chain risks Training and awareness Regulatory and ethical alignment
» Verify oversight of Al-related risks introduced through vendors, cloud « Test training and awareness programmes to ensure employees can + Validate alignment with emerging regulatory standards and ethical
providers, and third-party tools. recognise Al-enabled threats (e.g., deepfake fraud, generative guidelines on Al use in cyber defence and resilience.

phishing) and respond appropriately.
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Enterprise Resilience & Crisis Response

Resilience is becoming a critical priority for organisations, including those outside the regulated financial sector, due to rising disruption from cyber threats, climate-
related events, supply chain instability, and geopolitical tensions. At the same time, regulatory expectations are increasing with new and emerging frameworks setting
clearer standards. These pressures are driving a need for more robust, forward-looking approaches to managing operational risk and maintaining continuity.

Enterprise resilience is now a priority globally across many sectors, driven by a mix
of regulatory, geopolitical and market pressures.

In the UK, regulation including the Network and Information Systems (NIS)
Regulations, the Telecommunications Security Act (TSA), Critical Third Parties (CTP)
regime and Critical Entities Resilience Directive (CERD) are setting clearer expectations
for resilience in sectors like energy, telecoms, food, healthcare and digital infrastructure.
The focus of Provision 29 of the UK Corporate Governance Code on material risks
inherently encompasses those controls linked to resilience, while the UK Government
Resilience Framework sets out an approach to build a stronger, more proactive, and
integrated resilience system. Meanwhile, the Cyber Security and Resilience Bill, due to
become law in 2026, represents a significant modernisation of the UK’s cyber security
legal framework.

This is taking place while organisations face more frequent and complex disruptions,

from cyber threats and climate events to supply chain shocks and political instability.

This is raising expectations from boards, regulators and customers for credible, tested
plans to maintain continuity during crises.

Internal audit teams will need to adapt their approaches to provide meaningful
assurance in this space. Resilience requires forward-looking, dynamic oversight of how
critical operations are protected, how response capabilities are embedded, and how
organisations learn and adapt over time.
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Key considerations for organisations

Organisations should demonstrate they have moved beyond traditional business continuity to embed a holistic resilience
programme underpinned by clear governance. This should focus on identifying and mapping critical business services (CBS),
those strategically important to the organisation and providing assurance that they can continue to operate within set tolerance
thresholds during severe but plausible disruptions. Where tolerances are breached, organisations must have effective crisis
response structures to manage impacts and restore services quickly and cohesively. Organisations should have clearly identified
the external experts they have access to, the scope of support from those third parties, and how they are mobilised and managed

by the organisation during a crisis.
Governance

Ensure governance structures, reporting channels, and
metrics support informed decision-making on resilience,
aligned to the organisation’s size and risk profile. Clear
ownership and executive sponsorship are essential to provide
accountability and drive cultural change.

Crisis response

Organisations should have clear, tested structures in place to
manage crises effectively. This includes crisis plans and scenario-
specific playbooks outlining roles, responsibilities, and escalation
pathways. External experts should also be identified. Regular
testing of these structures helps build confidence, validate
effectiveness, and ensure coordinated recovery of key services.

Enabling and embedding resilience

Demonstrate progress from traditional continuity
planning to a mature operational resilience approach:
one that enables not just recovery, but also adaptation
and evolution through uncertainty. CBS identification
and mapping should anchor this effort.

Embed resilience thinking into new initiatives, change
programmes, outsourcing arrangements, and product
approval processes. This ensures resilience is considered
upfront, not just in response. Support this by investing
in technology that improves visibility of critical assets,
sharpens situational awareness, and reduces noise
during disruption, helping deliver a more agile and
sustainable resilience strategy.
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Enterprise Resilience & Crisis Response (continued)
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Internal Audit focus areas

01

Risk

» Provide assurance that govemance structures,
reporting channels and reported metrices
enable key stakeholders to make informed
decisions on the organisation’s resilience
capability, and that they are proportional to
the size and risk profile of the organisation. A
resilience programme should have assigned
ownership alongside executive sponsorship to
provide accountability and drive cultural
change.

02

Resilience

» Assess the extent to which an organisation has moved beyond a traditional business continuity
focus to a more holistic operational resilience approach. This should enable organisations to not
only recovery from disruptions but also adapt, evolve and thrive amid ongoing uncertainty.
Resilience should be aligned to what matters most to an organisation through the identification and
mapping of CBS.

* Understand how organisations have/can embed resilience considerations into new initiatives,
change management, outsourcing, and new product approval processes. Organisations can further
support their resilience capabilities by investing in the right technology tools to support speed to
insight through understanding underlying mapping better, resulting in areduction of noise in
disruption and delivering a sustainable approach to resilience.
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v

Time

03

Crisis response

» Examine the extent to which organisations have put in
place structures that will enable them to respond
effectively to crises. This should include the availability of
plans and scenario-specific playbooks that set out team
structures, roles and responsibilities, and mobilisation
procedures. Organisations should have stress tested these
structures and rehearsed the capabilities of their response
teams (at each level) against plausible, challenging
scenarios.
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Third Party Risk Management ("TPRM’)

The continued increase in the scale and complexity of third-party dependencies, accelerated by rapid digitalisation, is driving a more holistic, proportionate and outcomes-
based regulatory focus, with operational resilience at its centre.

Institutions rely extensively on third party service providers, both external and intra-group, for a
wide range of services to support their business, including those which are critical to their
operations. These dependencies continue to grow in scale and complexity, accelerated by the
rapidly increasing use of cloud, Al and other new technologies.

Although continuing to offer organisations considerable benefits, including sizeable operational
and commercial efficiencies, the risks associated with the use of third parties are pervasive. If not
properly managed, they have the potential to significantly impactorganisations, customers and
markets.

Regulation continues to evolve in parallel to these developments, with an extension of the historic
focus on outsourcing to amore holistic, outcomes-based focus on broader third-party risk
management, with operational resilience at its centre.

Despite initiatives towards increased interoperability, regulations continue to vary by jurisdiction.
Nevertheless, universally, organisations remain fully responsible and accountable for the third-
party services they rely on. They are expected to have robust, proportionate processes and controls
in place to identify, assess, monitor and manage all risks resulting from arrangements to which
they are or might be exposed, aligned to strategy and risk appetite.
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Key considerations for organisations

Group versus legal entity

Ensuring TPRM frameworks are clear on jurisdictional scope

and that key governance processes and controls are

set up to support demonstrable senior management control,

aligned to Group and regulated entity accountabilities.

Re-wiring TPRM

Greater integration of complementary processes across
TPRM, Procurement, Legal and Operational Resilience
to promote cross-functional synergies, eliminate gaps
or duplication, better manage key dependencies,

drive efficiency and enhance resilience.

Integrating new and evolving risk types

Updating TPRM frameworks to integrate processes
and controls for identifying, assessing, managing
and reporting important new and evolving risk types,
including Al and ESG.

Embracing technology

Overhauling legacy systems and technology to support
more integrated and proactive risk management,
including through leveraging enhanced data models to
drive increased risk intelligence and promote more
proactive risk monitoring.

Data quality and reporting

Clarity on which data attributes are needed to support
which internal and external reporting obligations, and
how and where these are collected, with transparency
on golden source and ownership, and robust quality
controls.

Enhanced assurance and oversight

Ensuring contractual terms support access, audit, and
information requirements, leveraging emerging third-
party service provider reporting where possible, while
ensuring that the use of any pooled audits or third-
party certifications is appropriate to the scope of
services received.
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’Iﬁrd Party Risk Management ("TPRM’) (continued)
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HO0 Internal Audit focus areas o /‘ -y %\Q
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Third-Party risk management framework Risk assessments and due diligence \ e
- N, 2B
AT B \|
Confirm that the organisation’s framework for managing Assess the adequacy, quality, and effectiveness of K \‘ \“
third-party arrangements, including the TPRM policy(/ies), criticality/materiality assessments and broader third- = -
complies with applicable laws and regulations, is effectively party risk assessments, including initial and ongoing due l ‘
implemented, and aligns with Board-approved strategy and diligence. _
risk appetite. I
o . N\ \\
Governance and Oversight Monltorlng and ongoing management “/a/;
Evaluate the involvement and oversight of relevant Review the monitoring mechanisms and management “
governance bodies in the approval, monitoring, and practices in place for third-party arrangements to ensure '

1A reviews for this areashould align with reviews of operational resilience and applicable risk areas, assessing the design
and operating effectiveness of processes and controls to enable the organisation to protect itself from threats and
potential disruption, including response and recovery capabilities. Follow-up processes for findings should also be
formalised, including the timely verification and remediation of material audit findings.
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Data — Evolving Regulation
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The regulatory landscape for data is continually evolving, spanning data protection and privacy, Al governance, digital operaional resilience, and industry-specific

reporting standards.

The regulatory landscape for data is continuing to evolve across the UK and EU,
reshaping how organisations govemn, protect and use information. The UK Data Use
and Access Act (DUAA) represents the most significant reform to UK data protection
law since GDPR. It introduces new flexibilities for data reuse, automated decision
making and smart data access, while also simplifying the rules for international
transfers and enhancing enforcement powers.

At the same time, the EU Artificial Intelligence Act establishes strict obligations for
high-risk Al systems. These include expectations around data quality, transparency
and documentation, which are particularly relevant for UK-based businesses
operating in the EU. Alongside this, the EU Digital Operational Resilience Actbrings
data integrity, availability and traceability to the forefront of ICT risk management
for financial services.

Internal audit teams must assess whether their organisations are staying ahead of
these regulatory changes: not just in policy, but in operational practice. Increasingly,
compliance requires more than written controls; it demands robust data governance,
accurate records, and end-to-end traceability of data usage across business lines and
platforms.
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Key considerations for firms

Understand and scope the evolving
obligations

Regulatory changes vary by jurisdiction, industry,

and domain. Organisations should identify regulatory
changes (e.g. DUAA, EU Al Act, DORA, etc.) impacting
their organisation and understand how the rules impact
them.

Integrate regulation into data and Al
governance

Firms should ensure their Al and data governance structures
can evidence compliance with regulatory expectations,
including model transparency, lawful basis for processing,
data minimisation, and data subject rights management.
This includes clear ownership, audit trails, and integration
with policy frameworks.

Operationalise new requirements, not just

document them

Organisations must embed regulatory changes into
operational processes, not just update policies. For example,
under DUAA, Data Subject Access Request (DSAR) handling
procedures must reflect the new rules on response timelines
and “reasonable and proportionate” search standards.

Reassess GDPR remediation with a fresh lens

As enforcement sharpens, organisations should revisit
previous IA actions relating to GDPR. This includes verifying
that mitigations are sustained, records are current, and that
risk registers reflect known vulnerabilities.
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Data — Evolving Regulation (continued)

ole,
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01

Assess regulatory readiness

Internal Audit focus areas

Review whether the organisation maintains an accurate, centralised
register of applicable data and Al-related regulations.

03

Review Al governance for regulatory alignment

For high-risk Al use cases, assess whether data quality controls, bias
detection mechanisms, and model documentation comply with Al Act
requirements. Confirm that lineage, testing protocols, and human-in-
the-loop safeguards are demonstrable and actively monitored.

02

Evaluate DUAA implementation readiness

Assess whether the organisation has completed an impact assessment
comparing the existing privacy framework to the DUAA requirements
and evaluate whether the conclusions drawn have been appropriately
addressed through changes to policy and processes.

04

Test sustainability of prior GDPR controls

Reassess previous findings and confirm whether remediation
remains effective.

PwC The Risk Agenda for Assurance Functions 2026 | Commercial and Government
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Data — Strategy Reset

Organisations are reassessing their enterprise data strategies to stay competitive in a landscape dominated by Al and advanced analytics.

A robust data strategy sets the blueprint for how an organisation collects, governs,
manages and leverages data to drive its strategic objectives. Far beyond atechnology or
compliance document, a data strategy enables businesses to unlock tangible value, from
alignment in investment to risk reduction. In today’s landscape of proliferating data,
increasing regulatory scrutiny, and rising Al adoption, the absence of a coherent,
adaptive data strategy often results in siloed ownership, inconsistent standards, and
suboptimal outcomes.

At its core, a data strategy typically defines the organisation’s data vision, governance
structure, key use cases, and roadmap for capabilities across architecture, platforms,
people, and processes. It sets out how data supports enterprise priorities.

Static strategies quickly fall behind. The market is evolving at pace, driven by generative
Al, cloud-native architectures, digital operational resilience regulation, and shifts in
customer and shareholder expectations. Data strategies that were relevant even 18
months ago may now lag behind regulatory, architectural or business model changes.
Organisations must treat their data strategy as a living document, revisited and refined
regularly to reflect emerging technologies, new value drivers, and shifting risk
landscapes.

)
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Key considerations for firms

Strategic alignment and value prioritisation

Data strategies should be explicitly linked to the
organisation’s business objectives and plans, whether
focused on growth, transformation, or risk mitigation.
Initiatives should be sequenced based on value, with defined
Key performance indicators (KPIs) that tie directly to
measurable commercial, operational or risk outcomes.

Embedding data literacy and cultural change

Technical success is insufficient without human adoption.
Organisations must embed data literacy at all levels: from
executive understanding of Al and data ethics to frontline
use of dashboards and insights. Leadership sponsorship,
incentivisation and education are key levers.

Balancing central and federated delivery models

Many organisations are now combining data fabric technologies,
with their focus on unified access, metadata, and governance
with data mesh principles that place accountability for data with
business domains. A strong data strategy should clearly define
which elements remain centrally governed (e.g. data policies,
architecture standards, compliance, etc.) and where domain
teams are empowered to own and manage data as products.

Performance management and accountability

Firms should establish clear governance structures (e.g. data
councils, stewardship forums) and track progress using
enterprise-wide metrics such as data issue closure rates, data
usage trends, or business case delivery. Strategy reviews
should be built into planning cycles.
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Data — Strategy Reset (continued)
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01

Strategic alignment
and oversight

» Evaluate the adequacy
of data strategy, ensure
that it is formally
approved and regularly
reviewed at executive
level, with clear links to
business objectives and
value delivery.

Internal Audit focus areas

02

Governance and
accountability

Assess whether roles,
controls and ownership
structures are clearly
defined and operating
effectively.

03

Culture and change
management

Evaluate how well data
literacy, performance
metrics, and change
initiatives are embedded
across the organisation to
support sustained
adoption and impact.

1A should also review
whether cultural factors
and change management
practices are enabling the
adoption of new ways of
working and supporting
sustainable
transformation.
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Data — Al-Ready Foundations

With the explosion of generative Al and advanced analytics, the quality and governance of data feeding these models has becone critical.

Organisations across sectors are investing in Al to streamline decisions, personalise
customer experiences, and unlock operational efficiencies. AT's impact potential is
vast, but its success is fundamentally dependent on the adequacy of the data it
consumes. Models are only as effective and fair as the datathat feeds them. As
regulators and boards increase scrutiny over explainability and outcomes, the need
for robust data foundations has never been more pressing.

Many organisations have been overestimating their Al readiness. Initial proof-of-
concepts or attempts to scale solutions have often exposed weaknesses, fragmented
data, inconsistent standards, and legacy infrastructure. These gaps reflect
overconfidence in perceived data maturity, alack of formal data governance, and
insufficient investment in the roles and platforms needed to sustain enterprise-scale
Al.

Organisations must strengthen core data management capabilities. That includes
improving data quality and completeness, embedding clear metadata standards to
support transparency and discovery, and maintaining lineage from raw inputs
through to model outputs. Data must be continuously monitored, supported by
governance frameworks that define ownership, oversight, and issue management
processes. Without this foundation, Al solutions may not be trusted.
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Key considerations for organisations

Assess and remediate foundational data
capabilities

Organisations should conduct data management maturity
assessments, examining whether standards and practices are
fit-for-purpose. These assessments often reveal "unknown
unknowns", such as applications failing to meet standards
and poor transparency of data flows (e.g. undocumented
transformations and calculation logic). Addressing these
issues early, in line with the capabilities you need set-out by
your data strategy, reduces rework and builds trust in Al
outcomes.

Reinforce traceability, explainability and trust

As regulatory scrutiny increases, organisations must
demonstrate how Al models reach decisions and how
underlying data is governed. This requires enterprise-wide
standards for lineage, metadata, and versioning, plus well-
defined ownership and oversight. Without this,
organisations risk reputational damage, regulatory non-
compliance, and poor customer outcomes.

Ensure readiness before scaling Al use cases

Before scaling Al solutions, organisations must ensure they
have strong data foundations in place. This means verifying
that data pipelines are stable, well-governed, and
continuously monitored with clear accountability

for detecting and resolving quality or integrity issues.

Embedding controls “by design” from the outset enables
sustainable Al adoption. This ensures that Al initiatives

deliver measurable value aligned to business objectives, while

keeping associated risks within acceptable boundaries
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Data — Al-Ready Foundations (continued)

£0N Internal Audit focus areas

01

Test data management
maturity

Review whether management's
self-assessment of Al readiness
is supported by evidence, e.g.
data lineage maps, data quality
metrics, data catalogue usage,
etc. Alternatively, evaluate the
organisation’s data
management policy framework
and current-state data
landscape against industry
benchmarks (e.g. DAMA-
DMBOK?¥*), and assess whether
the capabilities in place are
sufficient to support the
prioritised use cases outlined in
the data strategy.

02

Evaluate controls
across Al-data
pipelines

Assess whether datasourcing,
transformation and integration
processes supporting reporting
and Al are documented, tested,
and governed. Verify if
continuous monitoring for data
drift, missing values or outliers
is in place and leads to
actionable remediation.

03

Review governance
forums and issue
escalation

Confirm that data and Al
governance structures are
active, cross-functional, and
empowered to challenge data
use in reports and Al models.
Audit trails should
demonstrate accountability
for approvals, exceptions, and
issue resolution.

*DMA-DMBOK - the Data Management Association's Data Management Body of Knowledge7.5
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Data - ‘Dark’ Data and Unstructured Information

Organisations typically amass extensive information assets that remain poorly managed and under-utilised.

Unstructured data such as emails, chat logs and collaboration platform

content continues to accumulate rapidly across most organisations. Much of it is
unclassified, unmonitored and non-compliant with enterprise policies. This “dark
data” often exists outside systems of record. As a result, many organisations face
mounting challenges around discoverability, over-retention, and inconsistent archival
and deletion practices.

These ungovemed assets increase exposure to data breaches, regulatory non-
compliance and costly eDiscovery or legal hold processes. In the context of tightening
privacy regulation, organisations must be able to demonstrate effective controls over
where personal and sensitive data resides, including outside core systems.

Leading organisations are shifting to a proactive, risk-based approach to managing
dark data. This includes defining targeted remediation objectives, such as identifying
and securely deleting redundant, obsolete or sensitive data and deploying automated
discovery tools to improve visibility. Accountability is embedded through appointed
Data Owners and Data Stewards who coordinate structured reviews and champion
enforcement of policy-aligned retention and disposal practices.
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Key considerations for firms

Understand the profile and scale of dark data

Organisations should conduct structured discovery

and risk assessment exercises to establish where
unstructured data resides, whether sensitive or regulated
data is present, and how current practices compare to
internal standards on retention, archival and deletion.
Discovery tooling and sample audits can help identify key
policy gaps and high-risk repositories (e.g. shared drives,
personal inboxes, legacy archives).

Automate and embed lifecycle controls

Leading firms are deploying automated tools to enforce
retention and disposal policies for unstructured content
across collaboration platforms, cloud storage and on-
premises systems. Policy configuration should reflect legal,
regulatory and business needs, with capabilities for
exception handling and audit logging.

Adopt a risk-based approach to remediation

Not all dark data presents equal risk. Firms should define
prioritised objectives, such as removing unneeded personal
data, isolating records subject to litigation hold, or cleaning
up legacy project files, and target interventions where the
potential for regulatory exposure, cost or operational
inefficiency is greatest.

Strengthen governance and ownership

Clear accountability is essential. Appointing Data Owners
and Data Stewards for business domains ensures local
oversight, while enterprise policies set consistent standards.
Governance forums should review progress against dark data
reduction targets and report on policy compliance, breach
risks and remediation outcomes.
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01

Evaluate unstructured
data governance

Review whether the
organisation’s data policies
cover unstructured data and
that roles, responsibilities
and interactions are clearly
defined for policy
enforcement, remediation
and ongoing monitoring.

4 O Internal Audit focus areas

02

Test discovery and
classification capabilities

Assess whether the organisation
has conducted recent scans or
classification exercises on
unstructured data stores (e.g. file
shares, SharePoint, email, etc.) to
identify sensitive or high-risk
content, and whether discovery
tools or manual reviews are
consistently applied across
business areas.

03

Review retention and
disposal enforcement

Validate whether manual or
automated controls are in
place to apply retention
schedules, execute secure
deletions, and evidence
ongoing compliance.
Consider testing specific
repositories for unused
content or records beyond
documented retention limits.
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Data — ‘Dark’ Data and Unstructured Information (continued)
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%a — Data Risk

Organisations are increasingly recognising data as a standalone enterprise risk category, with linkages to privacy, operatioral resilience, and Al governance.

Enterprise Risk Management (ERM) frameworks provide organisations with a
structured approach to identifying, assessing and managing the range of risks that could
impact their ability to meet strategic objectives. These frameworks typically group risk
into categories, such as operational, compliance and financial, and define processes for
risk ownership, escalation, appetite-setting and control monitoring.

Data risk refers to the potential for adverse outcomes arising from poor-quality,
unavailable, misused, or uncontrolled data. As data becomes more tightly linked to
customer trust, Al oversight and external reporting, organisations face heightened
scrutiny from boards, regulators and the public on how data is used, protected and
governed.

In response, organisations are now seeking to gain greater clarity over data risk. This
includes deciding where and how data risk should be captured within the ERM and
developing key risk indicators to measure exposure. Some organisations have chosen to
embed data risks across existing risks (e.g. embedding data quality metrics into
operational risk), while others are establishing a standalone data risk with a dedicated
owner and board-level reporting. Choosing the right model depends on the
organisation’s maturity, risk profile and cultural appetite for cross-functional
governance.
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Key considerations for organisations

Define what data risk means for your
organisation

Data risk is multi-dimensional; spanning quality,
availability, integrity, misuse, privacy, and security.
Organisations should ensure their definition of data risk is
tailored to their risk taxonomy and unique operational
characteristics, and that it is clearly understood by risk
owners across the business.

Assess how datarisk is captured in the ERM
framework

Decide whether data risk should be embedded across
existing risk types (e.g. operational, compliance, model risk,
etc.) or captured through a dedicated data risk stripe. This
should reflect the organisation’s risk profile, regulatory
exposure and maturity in data governance. Whichever model
is chosen, ownership, escalation routes and KRI definitions
must be clear and enforceable.

Develop meaningful metrics and escalation

criteria

Identify and monitor leading indicators of data risk, such as
material data quality issues in critical reports, control failures
in Al models, or high volumes of data privacy incidents.
Ensure these metrics feed into ERM dashboards, influence
risk appetite discussions and trigger appropriate remediation
where tolerances are breached.

Establish governance and reporting
mechanisms

Data risk should be routinely discussed at senior governance
forums and linked to strategic and operational priorities. This
includes ensuring adequate reporting to risk committees,
ownership by accountable executives, and integration with
broader initiatives like Al oversight and resilience.
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Data — Data Risk (Continued)

L Internal Audit focus areas
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Review how datarisk is defined

and captured in the ERM
framework

Assess whether the organisation has clearly
articulated its datarisk profile, and whether
data risks are appropriately embedded
across existing stripes or managed through
a standalone risk category with defined
ownership andboard visibility.

02

Evaluate the design and use of
data risk metrics and reporting

Test whether key risk indicators (e.g. data
guality exceptions, reporting errors,
privacy incidents, etc.) are tracked, linked
to appetite, and trigger escalation. Confirm
whether governance forums receive timely,
insightful reporting to support effective
oversight and remediation.

PwC The Risk Agenda for Assurance Functions 2026 | Commercial and Government

Macro Risk Landscape

Risk Hot Spots

Internal Audit Practices and Capabilities <— —> @

35



Macro Risk Landscape Risk Hot Spots  Internal Audit Practices and Capabilities <— —> @

Sustainability - Preparing for UK SRS

On 25 June 2025, the UK Government released a package of three consultations! representing the first phase of work to modernise the UK's sustainability reporting and
assurance framework. This included a consultation on the new UK Sustainability Reporting Standards (UK SRS) exposure drafts.

Key considerations for organisations
The consultation is the culmination of the UK’s work on assessing the

suitability of the International Sustainability Standards Board (ISSB) Monitoring global developments Begin ‘No Regret’ actions
Standards on the general requirements for the disclosure of

sustainability matters International Financial Reporting Standards UK SRS will only apply to UK entities, but over 30 Whilst the exact timing for UK SRS application is still to be confirmed, there are a number
(IFRS) (IFRS S1) and climate-related disclosures (IFRS S2) for the UK countries are currently in the process of adopting of actions organisations can take to prepare for ISSB with confidence and support a
the related ISSB standards, with over 10 already successful implementation. For example:

market.
initiating their national adoption proceedings. As

each country has the option to amend the
requirements, it is important to track these updates

* Reviewing existing materiality assessments, such as a CSRD-aligned double materiality
assessments or financial risk assessments, to identify enhancements required for UK
SRS compliance.

Whilst there is broad alignment to the global ISSB standards, there are
minor amendments currently proposed:

1. References to Sustainability Accounting Standards Board (SASB) globally and consider the implications of the ) ) ] o o
amended to ‘may refer’, making use of these sectoral standards jurisdictional nuances, including on global . Performnn_g a readln?ss as_,se_ssment compari ng_emstmg ?sust_alnabl!lty disclosures to
optional. reporting consistency and resource constraints. ISSB requirements, identifying gaps and associated mitigation actions.

« Additionally, although assurance is not yet mandatory for UK SRS, the consultation
signals that it may be expected in the future. It may be helpful for organisations to
review the extent to which their current reporting processes and policies comply with
existing assurance standards.

2. Extend ‘climate-first’ transition relief for IFRS S1 by one year, —_—
allowing entities to focus solely on climate-related disclosures for Leveraging existing work

i FIFEtE 7D YR There is significant interoperability between ISSB and

3. Requirement to use Global Industry Classification Standard (GICS) key sustainability standards such as the Corporate
for disclosing financed emissions removed, allowing the use of other Sustainability Reporting Directive (CSRD), European ~————
classifications. Sustainability Reporting Standards (ESRS) and Keeping track of updates

The consultation is open until 17 September 2025. Following this, further
consultations will address how the UK SRS are integrated into the UK reporting
framework and which entities fall in-scope. Organisations should monitor these
consultations to be enable a quick response to any future amendments and to identify
future in-scope entities in a timely manner.

O Taskforce on Climate-related Financial Disclosures
/ (TCFD). Therefore, organisations already reporting
94 under these requirements can leverage and tailor
their previous efforts, such as in performing a

materiality assessment, to support their response to
UK SRS requirements.

Consultations include: UK Sustainability Reporting Standards, Developing an ove

, and Transition plan requirements.
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Sustainability - Preparing for UK SRS (continued)

£0N Internal Audit focus areas

01

Review and assess the effectiveness of the
implementation programme developed to comply with
the UK SRS requirements, once rules are finalised.
Focus should be on ensuring organisations align with
the regulators’ expectations and any jurisdictional
nuances that deviate from global standards.

03

Review governance procedures, including sign off and
decision-making process, for new methodologies,
regulatory interpretations and external disclosures.

02

Review of materiality assessment process, including
the determined thresholds for materiality. The review
should include assessing any difference in outcomes
between UK SRS materiality assessments and other
sustainability materiality assessments, such as under
CSRD, if it has been performed.

04

Assess the quality of technology and data systems,
policies and controls that may be required for UK SRS
reporting to identify required enhancements ahead of
external reporting. Enhancements may include
increasingly granularity of data to be available at
subsidiary level, tightening and documenting controls
over data manipulations and reviewing access
protocols for sensitive information.
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Sustainability - Transitioning to Net Zero

With legally binding UK Net Zero targets and regulatory momentum building, organisations must shift from ambition to action when developing their transition plans to protect

their businesses from the risks of a hot house or disorderly transition scenario and, if desired, contributing to a Net Zero economy.

In its manifesto, the Labour government committed to requiring UK-regulated financial
institutions and certain other large companies to develop and implement credible transition
plans that align with the 1.5°C goal of the Paris Agreement.

To deliver on this, the UK Government is consulting on four key aspects of transition plans:

*  Whether transition plans should be mandatory, or if a ‘comply or explain’ approach should
be introduced as a transitional step

* Expanding the scope to include economically significant firms in the UK
» Exploration of whether there should be alegal requirement to deliver on transition plans

*  Whether and how transition plans should align with national and international climate
and environmental goals

Various frameworks are being suggested that companies may have to comply with, including
the Transition Plan Taskforce (TPT) framework and UK SRS.
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Key considerations for organisations

Track regulatory developments:

Firms should closely monitor UK and international
regulatory developments to stay prepared for evolving
transition planning expectations and ensure strategic
alignment across global regimes.

Challenges for organisations with global
presence:

Organisations operating across multiple jurisdictions
may face challenges in meeting diverse regulatory
requirements. It is crucial to track and manage these

jurisdictional nuances to ensure compliance and
consistency in global reporting.

Evaluate alignment with emerging
standards:
This should include UK SRS S2 and frameworks like

TPT, to ensure regulatory compliance and strategic
coherence.

Conduct a readiness assessment:

Identify existing elements of transition plans and
determine whether foundational work or
enhancements are needed. Elements of Transition
Planning material will exist in other sustainability
initiatives previously undertaken.

Consider broader drivers and
opportunities:

Such as commercial trends and value creation
potential, when refining or developing transition
planning approaches.

Align transition plans with corporate
strategy:

Ensure transition plans are actionable and embedded into

business decision-making, supported by robust
governance, clear timelines, and adequate

resources. Transition plans should be aligned with the
firm's overall business and corporate strategy to ensure
coherence and effectiveness in achieving sustainability
goals.
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01

Validate any targets set, assessing actions planned to meet
the targets to ensure they are actionable and effective. This
should also involve a review of timelines set to assess
whether they are realistic.

03

Assess governance pathways, ensuring that the Board is
appropriately involved in developing the plan and remains
informed of the progress against it. This will include
ensuring that transition planning initiatives are aligned

to the corporate strategy and planning process

02

Review quality of data being used to set targets and develop
actionable plans, flagging areas that require increased
granularity in order to effectively track progress.

04

Review policies underpinning the transition plan, ensuring
they are documented and support its implementation.
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Sustainability - Transitioning to Net Zero (continued)
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Sustainability - Embedding Sustainability into BAU processes

Organisations are increasingly viewing ESG considerations strategically and embedding them into existing operating models in order to capitalise on opportunities. This
also reflects the growing expectations to integrate climate, nature and social factors into risk management processes.

PwC

As organisations seek new sources of value, many are embedding
sustainability into strategy and day-to-day operations to strengthen
risk management, unlock revenue growth, and build long-term
resilience. Integrating sustainability across core business pillars and
operating models can streamline processes, deliver cost efficiencies,
and prepare organisations for evolving reporting requirements.

This shift aligns with rising regulatory expectations for sustainability
to be embedded within risk management. Organisations should
ensure sustainability-related risks and transition planning
assumptions are incorporated into corporate plans, capital and
liquidity adequacy assessments, stress testing, and scenario analysis.
Governance and oversight structures must also support the effective
integration of these risks into forward-looking planning.

Key considerations for organisations

Governance and oversight

Successful integration requires adequate senior management
accountability and awareness. The Board and other appropriate
senior management forums must remain informed of the impact
sustainability matters have on the business and should be actively
involved in overseeing any associated risks. This involvement should
be throughout the end-to-end process, including through supporting
the setting of thresholds to determine material matters and
monitoring mitigation factors for sustainability risks. Maintaining
this awareness will require good quality MI.

Data quality

Sustainability information is increasingly being reported alongside
financials. As a result, there is a growing need for a swift improvement on
the quality of this data in order to match the standards expected of
financial information. Continuing to utilise poor quality sustainability
data can lead to incorrect assumptions being embedded into business
and financial analysis, leading to poor strategic decision making and
increasing regulatory and reputational risk.
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Stakeholder engagement

Successfully embedding these considerations requires buy-in from a
number of functions to ensure it is being applied consistently. This will
likely require upskilling for functions and stakeholders who have
historically been on the periphery of sustainability.

Assess strategic priorities

Before enhancing operating models, organisations must have a thorough
understanding of their strategic sustainability priorities, including the
issues most material to them and their intersection with the wider
business. This helps the stakeholder engagement process and provides a
central purpose the organisation can rally behind.

Technology

Successful integration relies on adequate data and tools to capitalise on
opportunities and ensure efficiencies. Where tools exist to support this,
they should be reviewed to assess their adequacy and to improve the
control environment. This can include an assessment of processes and
policies. Where data and technology capabilities are more immature, cost-
benefit analysis can be performed to understand the implications of
implementing various third-party tools in comparison to building an in-
house solution.
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Sustainability - Embedding Sustainability into BAU processes (continued)

%_5::‘} Internal Audit focus areas ‘> -
Assess how sustainability considerations have Review ESG data practices against Assess integration of sustainability
been embedded into existing mechanisms. For organisation’s data govemnance and quality ~ considerations into risk management
example, a review of the investment process standards, identifying areas for processes, which could include an independent
should focus on any new steps included to assess improvement. Focus should be on ensuring ~ review of climate risk frameworks and an
the prospective investment’s compatibility with that the data is of sufficient quality and assessment of whether and how climate risk

the organisation’s sustainable investment goals,
such as alignment with the organisations’
supplier emission targets or compliance with
minimum human rights standards.

04 05

Review processes to ensure senior
management oversight. This may include
assessing whether there is a clear
governance structure with accountability
mapping across Board, executive and risk
functions, whether senior management
receives periodic training on sustainability
matters and the frequency at which the
Board reviews climate risk considerations.

factors have been embedded into operational
risk controls, product approvals and credit
policies, where relevant.

granularity to accurately and effectively be
utilised in metric calculations and
forecasting, where relevant.

Review supply chain processes with a particular view on Sustainability. In particular,
reviewing procurement procedures for due diligence, on-boarding and on-going monitoring
in relation to environmental topics such as emissions and nature as well as social topics
such as modern slavery is important. Many organisations will already have mature
processes for the latter, however third-party risk management as it relates to environmental
topics is nascent.
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Diversity, Equity and Inclusion (DE&I)

Global DE&I strategies are facing growing legal, regulatory, and reputational scrutiny. While expectations for fairness, equity, and inclusion continue to rise worldwide, the
landscape is shifting unevenly. In the US, a wave of litigation, legislative rollbacks, and political opposition is challenging longstanding DE&I efforts. In contrast, the UK and
EU are maintaining, if not intensifying, their focus on inclusive practices, backed by evolving regulatory frameworks. There is need for strong oversight to ensure that
organisations stay ahead of global developments and ensure their DE&I policies are intentional, well-designed, and demonstrably effective.

Three key DE&I developments shaping the risk agenda for 2026

Global DE&I Backlash: Legal and Pay Transparency and Equity

Reputational Risk in the US
In the United States, DE&I initiatives are facing growing Across Europe and the UK, legislative pressure is mounting to close pay gaps and increase employer transparency. The EU Pay T ransparency
political and legal challenges. Following the 2023 Supreme Directive, which came into force in 2023 and aims to ensure equal pay for equal work between men and women, requires all member states to
Court ruling on affirmative action and the 2024 implement legislation by 7 June 2026. The Directive includes several pay transparency measures, including requiring employers to:

Presidential Election, corporate diversity programmes are
now subject to heightened legal and reputational risk.

» Disclose pay ranges within the recruitment process;

» Share average pay for men and women in comparable roles with employees upon request;
This includes lawsuits challenging race-conscious hiring
practices, board diversity requirements, and supplier
diversity efforts. Although these developments are * Regularly disclose gender pay gaps and pay gaps by category of worker; and

primarily US-focused, they carry cross-border implications +  Conduct joint pay assessments when gaps exceed defined thresholds and are not supported by gender -neutral factors.
for global employers whose DE&I strategies are not
confined to one jurisdiction.

» Provide workers with access to the criteria to determine pay, pay levels and pay progression;

With transparency obligations under the EU Pay Transparency Directive taking effect from 7 June 2026, and reporting due by June 2027 on 2026
data, organisations cannot afford to delay preparation. Many are already aligning job architecture to the Directive’s requirements and conducting
privileged equal pay analyses to identify and address potential gaps ahead of enforcement.

In the UK, momentum is also building through the draft Equality (Race and Disability) Bill, which proposes extending pay gap reporting to ethnicity
and disability. Following the 2025 government consultation, the expected framework mirrors existing gender pay gap rules, with an emphasis on
consistency, comparability and accountability. Although the bill is still progressing through legislative channels, the policy intent is clear. As a result,
organisations are increasingly prioritising diversity data collection and voluntarily calculating ethnicity and disability pay gaps to prepare for the
additional reporting obligations.
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Diversity, Equity and Inclusion (DE&I) (continued)

Inclusion and Workplace Rights:
The Employment Rights Bill

The UK Government’s Employment Rights Bill, part of the ‘Make Work Pay’ reforms,
sets out wide-ranging workplace changes, with most measures due in 2026 and 2027.
These include day one unfair dismissal protection from 2027 and earlier reforms to
industrial relations, such as ballot rules and strike protections, expected to take effect
upon Royal Assent in late 2025.

Whilst there are many changes due to take place over 2026 and 2027, those that
currently appear to be most pertinent to internal audit are as follows:

Change Date change is due

Provision of day one rights for paternity leave and
unpaid parental leave

From April 2026

Requirement for employers to take all reasonable October 2026
steps (instead of ‘reasonable steps’) to prevent

sexual harassment,

Employer liability if employees are harassed by October 2026

third parties

From 2027 but
can report from
a voluntary basis
April 2026

Gender pay gap and menopause action plans which
require employers to outline how they are address
gender pay gaps and support employees through the
menopause
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Key considerations for firms

Align policies with jurisdictional
requirements

Ensure DE&I strategies reflect the legal and cultural
landscape of each operating region, particularly where US
legal pushback may conflict with EU and UK inclusion
mandates.

Strengthen data infrastructure

Build robust systems to collect, validate, and report
diversity and pay data, including gender, ethnicity and
disability metrics, to meet anticipated regulatory
standards.

Prepare for pay transparency obligations

Review and update job architecture, grading structures and
pay criteriato comply with the EU Pay Transparency
Directive and support equal pay readiness.

Adapt policies to reflect upcoming UK

employment reforms

Assess the impact of new UK statutory rights and
regulatory enforcement mechanisms and update internal
policies and processes accordingly.

Deliver credible and measurable DE&I

action plans

Meet stakeholder expectations by ensuring DE&I
initiatives are supported by clear KPIs, tracked outcomes
and transparent reporting on hiring, progression and
retention.
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Diversity, Equity and Inclusion (DE&I) (continued)
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Review policies and governance frameworks

Internal Audit focus areas

Review DE&I policies, governance frameworks, and relevant
training materials to ensure alignment with jurisdiction-
specific legal standards, especially where US litigation risk
may conflict with global DE&I commitments.

03

Assess compliance preparedness for EU and
UK reforms

Determine whether the organisation has identified in-scope
EU operations and is prepared to meet pay transparency
requirements, including pay band reporting, promotion
tracking, and defensible grading structures. Review
alignment with UK Employment Rights Bill reforms such as
leave entitlements and anti-harassment obligations.

02

Assess data collection and reporting readiness

Evaluate whether there is robust and effective framework to
ensure that demographic and pay data is collected lawfully,
consistently, and accurately, with systems capable of
calculating and reporting pay differentials by gender,
ethnicity, and disability.

04

Audit the quality and impact of action plans

Examine whether gender and broader DE&I action plans
developed by the organisation are measurable, monitored
through clear KPIs, and linked to tangible outcomes such as
hiring, progression, and retention.
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Building organisational resilience to fraud

Fraud threats are rising, driven by ever-increasing digitalisation, the industrialisation of fraud by organised crime groups and criminal adoption of technology. New laws
and regulation in the UK bring a fresh legal and compliance perspective, alongside longstanding commercial and reputational risks. IA should assess how fraud defences
are evolving to address the changing risk landscape.

PwC

Fraud continues to be a strategic risk area for all organisations regardless of
sector. The nature of the threat is changing rapidly, and businesses must
respond with urgency and adaptability.

The following highlights three key areas of concern in organisations:

Insider Threat: Organised criminal groups are increasingly targeting
employees through coercion to infiltrate the organisation and to facilitate
fraud from within. Insider threat assessment and risk mitigation measures
may not be keeping pace.

ECCTA Readiness: The new “failure to prevent fraud’ offence introduced by
the Economic Crime and Corporate Transparency Act (ECCTA') came into
force on 1 September 2025. This new regulation focuses on fraud where the
organisation or its clients derives benefit from the fraud being perpetrated by
an associated person. Organisations should have considered the impact of the
new law and whether risk mitigation measures are aligned to the ‘reasonable
procedures’ guidance. Our recent publications on ECCTA provide more

detailed guidance on this: ECCTA, what happens next ; Insights, ECCTA:
Failure to prevent fraud

Business-targeted scams: Sophisticated frauds using deepfakes and voice
cloning are targeting high-value business transactions. These scams exploit
human trust and system gaps and place further pressure on controls over
payments. Updates to awareness training,payment controls and escalation
protocols may be needed.
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Key considerations for firms

Insider Threat

Regular insider risk assessments should
be in place, supported by a strong
ethical tone and attention to cultural
drivers such as low morale or pressure,
with speak-up mechanisms that are
effective and trusted.

Use of behavioural analytics and clear
escalation protocols are useful tools to
help organisations to identify and
respond swiftly to anomalies or
collusion.

As fraud risks become more complex, it
is imperative that organisations
regularly align and review access rights,
prevent privilege creep, and maintain
segregation of duties. It is good practice
to seek assurance that excessive access
risks are effectively mitigated.

ECCTA Readiness

Formal governance structures and
defined ownership should be established
for ECCTA compliance, with Board-level
visibility and regular reporting to
demonstrate progress against the
‘failure to prevent fraud’ offence.

Fraud prevention and detection controls
should be risk-based, proportionate, and
formally documented.

Data-driven detection techniques and
third-party due diligence are key anti-
fraud measures, and their
effectiveness should be regularly
reviewed.

Clear responsibilities across all levels
can be reinforced through tailored
training, scenario-based exercises, and
ongoing fraud awareness, including how
to recognise and address risks from
associated persons.

Business targeted scams

Robust verification processes for
payments and high-value approvals help
mitigate the risk of manipulation,
particularly where voice, email, or video
instructions could be exploited.

Effective safeguards reduce
susceptibility to social engineering.

Training key staff to detect Al-enabled
impersonation threats - supported by
simulation exercises and case reviews -
strengthens organisational
preparedness. Extending awareness
beyond control functions to operational
teams ensures resilience is embedded
more widely.

Advanced monitoring tools that use
external data, entity resolution, and Al
can enhance detection of evolving
scams. Clear, rapid escalation
mechanisms for suspicious activity are
an important part of an effective
response framework.
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Building organisational resilience to fraud (continued)

£0N Internal Audit focus areas
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Governance and accountability

PwC

Review the governance and ownership
of fraud risk management, including
clarity of accountability, programme
sponsorship, and visibility at Board
level.

Assess whether ECCTA compliance is
being actively managed, with progress
reporting and oversight structures in
place that demonstrate compliance
with guidance on the “failure to
prevent fraud” offence.

02

Culture and awareness

Evaluate how fraud risk awareness and
ethical culture are embedded across the
organisation, drawing on sentiment
indicators, stakeholder feedback, and
the effectiveness of speak-up
mechanisms.

Examine escalation processes to
determine whether responses to
suspected fraud are timely, clear, and
well-coordinated across functions.

Assess the adequacy of fraud training,
testing whether programmes are
tailored by role, reinforced through
simulations and case studies, and
effective across both frontline and
controls functions.
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03

Prevention and detection

Evaluate the adequacy of fraud
prevention and detection procedures,
ensuring they are proportionate, risk-
based, and documented, and that
ECCTA-specific risks are addressed.

Inspect govemance and controls over

access to systems, including oversight of

user privileges, prevention of privilege
creep, segregation of duties, and use of
anomaly monitoring to detect irregular
activity.

Test verification controls over payments,

account changes, and approvals for
resilience against manipulation,
including Al-enabled impersonation
techniques such as deepfakes and voice
cloning.
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Energy and commodities risk management

As volatility, geopolitics, regulatory change, and the energy transition reshape commodity procurement and trading landscapes, risk management remains a critical focus
for Boards and IA. Corporates are focused on securing supply, cost stability, and decarbonisation goals, with traders looking to build resilience and flexibility in the face of

new market complexities.

Energy and commaodity markets have steadied from recent shocks, but
volatility remains. Prices are still highly sensitive to geopolitics, supply
shifts, regulation, and the uneven pace of the energy transition. For
corporates, this means renewed scrutiny of procurement and risk
management. Boards want secure supply, stable costs, and credible
decarbonisation. Corporate Power Purchase Agreements (‘PPAs") and self-
generation are becoming central, bringing new operational, accounting,
and data challenges.

For commodity traders, windfall margins have faded while costs, especially
in talent, have risen. The focus is turning to leaner, more resilient
operating models, with greater use of automation and Al. Portfolios are
growing more complex as corporates build in optionality, stretching
infrastructure and capabilities.

Across both corporates and traders, stakeholders are demanding clearer
earnings narratives, stronger governance, and credible risk management.
Risk functions and 1A must step up, providing assurance that risks are well
controlled while supporting Boards in ensuring growth remains sustainable

and responsible.
1l

Key considerations for organisations

Reassess energy and commodity procurement

approaches

Boards should prioritise a coherent procurement strategy and clear
risk appetite that balance security of supply, price stability, and
decarbonisation. In power, many are shifting towards more flexible,
diversified portfolios that blend PPAs (on-site, off-site, virtual) and
self-generation with traditional hedging and supply contracts.

Tailor the mix to business needs

The optimal procurement mix depends on each company’s
constraints, demand profile, and infrastructure (e.g. on-site solar
requires space, refurbishment, and sunlight). There is no "one-size-
fits-all" when evaluating options, businesses should assess contracts
both (i) individually: for strategic fit, incremental risk, and cost; and
(ii) collectively, to test how the portfolio aligns with demand and
supports wider strategic goals.
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Bolster data capabilities

Many organisations still rely on fragmented systems and
spreadsheets, limiting real-time and portfolio-level visibility of
consumption, generation, and tariffs. A unified, structured data view
should be a priority: enabling smarter procurement, surfacing cost
anomalies, supporting timely decisions, powering Al and advanced
analytics, and strengthening reporting and oversight.

Strengthen contract lifecycle management

Organisations also need stronger capabilities to assess, negotiate,
and manage complex features in PPAs and other bespoke contracts
such as volume tolerances, rate resets, and termination clauses.
Without this, businesses risk conceding value or incurring
unnecessary costs.
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Energy and commodities risk management (continued)

Key considerations for organisations (continued)

Prevent value leakage with robust invoice validation

Organisations should invest in processes and tools to reconcile
supplier invoices against meter data and contract terms, and to verify
complex non-commodity charges and tariff calculations. Increasingly,
automation and Al can support this, enabling quicker detection of
discrepancies and preventing avoidable value loss.

Monitor intensifying regulatory complexity

Energy strategies must keep pace with shifting market designs and
evolving policies across jurisdictions. Organisations should invest in
appropriate systems and expertise to track these changes and respond
quickly.

Tackle complex accounting impacts

Entering PPAs or other long-term structures can trigger new
accounting and valuation requirements covering fair value, hedge and
lease accounting, and recognition of linked renewable certificates.
Early education of senior stakeholders on these potential financial
statement impacts is essential.

Modernise legacy system architectures

Energy Trading and Risk Management (ETRM) systems are struggling to
keep pace with increasingly complex, data-heavy trading. Instead of
costly over-customisation, leading traders are shifting to modular, data-
centric technology stacks: treating the ETRM as one of several fit-for-
purpose tools within an ecosystem built around an integrated data layer.

Holistic transformation of people, processes
and systems

To realise the full benefits of technology transformation, organisations
should redesign workflows, embed best-practice controls, strengthen
team capabilities, and pursue automation and Al that is both value-
driven and risk-aware.

Treat data as a strategic asset

Clean, integrated data enabled through advanced analytics and Al can
drive faster, smarter decisions and streamline processes, creating real
competitive advantage. Yet poor governance still undermines many
organisations, leaving teams firefighting inefficiencies and risks
instead of progressing.
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Focus on operational costin trade approval

As trades become more bespoke, decision makers often lack visibility
on the true cost of added complexity. Two enablers are critical: (i) clear
codification of the approved trading perimeter to flag non-standard
features or clauses; and (ii) mechanisms to evaluate holistic trade
value; balancing incremental commercial benefit against additional
operational costs and risks.

Invest in operational risk and resilience capabilities

Operational risk has often been the “poor cousin” of market, credit,
and liquidity risk. It now needs to mature: moving from reactive
incident response to proactive risk identification, including continuous
monitoring of Key Risk Indicators (KRIs) and forward-looking
scenario analysis.

Integrate inorganic growth effectively

When profits are channelled into merger and acquisitions, value is only
realised through effective integration. Successful integration relies on
harmonising systems, aligning data models, embedding consistent
governance, and uniting organisational cultures.
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Energy and commodities risk management (continued)

?;iﬁ_*’ \ Internal Audit focus areas

01

Assurance over complex exposures
and structures

» Beyond the traditional focus on market,
credit and liquidity risk, 1A can add value by
examining how new structures and portfolios
are managed. This includes the growing use
of PPAs and self-generation, embedded
optionality in contracts, and the interplay
between market, credit, and cash flow
exposures.

* Reviews could test whether stress-testing,
valuation, and risk metrics have been
recalibrated to reflect these evolving
complexities.

02

Data and technology as enablers
of trust

With fragmented systems and poor data quality
still common, 1A has a role in assessing whether
data governance, integration, and analytics
capabilities are fit to support decision-making,
risk management, and external earnings
narratives.

This extends to testing controls over the use of
automation, Al, and advanced modelling in
trading and treasury, as well as evaluating
whether contract lifecycle management and
invoice validation processes are robust enough
to prevent value leakage.
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03

Navigating regulatory change
with confidence

* The regulatory landscape for treasury and
commoaodities is shifting rapidly, from ESG
disclosures and transparency rules to
decarbonisation commitments.

* lAcan provide assurance over compliance
readiness, the effectiveness of horizon-scanning
processes, and the balance of resources and
technology investment in compliance teams.
The focus is on whether organisations can adapt
quickly and credibly to new obligations without
undermining commercial agility.
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Insurance plays a critical role in mitigating and transferring key operational risks, forming a fundamental pillar of an organisation’s wider risk management strategy.
When governed effectively, insurance not only protects against financial shocks but also enables strategic decision-making by providing confidence to invest, innovate
and grow. As a core component of business resilience, insurance supports continuity through disruption and underpins long-term value creation.

As organisational risk profiles shift rapidly, insurance programmes
often struggle to keep pace. A well-structured and governed insurance
strategy that aligns with organisational objectives can unlock
significant value, beyond serving as a financial safeguard.

The cost of insurance has risen sharply in recent years, driven by a
prolonged hard market, inflationary pressures, and wider global
challenges. As aresult, insurance is receiving increased attention
from senior executives. This highlights the need for a more deliberate
and transparent approach to risk financing — one that is subject to
rigorous governance and active stakeholder engagement.

Insurance can also positively influence an organisation’s risk culture.
Claims data and insights from insurers are often under-used, yet they
hold significant potential to inform and improve risk behaviours
across the business.

Despite its importance, insurance is still frequently viewed as a purely
operational matter and does not always receive the scrutiny it merits.
To build true resilience, organisations must ensure that decisions
around what to insure — and what not to — are approached
strategically and are regularly reviewed.

Key considerations for organisations

Corporate insurance plays a critical role in both risk mitigation and enabling strategic decision-making. As risk profiles evolve and insurance costs
rise, Boards should ensure that insurance is receiving appropriate attention at the right level.

Value for money and broker

performance

With premium costs increasing, the scrutiny of
insurance spend is essential. Boards should ensure
broker and insurer relationships are reviewed
periodically, and that the business is leveraging
available value-added services. Beyond the value of
core premiums, monitoring Total Cost of Risk
(TCOR) trends, claim metrics (e.g. days-to-close
and recovery rates), and the utilisation of
broker/insurer value-added services is also crucial.

Supporting growth and resilience

Insurance should not simply protect - it should instill
confidence to grow, innovate and invest. Boards
should consider whether current arrangements are
aligned with business ambitions, whether

they support the next 12—24 months of planned
growth (new geographies, customer contracts,
products) and provide adequate coverage across
emerging risk areas.
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Insurance programmes must
keep pace with shifting risk
profiles

Boards should regularly review how
coverage reflects emerging risks such as
cyber, climate and geopolitical disruption,
and whether alternative approaches (e.g.
captives, self-insurance) are being
considered.

Governance and accountability

Insurance often sits outside of core
governance frameworks. Boards should
seek clarity on ownership, oversight, and
decision-making, ensuring it is integrated
into wider risk management and not
treated as a siloed operational activity.

Manage insurance as a

strategic portfolio

Leading organisations view insurance as a
risk-financing portfolio aligned to
strategy and risk appetite, not as a
standard procurement exercise. Managed
in this way, insurance becomes a strategic
lever that protects eamings and cash
flow, enhances capital efficiency, and
creates headroom for sustainable growth.

Derive insights from claims

Claims data is often underutilised. Boards
should encourage its use to identify
trends, improve risk behaviours, and
strengthen the organisation’s overall
resilience strategy.
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Corporate Insurance (continued)

Q0O

£0N Internal Audit focus areas
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Q0O
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01

Strategic alignment and governance

1A can explore whether insurance is treated as a
strategic enabler rather than a compliance
exercise. This includes assessing how well the
insurance programme adapts to business
change, whether coverage is mapped to risk
appetite and growth plans, and whether
governance structures provide effective control,
supported by clear roles, responsibilities and
accountability and transparent reporting of
insurance costs and claims.

02

Optimising insurance arrangements
and partnerships

There is scope to review whether alternative risk-
financing options (such as captives or self-
insurance) have been properly evaluated, and
whether broker and insurer relationships are
actively managed. This includes assessing value for
money, the frequency of reviews, and how far
value-added services (e.g. risk engineering, cyber
insights) are leveraged to support resilience.
Scrutiny may also extend to the quality of
collaboration, the flow of information, and
compliance with regulatory duties such as the Duty
of Disclosure and the Insurance Act 2015.
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03

Claims and data as a source of insight

Claims handling is often the true test of insurance
effectiveness. IA can examine whether claims are
resolved efficiently and transparently, while also
considering whether claims data is being used
strategically: to spot trends, strengthen programme
design, and inform cultural and behavioural
improvements across the business
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Internal Audit
Practices and
Capabilities
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MD of mind for CAEs

We frame our insights around three themes that are top of mind for Chief Audit

IA h | h h feels diff :
as always adapted to change, but the pace today feels different Executives (CAEs) today:

With both the ITA’s Global IA Standards and the CITA’s IA Code of Practice taking effect in January 2025,
attention is turning to how requirements should be interpreted, demonstrated in practice, and assessed

through External Quality Assessments (EQASs) or readiness reviews. we are seeing in practice as 1A functions interpret the new requirements and work to

At the same time, Boards and Audit Committees are raising expectations: they want sharper insights, demonstrate conformance. We also share our insights into leading practices, highlighting
broader coverage, and faster assurance - all against a backdrop of shifting risks from geopolitical how functions that are ahead of the curve are embedding the Standards and Code.
uncertainty and cyber threats to climate change and organisational resilience.

O ] Common challenges and early experience with the new Standards: we share what

For 1A leaders, the question is no longer whether to broaden the remit, but how to do so without

compromising independence or credibility. Drawing on recent EQAs, client experience, and market Preparing for EQAs under the New Standards: we comment on the new four-point
insights, we explore how functions are adapting: how technology, particularly Al, is enabling smarter quality rating scale, what have we learned so far from our EQA experience and some helpful
assurance and sharper analytics; and how IA can evolve to meet higher expectations. tips to prepare for your next EQA.

Ultimately, 1A has a unique opportunity to redefine its relevance. By balancing conformance with value

creation, driving functional evolution, and embedding responsible Al, it can position itself as a trusted

partner that protects value while enabling resilience, innovation, and growth. Adoption of Al in IA: we share insights on how emerging technologies can support
smarter assurance, sharper analytics, and more compelling insights, while maintaining

independence and responsible governance.
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The Global Internal Audit Standards ('GIAS' or the Standards') and the CIIA’s Internal Audit Code of Practice (‘the Code') came into effect in January 2025. Together with the

updated Quality Assessment Manual and the first Topical Requirements (starting with Cybersecurity), they reinforce the profession’s aim to elevate IA’s strategic

positioning in organisations. While the intent is to drive consistency, maturity, and value creation; many IA functions are still working through how to interpret and evidence

these requirements in practice.

01

Board and Senior Management Responsibilities (GIAS
Standards Domain I11; Code Principles 1-3) - focuses on
governance and sets clear expectations for the Board and Senior
Management.

Over the past year, many IA functions have struggled with how best to
conform with and evidence the essential conditions relating to Board
and Senior Management responsibilities.

Those that undertook readiness assessments early are now ahead: they
have mapped each condition to their governance structures, built
frameworks aligned to their business, and embedded these into day-to-
day activity. In many cases, they have also actively engaged
stakeholders through structured discussions and presentations to not

only communicate their responsibilities but also to demonstrate how IA

will help them deliver on those responsibilities.

The most common challenge remains striking the right balance onthe
level of documentation required to evidence conformance; too much
can create bureaucracy, but too little risks leaving gaps when assessed
through an EQA.

02

IA Strategy (GIAS Principle 9) - emphasises the importance of
developing and implementing an |A Strategy that supports the
organisation’s strategic goals and meets stakeholder expectations.

We still abserve differences in how strategies are reviewed and approved.
According to the Standards, strategies should undergo regular review and
be discussed with the Board and Senior Management. However, many
strategies remain as static “on a page” documents, disconnected from
enterprise priorities and lacking clear delivery plans.

Leading functions demonstrate strong ‘golden thread' linking the 1A
strategy to organisational goals, convert this into KPIs, and review the
strategy with the Board at least once a year to maintain its relevance.
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Common challenges and early experience with the new Standards
(continued)

03 04

Topical Requirements (GIAS) — specific requirements set out by the  Insights from IA, Reporting and Conclusion Statements

I1A to be used when providing assurance on aspecified risk area. (GIAS Domain I, Standards 11.3, 14.5 and 15.1; Code Principle
11) - focuses on providing overall conclusion on the effectiveness of
governance, risk management and control (GRC').

The introduction of Topical Requirements under GIAS is a major step to
driving improvements in consistency and quality across the

profession. The first requirement on cybersecurity has already been While reporting formats continue to evolve, many IA functions still fall
released, with others including third-party, organisational resilience, and  short of the requirements to provide an annual overall conclusion.
organisational behavior expected to publish later this year. The Code also  Beyond compliance, there is also agrowing expectation for IA to
reinforces this agenda, with Principle 8b requiring IA to conduct risk- provide insights and foresights. The Standards (Domain I:

based reviews of culture. Demonstrating Value Beyond Compliance) and the Code both
emphasise the need for 1A to enhance organisational value by helping
stakeholders anticipate emerging risks.

Although the first topical requirement does not take effect until February
2026, many functions are already reviewing and some adopting the

guidance. The newly issued I1A's Topical Requirements We have seen leading functions excel by performing read-across
Application Guidance is important, as it makes clear that not every analysis, for example, drawing out patterns by product lines, revenue
requirement will apply in every engagement, but IA must document its streams, or regional performance to highlight systemic issues and
rationale for inclusion or exclusion. forward-looking implications. This ability to connect the dots and

provide an enterprise-level perspective is increasingly what
distinguishes IA functions that are simply compliant from those
regarded as truly value-adding.

Selected functions are benchmarking against frameworks such as the

U.S. National Institute of Standards and Technology (NIST)'s
Cybersecurity Framework (CSF), piloting reviews, and building evidence
trails. Some CAEs remain cautious, concerned the requirements may be
too prescriptive. The real opportunity is to apply proportionality while
meeting a global baseline. Those who adopt early, document decisions,
and engage stakeholders will be best placed to demonstrate maturity when
the requirements become effective.
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Common challenges and early experience with the new Standards

(continued)

05

Quality Assurance and Improvement Programme ('QAIP")
(Standards 17.1-17.3; Code Principle 13) - not anew requirement
however this remains one of the most common areas of weakness.

We continue to see undocumented QAIPs, intemal quality assessments
not performed annually, results not shared with the Board or senior
management, and action plans that are not tracked. The Standards are
clear: a QAIP must include an annual intemal quality assessment, with
results communicated to the Board and senior management, and
improvement actions incorporated and progress monitored. Yet in
practice, QAIPs often remain underdeveloped, inconsistently applied, or
entirely absent.

High-performing functions treat QAIP as a catalyst for continuous
improvement rather than a compliance exercise. Leading teams escalate

findings to the Audit Committee, track actions openly, and link QA outputs

directly to capability development. We have also seen functions where QA
coverage extends beyond audit delivery into a wider “QA universe”,
encompassing annual planning and risk assessment, stakeholder
engagement, reporting and strategic initiatives. This broader approach
ensures QA insights drive continuous improvement rather than being
confined to post-audit reviews. By contrast, common pitfalls include QA
that focuses too narrowly on audit execution, or varied maturity levels
where no internal assessments are performed and no overall view of
conformance is presented to the Board.

PwC
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06

IA Performance Objectives and Effectiveness (Standards 9.2
and 16.1; Code Principle 12) - require the CAE to operate a
performance measurement programme, with the Board approving
Internal Audit’s objectives annually.

The requirement for 1A to set objectives is not new, but it is now made
more explicit under the Standards and Code. CAEs are required to
establish a performance measurement programme for the function,
with the Board being responsible for approving IA’s objectives annually
and for assessing the function’s effectiveness at least once a year. The
Code reinforces this by requiring the Board and senior management to
provide input into shaping IA’s performance objectives, with final
approval by the Board.

We have seen leading functions align KPIs with the 1A mandate and the
organisation’s wider strategy, securing endorsement from both senior
management and the Board. They are also adopting digital tools and
data analytics to track KPI data dynamically through dashboards,
providing real-time insights that support improvement programmes
and enhance stakeholder reporting. This approach transforms
performance management from a compliance exercise into a strategic
enabler of functional growth and maturity.

The Risk Agenda for Assurance Functions 2026 | Commercial and Government




Macro Risk Landscape Risk Hot Spots  Internal Audit Practices and Capabilities <— —> @

Common challenges and early experience with the new Standards

(continued)

07

Coordinated Assurance and Reliance (Standards 10.2; Code Principle 5) - place emphasis
on Internal Audit coordinating with other assurance providers to avoid duplication, identify gaps, and
present aholistic view of risks.

In practice, we continue to see challenges where many organisations lack a structured framework for
coordinated assurance. This is often the result of varied levels of maturity across the three lines of
defence, with risk and issue taxonomies that are misaligned, inconsistent documentation standards,
and fragmented reporting to the Board. The outcome is predictable: inefficiencies, duplication of
effort, and blind spots in assurance coverage. In selected cases, IA functions (often under an

agreed mandate with their Board Audit Committee) adopt a firm position of placing no reliance on the
work of other assurance providers.

By contrast, a number of mature and leading functions are embracing a more integrated approach.
They are developing coordinated assurance maps and establishing govermnance forums with second-
line functions to promote alignment. Common risk and control taxonomies are agreed, supported by
integrated GRC systems. Roles and responsibilities are clear, and the extent to which reliance can be
placed on other assurance providers is formally defined.

Proactive collaboration across the lines of defence enables a coordinated assurance framework and
plan for the Audit Committee, giving clearer oversight of coverage and highlighting assurance gaps. By
reducing duplication and coordinating requirements across an increasingly demanding regulatory
landscape, organisations can ensure that assurance activity remains proportionate, efficient and
focused on the risks that matter most.
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Linkage to the UK Corporate Governance Code Provision 29

The revised UK Corporate Governance Code (2024) applies from 1 January 2025, with Provision 29 effective for
years beginning on or after 1 January 2026. Provision 29 heightens Board accountability by requiring premium-listed
companies to provide an annual declaration on the effectiveness of their risk management and internal control
framework, supported by aclear explanation. This represents a step change: moving beyond compliance to a
requirement for Boards to demonstrate confidence in both the design and operation of their framework.

Boards and Audit Committees will increasingly look to 1A for independent assurance, working in close coordination
with the second line, to support a robust and defensible declaration. In many organisations, IA is already acting as a
programme assurance partner for readiness. In others, particularly where the second line of defence is strong and
well established, the emphasis may be on IA linking in and aligning assurance activity rather than leading it. Over
time, IAmay play amore active role as an integrator of assurance across the three lines of defence, though the
balance of responsibilities between the second and third lines varies by organisation.

The combined effect of the GIAS and Provision 29 is encouraging organisations to:

« Align assurance planning across the second and third lines to reduce overlap and highlight gaps;

+ Share data and insights more systematically to strengthen the overall risk narrative; and

+ Betransparent about reliance, with 1A clearly stating where other assurance work has been considered.

This does not diminish IA’s independence. Rather, it strengthens its role as the third line of defence, ensuring the
Board sees acoherent, evidence-based picture of assurance activity and control effectiveness, which is essential for
delivering a credible Provision 29 declaration.
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Common challenges and early experience with the new Standards
(continued)

08

Culture audits: scope, delivery and evolving practice (Code Principle 8b) - approaches to culture audits still vary widely
across organisations.

The Code explicitly requires 1A to undertake risk-based reviews of organisational culture, including the tone set by leadership and
the alignment of behaviours with stated values and ethics. To conform, functions must ensure delivery is evidence-based and
objective, drawing on multiple datasources such as employee surveys, whistleblowing data, HR metrics, thematic reviews, and
stakeholder interviews. Without triangulation across these inputs, conclusions risk being conclusions risk being perceived as
anecdotal or lacking rigour..

Some IA functions incorporate management awareness ratings in their reports; others break culture into specific themes such as
leadership behaviours, decision-making, or accountability; while some embed cultural assessments into broader audits such as
Health & Safety, Conduct, or HR.

Leading functions are developing structured methodologies for cultural assurance that combine targeted deep dives with broader
organisation-wide assessments. In some cases, culture or behavioural specialists are engaged to design and deliver these reviews,
adding expertise in assessing values and behaviours. Increasingly, functions are also leveraging data analytics and sentiment
analysis tools to identify patterns and detect emerging cultural risks.

Crucially, culture audits should not be treated as one-off exercises but embedded in the audit universe as recurring themes. This
provides Boards and Audit Committees with clearer visibility of cultural strengths and weaknesses, as well as early warning
indicators of behavioural misalignment before issues escalate into regulatory, reputational, or operational challenges.
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Preparing for EQAs under the new Standards

Overview

Under the 2025 Global Internal Audit Standards, expectations around External Quality Assessments
(EQASs) have been significantly strengthened. While the minimum of five-year assessment cycle still
applies, the new Standards bring greater rigour, clearer accountability, and stronger Board involvement.

A key change is the requirement for the Chief Audit Executive (CAE) to actively engage the Board in
planning the EQA, including the method, timing, and scope. This takes assessments beyond a box-ticking
exercise and instead requires structured, strategic discussion with relevant stakeholders, including senior
management.

The Standards now also specify that the results of a full EQA must go directly to the Board, reinforcing
accountability at the highest level. Another important change is the expectation around assessor
gualifications: at least one member of the assessment team must hold an active Certified Internal Auditor
(CIA) designation. This should be explicitly addressed when confirming the scope and appointment of the
external assessor.
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The lIA's Quality Assessment Manual and the Four-Point Quality Rating Scale

The Quality Assessment Manual, updated in late 2024, sets out the ITA’s expectations for evaluating IA
functions. The most visible change is the introduction of a new four-point quality rating scale, replacing the
former binary approach. The highest rating of Fully Conforms is now reserved for functions that not only
meet the Standards but also demonstrate maturity, impact, and consistent performance.

Our point of view

This new model has sparked active debate. For example, what really differentiates “Fully Conforms” from
“Generally Conforms”? Our view is that to achieve “Fully Conforms,” a function must provide sufficient and
appropriate evidence that each principle and Standard is fully met, in both design and intent, and that practices
are consistently in place and working as expected. “Generally Conforms” recognises some differences against
the Standards, so long as the intent is still achieved. In practice, most functions will find “Fully Conforms”
difficult to achieve in the early years, and group functions may face additional complexity when balancing local
assessments against the group-level outcome.

It is important to emphasise that not achieving “Fully Conforms” does not mean a function is
ineffective. Effectiveness should be measured by the extent of consistency, reliability, and maturity
demonstrated over time. Many Boards recognise the need to weigh the investment required to achieve full
conformance against other priorities. For most IA functions, “Generally Conforms” will remain a credible and
respected outcome, provided there is clear evidence that the intent of the Standards is achieved and that the
function demonstrates a commitment to continuous improvement.
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Preparing for EQAs under the new Standards (continued)

Preparing for your next EQA
What have we learned so far, and what to expect next? paring y Q

. . . . T Based on our experience, 1A functions preparing for an EQA should focus on the following:
With only one year of implementation, adoption of the new Standards is still in its early stages, and
the bar for conformance will continue to evolve as the profession gains experience. So far, we have

* Maintain governance oversight: Engage the Board and senior management throughout to ensure
observed three key takeaways:

alignment, visible oversight, and conformance with the Standards.

* Full conformance is possible but demanding, requiring robust evidence and consistency

+ Define scope and requirements early: Work with the Audit Committee Chair and stakeholders to
across all Standards.

agree the purpose, scope, and timing of the EQA, including regional/ jurisdictional coverage, treatment of

. . . . in-progress transformation or new tools, and consideration of I1A topical requirements.
+ Professional judgement is critical; and needs to be documented clearly and transparently. brog P q

Decision logic should always be recorded, and teams should be ready to explain and evidence,

. + Complete a self-assessment: Use the 11A’'s Quality Assessment Manual to benchmark against the
where applicable.

Standards, feed improvement actions into your QAIP, and communicate progress transparently to the

i - . . Board.
+ Maturity matters, even if it is not rated, as it shapes the narrative of an EQA and demonstrates

Internal Audit’s impact beyond compliance. Functions can demonstrate maturity through
evidence of continuous improvement under their QAIP, stakeholder engagement, innovation,
adoption of technology, and adaptability to business change.

+ Collate key documentation: Ensure strategy, QAIP, audit plans, resourcing plans and budget,
methodologies, and other core materials are ready for review.

+ Plan engagement activities: Prepare for interviews with stakeholders (both 1A and the business),

Looking ahead, we expect greater clarity to emerge from the first wave of EQAs under the new . o . ] .
document self-identified issues, and provide evidence of how they are being addressed.

Standards, particularly on how assessors distinguish between “Fully Conforms” and “Generally
Conforms,” and how maturity narratives are received by Boards. For CAEs, the lesson is clear: treat
EQAs not just as a compliance milestone, but as a strategic opportunity to demonstrate maturity,
reinforce credibility, and demonstrate how IA is delivering value to the organisation.

* Consider a maturity assessment: While optional, maturity and peer benchmarking can add valuable
insight and help shape the EQA narrative.

PwC The Risk Agenda for Assurance Functions 2026 | Commercial and Government 60



Macro Risk Landscape Risk Hot Spots Internal Audit Practices and Capabilities <— —> @

Al in Internal Audit

Assurance-in-the-loop: how Al is reshaping IA

Overview Conventional Approach - Al-Driven Approach
Al reshapes assurance in two ways:
1A functions are under increasing pressure to deliver broader . i i i iliti i . . . .
et : F-II“St, IA must assur_eW|th AI, applying Al capabilities ac!’oss planning, Fixed rules | Dynamic criteria
assurance, sharper insights, and greater responsiveness to fieldwork and reporting to widen coverage and shorten audit cycles.

change. Traditional approaches built around cyclical reviews

and sample testing are often too slow and narrow to match » Second, A must assure Al itself, treating Al systems as a source of

enterprise risk, applying proportionate, repeatable checks to validate how VI TEEREN 200 Fallesvee T M jzss (A SRersis CLpits

h which risks now emerge. To remain relevant an
:mepzi:::fiitlA IT(I:USt :V(S) |V: itse mztgzdocl)og;esaan detcfolase:,el i they behave and where accountability lies. pesedon context
expanding use of technology to enhance both efficiency and The result is a shift from periodic, sample-based testing to what we call Point-in-time Continuous
coverage. “assurance-in-the-loop” routine: a risk-weighted evaluation that uses snapshots evaluation
Alin particular offers astep-change. Unlike earlier information the business already holds, including policies, activity logs, outcomes
generations of automation, Al can read, reason, and generate and incidents to provide earlier, clearer insight into how Al-enabled processes Sample-based, point-in-time testing shifts to ongoing, risk-

outputs across vast datasets, enabling 1A to expand its reach, ~ behave over time. weighted insight-driven monitoring.
accelerate reviews, and provide more tailored insights. This If done well, this expands IA’s reach and the insights it can provide, raising the bar Document Rapid data
opens the door to more continuous, risk-weighted assurance,  on coverage and timeliness, and moving from a conventional approach to an Al- extr: tion — Il?lthe :
moving beyond retrospective testing to reflect how driven one. At the same time, it reinforces IA’s commitment to its core principles: ¢ = SIS
organisations operate today. ; ; ; ; ; ;

_ _ fewdence, indepen dence_, and professional judgement. The dlagra_m on theright Manual review of large volumes replaced by Al-assisted
If used responsibly and strategically, Al can also strengthen illustrates how an Al-driven approach could transform a conventional 1A approach.

summarisation and gap-spotting.
IA’s advisory role. By surfacing emerging risks such as cyber

resilience and the governance of Al itself, functions can
provide the Boards and Audit Committees with forward- Tangible benefits to IA:
looking insight while maintaining independence and rigour.

) ) ) Increased coverage: Full Faster cycles: Shorter time from Improved quality with Earlier detection of
This section explores how Al can be applied across the 1A . . . _— . . - L .
) ) populations tested, more scenarios scoping to findings in document- consistency: First drafts that anomalies: Detects shifts in
lifecycle and the practical steps needed to successfully embed . . . . . . . .
i " ) examined, with stronger analysis, and heavy audits (e.g. compliance, are consistent, well-sourced behaviour or risks sooner,
Alinto 1A working practices. linkage across control design and governance) and tailored to each audience, helping redirect audit effort to
testing outcome. minimising rework. priority areas.

The next page features a case study showing how Al is transforming IA and delivering these benefits.
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Al in Internal Audit (continued)

Case Study: From weeks to minutes — How Al reinvented reporting and follow-up

A global consumer goods group piloted generative Al in its Internal Audit function to cut reporting time without compromising quality.
Within the first cycle, drafting moved from weeks to days and follow-up shifted from reactive to predictive, while maintaining full
traceability and human sign-off. The pilot established a repeatable approach that now supports assurance-in-the-loop across reporting and
follow-up.

The challenge

Audit teams were spending up to three weeks drafting reports after fieldwork. Walkthrough notes, meeting transcripts and evidence logs
accumulated, and turning them into a clear narrative was slow and error-prone. Follow-up was largely reactive: overdue actions
surfaced at quarter-end, leaving little time for remediation before Audit Committee meetings.

The Al-powered approach

« Theme extraction atscale. A secure, generative-Al workbench integrated with the audit platform processed more than 50
interview and walkthrough transcripts, clustering recurring issues such as ‘access hygiene’ and ‘supplier Service Level Agreement
(SLA) gaps’. These themes informed the executive summary and the Audit Committee narrative.

*  Two-minute drafts. After fieldwork, auditors uploaded structured evidence and key observations. The tool produced a first draft
in about two minutes, with well-articulated context, risk statements and suggested proportionate recommendations: each linked to
the underlying evidence. A human reviewer validated the draft prior to issuance.

* Predictive follow-up. A machine-learning model analysed existing metadata (issue owner, complexity, I T dependencies) to flag
actions likely to miss deadlines. At-risk items appeared on a dashboard, enabling earlier escalation and re-planning.

The impact
* Report cycle time reduced from 15 days to 3 days.
+ Audit Committee packs added a concise ‘risk of slippage’ heatmap, improving oversight.

» Auditors reported higher engagement, spending more time on root-cause analysis and stakeholder discussion, and less on formatting.
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Al in Internal Audit (continued)

Given the breadth of the IA lifecycle, Al can be introduced to enhance consistency, speed, and coverage, while ensuring outputs remain fully traceable and reviewable. To
achieve this responsibly, we group Al applications into an “Al Capability Stack”: a phased approach that enables auditors toadopt Al progressively and effectively. The
stack has three layers of capability: Assistants, Analysts, and Agents. The following section explains each layer and provides use cases to illustrate how Al can reinvent
conventional IA approaches.

(ii) Analysts: support structured analysis by guiding auditors (iii) Agents: carry out standard tasks or tests on approved
through scoping, testing, and reporting in line with data automatically, recording every step so results can be
methodology, making work more consistent and reliable. repeated and reviewed with confidence.

(i) Assistants: help auditors work faster by securely
searching approved information and drafting materials
with clear references.

Use cases:

Use cases: Use cases:

* Policyrecall: Retrieve exact passages from approved .
regulatory/policy libraries in response to queries (e.g. “What
are GDPR’s requirements on data retention?”).

* Automated drafting: Generate first drafts of scoping

documents or audit reports from historic templates. .
*  Meeting prep: Compile summaries of prior findings,

management actions, and relevant standards before

walkthroughs. .

. Evidence collation: Convert interview notes into
structured first drafts of control descriptions or process
narratives. .
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Scoping & risk assessment: Prompt auditors with plain-
language questions (e.g. “What decisions does this tool
influence? What happens if it fails ?”) and structure
responses into a risk framework.

Testing wor kflows: Provide structured test scripts for
areas like payroll processing, supplier onboarding, or IT
change management.

Issue trend analysis: Identify recurring issues or weak
themes by analysing historic audit findings (e.g.
procurement delays, repeated HR compliance gaps).
Consistency checks: Benchmark sampled files (e.qg.

employee expenses, supplier contracts) against thresholds
or industry practice for proportionality.

Data accuracy testing: Run reconciliations of HR, finance,
or inventory records against source systems, flagging missing
fields or inconsistencies.

Transaction monitoring: Replay test scenarios for
procurement approvals or health & safety incident logging,
checking whether thresholds, escalations and audit trails
match policy.

Access control checks: Continuously test joiner—mover—
leaver data against HR records to detect access exceptions.

Model validation: Run scripts against Al/ML tools in use
(e.g. credit scoring, demand forecasting), capturing
inputs/outputs to create a repeatable evidence pack.

Third-party assurance: Automate periodic checks on
outsourced service provider data (e.g. payroll, logistics, IT
support), flag whether reconciliations were complete and
within SLA.
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Al in Internal Audit (continued)

Bringing it all together
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Having considered how Al can support auditors responsibly and where capabilities can be embedded, it is equally important to recognise that people, processes, technology, and culture must evolve together. To manage this
effectively, IA should assess maturity on two dimensions: (i) the organisation’s maturity in deploying and governing Al and (ii) IA’s maturity in assuring it. These will not always progress in parallel. An organisation may be
advanced in Al adoption while 1A is still building baseline literacy, or IA may mature its assurance methods ahead of enterprise deployment. Balancing both dimensions is critical to setting the right pace, skills, and safeguards.

The following brings this to life through the four areas of consideration: people, process, technology, and culture, together with an illustrative roadmap for adoption, which outline how IA can build capability progressively while
maintaining trust and independence.

People: Building skills and defining roles

All auditors should build baseline literacy in Al: what it can and cannot do, and how to interpret Al -
related evidence.

Selected staff need deeper expertise in evaluation design, data fluency and model risk.

New roles may emerge, such as Assurance Engineers (designing test packs), IA Al Product

Owners (governing audit tools), and Al Evaluation Leads (defining thresholds and quality checks).

Process: Methods that safeguard quality

Standardise scoping prompts when Al is in scope: purpose, data used, decisions influenced,
expected controls, monitoring.

Update methodology and workpapers to include an ‘Al Evidence' page for any Al-assisted step.

Build proportionate retention rules and link Al expectations into supplier management.

[llustrative roadmap for adopting Alin IA:

PwC

Pilot 3 or 4 Al use cases in |A; adopt an evidence
approach; setcore metrics.

Technology: Phased and responsible adoption

Start with Assistants (secure search and drafting over approved sources).
Progress to Analysts (guided workflows for scoping, testing and reporting).
Mature into Agents (controlled automations that run standard test packs with repeatable results).

The above phased path allows IA to learn quickly, prove value, then automate safely.

Culture: Putting independence and judgement first

Publish an 1A Al playbook; train teams;
standardise workflows; include Al in supplier reviews.

Human sign-off remains essential: Al supports coverage and speed, not final decision-making.
Apply a learning loop: use review notes and rework to refine prompts, sources and test packs.

Safeguard confidentiality by keeping sensitive data within approved environments.

Establish routine, risk-weighted evaluation; adopt
controlled automations; refresh the audit universe to
reflect Al-driven change.

0—3 months: Prepare and prove value

3-12 months: Standardise and scale

The Risk Agenda for Assurance Functions 2026 | Commercial and Government

12—24 months: Embed Assurance-in-the-Loop
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Glossary
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Glossary of acronyms and abbreviations

Macro Risk Landscape Risk Hot Spots  Internal Audit Practices and Capabilities

Al/ML Artificial Intelligence/Machine Learning IAM Identity and Access Management
BAU Business As Usual IFRS International Financial Reporting Standards
CSRD Corporate Sustainability Reporting Directive KPIs Key Performance Indicators
CTP Critical Third Party NATO North Atlantic Treaty Organisation
DE&I Diversity, Equity and Inclusion NIST National Institute of Standards and Technology, United States
DORA Digital Operational Resilience Act PAM Privileged Access Management
DUAA Data Use and Access Act PAYE Pay As You Earn
ECCTA Economic Crime and Corporate Transparency Act PRA Prudential Regulation Authority
ESRS European Sustainability Reporting Standards SRS Sustainability Reporting Standards
ESG Environment, Social and Corporate Governance TCFD Taskforce on Climate-related Financial Disclosures
EU European Union TPRM Third Party Risk Management
FCA Financial Conduct Authority UK United Kingdom
FS Financial Services us United States
GDP Gross Domestic Product
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C_ontact us

If you have any questions on any of the topics in this document, or would like a planning session, please reach out to your relationship contact or one of the following:

Steve Frizzell / . Vil
o g e
UK Internal Audit Leader, / 4 Pu o v —

Partner

Stephanie Edenborough
Internal Audit Commercial &
Government Leader, Partner

+44 (0) 783 4254859
stephanie.edenborough@pwc.com

+44 (0) 7802 659053
steve.j.frizzell@ pwc.com

Helen Morris Anoop Gandhi

Internal Audit Commercial
& Government, Director

Internal Audit — Technology,

Director
+44 (0) 772 5445148 +44 (0) 784 1570689
h.morris@pwec.com noop.a.qandhi@pwe.com as < &

.
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Thank you

This publication has been prepared for general guidance on matters of interest only, and does not
constitute professional advice. You should not act upon the information contained in this publication
without obtaining specific professional advice. No representation or warranty (express or implied) is given
as to the accuracy or completeness of the information contained in this publication, and, to the extent
permitted by law, PricewaterhouseCoopers LLP, its members, employees and agents do not accept or
assume any liability, responsibility or duty of care for any consequences of you or anyone else acting, or
refraining to act, in reliance on the information contained in this publication or for any decision based on
it.

© 2025 PricewaterhouseCoopers LLP. All rights reserved. ‘PwC’ refers to the UK member firm, and may
sometimes refer to the PwC network. Each member firm is a separate legal entity. Please see
pwc.com www.pwc.com/structure for further details.
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