
 

PwC tax disruption 
framework 
June 2019 

 

 



 

Contents  PwC | PwC tax disruption framework 

 
 

Executive summary 1 

Part 1: What is tax disruption and who is responsible? 3 

Introduction 4 

Stages of tax disruption – What will the future world of tax look like? 5 

A look at the different stakeholders involved 7 

Tax disruption management needs to become a top priority now 9 

Part 2: Tax disruption risk framework 10 

A look at PwC’s tax disruption framework: 11 

Appendices 21 

Appendix 1 22 

Appendix 2 26 

Appendix 3 29 

Contacts 31 

 

 

Contents 



 

Contents  PwC | PwC tax disruption framework 

 

 

 



 

1  PwC | PwC tax disruption framework 

Executive summary 
The familiar tax world is coming to an end. Decades old tax frameworks around the globe are under intense 

pressure from all sides. Changing business models and new technologies have proven traditional models to 

be ineffective in dealing with the 21st century economy. How will these frameworks change, and how will 

technology revolutionise supervision? One thing’s for sure: the relationship between taxpayer and tax authority 

will fundamentally change. If you aren’t ready for this change, you will be disrupted when once-trusted tools 

and models no longer work for managing tax risk within your organisation. Only with robust management of 

tax disruption can tax functions be adequately prepared for the digital world of tax. 

Digitalisation brings two fundamental tax-related challenges. Organisations have to deal with the digital 

transformation of tax authorities and, simultaneously, need to orchestrate the digital transformation of their 

own in-house tax function. Managing both transformations simultaneously is a significant task, but one that we 

think organisations can manage with careful planning and a little foresight. 

In this guide, we aim to provide valuable insights for those responsible for making the decisions that ultimately 

determine whether the myriad implications of digital tax authorities will be managed. In our view, this comprises 

a combination of board members, executive teams and heads of tax; those who are responsible for 

understanding macro developments, identifying relevant trends and then setting a risk appetite and strategy 

to ensure the organisation is ready for change. 

What is tax disruption all about? 

The use of data digitised by the private sector and the application of digital technologies on a large scale will 

soon give global tax administrations ‘superpowers’. We are observing tax authorities in almost all countries 

embarking on significant investment projects to unlock these new capabilities. As a result of these capabilities, 

tax disclosures will no longer be the main source of information for authorities. They intend to derive new 

insights from other available data and build their own detailed picture of your company, its activities, value 

chain and substance.  

How will the new world of tax differ in the wake of tax disruption? 

While the impact of these changes will likely be advantageous for taxpayers over the long term (more certainty, 

reduced compliance costs, etc.), the transition to this new world will confront organisations with a new problem. 

The novel ‘high control’ environment currently being constructed by tax authorities will be driven predominantly 

by data and algorithmic decision-making. In simple terms, current machine learning and other algorithms are 

very good at identifying outliers based on incoherent behaviour. 

For companies, it therefore becomes vital to build capabilities in time to make sure that they’re able to control 

their data and paint a coherent picture of business activity, by aligning the tax narrative for all tax types and 

jurisdictions to the underlying data. In addition to this ‘internal coherence’, companies must also be aware how 

their picture compares with similar organisations (‘external coherence’). Without ensuring coherence at both 

levels, companies run the risk of increased levels of scrutiny, additional tax audits and potentially even high 

penalties or refund denials, all because they don’t fit with the expected results. It will be challenging, but without 

a strategy to avoid these new costs of incoherence, tax functions could become a significant brake on business. 
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Responding to tax disruption: A look at the ‘PwC tax disruption’ framework 

We have developed a ‘tax disruption’ framework to help you maintain an overview and carefully plan your next 

steps as tax disruption unfolds and the new digital and transparent world of tax emerges. 

As an initial measure, our interactive1 model of the ‘tax disruption framework’ is designed to help your 

organisation monitor and visualise the novel risks. The main goal of the framework is to strategically determine 

where and when to invest in digital capabilities. It should help companies deal with the prioritisation problem: 

the challenge of distributing limited resources to areas where action is truly needed. The framework also 

supports companies with the timing problem. It’s hard to judge the perfect moment to invest. The framework 

helps show the areas where action is more urgent. In addition, it can be used as a scenario planner to estimate 

the outcome of different approaches. You can feed it with information on where you plan to progress and 

estimate the consequences in relation to the authorities and risk. Finally, the tax disruption framework can 

serve as a progress monitoring tool reflecting the development of both sides over time. 

PwC
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1 For an example, see https://www.pwc.com/taxdisruption 
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What is tax disruption? 

We are currently witnessing the most recent stage of the digital revolution: the digitalisation of the public 

administration. Tax will be at the forefront of this development. Tax authorities are investing heavily in 

new technologies that will equip them with ‘superpowers.  

To help their organisations succeed amid all this continual disruption, tax departments must 

embrace innovation. 

 

Part 1: What is tax disruption 
and who is responsible? 
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Introduction 
Digitalisation and disruption are key global trends in today’s economy. As business and society digitally 

transform, they are laying the foundation for the next stage of the digital transformation process: the 

digitalisation of public administration. 

Using digital technologies, public authorities will use digital data created by the private sector to build a radically 

different set of capabilities and a much-expanded sphere of influence. The volume of data processed, as well 

as the depth, breadth and velocity of analysis capabilities, will significantly increase, especially when it comes 

to control and compliance2 many have embarked on significant investment projects to understand how 

technology can improve their approach. Soon increased data collection coupled with additional processing 

power will enable authorities to build a detailed picture of your company, its activities and value chain, dragging 

any tax-related incoherence into the open. The increasing amount of information available for processing 

means that we are moving towards an age of tax transparency with sophisticated and manifold analytics 

techniques and real- time access to business data. 

The combined consequences of the following three developments is what we have termed ‘tax disruption’ 

1. The tax authorities will be able to question the coherence of your company’s tax narrative, across all 

tax types and jurisdictions, as never before. 

2. The tax authorities’ countless approaches to adopting digital technologies and defining ‘standards’ will 

result in a very diverse tax landscape that is challenging to understand and manage. 

3. The speed of digitised data flows will significantly reduce the time to react to any incident. 

So how should corporate taxpayers prepare? 

The whole tax environment will change fundamentally; from the way the authorities acquire information, 

determine audits, and the whole audit and taxation process, through to the area of damages and sanctions. 

Even the way the authorities interact with corporate taxpayers will change. We are convinced that the upcoming 

changes are so wide-ranging that it is necessary to develop a new toolkit, to pool efforts and thus add another 

dimension to your current tax management approach, with tax risk management practices as a solid foundation 

to deal with the pace of change. ‘Tax disruption management’ has to quickly become a separate discipline, 

with a high priority. 

  

                                                             

2 We call this development the Zero Cost of Control phenomenon: enormous growth in productivity within the public sector 

enabled by the use of digital technologies that makes it possible to extend the scope of the authorities at almost zero cost, 

accompanied by a strong tendency towards the centralisation of power. 
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Stages of tax disruption – 
What will the future world of 
tax look like? 
Tax administrations around the world are starting to adopt digital technologies and innovations, but they 

currently do so in very different ways; they do it at different speeds, to a varying extent and with different focus. 

Nevertheless, certain trends are emerging, which we have distilled into six stages to illustrate the progress 

step by step. 

The stages we outline below are not completely fixed. They are interconnected; sometimes they overlap, 

sometimes they intertwine, and in certain cases some tax authority might choose to realise a more advanced 

stage first or to miss a stage. As tax administrations develop, the insights they gain will not grow linearly with 

more information; they’ll grow exponentially. We will observe some kind of ‘network analytics effect’. 

For example, the authorities are not only getting more information about your company, but also about your 

suppliers and buyers. At the same time, they are comparing the information for the different tax types, and so 

on. With all of this data, the authorities will be able to look at the same issue from many different perspectives 

to figure out plausibility. 

On the next page we have summarised the common starting position in our six-stage maturity model for many 

authorities, and one of the final stages. Detailed descriptions of the remaining stages are in Appendix 1. 

 

 



 

6 PwC | PwC tax disruption framework 

 

PwC

Stage 1
Old, familiar world of tax

(Full description of all stages in 

the appendix)
Stage 2
Providing more information (Already the current 

position for many authorities)

In recent years, many tax administrations have proceeded to this 

stage unnoticed. Authorities have focused on unlocking new data 

streams with changes in disclosure regulation (e.g. new reporting 

obligations like Base Erosion and Profit Sharing (‘BEPS’) or 

mandatory e-invoicing obligations). Although this data is still 

provided by companies (affording some control over the information 

flow), they provide the authorities with significantly more information

about the operations of an organisation than was available 

previously. Authorities have also improved their supervisory 

capabilities. Risk evaluation is now often done by machine 

learning algorithms, which improve over time. Algorithms are 

increasingly deployed to support the audit process to handle the 

growing amount of information available. Personal liability for 

company officials for incorrect tax returns is more common in the 

more advanced jurisdictions.

For business, this stage will not feel much different to the ‘old 

world of tax’. This is dangerous, because progress in developing 

new capabilities goes largely unnoticed, with a slight shift in focus of 

the authorities being the only noticeable change. Companies or 

industry sectors not in focus before might suddenly appear in the 

spotlight. A general increase in the number of audits can be 

expected, given the reduced marginal cost of identifying audits 

made possible by digital technology

Stage 3
Collecting more information)

Stage 4
Automated auditing

Stage 5
Automated taxation and full transparency

Stage five is the stage of full transparency. The taxman has sufficient 

capabilities and access to data to calculate an organisation’s tax burden 

without any specific reporting from the taxpayer themselves. The authorities 

will run fully integrated platforms, which extract data directly from the 

company’s systems, intermediaries and open sources. At this level, taxpayers 

will stop preparing their own returns, with the tax administration taking over 

this job in many countries. We call this step ‘automated taxation’. At the same 

time, ordinary audits and the process of tax audit selection will become 

obsolete. We will probably observe a shift towards an audit of IT systems, the 

integrity and reliability of data and the processes of data collection. 

Accordingly, the authorities will likely establish another layer of sanctions, 

ones that bite if corporate taxpayers fail to implement adequate data 

management processes to provide the necessary data in the correct format 

and within the specified timeframe. A by-product of this move towards data 

collection is an increased risk of cyber-attacks on direct data flows to the 

authorities. Companies need to ensure this data exchange is secured to avoid 

becoming a victim of data stolen as part of the data exchange process. 

It’s at this point when taxpayers will feel all the consequences of the new 

world of tax. The tax authorities will now perform most of the tasks that were 

originally conducted by the internal tax function. This does not mean that the 

company’s tax function has become obsolete − Not at all. Its purpose will 

have changed dramatically; instead of preparing the tax return, ‘new’ tax 

experts will have to ensure that the necessary IT systems are up and running 

and transport the desired tax-relevant data. They will have to certify the 

integrity of the data, oversee and steer the whole system, and maintain the 

tax narrative. At the same time, they will need to make sure that management 

understands the tax picture, monitoring and visualising the data for the board 

and executive.

Stage 6
The new world of tax
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A look at the different 
stakeholders involved 
We have now set out our justification for why tax disruption will fundamentally transform the tax environment 

in the short to medium term, giving rise to various and completely new areas of risk. This section seeks to 

identify the four groups of stakeholders who should have an interest in managing tax disruption risk and who 

therefore need to take ownership of managing this change. 

The board 

The board’s view of tax risk management in general has changed in recent times, with directors taking a much 

more active role in the oversight of tax risk, considering both the benefits and costs of the various approaches 

to tax risk management, and setting acceptable risk limits with respect to tax. Among other things, this may be 

due to closer media attention and regulatory tightening in the wake of several ‘tax leaks’, increasing the 

likelihood of reputational damage. These days it’s common for boards to have seen and considered a tax risk 

management policy to help them discharge this duty and evidence good governance. In the same manner, we 

believe they will soon be reviewing and considering a tax disruption management policy. 

Board members need to develop their viewpoint with respect to the appropriate risk profile they’re willing to 

accept. To do this they need to understand how the landscape is developing, what authorities are investing in 

and what this means for their oversight role.  

Executives: CEO or CFO 

The executive level has to make sure that the board’s targets are met by establishing appropriate tax disruption 

management. Other areas where executives want to bear responsibility include the following: 

a. Tax disruption poses new and potentially significant financial risks, where inconsistencies surface or new 

external requirements cannot be met, there is a substantial threat to the overall business goals of the 

company.  

b. The tax function is dependent on the data that business units and other functional areas produce. Access 

to the relevant data has to be organised at C-level to ensure cross-functional support.  

c. Tax disruption management and strategy need a greater degree of oversight, since a lot more sensitive 

data is going to leave the company and be presented to external parties. 

d. The whole area is part of communication with public bodies, where demonstrating good corporate 

governance might be desirable. We are aware that the board’s responsibility and level of involvement may 

vary depending on the company or country. Sometimes this kind of matter might be delegated to the CFO, 

while in other cases the CEOs themselves will become, or will have to become, more actively engaged. 

Nevertheless, the executive level must remain the key stakeholder in managing tax disruption. 

Head of tax/tax function 

The actual job of implementing tax disruption management falls to the head of tax. 

As outlined above, the tax function will have to perform many different tasks to interface with digital tax 

authorities. It will have to be in a position to deliver advanced analytics and monitoring capabilities to visualise, 

understand and control the huge amount of new information relevant for tax. In the end, the head of tax has to 

tie up all the loose ends and be able to report to the executive level in a way that can be used as a basis for 

making strategic decisions. Simultaneously, the tax function is responsible for making sure the tax authorities 

get the information they request in the form they demand. It has to generate a globally consistent tax narrative 

and breathe life into the board’s tax disruption strategy. On top of this, given the increased demands on its 

time and new requirements, the tax function has the most to gain from digitalisation, which will make its role 

easier and more manageable. 
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Heads of the function need to understand the resource levels currently required and forecast the future 

demands on the function (in terms of both the time and the skillset required) and reallocate resources to avoid 

drowning in a tide of compliance clarification requests from digital authorities. 

Business units and functional areas 

For us, it’s important to emphasise that tax disruption isn’t just a matter affecting the ‘obscure’ realms of tax 

and the boardroom. Digitalisation of tax matters goes hand in hand with the business’s efforts to digitalise its 

activities and data. 

The business has a responsibility to make sure that the tax function can source tax-relevant information easily 

and quickly on an automated basis. Functional areas have to guarantee that tax experts get data in a robust 

and consistent format that they can rely on. From a business perspective, this should not be regarded as 

merely another compliance obligation; it is also an opportunity. The tax function might deliver new and 

unexpected insights in exchange for the data provided, which could lead to improved performance from a tax 

perspective. More importantly, the automation process in this area can free up significant resources currently 

tied up in compliance tasks. Once the systems are up and running, the business can focus on the things that 

matter to it most. 
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Tax disruption management 
needs to become a top 
priority now 
We have already outlined why tax disruption management is a candidate for top priority at board and executive 

level, as well as within the tax function. Even knowing this, it can be difficult for a company to distinguish the 

noise from the important signals and to choose between different priorities. 

Timing is crucial. Just like tax administrations, taxpayers will need some time to prepare themselves for this 

new world of tax. Tax departments will need to think about acquiring new skills, training staff, changing 

mentality and transforming the whole tax function. This cannot be achieved overnight. 

In the subsequent section of this paper we outline our ‘tax disruption framework’ which will allow you to address 

these issues. 
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Part 2: Tax disruption 
risk framework 
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A look at PwC’s tax disruption 
framework: 
Introduction  

We have developed the PwC tax disruption framework to help you keep track of changes, i.e. monitor (and 

report) external developments, as well as help you control internal progress made in digitalising your tax 

function. By doing so, the framework will identify and display the novel risks related to tax disruption. 

The framework works by comparing the progress of tax administrations around the world to your own planned 

digital capabilities. By differentiating for tax sub-type, area of activity and jurisdiction, the framework visualises 

where next to invest.  

The outcome of this assessment is intended to uncover mismatches between the currently planned 

development path of your tax function and the expected improvement in the external environment. By doing 

so, the tax disruption framework aims to perform four tasks simultaneously: 

1. It should help deal with the prioritisation problem: the challenge of distributing your company’s limited 

resources to areas where action is truly needed. 

2. The tax disruption framework helps companies address the timing problem. It’s hard to judge the perfect 

moment to invest. The framework helps show the areas where action is more urgent. 

3. The framework can be used as a scenario planner to estimate the outcome of different approaches. You 

can feed it with information on where you plan to progress and estimate the consequences in relation to 

the authorities and risk. 

4. The whole assessment can serve as a progress monitoring tool. Rather than a single assessment, an 

annual appraisal of the framework will allow you to take account of new information regarding the approach 

of the authorities. 

PwC

Tax authority’s 

jurisdiction

Areas of tax 

disruption risk Tax types
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How does the disruption framework work? 

Before conducting the assessment using the disruption framework, corporate taxpayers will have to choose 

where they want to set priorities:  

Countries: What markets and territories are essential for your company?  

Tax types: What tax types (e.g. corporate taxes, sales tax/VAT/GST, customs duties and so on) are 

of interest?  

Areas of tax disruption risk: We have identified five distinct areas where tax disruption risk can manifest. 

Each of these five areas represents one field of activities where tax professionals have to engage and interact 

with tax administrations. 

1. Access to taxpayer data (tax authorities) ↔ Collecting own data (companies) 

2. Tax return preparation (tax authorities) ↔ Tax return preparation (companies) 

3. Audit selection (tax authorities) ↔ Risk management analytics (companies) 

4. Audit process (tax authorities) ↔ Reporting (companies) 

5. Sanctions/damages (tax authorities) ↔ Response to tax authority sanctions (companies) 

See Appendix 3 for further information on these areas of tax disruption risk. 

The assessment can include all countries where your company does business, or just some key markets. 

It can comprise just one or two tax types which are particularly relevant for your business, or all tax types you 

have to deal with. Upon completing this initial assessment, we recommend following the steps below: 

Step 1: Assessing tax technology progress of tax authorities around the world 

The goal of this assessment is to determine the authority’s future tax technology capabilities and come to a 

view on likely development. The time horizon is variable. You can aim to assess the technological state and 

capabilities of the tax administrations in three, four, or five years’ time, for example. This is up to you. We 

recommend a time horizon of three years. During the assessment, you will assign each area of activity for a 

specific tax type and country to one of our predefined stages as outlined in Appendix 1, and with the help of 

the hallmarks below. 

 Access to 
taxpayer data 

Tax return 

preparation 

Audit selection Audit process Sanctions/damage 

Stage 

one 

Tax return and 

other disclosures 

Taxpayer Risk assessment 

and prioritising 

mainly manually 

by tax inspectors, 

sometimes rule-

based algorithm 

Manual sample 

testing of data by 

inspectors (often 

on site) 

Tax due + penalties 

for wrong tax return 

Reputation 

Stage 

two 

Disclosures, and 

wide-ranging 

mandatory 

reporting 

obligations 

Taxpayer Risk assessment 

by machine 

learning 

algorithm, 

prioritising by 

inspectors 

focusing on 

outliers 

Sample testing by 

algorithm, manual 

sample testing by 

inspectors (often 

on site) 

As above, adding 

personal liability 
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 Access to 
taxpayer data 

Tax return 

preparation 

Audit selection Audit process Sanctions/damage 

Stage 

three 

Vast own data 

collection 

capabilities 

independent from 

taxpayer 

Taxpayer Risk assessment, 

prioritising and 

selection by 

algorithm, 

supervised by 

inspectors, real-

time auditing of 

everyone for 

some tax types 

like e.g. VAT (no 

selection 

anymore) 

Extended sample 

testing by 

algorithm, sample 

testing by 

algorithm with 

directly extracted 

data (remote or 

on site), rare, 

selected manual 

testing by 

inspectors on site 

As above, including 

extended personal 

liability, and risk of 

data loss/ 

mismanagement by 

the authorities 

(including hacking 

of authorities’ 

database) 

Stage 

four 

Extensive 

information 

exchange: 

Including data 

from other tax 

types, other 

jurisdictions 

(automated) 

‘Network 

analytics effects’ 

Taxpayer Risk assessment, 

prioritising and 

selection by 

algorithm, only 

partially controlled 

by tax inspectors; 

real-time tax 

auditing by 

algorithm for 

more tax types 

Testing based on 

huge cross-

function data 

collections by 

algorithm 

(‘automated 

auditing’), mainly 

remote, rarely on 

site (fraud) 

As above, adding 

risk of 

inappropriate data 

quality, unproven 

data integrity 

Stage 

five 

Access to all data 

required to 

determine tax 

(direct data 

extraction; fully 

integrated 

platforms) 

Authorities 

(automated 

taxation) 

No selection 

necessary 

anymore, real-

time tax auditing 

by algorithm with 

more information 

for all taxpayers 

and all tax types 

Shift towards IT 

and process audit 

As above, adding 

risk of inappropriate 

internal tax 

processes and risk 

of hacking of direct 

data flows to 

authorities 

Stage 

six 

Including data 

from other public 

sector 

departments 

Authorities 

(automated 

taxation, 

automated 

payment?) 

Real-time auditing 

by algorithm with 

more information 

IT and 

process audit 

As above 

 

 Traditional methods  Disruptive methods 

 

For example, let’s say your headquarters are located in Canada. You’ll want to know what’s going on there in 

the field of corporate taxes. So you’ll have to determine what capabilities you think the Canada Revenue 

Agency will have in three years. Accordingly, you will ascertain the appropriate stage for each area of activity, 

i.e. ‘access to taxpayer data’, ‘tax return preparation’, ‘audit selection’, ‘audit process’ and ‘sanctions/damages’. 

We have drafted a list of sample questions designed to help you deduce which stage the tax authority is at for 

each area of activity. E.g. in the area ‘access to taxpayer data’ you should be able to answer questions such 

as: 

 Is the information exchange going to be automated? 

 Will the authorities be able to extract data directly from your company? 

 Will you be obliged to copy B2B data directly to the authorities? 

 Will the authority exchange information between its different departments? 
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You can choose to answer these questions yourself using tax administration/governmental announcements or 

information found in budgets. Or you can use our ‘tax disruption radar’ tool where we regularly summarise 

developments by tax authorities worldwide and provide PwC commentary and practical advice around it. 

Answering the questions will result in an overview showing your estimated stage of the future tax technology 

capabilities of the tax administration for each area of tax disruption activity and each tax type. An example of 

how this could look is as follows: 

PwC

Excise duties

Other taxes

Corporate taxes

Sales tax/VAT/GST

Customs duties

3 1 3 2 1

…

Anticipated state for

e.g. Canada, 2022

 

Step 2: Assessing the development plan of a company’s technology capabilities 

In the next step, you will have to assess the planned tax technology capabilities of your own company in a 

similar manner as you assessed the capabilities of the tax authorities. You will assign each of your areas of 

activity for a specific tax type and country to one of our predefined stages as outlined in detail in Appendix 2, 

and with the help of the specific hallmarks below. The stages of progress and hallmarks for companies are 

defined in such a way that they mirror the stages for the tax authorities and allow a direct comparison. 

A company will be in a position to mitigate and control change only if it’s reached at least the same stage as 

the authorities. 

It is important to note that the stages are not completely fixed. They are interconnected, sometimes they 

overlap, and sometimes they intertwine. The goal is not to be completely accurate, but to provide companies 

with orientation on where they stand in relation to the authorities. You may have realised that there are only 

five stages for taxpayers compared with six stages for the authorities. This reflects our view that at the end 

game, corporate taxpayers will not be able to access the same level of information as the authorities. At the 

time of writing, our experience is that most companies are currently between stage 1 and stage 2. 



 

15 PwC | PwC tax disruption framework 

Assessment hallmarks 

Companies 

 Collecting 

financial data 

and other 

structured 

data 

Collecting 

qualitative 

business 

information 

Tax return 

preparation 

(technical; 

document 

assembly) 

Risk 

management 

analytics 

Reporting 

(strategic; tax 

plan and 

coordination) 

Response to 

tax authority 

audit/ 

assessment 

Stage 

one 

Manual 

selection and 

extraction of 

data from ERP 

Significant 

post-

processing 

required 

Data gathered 

via interviews 

and emails. 

Manual Limited 

analytics 

possible as 

data is not 

available in a 

structured 

way: 

Manual tax risk 

management 

Reporting 

done on an ad 

hoc basis for 

each 

jurisdiction 

individually; 

limited 

oversight of all 

data leaving a 

company and 

being shared 

with authorities 

Manual by tax 

experts 

Stage 

two 

Automated 

extraction and 

storage of all 

tax-relevant 

and previously 

structured data 

Data gathered 

by structured 

questionnaire 

(with help of 

e.g. RPA) 

Some 

processes 

automated 

(e.g. RPA) 

Basic 

‘descriptive’ 

analytics 

available to tax 

department to 

support tax 

analysis; tax 

disruption risk 

management 

in place 

Tax function 

has good 

oversight of all 

data being 

shared with 

external 

parties. 

Beginning to 

align tax 

narrative over 

tax types 

Manual by tax 

experts with 

more 

information 

Stage 

three 

Tracking and 

monitoring of 

tax-relevant 

data and data 

flows including 

third-party data 

More tax-

relevant 

business data 

is digitalised 

and structured 

(with help of 

e.g. NLP) 

More 

processes 

automated 

(e.g. NLP) 

Advanced 

analytics using 

some machine 

learning 

elements 

Coordinated 

with other 

jurisdictions 

(globally 

consistent tax 

narrative 

developed) 

Able to 

respond at 

same data-

driven level 

Stage 

four 

Global, 

centralised 

tax-relevant 

data pool 

Automated 

extraction and 

storage of all 

tax-relevant 

business data 

in same global 

tax-relevant 

data pool 

Automated to 

large extent 

As above with 

more 

information 

Tax strategy 

and planning 

heavily 

supported by 

algorithmic 

systems, 

mainly 

controlled ex-

post by central 

tax unit 

As above, but 

with 

comparison to 

authorities’ 

decisions in 

other 

jurisdictions 

Stage 

five 

Monitoring 

data extraction 

flow to 

authorities, 

only creation 

of data still 

controllable 

Monitoring 

data extraction 

flow to 

authorities, 

only creation 

of data still 

controllable 

By authorities, 

only possible 

to control 

authorities’ 

outcome 

Automated 

tax-mitigating 

capabilities, 

which are able 

to intervene 

(partially) 

autonomously 

in real-time, if 

necessary 

Algorithmic tax 

planning, risk 

mitigation and 

strategy with 

new focus on 

own IT 

systems, data 

flows and 

processes 

Compre-

hensive, 

predictive own 

modelling 

capabilities to 

predict test 

authorities’ 

outcome and 

defend own 

view 
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To support you in your assessment, we have also collected a list of relevant questions in an online 

questionnaire, with more details on our homepage.15 It’s all about thinking how the authorities’ technology (as 

evaluated before) will affect your tax function and assessing yourself in terms of how you will deploy technology 

to respond. For example, in the area of ‘risk management analytics’ you should collect answers to questions 

like: 

 How will you analyse the risk and likelihood of being audited in three years’ time? 

 Is your tax team going to be supported by analytics software? 

 Will you implement a tax disruption risk management approach? 

 What kind and what amount of data do you plan to feed into your risk management model? 

 Will the (digital) tax perspective be integrated in all business processes and systems automatically? 

As the output of the second part of the assessment you will have the familiar model, this time containing figures 

quantifying your company’s planned tax technology capabilities for each area of tax disruption activity and 

each tax type. 

If required, it would be possible to add another dimension differentiating companies’ planned abilities by 

different subsidiaries in different countries. 

PwC

Excise duties

Other taxes

Corporate taxes

Sales tax/VAT/GST

Customs duties

1 1 1 2 1

…

Planned state for

e.g. Company A, 2022

 

We have refrained from doing so, because we assume that companies want to scale technology capabilities within 

the organisation rapidly, leaving little material difference from entity to entity over time. Adding another dimension 

would only complicate things without adding real value to the assessment. Nevertheless, this might be an option for 

enterprises scaling slowly that want to monitor the risk during transition phases or for organisations with decentralised 

tax operating model planning on the basis of very diverse technology capabilities. 
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Step 3: Identifying areas for action: 

In step 3, the framework automatically compares the outcomes of the assessment in steps 1 and 2 in the following 

manner.3 

The result will reveal upcoming tax disruption risk in four colours. 

PwC

Tax 

Authorities
You? ?

2 3

2 2

2 1

3 2

Comparison of the authority’s and 

company’s value for the specific dimension 

of the assessment

If the company’s value is higher, then the specific 

tax disruption risk is very limited

If the company’s value equals the authority’s 

value, the specific tax disruption risk is low

If the authority’s value is one point higher, this is 

an immediate call for action

If the authority’s value is one point higher, but the

authority’s capabilities passed the threshold or 

the value is two points higher, the risk will very 

likely crystallise

 

The model will still be two-dimensional, with the two dimensions ‘areas of activity’ and ‘tax types’ coloured to 

indicate future risk (but so far only for one country): 

PwC

Tax types

E.g. Switzerland, 

2022

Limited risk

Low risk

Immediate call 

for action

High likelihood of

risk being crystallised

Areas of tax disruption activity

 

                                                             

3 As explained above, we have designed the output to make sure that direct, meaningful comparison is possible 
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At this point we have all the ingredients to breathe life into our tax disruption framework. As soon as you perform 

assessments of more tax administrations around the world and add the results – ultimately the assessment is 

developed for multinational corporations – the framework is formed: 

PwC

Areas of tax disruption risk

CountriesE.g. Switzerland, 

Netherlands, 

Russia, Brazil, 2022

T
a
x
 t

y
p

e
s

Limited risk

Low risk

Immediate call for action

High likelihood of

risk being crystallised

 

The framework compares the tax technology progress of the tax authorities with your own development path 

in terms of technology capabilities. The framework identifies and visualises this comparison and therefore ‘tax 

disruption risk’ by turning areas of the framework dark red, light, red, orange or grey. 

Using the framework you can model different future scenarios. For example, you can analyse what impact it 

will have on digitally enhancing authorities if you strive for a different development path, and how it will mitigate 

the risks (or not). In this way, the framework helps you set priorities and systematically identify areas and time 

for action. For example, if the results of the comparison show that the tax authorities will be one step ahead in 

a particular field, you should plan to digitally progress in the same field quickly to mitigate risks. If they will be 

two steps ahead soon, the need to drive change is even greater. 

As described in this paper, for both steps we provide online hallmarks, questions and tools to support 

assessments of where tax authorities and companies are in their digital capabilities. 

We have ensured that the areas and stages for both companies and authorities are easily comparable. 

The result of the comparison will reveal a company’s ability to meet the upcoming challenges posed by the 

authorities, what issues should be addressed and how urgent action should be taken – not in general, but in 

very tangible terms, by highlighting specific areas of activity for a specific tax type in a certain country. Beyond 
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that, the assessment is designed to monitor progress and risk developments over time. That is why we 

recommend repeating the assessment annually. 

Once the analysis has been completed for your organisation, we hope that the framework will provide your tax 

professionals with a direction of where to invest and what capabilities to build up (addressing the resource 

allocation question faced by many internal tax functions. 

Conclusion 

Digitalisation presents organisations with two fundamental tax-related challenges at the same time: not only 

must they transform their in-house tax functions to handle an increasingly complex business, but more 

importantly, they have to deal with transforming tax authorities as they embrace digital. Making the tax function 

fit for the challenges of this new world of tax requires all-embracing strategic, technological and organisational 

change. 

As described in this paper, our ‘tax disruption’ framework can be used to help you determine where and when 

to invest in digital capabilities, addressing the prioritisation and resource problem faced by many management 

teams. We also hope it will facilitate a conversation at executive and board level, representing risk in a very 

visual way to help others outside the profession grapple with the complexity of tax disruption, and to help tax 

professionals articulate their case for change.
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With this guide on tax disruption, we have sought to bring together all the external digital factors with an 

impact on the tax function, and have attempted to forecast what this will mean for the tax function of the 

future. The role of tax in the organisation will change significantly over the coming years, and this will 

necessitate significant investment, both in time and resources, to develop an organisation that is fit for this 

future environment. Failing to enhance capabilities could lead to new costs for the business and a 

significant change in the relationship between the taxpayer and the tax authority: Tax disruption could be 

very uncomfortable for organisations that do not prepare. 

However, unlike most change in this world, tax disruption is plannable, which means that corporate 

taxpayers can do something about it. With a comprehensive risk assessment and planning framework, 

companies can get ready for this new world of tax. There are many frameworks available to manage 

change, but in our view only a robust risk assessment framework (will make sure that you develop in line 

with external changes and that you do so in the most cost-effective and efficient way possible. With a 

structured approach, tax disruption can be managed to provide additional benefits to the entire 

organisation. 

We hope you have enjoyed reading this guide. As with all forward-looking documentation, ours is a point of 

view and is by no means the only solution to this issue. The only way we as a profession of tax experts 

can get to the right answer together is by engaging in discussion and debate around topics that impact our 

industry. We would welcome your feedback and thoughts. Please do get in touch and join the discussion! 
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Appendix 1 
Detailed descriptions of the stages of tax disruption 

In this appendix, we provide detailed descriptions of all stages of tax disruption with regard to tax 

administrations. Based on our observations and discussions, the following trends are becoming apparent: 

Stage One: Old, familiar world of tax 

This stage describes the old, familiar world of tax. The tax authorities are only able to obtain limited data about 

the taxpayer, most of which is provided directly by the taxpayer in the tax return or other disclosures. Decisions 

about prioritising risk and selecting audit candidates are based on the experience of the tax inspectors. In 

some areas, Rule-based algorithms support the decision-making process. The audit is conducted by sample 

testing of data, often by the tax inspectors on site. In the event of a negative audit outcome, taxpayers will face 

penalties for the wrong tax return, and sometimes suffer reputational damage. 

Stage Two: Providing more information (already the current position for many authorities) 

In recent years, many tax administrations have proceeded to this stage unnoticed. Authorities have focused 

on unlocking new data streams with changes in disclosure regulation (e.g. new reporting obligations like Base 

Erosion and Profit Sharing (‘BEPS’) or mandatory e-invoicing obligations). Although these data are still 

provided by corporates (affording some control over the information flow), they provides the authorities with 

significantly more information about the operations of an organisation than was available previously. 

Authorities have also improved their supervisory capabilities. Risk evaluation is now often done by machine 

learning algorithms, which improve over time, while tax inspectors mainly focus on outliers identified by these 

algorithms (‘technologically enabled compliance risk management’). Algorithms are increasingly deployed to 

support the audit process to handle the growing amount of information available. Personal liability for company 

officials for incorrect tax returns is more common in the more advanced jurisdictions. 

For business, this stage will not feel much different from the ‘old world of tax’. This is dangerous, because 

progress in developing new capabilities goes largely unnoticed, with a slight shift in focus of the authorities 

being the only noticeable change. Companies or industry sectors not in focus before might suddenly appear 

in the spotlight, for instance. However, a general increase in the number of Audits can be expected given the 

reduced marginal cost of identifying audits made possible by digital technology. 

Stage Three: Collecting more information 

This is the first stage that could already feel disruptive if a company is completely unprepared. The taxman will 

have established an important new way of information sourcing from open sources and third parties. 

The unlocking of new data streams is mainly driven by technological progress (e.g. payroll/accounting software 

integration or the ability to ‘Scrape the web’)4. The ability to collect comprehensive data that is not provided by 

the company itself makes the taxman a lot more independent in his assessment. In addition, companies lose 

some of their control over the data streams to the authorities. This changes the whole tax game in a truly 

disruptive way. 

Progress will be seen in the area of audit selection as well. Machine learning algorithms will take over more 

tasks like prioritising risk and selecting audit targets, while the outcome will only be subject to moderate control 

by tax inspectors. For some tax types, mainly transactional and similar tax types, real-time tax auditing by 

algorithm will be deployed by this time. This means that audit selection becomes redundant for these tax types, 

because the audit process will cover everyone. For the other tax types, an audit will be sourced with a lot more 

information than before, some directly extracted from the systems of the company. At this stage a completely 

new, but very significant, hazard will emerge. The authorities will now be processing so much essential and 

                                                             

4 Companies are pursuing their own digital transformation. As they do so, they are producing a lot of data on a large scale. 

Just think of developments like the industrial Internet of Things, cloud computing, digital supply chain management or the 

new trend to experience management, and how useful this data can be for determining where value is created or if there is 

sufficient ‘substance’. 
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crucial information about a company’s business model that data loss or data mismanagement by the authorities 

(e.g. a successful hacking attack on the government database) would pose a real threat. 

In general, companies that are unprepared will face more and potentially unsettling questions from tax 

administrations because of all the new insights gained from independent sources. The taxman might question 

statements in the tax return and ask for additional clarification. In areas where Real-time auditing is rolled out, 

questions will arise a lot more quickly, reducing the time window to react and prepare explanations. The 

resulting ‘compression of time’ will be challenging on its own. Imagine if you received 400 such inquiries a day 

across the business. How would you cope? 

Stage Four: Automated auditing 

Stage Four implies the general stage of tax disruption. Substantial (and automated) information sharing with 

other countries’ tax authorities will provide the tax authorities with extensive new insights about a company’s 

worldwide value creation and business model. The silos between capabilities in separate tax departments are 

broken down to yield connected supervision of all tax types within a jurisdiction. In many countries, this huge 

step towards transparency is probably sourced by a centralised data pool. Numerous Jurisdictions will use this 

information to do real-time auditing, covering every taxpayer, for the other tax types too. Instead of testing 

sample data, audits will now examine huge Cross-function data collections (‘automated auditing’). Tax 

inspectors will only intervene manually in rare cases, e.g. if the algorithms indicate fraud on a large scale. 

Companies will face a new type of sanction, for example if they fail to provide the necessary data in the 

appropriate quality to the authorities, or if they are not able to prove the integrity of their data. 

At this stage, companies will experience a true and disruptive change in their relationship with the authorities. 

Companies will now clearly experience the ‘network analytics effect’ described at the beginning of this section. 

The more information the tax administrations around the world share and the more they independently learn 

about a company, the more insights they will gain exponentially, And the more they will exude confidence and 

impose higher standards. Tax administrations will not accept information only provided by the company if it is 

not backed up by reliable data. Collecting and preparing this information manually will multiply the workload 

and confront the tax function with an impossible task if it is not equipped with (automated) data collection 

capabilities beforehand – and especially if the timeframe gets even narrower. In addition, companies will find 

it hard to challenge administrative decisions if they don’t speak the same data-driven language. 

Stage Five: Automated taxation and full transparency 

Stage five is the stage of full transparency. The taxman has sufficient capabilities and access to data to 

calculate an organisation’s tax burden without any specific reporting from the taxpayer themselves. The 

authorities will run fully integrated platforms, which extract data directly from the company’s systems, 

intermediaries and open sources. At this level, taxpayers will stop preparing their own returns, with the tax 

administration taking over this job in many countries. We call this step ‘automated taxation’. At the same time, 

ordinary audits and the process of tax audit selection will become obsolete. We will probably observe a shift 

towards an audit of IT systems, the integrity and reliability of data and the processes of data collection. 

Accordingly, the authorities will likely establish another layer of sanctions, ones that bite if corporate taxpayers 

fail to implement adequate data management processes to provide the necessary data in the correct format 

and within the specified timeframe. A by-product of this move towards Data collection is an increased risk of 

cyberattacks on direct data flows to the authorities. Corporates need to make sure that this data exchange is 

secured to avoid becoming a victim of data stolen as part of the data exchange process. 

It’s at this point when taxpayers will feel all the consequences of the new world of tax. The tax authorities will 

now perform most of the tasks originally the conducted by the internal tax function. This does not mean that 

the company’s tax function has become obsolete − not at all. But its purpose will have changed dramatically. 

Instead of preparing the tax return, ‘new’ tax experts will have to ensure that the necessary IT systems are up 

and running and transport the desired tax-relevant data, for instance. They will have to certify the integrity of 

the data, oversee and steer the whole system, and maintain the tax narrative. At the same time, they will need 

to ensure that management understands the tax picture, monitoring and visualising the data for the board and 

executive. 

Stage Six: The new world of tax 

In the more distant future (but not as distant as you might think), the emerging brave and transparent new 

world of tax will have manifested entirely. Additional government Departments will have closed the 
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technological gap (or other more advanced departments will have absorbed them), And will share the data 

collected by themselves with the tax authority. In addition, the majority of countries will have reached a stage 

where they are able to run fully integrated platforms and participate in automated data exchange programs. 

This level of information, only accessible to The authorities, will paint a picture of the company and its activities 

from many different angles and yield another increase in supervisory powers. All taxpayer data will be 

compared in some form of expectancy model. Automated taxation is rolled out for all tax types. As the next 

step we might even see some form of automated tax payments. 

Certainly some countries might choose not to be entirely part of this transparent tax world for political and 

cultural reasons. They will probably be in the minority and come under strong pressure from other countries to 

become part of the new transparent world of tax. 

Assessment hallmarks 

Tax authorities 

 Access to 
taxpayer data 

Tax return 

preparation 

Audit selection Audit process Sanctions/damage 

Stage 

one 

Tax return and 

other disclosures 

Taxpayer Risk assessment 

and prioritising 

mainly manually 

by tax inspectors, 

sometimes rule-

based algorithm 

Manual sample 

testing of data by 

inspectors (often 

on site) 

Tax due + penalties 

for wrong tax return 

Reputation 

Stage 

two 

Disclosures, and 

wide-ranging 

mandatory 

reporting 

obligations 

Taxpayer Risk assessment 

by machine 

learning 

algorithm, 

prioritising by 

inspectors 

focusing on 

outliers 

Sample testing by 

algorithm, manual 

sample testing by 

inspectors (often 

on site) 

As above, adding 

personal liability 

Stage 

three 

Vast own data 

collection 

capabilities 

independent from 

taxpayer 

Taxpayer Risk assessment, 

prioritising and 

selection by 

algorithm, 

supervised by 

inspectors, real-

time auditing of 

everyone for 

some tax types 

like e.g. VAT (no 

selection 

anymore) 

Extended sample 

testing by 

algorithm, sample 

testing by 

algorithm with 

directly extracted 

data (remote or 

on site), rare, 

selected manual 

testing by 

inspectors on site 

As above, including 

extended personal 

liability, and risk of 

data loss/ 

mismanagement by 

the authorities 

(including hacking 

of authorities’ 

database) 

Stage 

four 

Extensive 

information 

exchange: 

Including data 

from other tax 

types, other 

jurisdictions 

(automated) 

‘Network 

analytics effects’ 

Taxpayer Risk assessment, 

prioritising and 

selection by 

algorithm, only 

partially controlled 

by tax inspectors; 

real-time tax 

auditing by 

algorithm for 

more tax types 

Testing based on 

huge cross-

function data 

collections by 

algorithm 

(‘automated 

auditing’), mainly 

remote, rarely on 

site (fraud) 

As above, adding 

risk of 

inappropriate data 

quality, unproven 

data integrity 



 

25 PwC | PwC tax disruption framework 

 Access to 
taxpayer data 

Tax return 

preparation 

Audit selection Audit process Sanctions/damage 

Stage 

five 

Access to all data 

required to 

determine tax 

(direct data 

extraction; fully 

integrated 

platforms) 

Authorities 

(automated 

taxation) 

No selection 

necessary 

anymore, real-

time tax auditing 

by algorithm with 

more information 

for all taxpayers 

and all tax types 

Shift towards IT 

and process audit 

As above, adding 

risk of inappropriate 

internal tax 

processes and risk 

of hacking of direct 

data flows to 

authorities 

Stage 

six 

Including data 

from other public 

sector 

departments 

Authorities 

(automated 

taxation, 

automated 

payment?) 

Real-time auditing 

by algorithm with 

more information 

IT and 

process audit 

As above 

 

 Traditional methods  Disruptive methods 
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Appendix 2 
Detailed descriptions of the stages of progress for companies 

In this appendix, we outline the predefined stages of progress for companies as we did previously in Appendix 

1 for the authorities. The stages of progress for companies are defined in such a way that they mirror the 

stages for tax authorities and allow a direct comparison: 

Stage One 

The tax function has to select and extract structured financial data manually from ERP accounting systems 

(such as SAP or Oracle). Typically, significant post-processing of data is required to get it into a usable format. 

Non-financial data from the business about processes and the value chain is gathered from the business via 

interviews and email. Different kinds of information are stored in separate storage solutions, but not linked. 

Owing to the many different data formats and storage solutions, analytics can only be applied to a very limited 

extent. Tax risk management is largely conducted manually and relies on the individual expertise of tax experts 

in the company. 

Tax specialists prepare and file the annual tax return using manual processes, with additional procedures 

conducted by the tax function. Reporting is done on an ad-hoc basis for each jurisdiction individually. The tax 

story is therefore not aligned, and a combination of data from different sources is interpreted and used 

differently. The company has only limited oversight of all tax-relevant data shared with external parties. 

Tax function responses to scrutiny from the authorities are manual and ad hoc as issues arise (firefighter 

mode). Tax experts are not assisted by any decision support systems in their daily work. 

Stage Two 

The first step will be for corporate taxpayers to establish a new form of data competence. Among other things, 

this includes at least partially automated data extraction from ERP and other systems made possible by 

cleaned and structured tax-relevant data supported by improved ERP functionality or tax-specific extraction 

tools, better data sourcing, more uniform data storing, and standardisation efforts. Business data is gathered 

by way of a structured questionnaire or the like to prepare unstructured data for processing. Tax specialists 

will be supported by basic automation, such as robotic process automation, optical character recognition 

technology or data science tools. Excel add-ons and basic extract, transform and load (‘ETL’) Tools will be 

used on a routine basis to gradually move away from simple Microsoft Excel manual processes. 

Some basic ‘descriptive’ analytics will be available to the tax function to support tax analysis, and a formal 

approach to assessing and managing tax disruption risk over the next years is in place. The tax function is 

beginning to have A good oversight of all data shared with external parties. Responses to tax administrations’ 

assessments remains a manual task, conducted by tax experts, but they will be in possession of more 

information to provide substantiated responses. 

Stage Three 

At this stage, companies will have digitally transformed their tax function with new data management 

capabilities. Tax- relevant company data is tracked, monitored and visualised to better understand the 

authorities’ view. Third-party data is starting to be included. More sophisticated automation tools, such as NLP, 

are used to extract and interpret unstructured data such as textual responses in automated questionnaires. To 

some extent, ‘artificial intelligence’ platforms will help to prepare tax returns and other disclosures. 

More sophisticated ‘advanced analytics’ will be rolled out to better understand the tax risk profile of the 

organisation and quantify the likelihood of receiving an algorithmically- determined audit from the authorities. 

The tax function has developed a coordinated overview of information flows and disclosures to external parties. 

New analytics abilities are available on aggregate disclosures which enable it to understand, adapt and defend 

the global tax disclosure ‘story’, consolidating the newly available amount of information. 

Stage Four 

This stage describes the level where full digital capability and technology are available. This means that tax-

relevant financial and similar data are automatically extracted and stored in a global, centralised data pool for 

all divisions and entities within the group, without human intervention. Tax related APIs or the like integrate 
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into business systems and process tools to automatically extract business-relevant data to the central data 

pool, removing the need for tax- relevant ‘declarations’ to the tax function. Tasks like tax return preparation 

and filing are largely automated, but still ‘conducted’ by the taxpayer. Human intervention is limited to a review 

of returns and handling complex tax-related matters involving interpretation, transaction support or similar. 

Analytics platforms will be improved using machine learning elements to enhance predictions of audit/risk. The 

tax discipline will be heavily supported by algorithmic systems in the fields of tax strategy and planning. For 

example, Real-time automated assessment of disclosure fields will be able to automatically identify disclosures 

that might diverge from the overall narrative and therefore pose a risk. In addition to data-driven responses, 

corporate taxpayers are able to compare the decisions of tax administrations in one jurisdiction with decisions 

in others to strengthen their point of view. 

Stage Five 

In the more distant future, the authorities will have established, and will force taxpayers to establish, a highly 

automated tax environment (see Stage 5 in Appendix 1). The task and focus of internal tax functions will thus 

shift fundamentally. 

Since authorities will now have their own access to tax- relevant data, tax experts must refocus their 

compliance efforts on monitoring data feeds to tax authorities (and other third parties that could serve as data 

providers to the authorities). They must ensure completeness and timeliness, and should be able to use this 

data to replicate the likely view of the authorities to report to management so that the business is not blindsided. 

Taxpayers will only be able to influence or control the creation of data; they will no longer be able to control 

the data flow itself. Tax return preparation is taken over by the authorities, and internal tax experts must review 

the proposed outcomes. 

With compliance duties taken care of outside of the organisation, companies will have developed automated 

tax risk mitigating capabilities able to predict future data flows and intervene earlier in the process. At the same 

time, comprehensive, predictive modelling capabilities will be in place to predict and test compliance proposals 

from authorities, to defend the company’s own view and develop A rationale for conclusions on a real-time 

basis. Tax planning and strategy capabilities will be equally enhanced by algorithms and integrated platforms, 

reflecting authorities’ shift of audit focus towards IT systems, data flows and processes. 

Stage Six 

Not available for taxpayers. 

Assessment hallmarks 

Companies 

 Collecting 

financial data 

and other 

structured 

data 

Collecting 

qualitative 

business 

information 

Tax return 

preparation 

(technical; 

document 

assembly) 

Risk 

management 

analytics 

Reporting 

(strategic; tax 

plan and 

coordination) 

Response to 

tax authority 

audit/ 

assessment 

Stage 

one 

Manual 

selection and 

extraction of 

data from ERP 

Significant 

post-

processing 

required 

Data gathered 

via interviews 

and emails. 

Manual Limited 

analytics 

possible as 

data is not 

available in a 

structured 

way: 

Manual tax risk 

management 

Reporting 

done on an ad 

hoc basis for 

each 

jurisdiction 

individually; 

limited 

oversight of all 

data leaving a 

company and 

being shared 

with authorities 

Manual by tax 

experts 

Stage 

two 

Automated 

extraction and 

Data gathered 

by structured 

Some 

processes 

Basic 

‘descriptive’ 

Tax function 

has good 

Manual by tax 

experts with 
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 Collecting 

financial data 

and other 

structured 

data 

Collecting 

qualitative 

business 

information 

Tax return 

preparation 

(technical; 

document 

assembly) 

Risk 

management 

analytics 

Reporting 

(strategic; tax 

plan and 

coordination) 

Response to 

tax authority 

audit/ 

assessment 

storage of all 

tax-relevant 

and previously 

structured data 

questionnaire 

(with help of 

e.g. RPA) 

automated 

(e.g. RPA) 

analytics 

available to tax 

department to 

support tax 

analysis; tax 

disruption risk 

management 

in place 

oversight of all 

data being 

shared with 

external 

parties. 

Beginning to 

align tax 

narrative over 

tax types 

more 

information 

Stage 

three 

Tracking and 

monitoring of 

tax-relevant 

data and data 

flows including 

third-party data 

More tax-

relevant 

business data 

is digitalised 

and structured 

(with help of 

e.g. NLP) 

More 

processes 

automated 

(e.g. NLP) 

Advanced 

analytics using 

some machine 

learning 

elements 

Coordinated 

with other 

jurisdictions 

(globally 

consistent tax 

narrative 

developed) 

Able to 

respond at 

same data-

driven level 

Stage 

four 

Global, 

centralised 

tax-relevant 

data pool 

Automated 

extraction and 

storage of all 

tax-relevant 

business data 

in same global 

tax-relevant 

data pool 

Automated to 

large extent 

As above with 

more 

information 

Tax strategy 

and planning 

heavily 

supported by 

algorithmic 

systems, 

mainly 

controlled ex-

post by central 

tax unit 

As above, but 

with 

comparison to 

authorities’ 

decisions in 

other 

jurisdictions 

Stage 

five 

Monitoring 

data extraction 

flow to 

authorities, 

only creation 

of data still 

controllable 

Monitoring 

data extraction 

flow to 

authorities, 

only creation 

of data still 

controllable 

By authorities, 

only possible 

to control 

authorities’ 

outcome 

Automated 

tax-mitigating 

capabilities, 

which are able 

to intervene 

(partially) 

autonomously 

in real-time, if 

necessary 

Algorithmic tax 

planning, risk 

mitigation and 

strategy with 

new focus on 

own IT 

systems, data 

flows and 

processes 

Comprehensiv

e, predictive 

own modelling 

capabilities to 

predict test 

authorities’ 

outcome and 

defend own 

view 
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Appendix 3 
Areas of tax disruption activity 

1. Access to taxpayer data (tax authorities) ↔ Collecting own data (companies) 

The first and most important area focuses on the methods the authorities deploy to gather information and 

what sources they use. Here it is of interest what kind of data they collect, how they process the data and who 

they share the data with. 

This is important for business, because the authorities base their decisions on this information. In the new 

digital era, we will see very significant change in this area. Businesses will lose control over the information 

flow step by step. 

The corresponding area on the company side is its own ability to understand and collect the data it produces. 

What we’re talking about is collecting financial and other structured data (e.g. from ERP systems), IoT or 

Industry 4.0 data, as well as qualitative business information, often currently sourced from emails and 

discussions with the business. 

2. Tax return preparation (tax authorities) ↔ Tax return preparation (companies) 

The second sphere concentrates on who is responsible for preparing the tax returns for a specific tax type. 

Are companies still undertaking this task, or are tax administrations taking over − perhaps only partially in the 

beginning (e.g. with pre-filled tax returns), and then more and more? 

This is another layer where companies will lose control and will therefore need to react. As long as the company 

does the tax return, it remains in control, at least to some degree, of the information it provides. 

On the business side, this area addresses the question of who is in charge of the tax return. How is the 

workload shared? Are tax returns filed manually, are some processes automated (e.g. with robotics or other 

advanced analytical techniques)? 

3. Audit selection (tax authorities) ↔ Risk management analytics (companies) 

The area of audit selection involves the way the taxman evaluates and prioritises risk; that is, how he decides 

who to scrutinise more closely and where to conduct an audit. What factors or behaviour patterns factor into 

the authority’s decision to demand further, more detailed explanations and information? How does the taxman 

identify ‘outliers’ in the data? 

Once advanced analytic algorithms, and thus pattern recognition and anomaly detection, play a more central 

role in the administration’s assessment, it becomes crucial to avoid ‘sticking out’ and becoming the target of 

closer examination. 

In our view, the area of audit selection is going to play a major role in the near future, but will lose importance 

over time once the tax authorities have established the ability to monitor all significant companies all the time 

(real-time auditing based on very large datasets). 

Associated with audit selection is companies’ ability to respond by developing their own risk management 

analytics capabilities. 

4. Audit process (tax authorities) ↔ Reporting (companies) 

The way tax administrations conduct audits is vital as well. During a tax audit, the authorities usually scrutinise 

a company’s tax affairs a lot more closely than under their general tax compliance risk schemes. In this area 

we also will see significant progress. The choice of information and processes that authorities put emphasis 

on will make a huge difference. What kind and amount of data is relevant to the audit? What data might be 

collected in addition? 



 

30 PwC | PwC tax disruption framework 

This sets limits on your ability to react. What range of explanations will you be allowed to offer, and in what 

way will you be able to adapt the tax narrative retrospectively? 

Linked to this is businesses’ reporting capability. Is the work done ad hoc in firefighting mode, or is it embedded 

in a strategic scheme? To what degree has tax function oversight about data been shared with external 

parties? How is coordination with tax functions structured in other jurisdictions? These questions matter here. 

5. Sanctions/damages (tax authorities) ↔ Response to tax authority sanctions (companies) 

The sphere of sanctions and damages focuses more on particular consequences of taking risk − thus posing 

another layer of potential uncertainty. 

With new digital capabilities and new requirements, the authorities will alter their threats as well. What do you 

have to prepare for in a worst-case scenario? What exactly is penalised? Which and what kind of penalties 

and damages do you want to avoid? 

This relates to the area of how a company is able to understand and tackle the authority’s decision to impose 

penalties. Is the company able to argue in a convincing way and present valid arguments that are accepted in 

the new digital world of tax? 
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