
Technology Skills 
Curriculum Lesson 8:

Cybersecurity- Simple 
Encryption



Agenda

Let’s get started

1. Getting started: Classic Encryption
2. Main activity: Cracking Substitution Ciphers
3. Crack a Caesar Cipher
4. Crack a random substitution Cipher
5. Wrap up: Video
6. Careers reflection 
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Session overview 

You will be introduced to the need for 
encryption and simple techniques for breaking 
(or cracking) secret messages. 

Objectives 

You will be able to:

• Explain why encryption is an important 
need for everyday life on the Internet.

• Crack a message encrypted with a Caesar 
cipher using a Caesar Cipher Widget

• Crack a message encrypted with random 
substitution using Frequency Analysis

• Explain the weaknesses and security flaws 
of substitution ciphers



Classic Encryption: The Caesar Cipher
 The process of encoding a plain text message in some secret way is called Encryption.
 
 Historical example
 Many of the ideas we use to keep secrets in the digital age are far older than the Internet. In Roman 

times Julius Caesar is reported to have encrypted messages to his soldiers and generals by using a 
simple alphabetic shift - every character was encrypted by substituting it with a character that was 
some fixed number of letters away in the alphabet. So an alphabetic shift is often referred to as 
the Caesar Cipher.

 
 Why do we need encryption?
 This security is necessary as the Internet is not inherently secure. Packets traveling across the 

Internet move through many routers, each of which could be owned by different people or 
organisations
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Can you crack this encryption?

 This message was encrypted using a Caesar Cipher (an "alphabetic shift")
 
 Task:
 1. Try and decode this message (remember it's just a shifting of the alphabet). You have 5 minutes 

do this
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Crack a Caesar Cipher
Get yourselves into pairs and following this link:  https://studio.code.org/s/pwc

Task:

1. Select a message encrypted with a caesar cipher and use the provided widget to "crack" it.
2. Experiment with the tool - click things, poke around, figure out what it's doing.
3. Choose one of the messages from the pull down menu and try to crack it using the tool.
4. If you want to, enter you own message, encrypt it, and have a friend decrypt it.

You have 10 minutes to get into the tool and crack a few messages with your partner
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https://studio.code.org/s/pwc


Crack a random substitution Cipher

Next we’re going to look at a new version of the widget. This is a more 
sophisticated version of the encryption tool that shows you lots of different stuff. 

Click to the next bubble to see the frequency analysis version of the widget. It 
should look like the picture on the right

Task:

1. Explore this widget  to see if you can discover what the tool is 
showing you and allowing you to do. What information is being presented 
to you? Try and figure out what the tool lets you do. You have 10 minutes

•
2. Try and crack one of the messages. You have 15-20 minutes. If you 

finish there are more to try. 

3. Stretch task: If you time left to spare you can enter your own messages, do 
a random substitution to encrypt it, then copy/paste the encrypted version 
and see if your partner can crack it.
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Definition: A Widget:  A small mechanical 
device or control



Wrap Up and reflection

Task: Watch this video

Reflection questions

• What is the relationship between cryptographic keys and passwords?
• What is the difference between a Key and an encryption algorithm?
• Why does using longer passwords make them harder to guess?
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https://www.youtube.com/watch?v=ZghMPWGXexs&feature=youtu.be


What employability skills have you developed in this session?
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Leadership

• Teamwork

• Problem solving

• Decision making

Business 
minded 

• Quality in 
everything you 
do

• Improvement

• Thinking 
commercially

Technical 
capabilities

• Your knowledge 
of potential jobs 
you could apply 
for 

• What have you 
done you are 
proud of

• Ability to learn

Global 
acumen

• Seeking 
new perspectives

• Sharing ideas

• Coping with 
change

• Open minded

Relationships

• Communication 
skills

• Building 
relationships

• Working with 
others



Want to find out more? What might your next steps be in 
learning more and thinking about your career?

Keep up to date: PwC Podcast - spotify - A-Z of tech: A is for Artificial Intelligence, B is for Blockchain, C 
is for Cyber Security. Follow our journey through an alphabet of technology trends with PwC's 
technologists and special guests.

Opportunities in tech: You might be interested in technology opportunities at university or in the 
workplace. Lots of companies and universities have opportunities. Here are some at PriceWaterhouse 
Coopers: 

 5 day paid work experience ‘Insight Weeks’ for Year 12 students. 
 Technology Degree Apprenticeships and Data Science Graduate Apprenticeships. 
 School and College Leaver Apprenticeships at PwC
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https://www.pwc.co.uk/issues/intelligent-digital/a-to-z-of-tech-podcast-series.html
https://www.pwc.co.uk/careers/school-jobs/jobs/work-experience/business-insight-week.html
https://www.pwc.co.uk/careers/school-jobs/jobs/flying-start-degrees/technology.html
https://www.pwc.co.uk/careers/school-jobs.html#/


Thank you
Disclaimer: This content is for general information purposes only, and should not be used 
as a substitute for consultation with professional advisors.  Information available here is 
not to be relied upon as professional advice or for the rendering of professional services.  
This lesson is a derivative of "Simple Encryption" from Code.org's CS Principles Course, 
used under CC BY- NC-SA 4.0. This lesson is licensed under CC BY-NC-SA 4.0 by PwC. 
www.pwc.com/us/aypcurriculum.

Certain links in this Site connect to other Web Sites maintained by third parties over 
whom PricewaterhouseCoopers LLP has no control. PricewaterhouseCoopers LLP 
makes no representations as to the accuracy or any other aspect of information contained 
in other Web Sites. © 2019 PricewaterhouseCoopers LLP (a UK limited liability 
partnership). All rights reserved. ‘PwC’ refers to the UK member firm, and may sometimes 
refer to the PwC network. Each member firm is a separate legal entity. Please see 
www.pwc.com/structure for further details.

http://www.pwc.com/us/aypcurriculum
http://www.pwc.com/structure

